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1 EXECUTIVE SUMMARY

The System Center Configuration Manager 2007 Deployment Guide is the first in a series of
documents covering the design, deployment and operation of Microsoft® System Center
Configuration Manager 2007 (Configuration Manager) Release 2 (R2) Service Pack (SP) 1. The
other documents are System Center Configuration Manager 2007 Software Update Management
Guide’, System Center Configuration Manager 2007 Operating System Deployment Guide®, and
System Center Configuration Manager 2007 Software Distribution Guide®.

The aim of the guidance is to take an IT Professional through the necessary steps in order to
design, install and configure a Configuration Manager hierarchy within a healthcare organisation
environment and to reduce the time needed to implement Configuration Manager by consolidating
the necessary information into a modular documentation set.

The guidance brings together the wealth of information available for Configuration Manager into a
concise and easy-to-follow implementation guide. Links to additional information are also provided
together with training resources.

' System Center Configuration Manager 2007 Software Update Management Guide {R1}:
http://www.microsoft.com/industry/healthcare/technology/hpo/serverbuild/sms.aspx

2 System Center Configuration Manager 2007 Operating System Deployment Guide {R2}:
http://www.microsoft.com/industry/healthcare/technology/hpo/serverbuild/sms.aspx

% System Center Configuration Manager 2007 Software Distribution Guide {R3}:
http://www.microsoft.com/industry/healthcare/technology/hpo/serverbuild/sms.aspx
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2 INTRODUCTION

2.1 Value Proposition

This document provides information on how to design and deploy a Configuration Manager
infrastructure within a healthcare organisation. This guidance aims to provide enough information to
allow the healthcare IT Administrator to make the right decisions without having to read through the
large amount of information available on System Center Configuration Manager. It will allow the
healthcare organisation to be confident that the Configuration Manager infrastructure being
deployed will fit the needs of the organisation and be designed and deployed using current best
practice.

This guidance should not replace the wealth of other information that is available for Configuration
Manager; it should simply allow the healthcare organisation to quickly and confidently deploy
Configuration Manager. The guidance will also provide details of additional information that the
healthcare IT Administrators responsible for Configuration Manager should review once this
guidance has been followed. The guidance seeks to cover the most common deployment scenarios
that will be used within a healthcare organisation and provides references to further reading should
the healthcare organisation require information outside the scope of this document.

2.2 Knowledge Prerequisites

To implement effectively the recommendations made throughout this document, a number of
knowledge and infrastructure-based prerequisites should be in place. This section outlines the
knowledge and skills required to use the System Center Configuration Manager Design guidance,
while section 2.3 details the necessary infrastructure prerequisites.

221 Skills and Knowledge

A thorough understanding of certain Configuration Manager key concepts is required to use this
Deliverable. These are discussed in the following sections, which should be read before
progressing with this document.

2.21.1 Configuration Manager Sites

A Configuration Manager Site defines the boundary of administrative control. Configuration
Manager can be broken down into one or many sites depending on the underlying network
architecture of the healthcare organisation. Multiple Configuration Manager sites allow the
healthcare IT Administrator to control the network bandwidth that Configuration Manager will use
when traversing slower network links, such as Wide Area Networks (WAN), and can also be used if
multiple centres of administration exist within the healthcare organisation.
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Table 1 gives high-level information on the types of Configuration Manager site that can be

installed:
Site Type

Configuration Manager
Primary Site

Configuration Manager
Secondary Site

Description

A Configuration Manager primary site stores data for itself and all the sites beneath it, in a Microsoft®
SQL Server® database. This is called the Configuration Manager site database. Primary sites have
administrative tools, such as the Configuration Manager Console, that enable the Configuration
Manager Administrator to directly manage the site.

Configuration Manager Setup creates each primary site as a stand-alone site. They can then be
joined as children to other primary sites. Primary sites can have multiple secondary sites, all of which
send data to the primary site.

When Configuration Manager in configured in a hierarchy, the primary site at the top of the hierarchy
is known as the ‘central site’.

A Configuration Manager secondary site has no site database. It is attached to, and reports to, a
primary site. The secondary site is managed by a Configuration Manager Administrator running a
Configuration Manager Console that is connected to the primary site.

The secondary site forwards the information it gathers from Configuration Manager clients, such as
computer inventory data and system status information, to its parent site. The primary site then stores

the data of both the primary and secondary sites in the Configuration Manager site database.

Secondary sites are particularly useful for locations across Wide Area Network (WAN) links that do
not have an onsite administrator to perform management tasks.

Table 1: Description of Configuration Manager Sites

When using this document, it is important to understand the types of Configuration Manager server
infrastructure that can be deployed in a location, and the benefits and drawbacks of each. Table 2
lists these from a networking perspective:

Configuration
Manager Server
Infrastructure
Installed

Configuration Manager
Primary Site

Configuration Manager
Secondary Site

None

Server Roles That Can
Be Deployed Within
Location

Al =

All except Reporting Point (RP) =
and Server Locator Point (SLP)

None, Configuration Manager =
clients perform all
communication across WAN -

Strengths

Can be a parent to other sites
in a Configuration Manager
hierarchy

All network traffic is contained
within this site (apart from
scheduled transfers to parent
or child sites)

Replication of packages to
secondary sites can be
scheduled and throttled

Configuration Manager
clients communicate with the
Management Point (MP) at
the secondary site, so
reducing WAN traffic

No server infrastructure
required

Can use Branch Distribution
Point (DP) to reduce network
load significantly

Weaknesses

Requires SQL Server database,
and is therefore more expensive
to license and manage

Cannot be a parent for another
site

MP at secondary site still needs
to communicate with SQL
Server, so there is some
communication with the SQL
database across WAN (although
very minor)

All communication is across
WAN link

Table 2: Configuration Manager Server Infrastructure Choices
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Figure 1 represents a summary of the relationships between primary and secondary sites:

Primary Site

Secondary Site / ' Primary Site

Wt

Secondary Site

a/a

Figure 1: Configuration Manager Primary and Secondary Site Relationships

When Configuration Manager is configured in a hierarchy, all client data, such as inventory data
and status information, flows up the hierarchy until it reaches the central site. The central site can
therefore be used to view data for all clients in the hierarchy.

Each Configuration Manager site is configured with a three-character alphanumeric site code that
must be unique within the hierarchy.

2.2.1.2 Configuration Manager Features

Configuration Manager provides the healthcare organisation with a number of features that provide
configuration management of clients and servers. The healthcare organisation can decide to deploy
and use any number of these features that are appropriate. When designing the Configuration
Manager infrastructure, the healthcare IT Administrator should have an understanding of all the
possible features a Configuration Manager hierarchy can provide, even if some of the features will
not be used when the system is first implemented. Understanding the features will allow the
healthcare IT Administrator to design the Configuration Manager site or site hierarchy so that these
features can be easily added in the future if required. The features provided by Configuration
Manager are:

m  Software and Hardware Inventory
m  Software Distribution

®  Operating System Deployment

m  Software Updates

m  Software Metering

®  Desired Configuration Management
= QOut of Band Management

®  Reporting

®  Mobile Device Management

®  Network Access Protection Integration
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2.2.1.2.1 Software and Hardware Inventory

The Configuration Manager Inventory feature allows healthcare IT Administrators to collect a wide
range of information from client machines. The feature is broken down into two main components:
software inventory, and hardware inventory. Configuration Manager allows the healthcare IT
Administrator to configure many aspects of the inventories, such as the kind of information that will
be collected and how frequently it will be collected

Software Inventory

By default, the software inventory agent will collect file and product information for all executable
files on all client hard disks. These settings can be modified and tuned to the exact requirements of
the healthcare organisation using the Software Inventory Client Agent Properties shown in
Figure 2:

Software Inventory Client Agent Properties E

Gemeral Inventory Collection I File Collzction I Ireeentory Mames |

Specify the file bypes ta inventary and the level of detail ta report.

File bypes: _Iﬁlil

Mame | Fath | Subdirectori
* . ene Al client hard disks s

Clinicalwebfpp.ocx  C:\Program Files\web Based Cli... Mo

.| | 2l

—Reporting detail
¥ File details

¥ Product details

ak. I Cancel Apply Help

Figure 2: Software Inventory Client Agent Properties

Hardware Inventory

Hardware Inventory in Configuration Manager uses Windows Management Instrumentation (WMI)
to gather information relating to a large number of hardware items, such as a client’s processor
type and speed, available disk space, and so on. It also gathers details on some software items
that are stored in the registry; these are the items contained within Add or Remove Programs
(Windows® XP and earlier) or Programs and Features (Windows Vista® or later). The healthcare
IT Administrator can configure Configuration Manager hardware inventory to collect any information
that is present in WMI by editing the SMS_DEF.mof and Configuration.mof files. This enables
collection of custom data such as registry values or user-input data that can then be used to create
collections or queries. A good example of this is creating custom registry keys that store healthcare
organisation-specific data, such as a machine’s location information or department, or the criticality
of a machine, such as client machines in operating theatres. Creating collections that are based on
this information allows a healthcare IT Administrator to set differing maintenance windows or
software distribution schedules for machines in different locations or of differing criticality.
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Asset Intelligence

The Asset Intelligence feature of Configuration Manager allows the data collected by the software
inventory feature to be categorised into product families and types, providing the healthcare IT
Administrator with a much greater level of detail and removing ambiguity from the inventory data.
The Asset Intelligence reports provide a wealth of information to the healthcare IT Administrator,
such as how many licences are required for a specific product or which client machines have
hardware capable of running Windows Vista. There are 70 Asset Intelligence reports included out-
of-the-box and these can be used to provide a variety of information. They can also be used as
examples to create reports that specifically meet the needs of healthcare organisations.

2.2.1.2.2 Software Distribution

The Configuration Manager software distribution feature automates the distribution of programs to
Configuration Manager clients. Using software distribution eliminates the inefficient and costly
process of an IT Professional visiting every location where the software is required, and manually
installing it. The automated process of software distribution also eliminates the need to travel to the
clients’ location and removes errors such as entering incorrect values in prompts, running incorrect
programs, or entering incorrect arguments. By using software distribution, Configuration Manager
clients can successfully run programs and install software without the user needing to know how to
run these programs or which setup options are best for them. Software distribution also allows the
healthcare organisation to centrally define and control how and when programs run on client
computers. The healthcare IT Administrator can choose how little or how much users manage.

Central management of the software distribution in the healthcare organisation allows IT
Administrators to monitor the distribution process from beginning to end. Configuration Manager
generates detailed status messages that allow the monitoring of individual Configuration Manager
clients. This also allows the healthcare IT Administrator to provide assistance to those clients that
are having difficulties running a program. The following sections describe the key components that
relate to software distribution.

Collections

The healthcare IT Administrator can make software products available to as many computers or
users as required. The Configuration Manager clients that need to receive the program must be
members of a collection (referred to as the target collection). The target collection can, contain a
single client, all the clients that are assigned to a specific site, or any subset of clients. When the
program is distributed to the target collection, all the clients that are members of that collection
receive the program. This allows the healthcare organisation to distribute programs to specific
computers, users or user groups, and any group of client computers that share a common set of
hardware or software attributes.

Collections, in which membership rules are based on queries, are dynamic. After the initial
membership list is created, if the collection has been configured with an update schedule, clients
are automatically added to or removed from the collection, as appropriate. Configuration Manager
client computers that initially did not meet the collection's criteria, but meet the criteria now,
automatically become members of the collection. Configuration Manager clients that initially met
the collection's criteria, but no longer meet the criteria, are automatically removed from the
collection. This does not result in any software that was deployed using the collection being
uninstalled. In a dynamic environment, Configuration Manager keeps collections current, thus
ensuring that only the appropriate Configuration Manager clients receive distributed programs.
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The following scenario illustrates the benefits of this behaviour:
1. Application A is distributed to the ‘All Windows Vista Systems’ collection.
2. Only Configuration Manager client computers running Windows Vista receive the program.

3. Afew Configuration Manager client computers running Windows XP upgrade to Windows
Vista.

4. The newly upgraded Configuration Manager clients automatically become members of the
‘All Windows Vista Systems’ collection.

5. Application A that was distributed to the ‘All Windows Vista Systems’ collection
automatically becomes available to the newly-upgraded Configuration Manager clients
(along with all other applications that have previously been made available to the ‘All
Windows Vista Systems’ collection).

Programs

The purpose of using the software distribution feature is to automate the process of making a
program available to target clients. A program can be a file name (Configuration Manager uses file
association to run such programs) or anything else that can run from a command line, such as a
batch file or a Windows Installer command line.

Programs have a wide range of configurable options such as security context, supported platforms,
and environment requirements. The program's command line can be anything from setup programs
to simple batch command lines. Programs often need to download files to the client when they run,
for example, installation programs must download installation files. The files that a program
requires when it runs are called package source files.

Sometimes, more than one program can be associated with the same set of source files. For
example, there can be several variations of a setup program that install the same software by using
the same source files. However, each setup program runs differently and provides different setup
options, such as running without user intervention or performing an upgrade rather than a full
installation. To provide clients with all these setup options, several programs for the same set of
source files need to be defined.

A copy of the source files must be distributed to one or more servers, accessible to clients, so that
when the program runs on client computers, it can access the files that it requires. The Distribution
Point (DP) is a Configuration Manager site system that has that role.

Some programs are not associated with source files. In this case, either the programs use files that
are already stored on the client computers, or access to the required files is coordinated outside of
the Configuration Manager software distribution. For example, the command line Defrag.exe c:
might not be associated with source files. In this case, when the program runs on client computers,
a local copy of Defrag.exe runs.

Packages

Programs, source files, and source file paths are the main components that make up a software
distribution package. A Configuration Manager package is the basic unit of software distribution.

Packages vary widely, depending on their purpose. A package might have source files associated
with it. A package typically has at least one program, and can have as many programs as needed.
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Advertisements

Another object that is associated with software distribution is the advertisement. Advertisements
are the objects that make programs available to clients. The advertisement links the program and
package to a collection. A program must be advertised before clients can run it. A variation of an
advertisement is an assignment, which is a mandatory advertisement that must run on the client.
Advertised programs appear at the Configuration Manager client both in the Configuration Manager
user interface and in Programs and Features (Windows Vista and above) or Add or Remove
Programs (Windows XP and Windows 2000) in Control Panel.

How Software Distribution Works

To distribute software to Configuration Manager clients, a software distribution package and
programs need to be created and then advertised to the relevant clients. Advertising the program
makes a program available to a specified target collection. The advertisement contains the name of
the program, the name of the target collection, and the scheduling configuration (such as when to
run the program or when the program will expire).

However, the site's Configuration Manager clients will not be able to receive advertised programs
until the software distribution client agent is enabled on the site's Configuration Manager clients.
This primarily allows Configuration Manager clients to receive and run programs that are
advertised.

When the feature is enabled, packages, programs, and advertisements can be created to deliver
the programs that Configuration Manager clients need. Figure 3 shows a high-level overview of the
software distribution process in Configuration Manager:

Configuration
Manager
Database Server

Central Site
Management

Point

Distribution Point

Protected
Distribution Point

Branch
Distribution Point

Configuration
Manager Client

ol OO

Child Primary

Figure 3: Software Distribution Overview

Table 3 shows the steps involved in the software distribution process:
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Step Description

1. The Configuration Manager site server copies the package source files to the distribution points according to the package
configuration.

Note
If a package has no source files, this step does not take place.

2. For each advertisement, details of the collection, package and program are made available on the Management Point
(MP).
3. The Configuration Manager site server forwards any package, program and advertisement data to any child sites; this

includes the package source files if a DP has been specified for that site or any of its child sites.

4. The Configuration Manager client will periodically request new policies from the Management Point. The policies contain
information about what software is required to be installed, including any scheduling data along with any other
Configuration Manager client-side settings.

5. When software is scheduled to be installed, the Configuration Manager client makes a content location request to the
Management Point and waits for a response. The content location request tells the Configuration Manager client which DP
to connect to in order to install the software, and if those locations are considered fast or slow, to the Configuration
Manager client based on configured boundaries.

6. If the package has package source files, the source files are either executed from the DP or downloaded to the
Configuration Manager client cache and executed locally.

7. The Configuration Manager Branch Distribution Point downloads the contents of the package to its local cache, which is
made available to other local clients.

8. The Configuration Manager client executes the program using the package source files made available by the
Configuration Manager Branch Distribution Point.

Table 3: Software Distribution Overview Steps

2.2.1.2.3 Operating System Deployment

The Operating System Deployment feature of Configuration Manager allows the healthcare IT
Administrator to target new or existing client machines with an operating system installation. This
can be to a new machine with no existing operating system (referred to as a bare metal
deployment) or to a client machine that already has a Configuration Manager client deployed. The
feature allows for a great deal of flexibility when delivering the new operating system including the
use of the User State Migration Tool (USMT) to allow the healthcare IT Administrator to maintain
the user’s data and settings during the deployment. The following sections describe the key
components that relate to operating system deployment.

Boot Images

Boot Images contain a customised version of Windows Pre-Execution Environment (Windows PE)
that is used to execute the task sequence that deploys the operating system. Windows PE is used
because it is wholly contained in memory on the client machine, allowing for hard disks to be
partitioned and formatted prior to the new operating system being installed.

Computer Associations

Computer associations allow the healthcare IT Administrator to generate mappings between two
computers (or the same computer) so when the new operating system is deployed and USMT is
used to migrate user settings, the Configuration Manager client knows which machines to treat as
the source and destination for the user data being migrated.
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Operating System Images

Operating system images are the .WIM files that have been created by capturing a reference client
machine. The .WIM format provides significant advantages in size and manageability over other
imaging formats. These files will be targeted at client machines using task sequences and contain
everything required to build the operating system and any additional applications installed on the
reference computer.

Operating System Install Packages

Operating System Install Packages contain the Windows source files. This package is typically
used to build the reference computer prior to capture.

Task Sequences

A Task Sequence contains a list of actions that are defined by the healthcare IT Administrator to
build the client operating system and install any optional software packages required for the
healthcare organisation. The task sequence editor contains a number of predefined task sequence
actions for performing tasks associated with an operating system deployment.

Drivers

The drivers node of the Configuration Manager console allows the healthcare IT Administrator to
add drivers to Configuration Manager that will be evaluated and deployed during operating systems
deployment in the healthcare organisation. The drivers can be categorised into different groups,
such as mass storage, network, and so on.

Driver Packages

All drivers that can be used by client machines during the operating system deployment process
must be part of a driver package. The driver package is similar to a software distribution package
and contains the source files for the driver installation. The Import Driver Wizard will populate the
source directory for the package with any driver files that are specified. If the healthcare
organisation has multiple sites or DPs, they can specify which driver packages will be present on
which DPs. This is particularly relevant if different hardware standards or vendors are used
between sites.

Unprovisioned Computers

The Unprovisioned Computers node of the Configuration Manager console allows healthcare IT
Administrators a single view of all machines that are currently being deployed and have not
successfully completed. When a computer starts the provisioning process, and during all stages of
the process, status messages are sent back to the Configuration Manager infrastructure providing
the healthcare IT Administrator with a detailed, near real time view of any errors that may have
occurred.

How Operating System Deployment Works

Operating System Deployment can be targeted at existing Configuration Manager clients or to new
client machines that do not have an operating system installed. Targeting an existing Configuration
Manager client using a task sequence works in much the same way as software distribution; the
task sequence is advertised to a collection and executed by all members of the collection based on
the schedule defined. Once the task sequence is received, the operating system, any relevant
drivers and any additional software are installed.
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There are two ways to deploy an operating system to a client machine that does not yet have an
operating system. The first is to create and use boot media, such as a DVD, that contains the boot
image. The other is to use a PXE-based server to deploy the boot image directly to the client
machine. Figure 4 shows the high-level process for building a client machine using a PXE server:

PxE Service Point

o

Figure 4: Operating System Deployment Overview

The only difference between this and using boot media is step 1 where the boot image is provided
from the DVD, as opposed to being downloaded from the PXE server.

Table 4 describes each step of the PXE-based Operating System Deployment process in more
detail:

Step Description

1. The client machine is turned on and DHCP address acquired. F12 network service boot is selected and the client
downloads the Windows PE boot image from the PXE service point and loads into Windows PE.

2. Windows PE queries for a Management Point and determines if any task sequences are advertised to the client machine.
Task sequences are targeted to machines either by importing the machine prior to the network service boot by adding its
Media Access Control (MAC) address, or using the unknown computer object. The task sequence defines which
Operating System Install Package or Operating System Image package will be used to build the client machine and which
DPs contain the package.

3. The client contacts the DP and the image is installed using the parameters defined in the task sequence.

4. The client hardware is scanned and a list of hardware devices is sent to the Management Point. The Management Point
queries the database to determine if any matching drivers are available for the client and, if so, returns details of the
location of the driver package that contains the required drivers.

5. The client downloads and installs any drivers that are required and any software packages that are configured to be
installed as part of the task sequence.

Table 4: PXE Boot-Based Operating System Deployment Overview Steps

More information on operating system deployment can be found in the System Center
Configuration Manager 2007 Operating System Deployment Guide {R2}.
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2.2.1.2.4 Software Update Management

The Software Updates feature of Configuration Manager provides the capability to detect and
report on the software update of a healthcare organisation. Combined with the software distribution
feature, which allows the healthcare IT Administrators to deploy any missing software updates in a
controlled manner, it represents a complete solution to software update management of the
Windows client and server estates in a healthcare organisation. The following sections describe the
key components of the Software Updates feature of Configuration Manager.

Search Folders

Search folders allow the healthcare IT Administrator to create custom views on the update
metadata. The search folder displays updates that match specific criteria, such as Product or
Release Date. This allows the healthcare IT Administrator to quickly find the updates that are
required for a particular deployment and create an update list from the results. Search folders are
dynamic, (based on the query provided), and are a useful way to rationalise the very large list of
available updates.

Update Lists

An update list provides a mechanism of defining smaller collections of updates that are to be
targeted. Updates can be added to or removed from an update list and they remain a static list of
updates. A deployment of updates will reference an update list to determine which updates to
deploy. This allows update lists and the actual deployment process to be separated. Update lists
are also used by some of the key Compliance Reports within Configuration Manager. These
reports allow the healthcare IT Administrator to see compliance data based on a particular update
list and collection.

Deployment Templates

Each time software updates are deployed to Configuration Manager clients, many of the
parameters used in the process are the same, or a number of sets of parameters are used across
the healthcare organisation, each of which remains consistent for each deployment. To save
repeatedly entering the same parameters, a number of deployment templates can be established
which define many of the parameters required. A deployment template can then be applied when a
new software update deployment is set up.

Deployment Packages

Deployment packages are similar to standard Configuration Manager software distribution
packages. They contain information such as the source directory for the updates and to which
distribution points the package should be deployed. There is no direct link between a deployment
and deployment package. If a deployment contains a particular software update, it can be
accessed from any deployment package that happens to contain that update. If an update has
been downloaded to more than one deployment package, clients will access the update from the
most suitable deployment package, regardless of the deployment package that was referenced
when running the software update wizard.
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How Software Updates Work

Figure 5 shows a high-level overview of the software updates process in Configuration Manager:

Microsoft Update

-1

Software i .
Update Chl!d Primary
o Point hosting all roles
N
Central Configuration
Server Manager Client

Management
Point/
Distribution
Point

£ ©

Figure 5: Software Updates Overview

Table 5 describes each step of the Software Update process in more detail:
Step  Description

1. The Configuration Manager Site Server triggers a synchronisation of the Software Update Point (SUP). This is performed on
a schedule or can be manually triggered using the Configuration Manager Console.

2. This signals Microsoft® Windows Server Update Services (WSUS) on the SUP to contact the Microsoft Update servers and
download update metadata on all selected products and categories. No updates are downloaded to the SUP, just metadata
describing the updates and how to detect them and any applicable license information.

3. The metadata is retrieved by the Configuration Manager site server and stored in the Configuration Manager database. At
this stage, clients can start to report information back to the Configuration Manager server on patch status. The clients
contact the SUP in order to retrieve update metadata and the Update Agent can perform a scan. This information is sent to
Configuration Manager server where a healthcare IT Administrator can view the status of software updates across the
healthcare organisation’s infrastructure.

4. Having decided which software updates are required for the healthcare organisation, the healthcare IT Administrator can
now create search folders (to allow required updates to be viewed easily), update lists (which allow compliance reports to be
viewed and updates to be grouped) and deployment packages (which contain the binary files necessary to update the
clients). At this stage, the healthcare IT Administrator can either download the updates from Microsoft Update ready for a
future deployment or create the deployment at the same time.

5. The healthcare IT Administrator creates the deployment. A deployment is carried out by specifying the deployment package
that will be deployed, associating that package with a collection and specifying or creating a deployment template. Once the
deployment is configured, the Configuration Manager server will place all update files (if not already done) on the required
Distribution Points. A policy will be created and placed on the Management Point so that clients know the new updates are
available and from where they should be installed.

6. Clients perform a scheduled scan for new updates and retrieve the policy from the Management Point. If any updates are
applicable on the client, they will be installed from the closest Distribution Point. As the client scans for required updates and
installs updates, State Messages are sent to the Configuration Manager infrastructure so the healthcare IT Administrator
has an up-to-date view of the status of the deployment.
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Step  Description

7. Once the synchronisation at the Central Site has occurred, a site-to-site replication of a synchronisation request is sent to
the child sites. This triggers the same actions as steps 1-3; the only difference being the lower level SUP will synchronise
data with its parent rather than going directly to the Microsoft Update servers.

Table 5: Software Updates Process Overview

More information on Software Update Management in Configuration Manager is available in
System Center Configuration Manager 2007 Software Update Management Guide {R1}.

2.2.1.2.5 Software Metering

Software Metering allows the healthcare IT Administrator to collect information on the programs
that are being run in a healthcare organisation. The healthcare IT Administrator can configure rules
to tell the client to collect usage data on a particular application’s executable or an instance of a
Microsoft Application Virtualization (App-V) virtual application, such as Microsoft® Office Visio®.
This data, combined with the software inventory, provides the healthcare organisation with a view
of applications that are actually being run, in addition to applications that are deployed. This can
help the healthcare organisation to decide how many licenses are required for a particular
application and also if a particular application is being used at all. If an application is no longer
used, it can be retired from the healthcare organisation, which can help to reduce the complexity of
support.

Configuration Manager will automatically create rules based on data returned by software
inventory; these rules are created and are disabled by default. The healthcare IT Administrator can
enable these rules to trigger the Configuration Manager client to start to collect data on the
application or can create rules manually. The data collected by these rules can be used to create
collections, queries or reports. More information on Software Metering in Configuration Manager is
available in the TechNet article Software Metering in Configuration Manager".

2.2.1.2.6 Desired Configuration Management

Desired Configuration Management allows the healthcare IT Administrator to create or import
Configuration Baselines that define a specific configuration to which client machines must adhere.
This can be for any number of configuration items such as:

®  Ensuring the correct operating system is installed and configured correctly
®  Ensuring the correct applications are installed and configured correctly

®  Ensuring prohibited applications are not installed

®  Ensuring the correct security settings are applied

Microsoft and other vendors provide Configuration Packs® that contain configuration best practices
for a number of applications and these can be imported and applied in the healthcare organisation.
These packs can be used as a complete solution, or can be modified to fit the needs of the
healthcare organisation. Configuration Packs can also be created by the healthcare IT
Administrator using the Configuration Manager Console. More information on Desired
Configuration Management in Configuration Manager is available in the TechNet article Desired
Configuration Management in Configuration Managere.

* Microsoft TechNet: Software Metering in Configuration Manager {R6}:
http://technet.microsoft.com/en-gb/library/bb694169.aspx

® Microsoft Downloads: Configuration Manager 2007 Configuration Pack Catalog {R7}:
http://www.microsoft.com/technet/prodtechnol/scp/configmgr07.aspx

® Microsoft TechNet: Desired Configuration Management in Configuration Manager {R8}:
http://technet.microsoft.com/en-gb/library/bb693504.aspx
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2.2.1.2.7 Out of Band Management

Out of Band Management allows a healthcare IT Administrator to take advantage of the
management controller available on machines that have the Intel® vPro® chipset and Intel Active
Management Technology (AMT). This technology allows the healthcare IT Administrator to connect
to a machine that is turned off, in a sleep or hibernation state, or if the operating system has
become unresponsive, in order to perform the following actions:

®  Power on or off one or many computers

®  Reconfigure BIOS settings

B Boot to a command prompt to perform diagnostics

®  Reimage a non-functioning machine by booting to a PXE server

More information on Out of Band Management in Configuration Manager is available in the
TechNet article Out of Band Management in Configuration Manager 2007 SP1 !

2.2.1.2.8 Reporting

The Reporting feature of Configuration Manager allows the healthcare IT Administrator to create
and view Web-based reports on any aspect of the information contained in the Configuration
Manager site database. A large number of reports containing detailed information on all aspects of
Configuration Manager are included with the product. The healthcare IT Administrator can create
new reports based on the exact requirements of the healthcare organisation. The queries contained
in the existing reports can serve as a good starting point for creating custom reports to retrieve any
required information. With Configuration Manager 2007 Release 2 (R2), SQL Server Reporting
Services support is included, which allows an even richer toolset to be used to create customised
reports for use within the healthcare organisation. Once reports have been created, a dashboard
can be used to group together sets of useful reports that can be provided to users and
management. This allows users to see multiple useful reports on a single Web site using a single
link, and allows the healthcare IT Administrator to easily control who can view the data within the
reports. More information on Reporting in Configuration Manager is available in the TechNet article
Reporting in Configuration Managers.

2.2.1.2.9 Mobile Device Management

The Mobile Device Management feature allows the healthcare IT Administrator to manage mobile
devices such as Personal Digital Assistants (PDA) and mobile phones running Windows Mobile®
and Windows CE® operating systems. Configuring these devices to be Configuration Manager
clients allows the healthcare IT Administrator to perform the following functions on the mobile
device:

®  Hardware inventory
m  Software inventory
®  File collection
|

Software distribution

Device configuration (such as Internet and e-mail settings, and Wi-Fi policies)

” Microsoft TechNet: Out of Band Management in Configuration Manager 2007 SP1 {R9}:
http://technet.microsoft.com/en-gb/library/cc161989.aspx

8 Microsoft TechNet: Reporting in Configuration Manager 2007 {R10}:
http://technet.microsoft.com/en-gb/library/bb632630.aspx
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More information on Mobile Device Management in Configuration Manager is available in the
TechNet article Mobile Device Management in Configuration Managerg.

2.2.1.2.10 Network Access Protection Integration

Network Access Protection (NAP) is a technology built into Windows Server® 2008 that allows the
healthcare IT Administrator to define a policy that states the minimum configuration a client must
meet before being allowed access to the healthcare organisation’s network. The policy enforces
items such as software updates that must be installed on a client machine before they are allowed
to connect to the network. This works by placing any client joining the network into a quarantine
subnet and requiring the client to provide its current software update status. If the client does not
meet the requirements, the software updates are installed from the Configuration Manager
Software Update Point. Once the client machine meets the requirements of the policy, it is allowed
onto the production network. The policy can be configured to re-evaluate the clients’ software
update status in accordance with a schedule so the healthcare IT Administrator can ensure that all
client machines on the healthcare organisation’s network comply with the current NAP policy. More
information on NAP integration in Configuration Manager is available in the TechNet article
Network Access Protection in Configuration Manager'.

2.2.1.3 Configuration Manager Site Systems

Each Configuration Manager site contains a site server and one or more site systems. A site
system is any server running a supported version of Windows® or a shared folder that provides
some functionality to the Configuration Manager site. A site system role is a role that a site system
performs in a Configuration Manager site. For example, the MP role provides a communication
point between the Configuration Manager site and Configuration Manager clients. A computer
hosting the MP is a site system.

To decrease the load on primary or secondary site servers, it is possible to perform some server
tasks on computers other than the site server.

The Configuration Manager Administrator can assign site system roles to the primary site server or
distribute them among several different site systems. Some site system roles are assigned during
installation. Other site system roles are assigned through the Configuration Manager Console.
Servers are often referred to by their site system role name. For example, a server that performs
the Distribution Point role is often called a Distribution Point. This section provides more detailed
information about the site system roles that comprise Configuration Manager functionality. These
include:

m Site server

®  Component server

m  Configuration Manager site database server
= Distribution Point (DP)

®  Management Point (MP)

®m  Server Locator Point (SLP)

B Reporting Point (RP)

? Microsoft TechNet: Mobile Device Management in Configuration Manager {R11}:
http://technet.microsoft.com/en-gb/library/bb633175.aspx

"% Microsoft TechNet: Network Access Protection in Configuration Manager {R12}:
http://technet.microsoft.com/en-gb/library/bb693725.aspx
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m Reporting Services Point (RSP)

®  System Health Validator Point (SHVP)
m  State Migration Point (SMP)

m  PXE service point (PSP)

E Fallback Status Point (FSP)

m  Asset Intelligence Synchronization Point (AISP)

®  Qut of Band Service Point (OOBSP)

Some site system roles can only be installed as part of a primary site. Table 6 provides more
information on the site system roles available, along with where they can be installed:

Component

Site Server

Site Database Server

Configuration Manager
Console

Management Point (MP)

Description Location

The Site Server hosts the Configuration Manager components that are  Configuration Manager primary
necessary to monitor and manage a Configuration Manager site. When or secondary site
Configuration Manager is installed on a computer, that computer is

automatically assigned the Site Server role. The site server computer

can host additional roles or these roles can be performed by other

servers. By default, the Configuration Manager Console is installed on

a primary site server during Configuration Manager setup.

The Configuration Manager site database server is a computer running Configuration Manager primary
SQL Server Standard or Enterprise Edition that stores information such  site only

as discovery data, hardware and software inventory data, and

configuration and status information for the Configuration Manager site

and its lower level sites. Every primary site in the Configuration

Manager hierarchy contains a Configuration Manager site database.

The Site Database Server role can be installed on the Site Server or on

a remote computer. If remote, there must be a fast network connection

(100Mbps or greater). The SQL Server installation can also be installed

on a Windows Server Cluster to increase resilience.

The Configuration Manager Console is the primary tool for using Configuration Manager primary
Configuration Manager. The console is installed by default on the site  site only
server but can also be installed separately on any server or client

machine with the required prerequisites. The console allows healthcare

IT Administrators access to any objects within Configuration Manager

where they have appropriate permissions. The console can also be

configured to only show a subset of the nodes in the console to reduce

the console’s complexity. For example, this can be useful when

providing a console to helpdesk staff so they can view information on

client machines and use remote control tools, but are not exposed to
Configuration Manager site settings or configuration.

The Management Point is the primary point of contact between Configuration Manager primary
Configuration Manager clients and the Configuration Manager site or secondary sites (referred to
server. A Configuration Manager site has only one default as a Proxy MP at Secondary
Management Point, although multiple Management Points can be Sites)

configured with Windows Network Load Balancing Service (NLB).

Microsoft
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Component

Distribution Point (DP)

Reporting Point (RP)

Reporting Services Point
(RSP)

Server Locator Point (SLP)

System Health Validator
Point (SHVP)

State Migration Point (SMP)

Description Location

The Distribution Point stores Configuration Manager package source  Configuration Manager primary
files that Configuration Manager clients use when installing software or secondary sites
programs or software updates distributed by Configuration Manager.

The Configuration Manager Administrator can enable the Distribution
Point to use Background Intelligent Transfer Service (BITS), which
enables incremental package file download to Configuration Manager
clients. Itis also possible to specify a client computer to be a Branch
Distribution Point, which allows the Configuration Manager
Administrator to reduce the amount of network traffic required when
distributing software to clients in remote locations, or over slow network
links where no server hardware exists.

A Reporting Point is a server that hosts the code for Report Viewer and - Configuration Manager primary
any supplemental reports. A Reporting Point communicates only with  site only

its Configuration Manager site database server. The reporting point

allows the healthcare IT Administrator to view reports on all facets of

the Configuration Manager infrastructure, such as software deployment

status or inventory data, and make this data available to users without

having to provide them with a Configuration Manager Console. It also

allows Dashboards to be created, which group together reports into a

single page. This can be useful for providing information, such as

software update compliance, or reporting asset data to management.

A Reporting Services Point provides the same reporting functionality as Configuration Manager primary
the Reporting Point but uses SQL Server Reporting Services site only

technology, which allows for much greater flexibility when creating

custom reports and can be integrated with technologies such as

Microsoft® Office SharePoint® Server.

The Server Locator Point locates MPs for Configuration Manager Configuration Manager primary
clients that are unable to retrieve information from Active Directory® site only

because the client is part of a workgroup or the Active Directory

Schema has not been extended.

The System Health Validator Point uses a server with the Network Configuration Manager primary
Policy Service (available in Windows Server 2008) and allows the site only
healthcare IT Administrator to integrate Configuration Manager with

Microsoft Network Access Protection (NAP). This allows the healthcare

IT Administrator to enforce criteria that clients must meet before they

are allowed onto the network, such as software update compliance,

presence of an anti-malware product and so on. Integrating

Configuration Manager with NAP allows Configuration Manager to

deploy any required updates or software to the clients while they are in

a quarantined network, so they will then be allowed onto the production

network.

The State Migration Point is a site system that allows the Configuration ~ Configuration Manager primary
Manager client to store any required user data while a computer is or secondary sites

migrated to a new operating system. This allows the healthcare IT

Administrator to use the User State Migration Tool (USMT) in

conjunction with Configuration Manager to capture user data from the

target machine, rebuild the machine with the new operating system,

and then replace the user data after the upgrade has completed.

Microsoft
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Component

PXE Service Point

Fallback Status Point (FSP)

Asset Intelligence
Synchronization Point

Out of Band Service Point

Software Update Point

Client Status Reporting
Host System

Description

The PXE Service Point uses a server that has the Microsoft®
Windows® Deployment Service (WDS) running and is used as part of
the Operating System Deployment (OSD) feature of Configuration
Manager. It responds to operating system deployment requests from
client computers that have a PXE-enabled network card. The System
Center Configuration Manager 2007 Operating System Deployment
Guide {R2} contains more information on the OSD features of
Configuration Manager.

The Fallback Status Point is a site system role that allows clients to
communicate with the Configuration Manager infrastructure if they are
unable to communicate via the MP. If a client is unable to install
correctly, unable to assign itself to a site or cannot communicate
securely with their assigned MP, a status message is sent via the FSP
so the healthcare IT Administrator is aware there is an issue with the
client.

The Asset Intelligence feature of Configuration Manager provides
information on installed software that is collected via Hardware and
Software Inventory and categorises the information in product types.
This site system enables Configuration Manager to contact System
Center Online (a service hosted by Microsoft) to update the catalogue
of information when updates are made available.

An Out of Band Service Point allows Configuration Manager to
discover, provision and manage client computers that have
management controllers using AMT technology (Such as Intel vPro
chipset machines). This allows the healthcare IT Administrator to
perform actions, such as startup, shutdown and restart, on client
machines that may not have an Operating System (OS) or whose OS
may have become corrupted.

A Software Update Point is a site system that uses WSUS to provide
update information to clients and to Configuration Manager allowing
healthcare IT Administrators to perform software update management
in a controlled manner from the Configuration Manager Console. The
System Center Configuration Manager 2007 Software Update
Management Guide {R1} contains more information on the Software
Update features of Configuration Manager.

Although the Client Status Reporting Host System site system role is
not actually a site system configured in the Configuration Manager
console, it is a role that can be added to a client or server computer to
report back to the site server about the client computers it monitors.

Table 6: Configuration Manager Site Systems Overview

Location

Configuration Manager central
primary site only

Configuration Manager primary
or secondary sites

Configuration Manager central
primary site only

Configuration Manager primary
site only

Configuration Manager primary
or secondary sites

Required only if using the client
status reporting feature.

Microsoft
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2.2.1.4 The Configuration Manager Console

The Configuration Manager Console is the primary interface used to configure, run, and access
Configuration Manager features and tools. An administrator installs and uses the Configuration
Manager Console to accomplish the day-to-day tasks required to administer a Configuration
Manager system. The Configuration Manager Console provides functions used to configure
Configuration Manager sites, maintain the Configuration Manager site database, and monitor the
status of a Configuration Manager hierarchy.

The Configuration Manager Console can be used to connect to any Configuration Manager primary
site, but cannot be connected directly to a secondary site. Once connected to a primary site, it is
possible to configure any direct or indirect child sites of that primary site. The only way to configure
a secondary site is to connect a console to a primary site that has visibility of that secondary site.
For example, Figure 6 shows part of a Configuration Manager Console connected to a central site
(with site code C01) that has a child primary site (with site code P01), which in turn has a child
secondary site (with site code S01):

:d System Cenker Configuration Manager
= L Site Database (C01 - SCCM-5RY-01, Central Site
=l [ Site Management
=] ﬂJ 01 - Cenkral Site in Contoso Example Inft
g Site Settings
= hU P01 - Conkoso Primary Site
| Site Settings
k] =01 - Secondary Site Contosa

Figure 6: Configuration Manager Console with Visibility of a Secondary Site

As illustrated above, whilst connected to CO01, it is possible to navigate to and configure the child
sites.

If necessary, it is possible to connect to multiple primary sites from a single administrator console.
To connect to another site, simply right-click the System Center Configuration Manager node
and select Connect to Site Database, as shown in Figure 7:

0] Sy stem Ceonpming

= L3 Sike Dat
= '—1:11 Site Customer Experience Improvement Program
= CE Con Give Feedback
:1
E L Sys Mew Window From Here
E '—'_;!\ Sec
# [F Too| Refresh
Help

Figure 7: The Systems Management Server Right-Click Menu

This launches a simple wizard that assists in connecting to any other primary site to which the
administrator has access.
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Figure 8 illustrates the administrator console connected to two primary sites. The individual
connections have been highlighted for clarity:

_ﬁ Syskem Cenker Configuration Manager
= LD Site Database (CO1 - SCCM-SRY-01, Central Site in Conkosg
= [ Site Managerment
=l -.'.A 01 - Central Site in Contoso Example Infrastructurs
# g Site Settings
= L-LL'] PO1 - Contoso Primary Site
F g Site Settings
H B 501 - Secondary Site Contaso

Site Database (PO1 - SCCM-3RY-02, Conkoso Primary Sike)
[ Site Management
= -.'.A P01 - Conktosa Primary Site

# g Site Settings

F k] 501 - Secondary Site Contoso

F L ;; Camputer Management
F [} Svskem Status

[ L Security Rights

F [F Todls

=3

g

H L ;; Camputer Management
F [} Svskem Status

[ L Security Rights

FH [F Todls

Figure 8: Configuration Manager Console Connected to Two Primary Sites

As shown in Figure 8, the connection to the central site (C01) allows the configuration of all other
sites in the hierarchy. The connection to C01’s child primary site P01 allows configuration of only
P01 and any sites below P01. By connecting to a site, an administrator is connecting directly to the
resources on that site server.

To administer a site (for example, modify site settings, create collections, packages,
advertisements, and so on), the administrator must connect the console directly to that site.
However, any collections, advertisements, packages, and so on, created at a site will flow down to
child sites. Using the above example, if the administrator created a new collection whilst connected
to CO01, this collection would flow down to PO1. Site settings, however, do not flow down the
hierarchy and must be configured by either connecting directly to the site server or modifying the
settings using the Site Settings node under the site object in the Configuration Manager Console.
The administrator may wish to connect to P01 to create a collection, for example, if they did not
want that collection to exist at CO1 (because this information does not flow up, only down). This
may be done if a distributed administration model is in place.

When performing site configuration tasks, the healthcare IT Administrator can often choose the
most suitable method from a number of alternatives. For example, when navigating to the client
agents node for a newly installed primary site, the administrator can achieve this either through the
Configuration Console Manager connected to the central site (as this can be used to configure all
sites in the hierarchy), or from a console connected directly to that primary site. The exception to
this is when the administrator needs to perform administration tasks (as opposed to site
configuration tasks). An important example of this is performing the client push installation by right-
clicking on a resource or collection and running the Client Push Installation wizard. When this is
done, the computers targeted for push installation will copy the client installation files (around 7MB)
from the site to which the Configuration Manager Console is connected. Therefore, it is important to
perform this from the primary site closest to the computers to which the client is being pushed.
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Note

If a site is administered whilst connected to a parent site, any settings changed will need to be replicated
down to the site on which the administrator requested those settings to change. Using the example above
in Figure 8, if the console was connected to CO1 and the administrator configured some changes to the
settings on S01, the instructions for this change would first need to be replicated to P01, which would in
turn replicate to S01. This replication is performed using Configuration Manager ‘senders’.

The administrator console is installed on all site servers by default. To remotely administer a
Configuration Manager site, it is also possible to install the console on the Configuration Manager
Administrator’'s computer (or on multiple computers if there are multiple Configuration Manager
Administrators). This is recommended, as it allows administration of Configuration Manager without
logging on to a server directly. The administrator console can be installed by running the standard
Configuration Manager setup program and choosing the relevant installation option.

2.2.2 Training and Assessment

Guidelines on the basic skill sets that are required to make best use of System Center
Configuration Manager 2007 R2 are detailed in APPENDIX A. These represent the training courses
and other resources available. However, all courses mentioned are optional and can be provided
by a variety of certified training partners.

2.3 Infrastructure Prerequisites

The following are prerequisites for implementing System Center Configuration Manager 2007 R2 in
a healthcare organisation:

m  Active Directory
®  Domain-joined Windows Server® 2003 SP2 or SP3, Windows Server 2008 for server roles
®  SQL Server® 2005 (SP2 or SP3), SQL Server® 2008 (SP1)

= Windows® 7, Windows Vista, Windows XP Professional (SP2 or SP3), or Windows 2000
Professional SP4, required for all desktop clients

= Microsoft Windows® 2000 Server SP4, Windows Server 2003 or Windows Server 2008,
required for all Server clients
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2.4 Audience

The guidance contained in this document is targeted at a variety of roles within a healthcare
organisation’s IT department. Table 7 provides a reading guide for this document, illustrating the
roles and the sections of the document that are likely to be of most interest. The structure of the

sections referred to is described in section 3.1.

2 > I
E=R ) 2 > 2
Role Document Usage 3 E s = © ©
e E § > = =} @
x 5 S [ 3 D Qo
wov o o n (=] o
IT Manager Review of the entire document to understand v
the justification and drivers, and to develop an
understanding of the implementation
requirements
IT Architect Review the relevant areas within the document v v v
against local architecture strategy and
implementation plans
IT Professional/ Detailed review and implementation of the v v v v v v

Administrator guidance to meet local requirements

Table 7: Document Audience

2.5 Assumptions

The guidance provided in this document assumes that healthcare organisations that want to share
services and resources between sites already have suitable IP Addressing schemes in place to
enable successful site-to-site communication; that is, unique IP Addressing schemes assigned to
each participating organisation or site with no overlap. Active Directory, and the underlying Domain
Name System (DNS), require the use of unique IP Addressing schemes at adjoining sites in order
for cross-site communication to function successfully. The use of NAT (Network Address
Translation) within an Active Directory environment is neither recommended nor supported by

Microsoft.
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3 USING THIS DOCUMENT

This document is intended for use by healthcare organisations and healthcare IT Administrators
who want to use Configuration Manager to manage servers, desktops or laptops within the
healthcare organisation. The document should be used to assist with the planning and
implementation of Configuration Manager and as a reference guide for the most common tasks
involved with its use.

3.1 Document Structure

This document contains the following five sections that deal with the project lifecycle, as illustrated
in Figure 9:

® Plan

®  Develop
m  Stabilise
® Deploy
m  QOperate

Each section is based on the Microsoft IT Project Lifecycle as defined in the Microsoft Solutions
Framework (MSF) Process Model, and the Microsoft Operations Framework (MOF). The IT Project
Lifecycle is described in more detail in the Microsoft Solutions Framework Core White Papers'’ and
the MOF Executive Overview'?. The MSF Process Model and MOF describe a high-level sequence
of activities for building, deploying and managing IT solutions. Rather than prescribing a specific
series of procedures, they are flexible enough to accommodate a broad range of IT projects.

" Microsoft Solutions Framework Core White Papers:
http://www.microsoft.com/downloads/details.aspx?FamilylD=e481cb0b-ac05-42a6-bab8-fc886956790e&DisplayLang=en

2 MOF Executive Overview:
http://www.microsoft.com/technet/solutionaccelerators/cits/mo/mof/mofeo.mspx
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The five sections of this document are as follows:

Identify where to Hardware Deciding which Planning where
Plan Install t_he First Requirements g Roles_are —» to Install Site
Site Required Systems
I
v
Determining
Planning Deciding which which Client Securit
Boundary = Discovery > Installation P Consideratyions
Configuration Options to Use Methods will be
Used
I
v
Documenting the
Intended Design

Preparing the Installing
Environment for Ly Configuration Lp! Installing Clients
Develop the Configuration Manager Site 9
Manager Hierarchies
Stabilise Conli?:lsetlrrz]agt’ions —» Test Environment —» Test Procedures

Deploying the

Configuration

Deploy manager

Infrastructure into

Production
Operate

Maintaining
Configuration
Manager
Environment

Figure 9: Microsoft Solutions Framework Process Model Phases and Document Structure

The key public documentation resources for building a Configuration Manager solution are listed
below. Where appropriate, specific chapters, or sections from these documents have been
referenced throughout this guidance.

m  System Center Configuration Manager TechCenter {R4}

m  System Center Configuration Manager 2007 TechNet Library {R5}
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4 PLAN

The Plan phase is where the bulk of the implementation planning is completed. During this phase
the areas for further analysis are identified and a design process commences

Figure 10 acts as a high-level checklist, illustrating the sequence of events that the IT Manager and
IT Architect need to determine when planning for Configuration Manager within a healthcare
organisation:

Identify Where Determine the
to Install the — | Number and Type
First Site of Additional Sites
Hardware — Disk Drive
Requirements — cPU g Memory g Configuration g Redundancy

2 2

Deciding Which
Roles are
Required

2 2

Planning Where Reporting Point/
to Install Site — Management Lyl Server gocator Ly Reporting N Fallbackl Status Ly Software_Update L/ PxE Service Point
Point Point . . Point Point
Systems Services Point
L . . Asset Intelligence
State Migration Lo Out of Band T .
Point > Synchroplzahon =l Service Point ¥ Distribution Point
Point
Planning Understanding Protecting Site
Boundary — Fastand Slow 9 Systems Using
Configuration Boundaries Boundaries
Deciding Which
Discovery
Options to Use
Deciding Which
Client . . . . .
Installleantion — So'fjt\g/iirteclﬁzstate Ly Group Policy Client Push Imaged Client Manual Client Logon Script
Methods Will be | | 1 Installation Client Installation Installation Installation Installation Client Installation
Used
o . Special
Security | | Security Accounts . Internet Based ] N
Considerations | ™ and Groups ) Native Mode Client Management g C?”?'F'e’a“ms for
Clinician Surgeries
Documenting
the Intended
Design

Figure 10: Sequence for Planning Configuration Manager
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4.1 Identify Where to Install the First Site

When designing a Configuration Manager infrastructure, the healthcare IT Administrator should first
decide where the first (Central) site will be located. This decision can sometimes be dictated by the
healthcare organisation's operational structure or can be purely based on the network
infrastructure. As discussed previously, the Central site is the top of any Configuration Manager
hierarchy and the location where all data collected by Configuration Manager will be stored. It is
also the central point of administration and control. If the healthcare organisation uses multiple sites
in the hierarchy, administrative control can be delegated to lower sites in the hierarchy but the
central site will always act as the central point of administrative control. The Configuration Manager
central site should usually be placed at the highest logical point of administration in the healthcare
organisation. For example, in an Acute Care organisation that may manage a number of hospitals,
the server should be placed in a data center that is in the same physical site as the health
organisation’s IT Administrators who will manage the whole Configuration Manager hierarchy. In a
General Practice provider, the server should be placed in the data center of the General Practice’s
central administrative office (or the Acute Care organisation that provides IT services to the

General Practice, if that is the case).

This may not always be the best design if the underlying network infrastructure does not match the
administrative model. For example, Figure 11 shows a network infrastructure for an Acute Care
organisation. In this example, the Configuration Manager Central site should be installed into a data
center at the Main Hospital site rather than at the Administration Centre site. This will allow all data
to flow to highest logical point in the hierarchy. Healthcare IT Administrators can then connect to
the Configuration Manager Console across the 100 Mb connection but all client data from the Main
Hospital will remain in that site.

Main Hospital
2500 clients

Admin Centre
350 clients

Second Hospital
500 clients

Clinic or District
Hospital
75 clients

Clinic or District
Hospital
50 clients

Figure 11: Example Hierarchy Not Aligned With Administrative Model
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411 Determine the Number and Type of Additional Sites

Once the healthcare IT Administrator has decided the location of the Central site, it should be
determined if any additional child primary sites need to be deployed in the healthcare organisation.
This decision is often based on the number of clients that will be supported at each geographic
location of the organisation and the services that will be provided. The main benefit of deploying
additional primary sites is to allow the healthcare IT Administrator to strictly control the bandwidth
used across network links, such as WANs. The healthcare IT Administrator should aim to deploy
the fewest number of sites possible within the healthcare organisation, but in some cases it will be
necessary to deploy additional primary sites depending on the underlying network infrastructure.
Another reason to deploy a Child Primary site is if the healthcare IT Administrator of the central site
needs to delegate administrative control of an entire geographic location to a different set of
administrators.

Figure 12 shows the infrastructure of an example healthcare organisation that includes an Acute
Care organisation and General Practice provision:

)
° Main Hospital
2500 clients

(25) Acute Care IT > <
\ Administrators 6\)5
N\ E
& <3
S2 O (&%)
(FK) \/Q (==

General Practice ™
Administrative
Centre

500 clients

Second Hospital
1500 clients

General Practice IT
Administrators
/ ~ N
S

Clinic or District
Hospital
50 clients

General Practice clinics .

Remote Distribution Point

Figure 12: Determining if Additional Sites are Required

In this example, the Central Site has been placed in the Main Hospital because this is where the
majority of the clients are located and the healthcare IT Administrators responsible for the whole
hierarchy are based. A Child Primary site has been placed in the Second Hospital site because
there are a reasonably large number of clients that are supported by a 100 Mb connection. This
allows the healthcare IT Administrator to reduce the amount of traffic that Configuration Manager
creates over this network connection to a minimum, and to control the times of the day the
connection is used to replicate data to the Central Site.
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A Child Primary site has been placed in the General Practice Administrative Centre because this
will not only allow the traffic to be controlled when replicating data back to the Central site, but also
allow the General Practice IT Administrators to have full control over the clients in that site and all
locations beneath it in the hierarchy. This will allow for the creation of reports that are specific to
General Practice and also allow packages and operating systems to be created and deployed at
this level that may not be relevant to the client machines in the Acute Care organisation (packages
only flow down the hierarchy). This configuration also means that the healthcare IT Administrators
at the Central site can make packages, software updates and operating systems available to the
clients in General Practice, if required. Reports that include all the clients in the whole hierarchy
can be created at the central site. A remote DP has been used to reduce the network traffic across
the 20 Mb link. Section 4.4.2 describes when to use the different types of DPs and Secondary
Sites.

4.2 Hardware Requirements

It is important that the hardware to be used for the Configuration Manager site server is adequately
specified in terms of performance. Typically, the first Configuration Manager site to be installed
becomes the Configuration Manager central site and, as such, will need to receive and process
data from child sites within the hierarchy.

In addition to the performance, it is important to provide enough disk space to store the data
generated and gathered by Configuration Manager, and to store packages that will be deployed
using Configuration Manager.

Note

If the intention is to install Configuration Manager in a test environment, the recommended hardware and
disk configurations are not critical. For example, it would be feasible to install the operating system, SQL
Server and Configuration Manager on a single partition.

Sections 4.2.1 to 4.2.3 provide the healthcare IT Administrator with estimates of the server
hardware that will be required for Configuration Manager site servers. The numbers used should be
counted for all clients that will report to the site and any child sites. For example, Figure 13 shows a
three-tiered hierarchy with the number of supported clients in each site. In order to calculate the
required hardware for each site server, the client numbers need to be rolled up so they are included
in the client numbers for all sites above the site in the hierarchy.

Central Site
supporting 2000
direct clients

Child Primary Site
2 supporting 1000
direct clients

Child Primary Site
1 supporting 1500
direct clients

Secondary Site 1
supporting 500
direct clients

Figure 13: Client Number Rollup for Example Hierarchy
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Table 8 shows the total number of clients that should be considered when calculating the hardware
for each site server for the example hierarchy shown in Figure 13:

Site Total Number of Clients Used for Calculating Hardware
Secondary Site 1 500

Child Primary Site 1 1500

Child Primary Site 2 1500

Central Site 5000

Table 8: Client Number Rollup for Calculating Hardware Requirements for Servers

421 CPU

Table 9 and Table 10 detail a range of CPU speeds and numbers, with average levels of support.
There are many factors that will influence the accuracy of the information provided below, and
therefore, it should be used as guidance only. Additionally, these values consider average system
load and feature settings. Adjusting any or all of the factors discussed earlier can impact the level
of support provided by a particular hardware configuration.

CPU Speed Approximate Number of Clients
1Ghz 1-500

2Ghz 500-2500

3Ghz 2500-15000

3Ghz + 15000-50000

Table 9: Client Support - CPU Speed

CPU Count Approximate Number of Clients
1 Processor 1-2500

2 Processors 2500-25000

4 Processors 25000-50000

8 Processors 50000+

Table 10: Client Support - CPU Count

Using the tables above, it is possible to identify reasonable processor specifications for a given
Configuration Manager primary site server. For example, to support 3,000 clients, a server with
dual 3 GHz processors would be acceptable. In another example, if a server is to be used to
support 30,000 clients, that server would require four 3 GHz processors for reasonable
performance.

Page 30
System Center Configuration Manager 2007 — Deployment Guide

MiC’OSOft Prepared by Microsoft, Version 1.0.0.0

Last modified on 26 February 2010



Prepared by Microsoft

Note

Even using these guidelines, the capacity of the Network Interface Card (NIC) and disk configuration will
have a significant influence on the performance of the server. Having multiple, fast processors cannot
eliminate the bottleneck introduced by these two factors. Therefore, when performance is substandard, it
is important to identify and mitigate the performance bottleneck on each server individually as opposed to
simply considering an update to common hardware components such as processors and RAM. Tools
such as the Microsoft ® Windows Server ™ 2003 Performance Advisor' and the Performance Monitor
Wizard™, and guidance such as the Performance Tuning Guidelines for Windows Server 2008 R2" can
help the healthcare IT Administrator to identify performance bottlenecks and modify configuration to
improve performance.

4.2.2 Memory

Configuration Manager does not have a high memory requirement. On average, the Configuration
Manager core services (SMS_Executive) will only use 50 Mb to 150 Mb of memory during typical
operational processes. This is mostly due to the type of tasks performed by the Configuration
Manager threads (file parsing and copies).

The significant memory requirement of Configuration Manager comes from the demands of the
SQL database. Many Configuration Manager functions consist of rapidly writing and reading a
tremendous amount of data from the SQL database. If SQL is not operating efficiently, or it is
unable to process transactions in a timely fashion, the performance of Configuration Manager will
suffer.

While there is a correlation between client supportability, total server memory, and system
performance, there is no defined ratio from which to identify the 'maximum amount of RAM
necessary’ on a server. It is advisable to configure a server with a reasonable amount of memory,
and assess whether that amount is sufficient for the production workload placed on the server. This
workload can not only change from organisation to organisation, but also from hour to hour.

The amount of memory required by a primary site server can vary. There is an average workload
attributed to the number of managed clients, but if a site is used aggressively with frequent and
large software distributions, inventory cycles, and reporting processes, it is possible that the site
server will be unable to keep up.

Table 11 lists the System Memory required for a specified number of clients:

System Memory Approximate Number of Clients
1GB 1-500

2GB 500-3000

3GB 3000-8000

4GB 8000-15000

6GB 15000-25000

8GB + 25000+

Table 11: System Memory — Number of Clients

'3 Microsoft Downloads: Microsoft ® Windows Server ™ 2003 Performance Advisor:
http://www.microsoft.com/downloads/details.aspx?familyid=09115420-8C9D-46B9-A9A5-9BFFCD237DA2&displaylang=en

' Microsoft Downloads: Performance Monitor Wizard:
http://www.microsoft.com/downloads/details.aspx?familyid=31FCCD98-C3A1-4644-9622-FAA046D69214 &displaylang=en

'® Microsoft Downloads: Performance Tuning Guidelines for Windows Server 2008 R2:
http://www.microsoft.com/whdc/system/sysperf/Perf tun_srv-R2.mspx
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4.2.3 Disk Drive Configuration

Configuration Manager heavily uses the disk drives to store its own configuration and instruction
files, and to store data within the SQL database. As such, it is important that the disk drives are
configured appropriately. To increase the read/write performance of Configuration Manager, it is
recommended that certain types of data are separated onto dedicated drives. These drives should
be separate physical drives, which are either configured in an array or as stand-alone disks.
However, it is recommended that the drives are configured in an array as this improves the
performance considerably and, in some cases, provides resiliency.

As a minimum, it is highly recommended that the operating system, Configuration Manager and
SQL Server databases are separated onto different arrays. If possible, the Configuration Manager
packages and Configuration Manager database transaction log should be separated to further
increase the disk performance.

Table 12 below lists the recommended configuration for the central Configuration Manager site
server. Within the ‘RAID Level’ column, three options are listed. These options are provided for
guidance only, as available RAID levels may vary due to different hardware. They are ordered by
preference, with the preferred option on the left.

Array  RAID Level Data

1(C) 1 Operating system (including pagefile) and SQL binary files.

2(D:) 10,1,5 Configuration Manager and compressed packages.

3(E) 10,1,5 Configuration Manager database and SQL tempdb (including transaction logs).
4 (F) 5 Configuration Manager packages and backup.

Table 12: Central Site Disk Drive Configuration
Note
The drive letters used in the ‘Array’ column in Table 12 are examples.
It is not always possible (due to hardware restrictions, budget and so on) to achieve the

recommended RAID levels. Table 13 below shows an example of a typical server disk configuration
with six disks available:

Array  RAID Level Data Numt?er of .
Required Disks

1(C:) 1 Operating System (including pagefile) and SQL binary files. 2

2(D:) 1 Configuration Manager, packages and compressed packages. 2

3(E) 1 Configuration Manager database, SQL tempdb (including transaction logs) 2

and backup folder.
Table 13: Example Central Site Disk Drive Configuration
Note
It is highly recommended that the above components are separated and disk arrays are used; however, it

is not a requirement for Configuration Manager.

To determine the amount of disk space that will be required, it is necessary to estimate the
eventual number of clients that Configuration Manager will manage.
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Use Table 14 below to aid in the estimation of the disk space requirements:

Component Disk Space Notes

Operating System RAM + 25 GB RAM refers to the amount of physical memory
(Windows Server 2008) installed and is specified to allow for the OS pagefile.
Configuration Manager 20GB

(binaries and inboxes)
SQL (binaries) 5GB

Configuration Manager database  ((Number of machines) * 4 MB) + (30% of By default, Configuration Manager will store up to 4MB

+ transaction log DB size) of data per Configuration Manager client, although this
can increase if additional changes are made to the
SMS_DEF.MOF file, or if files are collected using
software inventory. The Configuration Manager DB
transaction log should be sized at 30% of the DB size.

SQL tembdb + transaction log 70% of (Configuration Manager DB and  The tempdb database should be sized at 50% of the
log) Configuration Manager database, and the tempdb
database transaction log should be sized at 20% of
the Configuration Manager database.

Packages Total size of packages that will be This should include the total size of all software
distributed through Configuration packages and operating system images as well as all
Manager drivers that will be used for OS deployment. If the

source files for the packages are also stored on the
server, this figure should be doubled.

Compressed packages Same as Packages The majority of packages are already compressed
and, as such, the disk space required will not vary a
great deal from the original uncompressed package
source files. This is particularly the case with Windows
Installer packages (MSl files).

Backup Configuration Manager Database (no. The backup is essentially a backup of the
clients * 4MB) + 20% Configuration Manager database together with all the
necessary configuration files.

Table 14: Central Site Disk Space Requirements

424 Redundancy

The healthcare IT Administrator can choose to install SQL Server in a clustered configuration,
which will provide good resiliency for the data, but the site server can still be a central point of
failure for Configuration Manager. The healthcare IT Administrator should ensure that regular
backups are taken of Configuration Manager using the built-in backup task, and should also ensure
the backup of the source location for any Configuration Manager packages, software updates, and
operating system install packages or images. The healthcare IT Administrator should also purchase
the most resilient hardware where possible. This should include multiple (redundant) power
supplies and multiple (teamed) Network Interface Cards (NIC). Remote component servers, such
as MPs, DPs, and so on, can be quickly and easily redeployed in the event of a failure, but if the
site server fails, the healthcare IT Administrator will need to restore the site from the last available
backup using the Site Recovery Wizard. If the database is also lost, this can result in the loss of
data.
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4.3 Deciding Which Roles are Required

Each of the features of Configuration Manager will require that certain site systems are deployed to
support the feature. If a feature is not being used, the healthcare IT Administrator should not deploy
the site system role because this increases the potential attack surface of the product. Table 15
shows the roles that the healthcare IT Administrator must deploy in order to support specific
features of the product:

Features Roles Required

Normal Site Operation Management Point, Distribution Point, Fallback Status Point, Server Locator Point
Reporting Reporting Point, SQL Reporting Services Reporting Point

Software Update Management Software Update Point, Management Point, Distribution Point

Operating System Deployment PXE Service Point, User State Migration Point, Management Point, Distribution Point
Software Distribution Management Point, Distribution Point

Hardware and Software Inventory Management Point, Distribution Point

Software Metering Management Point, Distribution Point

Desired Configuration Management Management Point, Distribution Point

NAP Integration System Health Validator Point, Management Point, Distribution Point

Wake-on-LAN (if using AMT, not magic ~ Out of Band Service Point, Management Point, Distribution Point
packet) and Out of Band Management

Table 15: Features and Role Requirements

4.4 Planning Where to Install Site Systems

When designing the Configuration Manager infrastructure, the healthcare IT Administrator needs to
decide where to install site systems. The reasons for distributing site system roles to servers other
than the site server include performance and scalability, and also the resiliency of the solution.
Sections 4.4.1 to 4.4.10 describe each of the site system roles and should help the healthcare IT
Administrator decide if the role should be co-located on the Configuration Manager site server, or if
it should be placed on a separate server. Special consideration must be given to DPs when using
the software distribution or operating system deployment features of Configuration Manager
because the majority of network traffic generated by Configuration Manager will be between
Configuration Manager clients and the DP.
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441 Management Point

Management Points act as the point of contact between Configuration Manager clients and the
Configuration Manager site server. There can only be one management point per site and it can be
located on the Configuration Manager site server or a remote component server. If the site
supports more than 1500 clients, it is recommended that the management point is located on a
different server than the site server to improve performance. A single management point can
support up to 25,000 client machines. It is unlikely that any healthcare organisation would need to
support more clients than this in a single site, but if this is a requirement Network Load Balancing
can be used to support additional clients. The most likely scenario for using an NLB MP in a
healthcare organisation is to provide resiliency. Because the MP role can be quickly deployed to a
new server in the event of a failure, it is not anticipated that this will be a requirement in most
organisations. If there is a specific requirement to provide this functionality, refer to the TechNet
article How to Configure Network Load Balancing for Configuration Manager Site Systems’®.

442 Server Locator Point

The Server Locator Point allows Configuration Manager clients to determine to which site they
should be assigned in the following situations:

m  Clients that are not part of an Active Directory (workgroup clients)
m  Clients that are part of a different Active Directory forest than the site server
m  Clients in an Active Directory where the schema has not been extended

If no clients in the healthcare organisation meet the above criteria, no SLP needs to be defined. If
there are clients that will require an SLP, only one need be defined per Configuration Manager
hierarchy and it can be located on the central site’s MP server, or any other server that has Internet
Information Services (11S) installed. If resiliency is required for the SLP, it can be configured as part
of an NLB cluster, but this is unlikely. If there is a specific requirement to provide this functionality,
more information can be found in the TechNet article How to Configure Network Load Balancing for
Configuration Manager Site Systems'®.

44.3 Reporting Point/Reporting Services Point

The Reporting functions in Configuration Manager are provided by either the Reporting Point or the
Reporting Services Point. The Reporting Point is the Configuration Manager built-in reporting
function and a Reporting Services Point uses SQL Reporting Services (SRS) to provide tools and
resources to allow the healthcare IT Administrator to generate advanced reports from the
Configuration Manager Console. These roles can be configured to run on the site server; however,
if reporting is used heavily within the healthcare organisation it is recommended that these roles
are separated onto a different server that has capacity, or a dedicated server.

'8 Microsoft TechNet: How to Configure Network Load Balancing for Configuration Manager Site Systems {R13}:
http://technet.microsoft.com/en-gb/library/bb633031.aspx
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444 Fallback Status Point

The Fallback Status Point (FSP) gathers status messages from clients that cannot install properly,
cannot assign to a Configuration Manager site, or cannot communicate securely with their assigned
management points. The healthcare IT Administrator should configure this role on a server other
than the server running the MP role (because it provides resiliency when the MP cannot be
contacted). All communications with the FSP use unsecured HTTP traffic so, where possible, the
role should be installed on a server that does not host any other Configuration Manager functions.
The role can be co-located with other servers running Internet Information Services (l1S) but
performance should be analysed to ensure the role is not adversely impacting the other services
hosted on the server.

445 Software Update Point

The Software Update Point integrates with Windows Server Update Services (WSUS) 3.0 SP1 or
SP2 to provide software update scanning capabilities for clients. Guidance on using the Software
Update Management feature of Configuration Manager is contained in the System Center
Configuration Manager 2007 Software Update Management Guide {R1}.

4.4.6 PXE Service Point

The PXE Service Point integrates with Windows Deployment Services (WDS) to allow clients to
boot from the network and have an operating system deployed to them automatically. Guidance on
using the Operating System Deployment feature of Configuration Manager is provided in the
System Center Configuration Manager 2007 Operating System Deployment Guide {R2}.

4.4.7  State Migration Point

The State Migration Point is used when deploying operating systems using Configuration Manager.
It allows the healthcare IT Administrator to store data collected by the User State Migration Tool
(USMT) when migrating user settings during a deployment. Guidance on using the Operating
System Deployment feature of Configuration Manager is provided in the System Center
Configuration Manager 2007 Operating System Deployment Guide {R2}.

448 AssetIntelligence Synchronization Point

The Asset Intelligence Synchronization Point is used to connect to System Center Online and
retrieve update Asset Intelligence catalogues. This site role should be deployed at the central site
and can be co-located with the site server.

449 Out of Band Service Point

The Out of Band Service Point discovers, provisions, and manages desktop computers that have
management controllers (such as AMT-based computers). This role needs to be configured on all
sites in a hierarchy where AMT-based computers will be managed. The role can be deployed on
the site server or any other component server with spare capacity.
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4.4.10 Distribution Point

When planning where to install Distribution Points (DPs) in a Configuration Manager deployment,
careful consideration needs to be given to ensure that network bandwidth is used as efficiently as
possible. There are no rules on the placement of DPs, so the following information should be used
to make this decision. The healthcare IT Administrator should also consider the number of clients
that will connect to any one distribution point because this can significantly impact the performance
of software distribution. Again, there are no rules on the number of DPs that should be used but it is
recommended that a DP should support no more than 1000 to 1500 clients. For example, if a
health organisation is using a single site to manage 3500 clients, two to three distribution points
should be configured. The exact number of required DPs will depend on the volume of software
distribution and operating system deployments being performed in the organisation. The healthcare
IT Administrator should monitor the performance and add additional DPs once the infrastructure is
in full production, if required.

4.4.10.1 Package Placement

Software distribution in Configuration Manager uses a ‘top-down’ approach, meaning that a
software package is imported into Configuration Manager at the point in the hierarchy where the
package is most appropriate.

As an example, consider the Configuration Manager hierarchy in Figure 14:

Central Site
Location A

Primary Site

Secondary Site 1 é?" Location C
ocation

Location B

Secondary Site 2
Location E

No Configuration

Manager Hardware
Location D

Figure 14: Example Configuration Manager Hierarchy

In this example, if a package is required to be installed on Configuration Manager client machines
in all locations in the hierarchy, the Configuration Manager Administrator would need to create the
package at the Central Site. This would allow the administrator to select every DP in the hierarchy,
and Configuration Manager would move the software installation files (packages) to all of these
DPs, according to the rules defined when setting up the site structure. These rules dictate settings
like how much bandwidth is available to Configuration Manager during specific time periods,
allowing the administrator to have more control over network bandwidth usage.
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If the package is only required to be installed on machines in locations C, D and E, the
administrator has the option to create the package at the Primary Site in Location C. This will mean
that Configuration Manager will not need to copy the package source files across the network from
the Central Site to the Primary Site, but will only enable the administrator to place the package
source files on the DPs in the Primary Site and Secondary Site 2. Therefore, only Configuration
Manager clients in locations C, D and E will be able to install the software. This will also mean that
any advertisement status information relating to this package will not be sent to the parent sites, so
central reporting will be unavailable for this package. For more information on Configuration
Manager reporting, refer to the TechNet article Reporting in Configuration Manager {R10}.

4.4.10.2 Distribution Point Placement

When a Configuration Manager client receives an advertisement, it sends a request to its
Management Point (MP) for the location of the package source files. This is called a Content
Location Request. The MP then checks the Configuration Manager database to see which DPs
have the content, and in which order the client should try them, based on the client’s IP address.
This allows the Configuration Manager client to connect to the DP that is best suited to the client.

The decision of where to place the DP may also be influenced by available hardware. If only one
server is available for all Configuration Manager functions, the DP would be hosted on the
Configuration Manager Server. In sites with fewer than 300 clients, this should not cause any
issues, but in larger sites consideration should be given to adding further DPs.

In some circumstances, there may be a requirement to manage Configuration Manager clients in
remote locations that have no dedicated hardware. This means that each Configuration Manager
client will download a copy of the package from a DP across the WAN link, which could lead to
inefficient use of network bandwidth. The impact of this can be limited by implementing Branch
Distribution Points. Depending on the number of Configuration Manager clients at the site and the
amount and size of any software being distributed, adding hardware to a remote location should be
evaluated. Consider the following example.

Example Infrastructure

A healthcare organisation is made up of two geographical locations called Location 1 and Location
2. Both locations are managed by the same Configuration Manager site. The network link between
the two sites is usually around 50 percent utilised. All Configuration Manager hardware is in
Location 1 and there are approximately 1000 Configuration Manager clients in each location.

Scenario 1

The Configuration Manager Administrator deploys a 100 Mb package to all Configuration
Manager clients in the Configuration Manager site and notices that the WAN link between the
two sites reaches 100 percent and stays fully utilised for a number of hours.

As there is no Configuration Manager hardware in Location 2, every Configuration Manager
client in Location 2 will connect to the DP in Location 1 and copy the 100 Mb package resulting
in 100 Gb being copied over the WAN:

100MB x 1000 Configuration Manager clients = 100GB copied over WAN
Scenario 2

A Branch DP, Protected DP or Secondary Site is deployed in Location 2 and the package is
copied once across the WAN to that DP. All Configuration Manager clients in Location 1
connect to the existing DP to install the application. All Configuration Manager clients in
Location 2 connect to the DP in Location 2 resulting in only 100MB being copied across the
WAN:

100MB x 1 copy to DP/Secondary Site = 100MB copied over WAN
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4.4.10.3 Protected Distribution Points

A Protected Distribution Point (DP) is a distribution point that only specific Configuration Manager
clients can use, based on their location. The Configuration Manager Administrator can configure a
Protected DP so that only Configuration Manager clients in a specific subnet, subnet range or
Active Directory Site can access it. This allows Configuration Manager administrators to control the
network traffic usage of Configuration Manager clients when they contact DPs for software,
specifically where Configuration Manager sites cover more than one geographical location.

Figure 15 represents a Configuration Manager site with two remote geographical sites, one with a
Protected DP and one with no DP:

Database
Server

Main Location
Management

Point

Distribution
Point

Protected
Distribution
Point

Configuration
Manager
Client

@ DD OD

Location 2

Location 1
Figure 15: Remote Sites with Protected DP and No DP

In this example, when a Configuration Manager client in Remote Location 1 receives an
advertisement, it will contact the MP in Main Location. The MP will check for the availability of the
content and return the list of available DPs to the Configuration Manager client. The Configuration
Manager client falls within the boundaries of the Protected Distribution Point, so this will take
precedence. However, if the content has not been distributed to the DP in Remote Location 1, the
Configuration Manager client will connect to the DP in Main Location, if the advertisement is
configured to allow it.

If a Configuration Manager client from Remote Location 2 receives the advertisement, it will also
contact the MP in Main Location. However, the MP will only return the details of the MP in Main
Location. The Configuration Manager client will then connect to the DP in Main Location in order to
install the package. Additionally, if a Configuration Manager client from Main Location received the
advertisement, the MP will only return the details for the DP in Main Location, preventing the
Configuration Manager client from unnecessarily connecting across a potentially slow connection.

Note

If the Configuration Manager client is disconnected from its DP, when it is reconnected, it will continue to
download the package from where it left off (byte level). If the Configuration Manager client has moved to
another location and connects to a different DP, it will continue the download from the last completed file
that was downloaded (file level).
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4.4.10.4 Branch Distribution Points

A Branch Distribution Point is a DP that can run on either a server-class computer or a client-class
computer. This allows the Configuration Manager Administrator to further control the network
bandwidth usage of Configuration Manager for software distribution. If a remote geographical
location has a small number of clients, one or more Branch Distribution Points can be deployed,
which prevent all clients in a site having to download the package content. Figure 16 shows the
same example used in section 4.4.10.3 but with a Branch Distribution Point deployed to Remote
Location 2. In this example, when a Configuration Manager client in Remote Location 2 contacts
the MP to request content, the Branch DP details will be returned and the client will install the
software from the branch DP without having to download the content itself:

Key
Database
0 Server
Main Location
Management
G Point
Distribution
N Point
Protected
Distribution
< Point
Branch
Distribution
Point
Configuration
Manager
Client

Location 2

Location 1

Figure 16: Remote Sites with Protected DP and Branch DP

If the Branch DP is installed on a client operating system, such as Windows Vista, it is limited to a
maximum of 10 concurrent connections. When a client attempts to contact the Branch DP, if it
already has 10 clients connected to it, the Configuration Manager client will retry after 30 seconds.
If this connection also fails, the Configuration Manager client will move on to any other available
DP’s. Multiple Branch DPs can be deployed to a single location to improve performance.

Important

Because the client will attempt to contact a different DP if the initial connection fails, when deploying
Branch DPs to locations that have more than 10 clients, the Branch DP should be configured as a
protected Branch DP. This will prevent the Configuration Manager clients from attempting to contact DPs
in other locations simply because the Branch DP already has 10 clients connected to it. If the client cannot
connect to the Branch DP initially and no other DPs are available, it will continue to retry until the
connection is successful.

4.4.10.5 Protected Standard or Branch Distribution Point Versus Secondary
Site
When deciding where to place a Configuration Manager DP, consideration should be given to the
advantages and disadvantages of a Protected DP over a Secondary Site (see Table 16). Either a
Protected Standard or Branch DP, or a Secondary Site, would usually be implemented when the

site has a number of Configuration Manager clients in a different geographical location from the
main site, connected by a WAN.
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Type Advantages Disadvantages
Protected Standard Distribution = Less configuration required = No control over network bandwidth
Point = Lower administrative overhead
= Only one copy of the package source has to
be copied across the WAN
Protected Branch Distribution Point = Less configuration required = Limited to 10 concurrent connections if
= Lower administrative overhead deployed on a client operating system,

which can impact performance during

= Only one copy of the package source has to large-scale distribution

be copied across the WAN

= On-demand Package Distribution Supported
(this feature allows the Branch DP to
download files only when the program is
requested by a client rather than as soon as it
becomes available)

Secondary Site = Ability to configure the Configuration Manager = Additional configuration required
Senders to strictly control network bandwidth & Aqditional administrative overhead
based on package priorities and working hours

= Only one copy of the package source has to
be copied across the WAN

Table 16: Protected DP and Secondary Site Advantages and Disadvantages

If a site is connected via a slow link, a Secondary Site or Branch DP would usually be deployed,
allowing the administrator to control the network bandwidth. If the link speed is less of a concern, a
Protected DP may be deployed but Configuration Manager will start to copy the package source
files to all DPs as soon as the package is added to that DP.

4.5 Planning Boundary Configuration

Boundaries in Configuration Manager are used to define if a client will be assigned to a particular
site, and also how a client will communicate with DPs when running software updates, software
distribution or operating system deployment.

A Configuration Manager boundary can be made up of any of the following:
E Internet Protocol (IP) subnets
®  Active Directory site names
m |Pv6 Prefix
® |P address range

The healthcare IT Administrator should decide which of the above boundary types will be suitable
to ensure that all clients in the healthcare organisation will operate as desired. Any combination of
the boundary types above can be used. To be assigned to a site, a client must be included in a
boundary of that site.

Important

If the healthcare organisation is deploying multiple Configuration Manager sites, it is crucial to ensure that
the boundaries of any sites do not overlap. For example, if both sites operate in the same Active Directory
site, this cannot be used as a boundary; IP subnets should be used instead. Similarly, if specifying a
subnet as a boundary, the healthcare IT Administrator should ensure that the subnet is not included as
part of an Active Directory site that is configured as the boundary for a different Configuration Manager
site.
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4.5.1 Understanding Fast and Slow Boundaries

Once the healthcare IT Administrator has decided on the boundaries for the site, each one should
be evaluated to determine if it will be configured as a fast or slow boundary. When configuring
advertisements for software distribution programs, operating system deployment task sequences,
or deployments for software updates, the healthcare IT Administrator will be given an option to
decide how the client will perform when within a slow boundary as opposed to a fast boundary.
Figure 17 shows the Distribution Points section of the New Advertisement Wizard:

Mew Advertisement Wizard E
.-'—"‘Il
= g Distribution Points
General Each boundary in the Configuration Manager site is designated as a fast {LAN) network or a slow or
Schedul unreliable network. Specify how to run the content for the advertised program, depending on the
C type of boundary the dient iz connected to.
Interaction
Security When a dient is connected within a fast (LAN) network boundary:
Summary
£ Run program from distribution point
Progress
Gorston £ Download content from distribution peint and run locally

When a dient is connected within a slow or unreliable network boundary:

£ Do not run program

" Download content from distribution peint and run locally

€ pun program from distribution point

I~ Allow dients to fall back to unprotected distribution peints when the content is not available on the
protected distribution point

Cancel

< Previous | Next = I

Figure 17: Advertisement Properties for Specifying Boundary-Based Actions

This allows the healthcare IT Administrator to configure an advertisement (software installation) to
behave differently depending on from where the client is connecting to the DP. If the client is
connected within a fast boundary, it will download the installation files from the DP and execute
them. If the client is within a boundary defined as slow, it will not run the program.

For example, if the healthcare IT Administrator wants to deploy the 2007 Microsoft® Office system
within the organisation and has configured the advertisement properties as shown in Figure 17,
they could configure the boundaries as follows:

= All the subnets within a hospital are configured as a fast boundary because all clients that
are connected to those subnets will have a 1 Gb connection to the DP

®  An IP address range that is used for clients to connect to the organisation’s network using a
Virtual Private Network (VPN) has been configured as a slow boundary because clients
may be connecting over slow links

These configurations will have the following effects:

m  Clients that are physically attached to the network at the hospital will download and install
the 2007 Office system from the DP

®  Clients that are connected via VPN will not attempt to download the source files for the
2007 Office system until the next time they visit the hospital and connect to the network
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4.5.2 Protecting Site Systems Using Boundaries

Another purpose for boundaries is to configure site systems to be protected. A protected site
system will only accept connections from clients that are within the specified boundaries. Figure 18
shows an example infrastructure with a Primary site server in one location covering two IP subnets
and two different locations, each containing a single subnet. The desired configuration in this
example is to specify the following:

® Site Boundaries: All four subnets should be added as fast boundaries because the network
connection between the client and its nearest DP is fast. If a Branch DP was not deployed
in Location 2, this could be added as a slow boundary to allow the advertisements to be
configured so that the clients in this location behave differently.

= Configure the Distribution Point in Location 1 with a protected boundary of
192.168.3.0/24. This means that when a client in Location 1 requests content for a
software distribution, it is directed only to the DP in Location 1. Also, with this
configuration, if a client in the Primary Site location requests content for the same
package, the DP in Location 1 is not returned as a possible location, preventing the
client from connecting across the WAN to the DP in Location 1. If the content is not
available on the DP at Location 1, the healthcare IT Administrator can configure the
advertisement to either allow the client to contact the DP in the Primary site location
across the WAN, or specifically deny it. This following setting will likely differ based on
the size and importance of the package: Allow clients to fall back to unprotected
distribution points when the content is not available on the protected distribution
point.

= Configure the Branch Distribution Point in Location 2 with a protected boundary of
192.168.4.0/24. When the client requests content, only the name of the Branch DP in
Location 2 will be returned. Again, if the content is not available on the Branch DP at
Location 2, the healthcare IT Administrator can configure the advertisement to either
allow the client to contact the DP in the Primary site location across the WAN, or
specifically deny it. When using Branch DPs, it is advisable to deny this option because
even though the content could be available, all available connections may be taken if
the Branch DP is deployed to a non-server operating system.

Figure 18 shows an example infrastructure protected by boundaries:
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Figure 18: Protecting Site Systems Using Boundaries
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The healthcare IT Administrator should decide if any site systems that are deployed should be
configured as protected site systems. Protecting a site system only impacts the Distribution Point
role and the State Migration Point role. It is not possible to protect any other site system in this way.

4.6

Configuration Manager ‘discovery’ is the process that finds computers, users, user groups, and
containers, by polling the nearest Active Directory domain controller, or querying Dynamic Host
Control Protocol (DHCP) Server or Simple Network Management Protocol (SNMP) Communities.
Within Configuration Manager, there are several discovery methods available. The discovery
methods that will be used within this guidance are:

Deciding Which Discovery Options to Use

®  Active Directory User Discovery

m  Active Directory System Discovery

m  Active Directory System Group Discovery
®  Active Directory Security Group Discovery
®  Network Discovery

To use an Active Directory method of discovery, the Active Directory domain can be in either mixed
mode or native mode. Plan to specify the containers to be polled, such as specific domains, sites,
Organisational Units (OUs), or user groups. Also, plan to specify the polling schedule.

Configuration Manager polls Active Directory when it is using one of the Active Directory discovery
methods. The Configuration Manager resources that are obtained from Active Directory do not
necessarily reflect the current Active Directory resources at all times; objects might have been
added, removed, or changed in Active Directory since the most recent poll.

Configuration Manager must have read access to the containers configured for the Active Directory
discovery methods, by using the Configuration Manager Service account or the site server
computer account, depending on the security mode that Configuration Manager is running in. When
the Configuration Manager Service account, or site server computer account, is used by these
discovery methods in domains other than the site server domain, the account must have domain
user credentials on those domains. As a minimum, the account must be a member of the Domain
Users group or the local Users group on the domains.

Table 17 lists and compares the Active Directory discovery methods used in this guidance:

Discovery Method Usage Advantages Disadvantages

Active Directory User Enable when the targeting of If a user is targeted using a When a user’s group membership

Discovery specific users is required. Can also collection based on their group  changes, a number of steps have
be used to target users based on  membership, the user can to be completed by Configuration
group membership. receive the new advertisement ~ Manager before the collection is

without logging off and on. updated to reflect this information.
This can lead to a large latency.
Active Directory System  Used mainly for Configuration This discovery method is mainly ~ This discovery method is mainly
Discovery Manager client installation; once  used for Configuration Manager  used for Configuration Manager

Configuration Manager clients

client installation and is included

client installation and is included

have been installed, Heartbeat here for completeness. here for completeness. Therefore,
Discovery will maintain the Therefore, advantages are not  disadvantages are not relevant.
system’s discovery record. relevant.
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Discovery Method Usage Advantages Disadvantages
Active Directory System  Enable when the targeting of Can assist with targeting Similar to the Active Directory User
Group Discovery machines using OU membership  systems that are based on Discovery method, this information
or group membership is required.  geographic location according to  requires Active Directory to be
Active Directory OU or site polled and a collection to be
membership. updated, so it can take time to
deploy packages.

Active Directory Security ~ Enable if targeting of users based  This requires little intervention ~ Package installation requires users
Group Discovery on group membership is required.  from Configuration Manager to log off and back on, once group
administrators and reduces the  membership changes.
latency involved in polling the

Active Directory.
Network Discovery Used to discover resources that Can use methods other than This discovery method is mainly
are not part of Active Directory. Active Directory for discovery, used for Configuration Manager
This can include equipment such ~ such as DHCP or SNMP client installation and is included
as routers. Communities. here for completeness. Therefore,

disadvantages are not relevant.

Table 17: Active Directory Discovery Methods and Comparisons

4.7 Deciding Which Client Installation Methods Will Be Used

During the Plan phase of the Configuration Manager infrastructure, the healthcare IT Administrator
should decide which client installation methods will best suit the needs of the healthcare
organisation. Sections 4.7.1 to 4.7.6 briefly describe each of the available methods. It is common
practice to use more than one method to achieve the desired results. For example, the healthcare
IT Administrator may use Remote Client installation in the following instances:

B When installing the initial clients for testing a pilot

B To enable software update point installation when the infrastructure moves into full
production

®  Toinstall the client into a master image to be used for operating system deployment

More detailed information to help the healthcare IT Administrator decide which method will best suit
the healthcare organisation’s needs is available in the TechNet article Planning and Deploying
Clients for Configuration Manager 2007"".

4.7.1 Software Update Point Client Installation

The Configuration Manager client can be installed when a computer that is configured to obtain
software updates from a WSUS 3.0 SP1 server scans for new updates. This method has the
following prerequisites:

m  WSUS 3.0 SP1 or SP2 configured as a Configuration Manager site system role
m  Clients configured to use the WSUS 3.0 SP1 or SP2 server

If the healthcare organisation has not extended the Active Directory Schema, there may be a
requirement to provision Configuration Manager installation properties prior to deploying the client
using this method. For more information, see the TechNet article How to Provision Configuration
Manager Client Installation Properties using Group Policy18.

' Microsoft TechNet: Planning and Deploying Clients for Configuration Manager 2007 {R14}:
http://technet.microsoft.com/en-gb/library/bb680373.aspx

'8 Microsoft TechNet: How to Provision Configuration Manager Client Installation Properties using Group Policy {R15}:
http://technet.microsoft.com/en-us/library/bb632469.aspx
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4.7.2 Group Policy Client Installation

The Configuration Manager client can be deployed via Group Policy using the Ccmsetup.msi
installer. As with Software Update Point Client installation, the healthcare IT Administrator may
need to provision installation properties to the client prior to installation.

4.7.3 Client Push Installation

Configuration Manager allows the administrator to install the Configuration Manager client on a
computer remotely via a client push from the Configuration Manager site server. The client push
can be configured to be triggered automatically after a computer is discovered or it can be initiated
manually by an administrator using the Configuration Manager Console. Client push has the
following requirements:

E  The Configuration Manager site server’'s computer account, or a designated client push
account, is in the target computer’s Administrators local group

®  The Server service is running on the target computer

=  No firewall on the target computer blocks incoming Server Message Blocks (SMB)
connections to local file shares

B The administrative (hidden) share on the target computer is available

More information on configuring the Windows Firewall to work with Configuration Manager is
available in the TechNet article Firewall Settings for Configuration Manager Clients'.

4.7.4 Imaged Client Installation

The Configuration Manager client supports installation as part of the Windows operating system
image. Information on how to install the Configuration Manager client into a computer image is
contained in the TechNet article How fo Install Configuration Manager Clients Using Computer
Imagingzo.

4.7.5 Manual Client Installation

It is not possible to run the Client.msi file in order to install the Configuration Manager client, as it
was in Microsoft® Systems Management Server (SMS) 2003. CCMSetup.exe must be used to
install the client and is located in the ‘<Site Server Name>\SMS_<Site Code>\Client’ share.
Information on how to install the Configuration Manager client manually is contained in the TechNet
article How to Install Configuration Manager Clients Manually21, and is also described in section
5.3.3 when relating to manual installation of clients for General Practice clinics.

4.7.6 Logon Script Client Installation

Configuration Manager supports the use of logon scripts for installation of the Configuration
Manager client. This method uses Ccmsetup.exe to install the client and supports all command-line
options for Ccmsetup.exe. The /logon switch can be specified to avoid installation of the
Configuration Manager client if one is already installed. This installation method requires that the
user has local administrative permissions on the computer.

9 Microsoft TechNet: Firewall Settings for Configuration Manager Clients {R16}:
http://technet.microsoft.com/en-us/library/bb694088.aspx

2 Microsoft TechNet: How to Install Configuration Manager Clients Using Computer Imaging {R17}:
http://technet.microsoft.com/en-us/library/bb694095.aspx

2 Microsoft TechNet: How to Install Configuration Manager Clients Manually {R18}:
http://technet.microsoft.com/en-us/library/bb693546.aspx
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4.8

Security Considerations

The Security of a Configuration Manager hierarchy is extremely important because the
Configuration Manager Administrator can make any number of changes to client machines. These
client machines can include desktop-class or laptop-class computers, as well as server-class
computers and even handheld devices, such as phones and PDAs. The healthcare IT
Administrator should fully understand the security considerations that relate to Configuration
Manager prior to starting the Plan phase of the project. The information described in this guidance
is for the purposes of deployment. To gain a full understanding of Configuration Manager security,
the healthcare IT Administrator should review the information contained in the TechNet article
Security and Privacy for Configuration Manager 2007%.

4.8.1

Security Accounts and Groups

Table 18 lists the accounts and groups that the healthcare IT Administrator needs to be familiar
with prior to installing and configuring Configuration Manager:

Account/Group
Name

Logged on account
during installation

Client Push Installation
Account

Network Access
Account

SMS Admins

SMS Reporting Users

Type

Domain Account

Domain Account

Domain Account

Local Group

Local Group

Description

User must be logged on to the domain,
and not locally on the server, when
installing Configuration Manager.

Must be created manually and added
using the Configuration Manager Admin
Console.

Must be created manually and added
using the Configuration Manager Admin
Console.

This group is created by setup and
resides on the site server (and the server
running the SMS provider, if separate).

This group is created by setup and
resides on the reporting point server.

Requirements

Account must have administrative
permissions on the site server, SQL Server
and SMS Provider computer (selected during
setup) and be a member of sysadmins on the
SQL Server (remote or local).

Requires administrative access to any clients
that will be installed using Remote Client
Installation.

Requires read access to any Software
Distribution or Operating System Deployment
(OSD) Packages. This account will be used if
the client's machine account (advertised to
computer) or the user’s account (advertised to
user or user group) fails. This account must
be specified if using OSD or if clients reside in
workgroups or untrusted forests.

Any users of the Configuration Manager
Admin Console must be added to this group.
It is recommended that a domain group is
created and added to the SMS Admins group,
and then that users are added to the domain
group, because this reduces administrative
effort and maintains the group centrally.

Users that require access to Configuration
Manager reporting should be added to this
group.

2 Microsoft TechNet: Security and Privacy for Configuration Manager 2007 {R19}:
http://technet.microsoft.com/en-gb/library/bb680768.aspx

Microsoft
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Account/Group - .

Name Type Description Requirements

Site System to Site Local Group This group is created by setup and The machine accounts of any servers that will

Server Connection resides on the site server. The group is act as a remote site system should be added
called to this group on the site server prior to
SMS_SiteSystemToSiteServerConnection installing the server as a site system. The site
_ <sitecode> where sitecode is the server's machine account should also be
three-character site code reference of the  added to the local administrators group on the
site hosted by the site server. remote site system prior to installation.

Site-to-Site Connection Local Group This group is created by setup and When a site is configured to report to another

Group resides on every site server. site to form a hierarchy, the machine account

of each site server should be added to this
group on the other site server. This allows the
servers to communicate.

Table 18: Security Groups and Accounts Required for Configuration

These accounts represent the minimum accounts and groups the healthcare IT Administrator will
need to understand in order to deploy Configuration Manager. For a full list and description of all
accounts and groups used by Configuration Manager, see the TechNet article Accounts and
Groups in Configuration Manager23.

4.8.2 Native Mode

Configuration Manager can be configured either in mixed mode security (synonymous to advanced
security in SMS 2003), or in native mode security. Native mode security is the recommended site
configuration for a new Configuration Manager site as it provides a greater level of data security.
Native mode uses industry standard Private Key Infrastructure (PKIl) and Secure Sockets Layer
(SSL) encryption to secure data that is transferred between clients and servers. This guidance will
not cover the additional steps required for implementing native mode security because many
healthcare organisations will not require the level of security provided by this solution, and it can
significantly increase the administrative overhead of the solution. For those healthcare
organisations that have already deployed a PKI, native mode should be considered. For those that
have not, consideration should be given to deploying a PKI to support the Configuration Manager
native mode deployment. It is current best practice to deploy the sites using mixed mode security
and then migrate the sites to native mode, once the deployment has been completed successfully.
Implementing native mode security during installation can make troubleshooting issues very
complex. More information on Configuration Manager Site modes can be found in the TechNet
article Configuration Manager Site Modes®.

% Microsoft TechNet: Accounts and Groups in Configuration Manager {R20}:
http://technet.microsoft.com/en-gb/library/bb693732.aspx

# Microsoft TechNet: Configuration Manager Site Modes {R21}:
http://technet.microsoft.com/en-gb/library/bb680658.aspx
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4.8.3 Internet-Based Client Management

Internet-Based Client Management (IBCM) allows the healthcare IT Administrator to provide
support for Configuration Manager clients to communicate with the Configuration Manager site,
directly over the Internet, without establishing a VPN. This works in a similar way to Microsoft®
Office Outlook® communicating with a Microsoft® Exchange Server using RPC over HTTPS. IBCM
supports the following Configuration Manager features:

® Hardware and software Inventory
m  Software Updates

m  Software Distribution

m  Software Metering

In order for a site to support IBCM, it must be a primary site and operating in native mode. Full
details on the IBCM solution have not been provided in this guidance because it is not felt that the
solution will be widely adopted in the healthcare industry. The reason for this is that the majority of
healthcare organisations do not have a means of directly publishing infrastructure servers to the
Internet. The IBCM solution works by adding additional site server roles that specifically deal with
Internet-based clients into a perimeter network and publishing them to the Internet. These servers
are then published in a public DNS server. For more information on deploying Configuration
Manager to support Internet-Based Clients, see the TechNet article Deploying Configuration
Manager Sites to Support Internet-Based Clients®.

4.8.4 Special Considerations for General Practice Clinics

General Practice clinics often represent the most difficult deployment scenario for healthcare
organisations because there is limited network connectivity or speed, and the client machines are
often part of a separate Active Directory forest, or even part of a workgroup. The healthcare
organisation should consider the advantages of bringing the General Practice clinics into the same
trusted forest as the Administrative Centre that manages the General Practice clinics, but this is not
always practical or possible. There are two methods for managing General Practice clinics using
Configuration Manager:

® Using IBCM, as described in section 4.8.3 However, this may be problematic if the
healthcare organisation does not have a direct Internet connection hosted from their own
data center

®  Manually configuring the clients so that they can resolve the name of the MP, SLP, FSP
and SUP (if using software update management) using a LMHOSTS file. This will require
that the MP, SLP and SUP are accessible to the clients

4.9 Documenting the Intended Design

Once the Plan stage has been completed, it is essential that the intended design is documented in
a comprehensive detailed design document. This document should detail the proposed
infrastructure, proposed hardware and proposed configuration settings. Once this document has
been completed, it must be distributed amongst all business and operational stakeholders for
agreement, before any implementation can commence.

A detailed design document should be treated as a living document in that any proposed design or
configuration changes can be recorded, either during implementation, or even after the
infrastructure has been signed off and implemented. Any design changes must be agreed by all
business and operational stakeholders before they are implemented.

% Microsoft TechNet: Deploying Configuration Manager Sites to Support Internet-Based Clients {R22}:
http://technet.microsoft.com/en-us/library/bb680388.aspx
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5 DEVELOP

During the Develop phase the solution components are built based on the planning completed
during the earlier phases. Further refinement of these components will continue into the
stabilisation phase.

Figure 19 acts as a high-level checklist, illustrating the tasks that an IT Professional needs to
perform when developing Configuration Manager for a healthcare organisation:

Prn_eparmg the Extending the Creating the
Environment for | | R ) System
' J 1| Active Directory
Configuration Management
Schema R
Manager Container
Installing . . . Configuring the
Configuration "E:S;f‘]']fi'“gr;‘j”d '“Sgi'r':ggut;‘?igf‘ First Installing Child
Manager Site — guring 9 ) Configuration Primary Sites
5 q Prerequisites Manager Site .
Hierarchies Manager Site
Installing Installing Site
) | Systems for the
Secondary Sites New Site
Client Push Software Update Manual Client
Installing Clients| ] . H»  Point Client 9 Installation (GP
Installation . .
Installation Surgery Clients)

Figure 19: Sequence for Developing Configuration Manager

5.1 Preparing the Environment for Configuration Manager

Sections 5.1 to 5.3 describe the process for installing and configuring a Configuration Manager
hierarchy. These procedures should be followed by the healthcare IT Administrator to assist them
in building Configuration Manager in a test environment. It is only by building the proposed
infrastructure in a test environment that the healthcare IT Administrator can be confident that the
proposed design will function as expected and that there are no unique infrastructure or other
issues specific to the health organisation’s environment that need to be investigated or worked
around. During the process of building the test environment, the healthcare IT Administrator should
create a record of any issues that are experienced and the resolutions to these issues. This record
should be used to create a production implementation plan that can be followed by any healthcare
IT Administrator when the service is implemented into a production environment.
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51.1 Extending the Active Directory Schema

Extending the Active Directory schema allows Configuration Manager functions, such as client
assignment and location awareness, to operate correctly. It is possible to install Configuration
Manager without extending the schema, but it is not recommended because some features will not
work as expected. To extend the Active Directory schema for Configuration Manager, log in to the
domain with an account that is a member of the ’Schema Admins’ group.

To apply the extensions to Active Directory, the Extadsch.exe utility must be executed. This utility
can be found on the Configuration Manager 2007 SP1 CD located under the SMSSETUP\BIN\i386
folder.

The utility should be run from within a command prompt window so that any output can be viewed.
There are no command-line parameters to apply to the program; it just needs to be executed. If
there were any problems when extending the schema, the errors will be reported on screen. The
tool must be executed using an account that is a member of the ‘Schema Admins’ group.

Warning

Extending the Active Directory schema in a Windows 2000 Active Directory environment will result in a full
schema replication. Ensure that the health organisation’s Active Directory administrators are consulted
when making this change.

5.1.2 Creating the System Management Container

The System Management container allows Configuration Manager to replicate information within
Active Directory and should be created before the first Configuration Manager site is installed. To
create the system management container, it is necessary to use a the ADSIEdit utility, which is
available in the Windows support tools, if using Windows Server 2003, or installed by default on
Windows Server 2008 Domain Controller. The support tools are available on the Windows Server
2003 CDs, but are not installed by default. ADSIEdit is an MMC snap-in.

5.1.2.1 Creating the Container

To create the container:

Step  Description

1. Start ADSIEdit.msc using the Run dialog box and connect to the domain partition (select ‘Domain’ or ‘Default naming
context’ as the well known naming context).

Note
This step must be performed using an account that has the Create all Child Objects permission on the System

container (for example, a member of the ‘Domain Admins‘ group).
In the console pane, expand Domain or Default naming context [<computer fully qualified domain name >).
Expand the domain container.
Right-click CN=System and select New > Object from the menu.

In the Create Object dialog box, select Container and click Next.

20 IR N I

In the Value field, type ‘System Management’ and click Next.
Caution
Note that the container is named System Management and not Systems Management.

7. Click Finish.

Table 19: Creating the System Management Container

Page 51
System Center Configuration Manager 2007 — Deployment Guide

MiC’OSOft Prepared by Microsoft, Version 1.0.0.0

Last modified on 26 February 2010



Prepared by Microsoft

5.1.2.2 Securing the Container

When publishing data to Active Directory, Configuration Manager uses its machine account as the
security context. If it is likely that, over time, a hierarchy of Configuration Manager servers will be
installed to support the environment, each Configuration Manager site server will need security
permissions to publish to the ‘System Management’ container. To make this task easier, create a
domain local group that contains the machine accounts of all Configuration Manager site servers.
This group can then be granted permissions to the container within Active Directory.

To apply the permissions using ADSIEdit:

Step Description

1. Start ADSIEdit.msc using the Run dialog box and connect to the domain partition (select ‘Domain’ or ‘Default naming context’
as the well known naming context).
Note

This step must be performed using an account that has the “Modify” permissions on the System Management container
(for example, a member of the “Domain Admins” group or the account used to create the System Management container).

2. In the console pane, expand Domain or Default naming context <computer fully qualified domain name >.

3. Expand the domain container.

4. Expand the CN=System container.

5. Right-click CN=System Management and select Properties from the menu.

6. In the CN=System Management Properties dialog box, select the Security tab and add the <domain local group name>
domain local group and grant the group Full Control permissions.

7. Click Advanced.

8. Select <domain local group name>.

9. Click Edit and select This object and all descendant objects from the Apply to: drop-down list.
Note
If using Windows Server 2008, the Apply to option This object and all child objects must be selected.

10.  Keep clicking OK until returned to the MMC.

Table 20: Securing the System Management Container Using ADSIEdit

Page 52
System Center Configuration Manager 2007 — Deployment Guide

MiC’OSOft Prepared by Microsoft, Version 1.0.0.0

Last modified on 26 February 2010



Prepared by Microsoft

To apply permissions using ‘Active Directory Users and Computers’:

Step Description

1. Open the Active Directory Users and Computers console, click View, and then click Advanced Features.
Note
This step must be performed using an account that has the ‘Modify’ permissions on the System Management container

(for example, a member of the ‘Domain Admins’ group or the account used to create the System Management container).
Expand the <domain> node.
Expand the System node.
Right-click the System Management container and select Delegate Control. The Delegation of Control Wizard displays.
On the Welcome page, click Next.
Click Add.
In the Select Users, Computers, or Groups dialog box, type the <domain local group>.

Click OK to return to the wizard.

Ol N|ofa|~fw]N

Click Next.

—
©

Select Create a custom task to delegate and click Next. The Active Directory Object Type page displays.

-
-

On the Active Directory Object Type page, select This folder, existing objects in this folder, and creation of new
objects in this folder, then click Next. The Permissions page displays.

12.  Select the check box for Full Control, and click Next. The Completing the Delegation of Control page displays.
13.  Verify the information and click Finish to exit the wizard and complete the process.
Table 21: Securing the System Management Container Using ‘Active Directory Users and Computers’

Once the group has been created using the above steps, the Configuration Manager server’s
machine account needs to be added to the group. When doing this, ensure that the ‘Computers’
object type is enabled in the Select Users, Contacts, Computers or Groups dialog box, as
shown in Figure 20 below:

Select Users, Contacts, Computers, or Groups ﬂ E

Select this object type:
IUsers. Computers, Groups, or Cther objects Object Types. ..

From this location:

Icorﬂoso.co.uk Locations...

Enter the object names to select (examples):
NHS-SCCM-5RVO Check Mames

Ei

Advanced... | QK I Cancel |

Figure 20: Select Users, Contacts, Computers or Groups Dialog Box

Note

If the server's machine account has been added to a group, and the group granted permissions to the
System Management container (as opposed to granting permissions to the server’'s machine account
directly), as shown above, the server will need to be rebooted in order for the group membership to apply.
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5.2 Installing Configuration Manager Site Hierarchies

The healthcare IT Administrator can now deploy the infrastructure according to the design that was

created during the planning phase.
Note

During installation and operation of Configuration Manager it is often useful to review log files to verify
successful installation or troubleshoot problematic installation. The System Center Configuration Manager
2007 Toolkit?® should be installed on all machines that will host Configuration Manager site systems as
well as the healthcare IT Administrators client computers. Among other useful tools , the toolkit contains a
log file reading tool (Trace32) that can assist when reviewing log files.

5.21 Installing and Configuring Prerequisites

Table 22 shows the prerequisite software that is required before installing any of the following
Configuration Manager server roles. The healthcare IT Administrator should follow the procedures
described on each of the servers before attempting to install Configuration Manager.

Role Prerequisite Requirements
Site Database Server = SQL Server 2005/2008
Site Server = WSUS 3.0 SDK

= Remote Differential Compression

Management Point = [IS 7.0 (including BITS)
= WebDAV

Distribution Point = IS 7.0 (including BITS)
= WebDAV

Fallback Status Point = IS 7.0 (including BITS)

Reporting Point = [IS7.0

Software Update Point Not covered in this guidance

PXE Service Point/State Migration Point  Not covered in this guidance

Table 22: Prerequisite Requirements for Component Servers

% Microsoft Downloads: System Center Configuration Manager 2007 Toolkit:

Section

Section 5.2.1.5

Section 5.2.1.4
Section 5.2.1.2

Section 5.2.1.1
Section 5.2.1.3

Section 5.2.1.1
Section 5.2.1.3
Section 5.2.1.1
Section 5.2.1.1

See System Center Configuration Manager
2007 Software Update Management Guide
{R1}.

See System Center Configuration Manager
2007 Operating System Deployment Guide
{R2}.

http://www.microsoft.com/downloads/details.aspx?FamilylD=948e477e-fd3b-4a09-9015-141683c7ad5f&DisplayLang=en
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5.2.1.1

Installing Internet Information Server 7.0

Internet Information Services (lIS) version 7.0 is only required for the following site system roles:

Management Point (including proxy management points installed on secondary site
servers)

Fallback Status Points

Server Locator Points

Reporting Points/ SRS Reporting Points
BITS-enabled Distribution Points

State Migration Points

Software Update Points

The healthcare IT Administrator must only install 1S 7.0 onto servers hosting these site system

roles.

Step
1.

3.

Table 23 shows the process for installing IS 7.0:

Description Screenshot
Open Administrative Tools > Server =
P i Server Manager
Manager.
Right-click Roles and select Add Roles. L Server Manager (SCCM-SRY-01)
= & Fe Add Rules
5 gD F e
el _JiE [y >
5 5SSty
Refresh
Help
Clle NeXt. Add Roles Wizard [x]
i%" Before You Begin
Before You Begin h you ll ok his server, You determine which roles to install based on the tasks you
T want this server to perform, such as sharing documents or hosting a Web site.
Confirmation Before you continue, verify that:
Progress » The Administrator account has a strong password
« Network settings, such as static IP addresses, are configured
Results » Tha latest sacurity updates from Windows Update are installed

1F you have ta complets sny of the preceding steps, cancel the wizard, complete the staps, and then run the
wizard again.

To continue, click Next.

™ Skip this page by default

s |[Cnets | e Cancel
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Step Description

Screenshot

4. On the Select Server Roles page, select
Web Server (lIS).

Add Roles Wizard [x]

l Select Server Roles

Befare You Begin

Seleck one or more roles to install on this server.
Rolest

|| Active Directory Certficate Services

Ative Directory Domain Services

Active Directory Federstion Services

Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Application Server

DHCP Server

DNS Server

Fax Server

File Services

Hyper-¥

L] Metwork Policy and Access Services

L] prink Services

| Terminal Services

UDDI Services

Description:

Web Server (II5) provides a reliable,
manageable, and scalable Web
appication infrastructure.

Confirmation
Progress
Resuits

‘windows Deployment Services
[] windows Server Update Services

5. Click Add Required Features, and then click
Next.

Add Roles Wizard E

n, Add features required for Web Server (lIS)?

=
You cannot install Web Seiver (IIS) unless the required features are also installed.

Features: Description:
= Windows Process Activation Service Windows Process Activation Service
Process Model generalizes the IIS process model, removing
the dependency on HTTP. All the features..
Configuration APls =pe 4
Add Requied Features cancel |
@ Why are these features required? 7
Za
6. Click Next. L =]
% Web Server (IIS)
Before You Begin Introduction to Web Server (115}
Eerree ks Wb servers sre comgiuters that have specific software that slows them to accept requests from chent
and retum responses ko those requests. Web servers let you share information over the Internet, o
through inkranets and extranets. The Web Server role inchides Internet Information Services (I15) 7.0, & urified
Web platform that integrates 115 7.0, ASP.NET, and Windows Communication Foundstion. 115 7.0 also features
Role Services enhanced secirky, and delegated
o Things to Note
Progress i Using nager (WSRM) can equitable servicing of Web server
Resuits traffic especialty whe 4 hi
i The default instalistion For the Web Server (I15) rcle includes the installation of role services that enable
you make minor s default documents and HTTP errors),
monitor and log activity,
Additional Information
Querview of Web Server (I15)
i of Av: in
15 Checklists
iz
Overview of WSRM
< Previous | hext > I Cancel
Page 56

Microsoft

System Center Configuration Manager 2007 — Deployment Guide
Prepared by Microsoft, Version 1.0.0.0

Last modified on 26 February 2010



Prepared by Microsoft

Step Description

7.

8.

9.

Select ASP if the Reporting Point role will be

installed on the server.

Click Add Required Role Services.

Ensure Windows Authentication, IIS 6
Metabase Compatibility and IS 6 WMI
Compatibility are selected, and click Next.

Screenshot

=
! Select Role Services
|

Before You Bean Select the role services to install for Web Server (115):
Server Roles Roke services: Description:
Web Server (115) = [l Web sarver —7 Active Server Paces (ASP) provides a
server side scripting environment for
=[G Common HTTP Features building Web sites and Weh
N ] static Content applications, Offering improved
anfirmation [4] Default Document performance over CGI scripts, ASP
o [¥] Directory Erowsing provides [15 with niative support For
both VBScript and J5eript. Lse ASP i
I [] HTTP Errors
Results you have existing applications that
L HTTP Rediection require ASP support. For new
= [@ Application Development. development, consider using
SP.NET ASFNET,
NET Extensibility
)
[ car

[] 1SAPI Extensions
] 15APIFilters
[] server Side Includes
= [E Health and Diagnostics
[¥] HTTP Logging
[ Logaing Taols
[/] Request Monitar
[ Tracing
!; Euhstom Logging =l

Maore about role services

<premions || mextz | e | Cancel |

dd Roles Wizard

Add role services required for ASP?

“Pou cannot install ASP unless the required rale services are also installed.

Role Services: Description:
[= ‘web Server [I15] ‘wieh Server [II5] provides a refiable,
=1 Weh Server manageable, and scalable Web application

infrastruchure.
= Application Development

15AP] Extensions

Add Required Role Services I Cancel |

tafhy are these role services required?
W q y

ﬁ:; Select Role Services
Before You Begin Select the role services ta instal For Web Server (I1S):
Server Roles Role services: Description:
1I5.6 WM Compatihiity,
Web Server (II5) Basic Authentication E|f=timcomoatie e
[¥] Windows Authertication Trtrumentation (WMD) scrpting
T | Digest Authentication interfaces to programmatically
il it Certiicate Mopping Authentication manage and automate tasks For IIS
Progress [] 115 Chent Certificate Mapping Authentication Zr-‘:thh ﬁ&'mmf “v’:“
YO Cr in provider.
Results LBL Asthoiztion This service includas the WHI CIM
[¥] Request Filkering Studia, WMI Event Registration, WHI
[_] 1P and Domain Restrictions Event Viewer, and WMI Object
= [@ performance Browser tools to manage skes.

[] Static Content Compression
[] Dynamic Content Compression
= & Management Tools
[¥] 115 Mansgement Consols
[] 115 Management Scripts and Tools
[] Management Service
= [E 115 6 Management Compatibilty
atibility

[ 1156 Saripting Tools
1156 Management Cansole
=1 [] FTP Publishing Service
; |

M role servi

<pravious || nmt> | al Cancel
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Step Description

10.

11.

12.

Click Install.

Click Close.

Note

If the site system will only be used as a
reporting point, the remaining steps in this
table are not necessary.

Right-click Features and select Add
Features.

Screenshot

E%‘E' Confirm Installation Selections

Before ‘fou Begin
Server Roles
Weh Server (1I5)

Role Services

Progress

Results

To install the following roles, role setvices, o features, click Install,

(i) 2 informational messages belov

(i) This server might need to be restarted after the installation completes,
~) Web Server (I15)
(i) Find out more abaut Windows System Rescurce Manager (WSRHM) and how it can help aptinize
 cPUusage
web Server
Comman HTTF Festures
Skatic Content
Default Document:
Directary Browsing
HTTP Errors
Application Development
P

T5APT Extensions
Health and Diagnostics
HTTP Logging
Request Monitor
Securit
Request Filtering
Performance

Static Content Compression |

Print, e-mall, or save this information

<Prewuu5| fiext = | Instal I

|

jlAdd Roles Wizard

=
u Installation Results

Eefore You Begin

Server Roles

eb Server (I15)
Role Services

Corfirmation

Progress

The Following rales, rale services, or Features were installed successfully:

~) Web Server (II5) @ 1nstallation succeeded 1=

The following role services were installed:
web server
Comrmon HTTP Features
Static Content
Default Document
Directary Browsing
HTTP Errors
Application Development

ISAPI Extensions

Health and Diagnostics
HTTP Logging
Request Manitor

Security -
Request Filtering

Performance
Static Content Compression

Management Tools
115 Management Cansole

115 f Mananement Camnatihilite ]

Print, e-mail, or save the installation report

<Pravinus| fext » | Close: I

=

T Server Manager (SCCM-SRY-01) I
B @ Roles

h‘i Web Server (113)
Add Features

Remove Features

E &5 Storag  yra b
Refresh
Help

Microsoft
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Step Description

13.  Select BITS Server Extensions.

14.  Click Add Required Role Services.

15.  Click Next.

Screenshot

Add Features Wizard

=
e:a Select Features

Confirmation
Progress

Results

dd Features Wizard

Add role services and features required for BITS Server Extensions?

i
Wiz

“You cannot install BITS Server Extensions unless the required role services and features are also installed

Select one or more features b install o this server,
Features:

@ W] .NET Framework 3.0 Features (Installed)
BiLocker Drive Encryption

Connection Manager Administration Kit
Desktop Experience

Failover Clustering

Group Policy Management

Internet Printing Client

Internet Storage Name Server

LPR.Port Monor

Message Quewing

Multipath 1j0

Metwork Load Balancing

Peer Name Resolution Protocol

Quality Windows Audic Video Experience
Remote Assistance

Remote Differential Compression
Remote Server Administration Tocls (Installed)
Remavable Storage Manager

RPC awer HTTP Proxy

Simple TCP/IP Services

,
I000EO0O000O0000O0000000a

More about features

Description:
Intefigent Transfer

allow a server to receive files
uploaded by chents using BITS. BITS
allows client computers to transfer
Files in the Forground or background
asynchronously, preserve the
responsiveness of other network
applications, and resume file transfers
after netwark falures and computer
restarts,

| | o]

Role Services: D escription:

= ‘Web Server [lIS) Wwieh Server [I15] provides a reliable,
= ‘web Server manageable, and scalable “Web spplication

Common HTTP Features inhiastiucture.

Health and Diagnostics

Application Development

[= Windows Process Activation Service
MET Erwironment

ALdd Required Rale Services I Cancel |

L E ! Wb are these role services and features required?

Select Features

=
&

Fe Select one or more Features to install on this server,
Web Server (TI5) Features:
Role Services [ [0 NET Framework 3,0 Features (Instaled)
T [ BitLocker Drive Encryption
v
Progress

[] Connection Manager Administration kit
Results [ Desktop Experience
[] Fallover Clustering
Group Policy Management {Installed)
] Internet Printing Cliernt
[] Internet Storage Name Server
[ LPR Port Manitor
] Message Queving
[] multipath 1f0
[ Metwork Load Balancing
[] Peer Name Resclution Protacal
[ quality windows Audio Videa Experience:
] Remote Assistance
Remote Differential Compression (Installed)
[E] Remote Server Administration Tools (Installed)
[] Removable Storags Manager
[] RPC over HTTP Proxy
[ Simple TCP{IP Services
1 2t S

[

IMare shout features

crrevous [ met> | e Cancel

Description:

Backaround Inteligent Transfer
Service (BITS) Gerver Extensions
allow a server to receive files
uploaded by dients using EITS, BITS
allows client computers ta transfer
files in the Foreground or background
asynchronously, preserve the
responsiveness of other network
applications, and resume file transfers
after nstwork Faiures and computer
restartz
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Step Description

Screenshot

16.  Onthe Web Server (lIS) page, click Next.

Add Features

fl# Web Server (I11S)

Festures Introduction to Web Server (IIS)

Webserversa-HMrs&uthav:mﬂmmwmmwuwﬂmﬂmc&m
computers rekurn responses to those requests, Web servers let you share information over the Internet, or

-ard

Role Services through intranets and extranets, The Web Server role includes mm:dms«u»ﬂm 7.0, 3 unified
Web platform t h&mmsllsru,nsﬂmr.u\dm 15 7.
Confirmation security,
e Things ta Note
Raks i, Using Windows Manager (WSH)co el ercure el sevidgof Web server
lzaf&asoeoelymentmarewmbsonms
i The default installation for the Web Server (11S) role inchudes the installation able
You to serve static conkent, m:mum(amﬁda‘addmn.utsmmwmws),

monitor and log server activity, and configure static content compression.
Additional Information

Querview of Web Server (I15)
Overview of Avallable Role Services in 115 7.0

113 Checklists
Commeon Administrative Tasks in [IS
Overview of WSRM

<previous | wet> |

| [Ceoncat ]

17.  Click Next.

Add Features Wizard

=
5 # Select Role Services
(N

Features Select the role services to install For Web Server (IIS):
Web Server (IIS) Role services: Description:
. . ] Web Server provides support For
- L] oigest ’“‘“ﬂ.’""“’""" ) ) 2] R eb stes and aptinal support
Confirmation [] Client Certificate Mapping Authentication for ASP.NET, AP, and Web z
E. (] 15 Chent Certificate Mapping Authentication i AR ol CRn 15 the Wb
L] URL uthorization Server to host an inkernal or external
Reslts. mausst Fite Ir d) Wd:si.eorlupﬂmdemumm
[ 1 and Doman Restriions for Geuskpecs boaieeks et b

= | Performance (Inst

] Dynamic Content Compression
& Mamgemmz Tools (Ins{aled)
] 115 Managemert Szmts and Tooks
[] Management Service
& 6] 115 6 Management Compatibity (Installed)
1

] 115 6 Scripting Tocls
[ 115 6 Management Console
= [] FIP Publishing Service
] FTP Server
[] FTP Management Console

Wore about role services

< Previous | Next > I Install Cancel

18.  On the Confirm Installation Selections
page, click Install.

t# Confirm Installation Selections

Features

Ta nstall the Following reles, role services, or Features, click Install
tifeb Server (TIS)

(i) zinformational messages below

Role Services

(i) This server might need to be restarted after the installation completes.

Frogress ~) Weh Server (IIS5)
Results (i) Find out mare about Windows System Resource Manager (WSRM) and how it can help optimize CPU
usage
Web Server

Common HTTP Features
HTTP Redrection
Application Development
\NET Extensiity
Health and Diagnastics

Lagging Tools
Tracing

BITS Server Extensions

~) windows Process Activation Service
NET Environment

Prink, e-mail, or save this information

Iext = | Install I Cancel

< Previous

Microsoft
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Step Description Screenshot

19.  Click Close.

jlAdd Features Wizard

=
-~ %Dz Installation Results
I

L&
Features
The fallowing rales, role services, or features were installed successfully:
“eb Server (115}
Riole Services ~) Web Server {II5) @ Installation succeeded
Corfirmation The Following role services were installsd:
Web Server
Progress

Common HTTP Features
HTTP Redrection
Application Development
NET Extensibity
Health and Diagnostics

Logging Tools
Trating

BITS Server Extensions @ 1nstallation succeeded

~) Windows Process Activation Service @ 1nstallation succeeded
The Fallowing features were installed:
NET Environment

Print., e-mail, or save the installation report

= Previous fext > | Close I Cancel

Table 23: Installing 1S 7.0
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5.2.1.2 Enabling Remote Differential Compression
Table 24 shows the process for installing Remote Differential Compression:
Step Description Screenshot

1. Open Administrative Tools > Server 3 Sarver Manager

-on
Manager.
2. Right-click Features and select Add T Server Manager (SCCM-SRY-01) I
Features. = 5 Roles
€5 web Server (115) [
ﬁ m | Add Features
+ [ Diagng
5 Cnnfir,l; Remove Features
| 28 Storat_ﬁl Yiaw »
| Refresh
| Help
e — e
3. Select Remote Differential Compression fpaoreaveeswizora [
. [=
and click Next. ‘;Et‘% Select Features
Cll
S s e
Corfirmation Features: Description;
Progress G NET Framework 3.0 Features (Installed) 2| Remote Differential Compression

computes and transfers the:
differences between bwo objects over
a netwark using miimal bandwidth,

| BitLocker Drive Encryption
[] BITS Server Extensions
[[] Connection Manager Administration Kit

Results

[] Desktop Experience

[ Failover Clustering

Group Policy Managemert. (Installed)
] Internet Printing Client

] Inkernet Storage Name Server

[] LPR Part Manitor

L] Message Queving

| Mulkipath IO

[ Metwork Load Balancing

[[] Peer Hame Resolution Protocol

[] Guality Windows Audio Yideo Experience
emote Assistance

emote Server Administration Tools (Installed)

[] Remavable Storage Manager

[] RPC over HTTR Proxy

[ Simple TCP/IP Services =

More shout Features

crensus [ mexer | msal | coneel |

4. Click Install. fodireaweswicora 5

Confirm Installation Selections

]
&

Features
To install the following roles, rols services, or features, dick Instal.

Corfirmation

(i) 1 informational message below
Progress B

Results (i) This server might need to be restarted after the installation completes.

Remote Differential Compression

Print, e-mail, or save this information

crevous | nee s | [ sl | coneel
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Step Description Screenshot

5. Click Close.

Add Features Wizard

% Installation Results

Features
The Folloving roles, role services, or features were installed successfully:
Confirmation

Remote Dil ial € i [/]

ion succeeded

Progress

Brink, e-mail, or save the installation report

< Previous Cance|

lext = | Close I

Table 24: Installing Remote Differential Compression

5.2.1.3 Installing WebDAV for IIS 7.0

Web-based Distributed Authoring and Versioning (WebDAYV) is not included with Windows Server
2008, so it must be downloaded and installed. Detailed steps for downloading and installing
WebDAV are available in the article Installing and Configuring WebDAV on IIS 7. 0”.

Note
If using Windows Server 2008 R2, WebDAV publishing is included as part of the operating system and
can be added as a role service of Web Server (lIS).

Once WebDAJV is installed, the steps in Table 25 show how WebDAV should be configured to
support Configuration Manager:

Step Description Screenshot
1. Open Administrative Tools > [(Spincrnet informationservices oy vansger ————— M|
Internet Information Services (IIS) &) (@ » scowsmeor » ses » oetsrwensee » ICEEICE
Manager and select Default Web Fie Vew Hep
i i e
Site. Double-click WebDAV @ Default Web Site Home -
Authoring Rul Q-Hiz e o A
uthoring Rules. @ tart Page -
g El 'iaj ;tcc;n'?sgv—m (CONTOSO\admin} | S/OURbY: Area 22~ - B8 Explore -
2 Application Pocls X | Q ) = i | Edi Permissions....
E1-(81 Sites e .i_ = (/] = Edit Site
El 3 Def::!;::?fj:; Authentication Compression Dg::;u;:n ! g;r:;;‘n;; X mse"
m o 5 = ings...
& & 2 {CH] View Applcations
Error Pages  Falled Request  Handler HTTP Rediract View Virtual Directories.
Tracing Rules  Mappings | s v;leb = A
@ § W g gl
HTTP 15APIFiters  Logging MIME Types L
Respo... B Stop
";bﬂ ?ﬁ gj ‘ @] Browse *:0 (hitp)
Modules S;k;#; 55L Settings i Advanced Seting
g Configure
Other Failed Request Tracing...
—_— =l Limits... |
— z @ Hep
q | _'I = |Features View |i. Content View L s LI
Ready .
# Installing and Configuring WebDAV on IS 7.0 {R23}:
http://go.microsoft.com/fwlink/?Linkld=108052
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Step Description Screenshot
2- C“Ck the Enable WebDAV Iink and g Internet Information Services (1I5) Manager
then click Add Authoring Rule. @1‘,; [@ » scomsru-0l b Stes b Defaukwebste >
File  Wiew Help
[Comections
C-R 1| & 0 WebDAV Authoring Rules [@ The: WebDAY Feature has been j
_u'i ey ) N disabled.
B ‘:‘1 SCCM-SRY-01 (CONTOSOladmin Use this feature to specify rules for authorizing users to access
L Application Pools .
E-[@] Sikes Path | Users | Roles Add Authoring Rule., .,
B ? Dsf:t:::bj:; Enable WebDAY
ST WebDAY Settings...
@ Heb
Online Help
L — i
4] | | [ IFeatures view |, Content iew
-t

Configuration: "applicationHost . config"
|
Select All content, All users and N SRTF R NE HE

Read, and then click OK.
— Allow access to:
& all content
" specified content:

Example: *.bas, wsvc.axd

— Allow access to this content to:
& allusers

" Specified roles or user groups:

I
Example: Admin, Guest

" Specified users:
|

Example: Userl, User2

3.

r— Permissions
W Read
™ Source
I~ write

| OK I Cancel
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Step Description Screenshot

4. Click WebDAV Settings.

t Information Services (115) Manager

| @ > SCCMSRY-01 b Stes b Defauk web Ste » |~ 5@ -

G

File view Help

actions
Q-2 |8 0 WenDAY: Authoting Rules Add Authoring Ruls. .
5 Start Page N p " Edit.
) ‘3 S%CM-ERV-G! (CONTOSO\adrminy \Elos:‘stter:: Feature to specify rules for authorizing users to access it
¥ Application Pools i
B8] Sk path | sers | Roles
= Qesosfaut Web Site b all users
¥ aspnet_client =
Disable WebDay
‘WebDAY Settings...
@ Heb
Online Help
| — |
4 | vl |2 ]Features view |, - Content View
Configuration: ‘applicationHost  config" "i:s
5. Modify the following settings: T —— yr— T
= Allow Anonymous Property R © » sconsevar » 3 ) odak oo ) J& = 1@ -
Queries - Set as True. = e EE—
. o WebDAYV Settings
= Allow Custom Properties - Set ﬁ-'q i 12 |8 0 9 B oy
?-]'Start Page |E Authoring Behavio -l 1By Cancel
as False. =9 S oot oSy Al Unknon MIVE Typ: True WebDAV Authoring Rues...
. . 5-(8] Shes Default MIME Type application/octet-stream
= Allow Property Queries with L @ e 8 Lack Behavior @ v
Infinite Depth — Set as True - et cent s o -
Lock Store webdav_simple_lock
. Require Lock For Writing  False
If the server will host a DP, also R
” . ] Arorymous Propert Falss
modify the following setting: Alow Custom Properties True
Allow Property Queries wi False
= Allow Hidden Files to be o BT
Listed — Set as True. Allow File Extension Filteri False
Allow Hidden Segment Fil: False
Then C"Ck Apply L AIque«:Flerng False H
Allow Hidden Files to be Li True ﬂ
Require S5L Access
Specifies that all WwebDAY requests must use SSL.
4 »| |-l Features view |, Content view
Canfiguration; 'applicationHost, config’ e
Table 25: Configuring WebDAV for Configuration Manager
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5.2.1.4 Installing Windows Server Update Services 3.0 SDK

The WSUS 3.0 SDK is installed as part of the WSUS Administrator Console installation. It is not
possible to install the SDK separately. Table 26 shows the steps required to install the WSUS
Administrator Console, which can be downloaded from:
http://go.microsoft.com/fwlink/?linkid=93750

Step Description Screenshot

1. Run WSUSSetup_30SP1_x<64, or
32>.exe, and click Next.

i:—J Windows Server Update Services 3.0 SP1 Setup Wizard

Welcome to the Windows® Server
k- Update Services 3.0 SP1 Setup
= L Wizard
-
a:', Thiz wizard helps vou install Windows Server Update
: Services 3.0 5P server software, The software helps pou

deploy updates from Microzolt Update to computers on
your network.

To continue, chck Mext.

Mext > Cancel
| | |

2. Select Administrator Console only
and click Next.

'a Windows Server Update Services 3.0 SP1 Setup Wizard

Installation Mode Selection “

.
P

‘what kind of inztallabion would pou ke to pedorm for Windows Server Update Seraces?

" Full server installation including Adminéstration Console
& Administration Console only

¢ Back | Mext » I Cancel
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Step Description Screenshot

3. Read the License Agreement and, if
applicable, select | accept the
License Agreement

terms of the license agreement To install Windows Server Update Services 3.0 SP1, pou must accept the terms of the end .:"/\:' 1
and click Next. user license agreement. )

B§ Windows Server Update Services 3.0 SP1 Setup Wizard

Please read the following agreement carefully. Use the scroll bar or press the PAGE
DOWN key to view the rest of the text. To print the text, click Print.

MICROSOFT WINDOWS SERVER UPDATE
SERVICES 3.0 SERVICE PACK 1

PLEASE NOTE: Microsoft Corparation (or based on where you live,
one of its affiliates) licenses this supplement to you. You may use it
with each validly licensed copy of Microsoft \Windows Server

software (the “software™). You may not use the supplement if you ﬂ

5 | accept the terms of the License agreement
| do not accept the terms of the License agreement Print... |

4. Click Next.

p ts to use administration Ul

‘You do not have the following components installed on your machine.
- Microsoft Report Viewer 2005 Redistibutable

‘without these components, you will not be able to use the Windows Server Update
Services Administration U, If pou want to use the Administration UL, install these components
after installing ‘Windows Server Update Services.

<Back [ Net> |  Cancel |

5. Click Finish.

i5 windows Server Update Services 3.0 SP1 Setup Wizard

Completing the Windows Server

a1 Update Services 3.0 SP1 Setup
i;;—ﬂ Wizard

You have successfully completed the Windows Server
Update Services 3.0 SP1 Setup ‘Wizard,

To close this wizard, chick Finish,

Back Finish Cancel
Table 26: Installing Windows Server Update Services 3.0 SDK
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5.2.1.5 Installing Microsoft SQL Server

Microsoft SQL Server (2005 or 2008) needs to be installed either locally on the site server(s) or on
a server remote from the site server, if the site database is going to be hosted remotely. If the
healthcare organisation is deploying a new SQL server for use with Configuration Manager, and it
is being licensed separately (not using the ‘System Center Configuration Manager w/ SQL
Technology’ license), SQL Server 2008 should be used.

Section 5.2.1.5.1 describes the process to install SQL Server 2005 and section 5.2.1.5.2 describes
the process to install SQL Server 2008. Follow the instructions for the version of SQL Server that
will be implemented.

These instructions describe the process to install SQL Server in a stand-alone configuration. To
install and configure SQL Server 2005 in a failover cluster configuration, see the MSDN article How
to: Create a New SQL Server 2005 Failover Cluster (Setup)zg. To configure SQL Server 2008 in a
failover cluster configuration see the MSDN article How to: Create a New SQL Server Failover
Cluster (Setup)®.

Important

If the SQL Server will be hosted on a different computer to the site server, the site server's computer
account must be added to the local Administrators group on each remote site system before running
setup.

5.2.1.5.1 Install and Configure SQL Server 2005 (Stand-Alone)
Table 27 shows the process for installing Microsoft SQL Server 2005:

Step Description Screenshot

1. From the SQL Server 2005 source files, select e e S AR
...Servers\Setup.exe to launch the Microsoft SQL
Server Setup Wizard. Review the End User
Licence Agreement, and if applicable, select |
accept the licensing terms and conditions, and
then click Next.

End User License Agreement

MICROSOFT SOFTWARE LICENSE TERMS ﬂ

MICROSOFT SQL SERVER 2005 STANDARD AND ENTERPRISE
EDITIONS

These license terms are an agreement between
Hicrosoft Corporation {(or bas=ed on where you
live, one of its affiliates) and you. FPlease
read them. They apply to the softwvare named
abowve, which includes the media on which you
received it, if any. The terms also apply to any
Microsoft

* updates,
* supplenents.

* Internet-based services. and

* support services _ﬂ

I 1 accept the licensing terms and conditions

Print | Hest > | Cancel |

% MSDN: How to: Create a New SQL Server 2005 Failover Cluster (Setup) {R24}:
http://msdn.microsoft.com/en-us/library/ms179530(SQL.90).aspx

% MSDN: How to: Create a New SQL Server Failover Cluster (Setup) {R25}:
http://msdn.microsoft.com/en-us/library/ms179530.aspx
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Step Description Screenshot
2. Before SQL Server 2005 installation can proceed, [ ymmra=rm—rrrr—
a number of prerequisites need to be installed. On
. .. . Installing Prerequisites
the InSta"mg Prereqms'tes pager click Install to Installs software components required prior to installing SGL
begin the prerequisite installation. L
SOL Server Component Update will install the following cormponents ;l
required for SOL Server Setup:
Microsoft SOL Mative Client
Microsoft SOL Server 2005 Setup Support Files
Click Install to continue.
[
Lancel |
3. When the installation has completed successfully, [ remmmmre=rr———
the wizard will confirm success as shown. Click
N Installing Prerequisites
ext. Installs software components required prior to installing SGL
Server.
SOL Server Component Update will install the following cormponents ;l
required for SOL Server Setup:
¥ Microsaft SOL Mative Client
¥ Microsaft SOL Server 2005 Setup Support Files
The required components were installed successfully,
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Step Description Screenshot
4 Onthe Micrasolt QL Server nstalation Welcome
page, click Next.
» Welcome to the Microsoft SQL
Server Installation Wizard
Setup will help you install, modify or remove Microsoft
SOL Server. To continue, click Next.
< Back | Mest » I Cancel |
5 Onthe System Configuration Check page,
Microsoft SQL Server will evaluate the computer System Configuration Check
for hardware and software requirements prior to “Wwhait while the system is checked for potential installation
. . L. problems.
installation, as shown. Ensure that all prerequisite
checks complete successfully and click Next. @ ree— e
¥ Success 14 Success 0 “Warning
Details:
| Action | Statuz | Message I;I
@ IS Feature Requirement Success
@ Pending Reboaot Requirement Success
@ Performance Monitor Counter Require... | Sucoess
@ Default Installation Path Permission Be..  Success
@  Intemet Explorer Requirement Success
@ COM Plus Catalog Requirerment Success
@  ASP.MetVersion Registration Require...  Success
@ Minirmum MDAC Yersion Requirement Success
Filker - | Stop | Beport = |
Help | Mest » |

Microsoft
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Step Description

Screenshot

6. Enter the relevant Name and Company details i Microsoft SQL Server 2005 Sekup

and click Next.

7. Select the following options:

Registration Information

The Fallowing infarmation will personalize vour installation.

The Mame field must be Filled in prior to proceeding. The Company field is optional.

Marme:

I IT Adminsitrator

Comparny:

|Healthcare arganisation

Flease enter your 25 character Product Key, You can Find this number on the yellow

sticker in the CO liner notes or the CO sleeve,

Help | = Back

| Mext = I

Cancel

= SQL Server Database Services Components to Install

= Reporting Services

Select the compaonents to install or upgrade.

i'é‘- Microsoft SQL Server 2005 (64-bit) Setup B3

= Workstation components, Books Online ¥ SG0L Server Database Services
and deVelOpment tools [~ Create a 501 Server Failover cluster
Then click the Advanced button. I analysis Services

[~ Create am Analysis Server Failower cluster
¥ Reporting Services

[™ Motification Services

[ Integration Services

=

For mare options, click Advanced,

Advanced |

Help | < Back

| Mext = I

Cancel
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Step Description Screenshot

8. Click the Browse button.

i'é‘- Microsoft SQL Server 2005 (64-bit) Setup B3

Feature Selection
Select the program Features you want installed,

Click an icon in the Following list ko change how a Feature is installed.

r~Feature description

X Installs the SOL Server database
Analysis Services engine and tools For managing
Reporting Services relational and XML data, Replication,
Motification Services and Full-Text Search.
Inkegration Services
Client Components
Documentation, Samples, and Sample [

This feature requires 267 MB on your
hard drive. It has 4 of 4 subfeatures
selected, The subfeatures require 135
ME on your hard drive.

4] | i
i~ Inskallation path

C:YProgram Files\Microsoft SOL Server, Browse. .. |
Disk Cost, ..

Help | < Back | Mext = I Cancel |

9. On the Change Folders page, select the

installation path for each feature. Click OK once
! . Change Folders
the correct installation paths have been selected. You can select a different folder for installation,

Install in:

I (2 Microsoft SQL Server j '}Jl ""l

(a0

Installation path:
IDl'l,Program FilesiMicrosoft SQL Server!,

Help | oK I Cancel
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Step Description

10.  Onthe Instance Name page, select Named
Instance and specify a name. Click Next.

Screenshot

i'é‘- Microsoft SQL Server 2005 (64-bit) Setup B3

Instance Name

‘fou can install a default instance or you can specify a named
instance,

Provide a name for the instance. For a default installation, click Default instance and click.
Mext, To upgrade an existing default instance, click Default instance, To upgrade an exisking
named instance select Mamed instance and specify the instance name,

= Default instance

{* Mamed instance

|C0nFigMgrDB|

Help | < Back | Mext = I Cancel |
11.  Ensure the‘Customlze for each service account B Microsoft SQL Server 2005 (64-bit) Setup =
check box is clear. )
Service Account

Clle Use the bui|t_in System account_ Service accounts define which accounts to log in,

Note

If security is a concern, it is recommended that I™ Customize For each service account

you create a domain-based account to run AL

SQL Services. If this has been done, click Use | =l

a domain user account and enter the I ' Use the built-in System account ILocaI syskem j I

Username, Password and Domain details of { Use a domain user account

the server-specific SQL service account that e |

has been created. B

Eassword; |
In the Start services at the end of setup section, Lamard |
select SQL Server Agent, Reporting Services [~ Start services at the end of setup
and SQL Browser. Click Next. e o0 o Ii{5% Broviser
¥ Reporting Services
Help | < Back. | | Mext = I Cancel
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Step Description Screenshot

12.  Ensure Windows Authentication mode is B Microsoft SQL Server 2005 (64-bit) Setup =

selected, as shown. Authentication Mode

C||Ck Next The authentication mode specifies the security used when
' connecking ko SQL Server,

Select the authentication mode to use for this installation.

" Mixed Mode (Windows Authentication and SQL Server Authentication)

Specify the sa logon password below:

Enter password:

Confirm password:

Help | < Back | Mext = I Cancel |

13.  Ensure that Collation designator and sort order  p = rm—Ey— =

is sel . . .
s selected Collation Settings
EnSUI’e that the fO”OWing Options are Clear: Collation settings define the sorting behavior For your server,
. il
= Binary
= Case-sensitive Collation settings For service: SQL Server
= Binary-code point ; ;
{+ Lollation designator and sort order::
= Kana - sensitive
ILatinl_GeneraI j
= Width - sensitive i [~ Binary - code point
Ensure that Accent - sensitive is selected. L= ot Lo feonetive
¥ Accent - sensitive ™ width - sensitive
Click Next.
" 5QL callations (used For compatibility with previous versions of SQL Server)
Binary order based on code point comparison, for use with the 850 (Multilingual];l
Strick compatibility with version 1.x case-insensitive databases, For use with the
Dictionary order, case-sensitive, for use with 1252 Characker Set,
Dir{innarv nrder. rase-insensitive. Dnnerase anFTrEan. Frr se with 1?H?F_hlﬂ
4 3
Help | < Back. | Mext = I Cancel |
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Step Description Screenshot
14.  Click Install the default configuration. B Microsoft SQL Server 2005 (64-bit) Setup
Click Next. Report Server Installation Options

15.

Specify how to install a report server instance,

I + Install the deFault configuration: Details. .. |

Install but do not configure the server

Setup will install the report server and configure it bo use the default values, The
report server is usable as soon as Setup s finished.,

A Secure Socket Laver (5500 certificate is not installed on this computer. Microsoft
recommends that you use S5L in most Reporting Services installations,

Help I < Back | Mext = I Cancel |

Select the Error and Usage Report Settings that
are required.

i';% Microsoft SQL Server 2005 {64-bit) Setup

Error and Usage Report Settings

Click Next Help Microsoft improve some of the SOL Server 2005 components
' and services,

Automatically send Error reports For SQL Server 2005 to Microsoft or your corporate
error reporting server, Error reports include information regarding the condition of SCL

[~ Server 2005 when an error occurred, your hardware configuration and other data. Error
reports may unintentionally include personal information, which will not be used by
Microsoft.

Aukomatically send Feature Usage data For SQL Server 2005 to Microsoft, Usage data §
ncludes anonymous information about your hardware configuration and how you use our
software and services, :

=

For more information on the error reporting Feature and the type of information sent, click
Help.

Help I < Back. | Mext = I Cancel
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Step Description

16.  Click Install to begin the installation.

17.  The setup process will provide status information
of all the installation steps, as shown.

Screenshot

i'é‘- Microsoft SQL Server 2005 (64-bit) Setup B3

Ready to Install
Setup is ready ko begin installation,

Setup has enough information to start copying the program files, To proceed, click Install, To
change any of your installation settings, click Back, To exit setup, click Cancel,

The following components will be installed:

. SOL Server Database Services

{Database Services, Replication, Full-Text Search)

. Reporting Services

(Reporting Services, Report Manager)

. Client Components

{Connectivity Components, Managerment Tools, Business Intelligence
Developrent Studio, SQL Server Books Onling)

Help | < Back | Install I Cancel |

F Microsoft SQL Server 2005 Setup E

Setup Progress
The selected components are being configured

Product: | Status =
@SQL Setup Support Files Setup finished

SQL Mative Client

SOL Y55 Writer
@OWCII Configuring components. ..

SQL Server Backward-Compatibility Files

SQL Server Database Services
Reporting Services
Yisual Studio Inteqrated Development ... LI

—Status

‘Writing system registry values

== Back | Iexk = | Cancel

Microsoft
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Step Description

18.  When the installation process has completed, the
Setup Progress page shows each stage as
having completed successfully, as shown.

Ensure all steps have completed successfully and
then click Next.

19.  Click Finish.

Table 27: Installing and Configuring SQL Server 2005 RTM

Screenshot

F Microsoft SQL Server 2005 Setup E

Setup Progress
The selected components are being configured

Product | Skatus |;|
(@owcit Setup finished

@SQL Server Backward-Compatibility Files  Setup finished
@SQL Server Database Services Setup finished
@Regorting Services Setup finished
@Visual Studio Inkeqrated Development ... Setup finished
@SQL Server Books Online Setup finished

(PsoLamise Setup finished
@Workstation Components, Books Onlin,..  Setup finished s

<< Back | Mext == | Cancel |

F Microsoft SQL Server 2005 Setup E

Completing Microsoft SQL Server 2005 Setup
Setup has finished configuration of Microsoft SQL Server 2005

Refer to the setup error logs For information describing any Failurels) that occurred during
setup, Click Finish to exit the installation wizard,

Summary Log
To minimize the server surface area of SQL Server 2005, some features and services are

disabled by default for new installations. To configure the surface area of SQL Server, use the

Surface Area Configuration tool.

Analysis Services =
+  If Analysis Services was upgraded from SQL Server 2000, all cubes,
dimensions, and mining models mustbe reprocessed using SOL Server
hanagement Studio.
Reporting Services
+ The Reporting Services ingtallation options you specified in Setup
determine whether further configuration iz required before you can
access the report server. If you installed the default configuration, the

report zerver can be uzed immediately. [f vou installed just the program LI
il

cied v thn Dnmmidinn Daminnn Ceedineadioe deel ba dee ot

Einish |

Once the base version of SQL Server 2005 has been installed, the latest service pack needs to be
applied. At the time of writing, the latest service pack for SQL Server 2005 was Service Pack 3.
The healthcare IT Administrator should check the Knowledge Base article How fo obtain the latest
service pack for SQL Server 2005 to verify the latest service pack.

% Microsoft Help and Support: How to obtain the latest service pack for SQL Server 2005 {R26}:

http://support.microsoft.com/kb/913089
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5.2.1.5.2 Install and Configure SQL Server 2008 (Stand-Alone)
Table 28 shows the process for installing Microsoft SQL Server 2008:

Step Description Screenshot
1. Insert the SQL Server 2008 media % 501 Server Installation Center M= B
and fo”ow the prompts to Venfy the Planning Hardware and Software Requirements

g View the hardwars and softwars requirements.

prerequisites. If Microsoft® NET _ _ _
. Maintenance o Security Documentation
Framework version 3.5 SP1 has not e Lh Visw the sscurity dacumentton,

Online Release MNotes

been installed, a prompt will be R

Adwanced Wiew the lakest information about the release,

displayed to install it.
Options CI Syskem Configuration Checker 3 ) )
If SQL Server |S belng |nSta”ed On J’ Launch a kool ko check For conditions that prevent a successful SQL Server installation.
Windows Server 2003, Hotfix
KB942288-v4 will also be required
and a prompt will be displayed. This

update requires a restart.
Upgrade Documentation

Begin the installation of SQL 2008

after the restart (lf necessary) by gignv\é.the document about haow ko upgrads ko SQL Server 2008 From SGL Server 2000 or SQL Server
clicking on Setup.exe from the SQL

Server 2008 media.

Install Upgrade Advisor

Upgrade Advisar analyzes any SQL Server 2005 or SQL Server 2000 companents that are installed
and identiFiss issues to Fix sither before or after you upgrade to SOL Server 2008,

Online Installation Help
Launch the onlin installation dacumentation.

How to Get Started with SQL Server 2008 Failover Clustering
Read instruckions on how to get starked with SOL Server 2008 Failover cluskering,

The SQL Server Installation Center

will open. Run through the System P58 server e
Configuration Checker, Install

Upgrade Advisor, or any other

prerequisite tools to ensure that the

system is ready for an installation.

Click on Installation below
Planning on the left side of the

window.
2 . Cl |Ck on NeW SQL server % SOL Server Installation Center [_[O]
stand-alone installation or add o h ot 5L Ssrver standl-slons nstalltion or add Fastures b an exsting nstalltion
H H = Launch a wizard to install SQL Server 2008 in a non-clustered environment or to add features to an
features to an existing Ao existing 3L Server 2008 stance.
. . Maintenance
installation. Tt 4 New SOL Server Falover cluster installation
h Launch a wizard to install a single-node SQL Server 2008 failover cluster,
Resources
e l{ Add node to a SQL Serwer Failover cluster
o
£ U0 Launch 2 wizard to add a node to an existing SQL Server 2008 failover chuster,
Options
Pﬁ Upgrade from SQL Server 2000 or SQL Server 2005
Launch a wizard to upgrade SQL Server 2000 or QL Server 2005 ta SQL Server 2008, Before you
upgrade, you should run the Upgrade Advisor bo detect potential problems.
o Search for product updates
Search Microsoft Update For SQL Server 2008 product updates.
}@) Micrusaftc
~ SQL Server2008
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Step Description Screenshot

3. The Setup Support Rules page will  prmr=mmm

[-[o]
be displayed. If any warnings or Setup Support Rules
failures are displayed address Setp Support Rules identiFy problems that might oceur when you install SQL Server Sebup support files. Fallres must be corrected
’ befare Setup can continue,
these issues before proceeding.
Setup Support Rules Operation completed. Passed: 6. Failed 0., Warning 0. Skinped 0.
Click OK.
wlew dekailed report
Rule Status
(& | Minimum operating system version Passed
(@ | setup admiristrator Passed
(D |Restart compuker Passed
(2 | Windaws Management Instrumertation (4L} service Passed
(@ | Consistency validation for SQL Server registry keys Passed
(@ |Long path names to files on SQL Server installation media Passed
ok | e | Help |
4
4. Enter the Product Key (if required). I (7]
Click Next. Product Key
Spenciy Hhap el of SO0 Serwer 2000 o el
Frodeal Ery Specty & fres sdton of 5L Serve or provade & 0L Jervee grodict ey b0 salidete B neCanos of 301 Seree
8. Inbe e S-cherate ley o the Mosa® ontfoss of effenicly o prodsd pecagng. I o
NE T iy [ebpren [eghsstin, Po rularnin nd by acivatnd mih & [ay eaprate., T ugrade frim ire
Sebp Support Fis el By ot e, v P e Uper e Winerd

1 gy bren adiion:
F |

T gt S ookt b
|

Tl
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Step Description

5. Read the License Terms and, if
applicable, select | accept the
license terms.

Click Next.

Screenshot

& S0L Server 2008 Setup

License Terms

Ta install SGL Server 2008, you must accept the Microsoft Software License Tetms,

=] E3

Froduct Key
License Terms
Setup Support Flles

MICROSOFT SOFTWARE LICENSE TERMS ﬁ’
MICROSOFT SQL SERVER 2008 STANDARD EDITION

These license terms are an agreement between Microsoft Corporation (or based on where you
live, one of its affiliates) and you. Please read them. They apply to the software named
isbove, which includes the media on which you received it, if any. The terms also apply to any
Microsoft

®  Updates,

e supplements,

s Internet-based services, and

*  support services

ifor this software, unless other terms accormpany those items. 1f so, those terms apply.

BY USING THE SOFTWARE, YOU ACCEPT THESE TERMS. IF YOU DO NOT ACCEPT THEM,
DD NOT USE THE SOFTWARE. INSTEAD, RETURN IT TO THE RETAILER FOR A REFUND OR

[CREDIT. If you cannot abtain a refund there, contact Micrasoft ar the Microsaft affiliate serving |
a9
Copy  Prink

¥ 1 arcept the license terms.

« Back. | et > | Cancel |
Y
6. Click Install to install the SQL 2008  pFrEErETIm [EL=]
Setup Support Components. Setup Support Files
After the SUppOl't Components are Click Install ko install Sebup Suppart files, To install or update SQL Server 2008, these files are requirsd,
installed, click Next. ey The Floning “orpenens sre rewed for S0 Servee Serip
s e | Feature Name | Status |
Setup Support Files Setup Support Flles ‘ ‘
< Back Install Cancel
Y
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Step Description

7. The Setup Support Rules page will
be displayed. If any warnings or
failures appear, address these
issues before proceeding.

Click Next.

8. Select these features for the SQL

installation:

= Database Engine Services
= Reporting Services
= Management Tools — Complete

Then specify the Shared Feature
Directory locations.

Click Next.

Screenshot

1 SOL Server 2008 Setup

Setup Support Rules

before Setup can continue.

Setp Support Rules identify problems that might occur when you install SOL Server Setup support files. Failares must be corrected

=] E3

Setup Support Rules
Feature Slection

Disk Space Requirements
Etror and Usage Reporting
Installation Rules

Ready ko Instal

Operation completed, Passed: 11,

Wigw detailed report

Failed 0. Warning 0. Skipped 0,

Installation Progress Rule Status
Conplete (& |Fusion active Template Library (ATLY Passed
(@ |Unsupported SGL Server products Passed
(@ |Performance counter registry hive consistency Passed
() |Previous releases of SOL Server 2008 Business Inteligence Develop... | Passed
(@ | Previous CTP installation Passed
(@ | Consistency validation for SQL Server registry keys Passed
(@ | computer domain contraller Passed
(2 | Microsoft ,MET Application Security Passed
(| Edition wowe platform Passed
(@ | windows Powershel Passed
(D | Windaws Firewsl Passed
< Back | Mext > | e | Help |
4
SOL Server 2008 Setup [_ O] x]

Feature Selection

clustered.

Selzct the Standard Features to install. For clustered installations, only Database Engine Services and Analysis Services can be

Setup Support Rules

Feature Selection

Instance Configuration

Disk Space Requirements
Server Configuration
Database Engine Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Instal

Tnstallation Progress

Complete

Eeatures:

Description:

Instance Features

1501 Server Replication
[ Full-Text search
[ analysis Services
Reporting Services
shared Features

[ Client Tools Cannectivity
[] inteqration Servicas

[] client Taols SDK
[ 5GL Server Books Online
nagement Taols - Basic

[ Microsaft: Sync Framewark
Redistributable Features

Selectall | Unselect All

[ Business Inteligence Development Studio

[ Client: Tanls Backwards Compatibility:

WMarnagement Tools - Complets
[[] QL Client Connactivity SOK

Include the Database Engine, the
cors servics for storing,
processing and securing data.
The Datahase Engine provides
contralled access and rapid
transaction pracessing and dlso
provides rich support For
sustaining high availabilty.

Shared Feature directory:

[piProgram Fies\Microsaft SOL Servery

Shared feature directory (x86): [Dv1Program Files (xg6)\Microsoft SQL Server|

el

< Back Mext = Cancel | Help |

Microsoft
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Step Description

9. Click Named Instance and in the
text box, enter ConfigMgrDB.

Accept the Instance ID but change
the Instance root directory to a
drive other than drive C.

Click Next.

10.  Verify that enough disk space exists
and click Next.

Screenshot

& S0L Server 2008 Setup

Instance Configuration

Specify the name and instance ID For the SQL Server instance.

=] B

Setup Support Rules

Feature Slection

Instance Configuration
Disk Space Requirements
Server Configuration
Database Engine Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Instal

Installation Progress

" Default instance

% Named istance:

|[nnflqurDB|

Instance [P:

Instance toot directory:

[configrgros

[cProgram Filesipiicrosafe 5qL Server,

SQL Server directary:

Reporting Services diectary:

Installed instances:

C:\Program FilesiMicrosoft SOL ServeriMSSQLI0. ConfigMarDB
Ci\Program FilesiMicrasaft SOL Server\MSRS10,ConfigMgrDB

Camplete
Instance | Features | Edition | version | Instance ID
< Back | Mext > | e | Help |
4
& S0L Server 2008 Setup [_ O] <]
Disk Space Requirements
Review the disk space summary For the SQL Server Features you selected.
Setup Support Rules Disk Usage Summary:
Feature Selection =-{) Drive C: 848 ME required, 41711 MB avallable
Instance Configuration o SystemDrive (C:\) 843 MB required
Disk Space Requirements =) Drive D: 714 MB required, 9805 MB avaisbls
Erver EoRHaUr e ¥ Shared Install Directory (D:iProgram FilesiMicrosoft SQL Serveri): 415 MB required
g Instance Directary (D:\Program Files\Microsoft SQL Server\): 299 ME required
Database Engine Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules
Ready to Instal
Tnstallation Progress
Complete
< Back Mext = Cancel Help
4
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Step Description

11. " Click on the value under Account
Name for each Service and use the
drop-down to select NT Authority\
System as the Service Account.

For SQL Server Agent, click the
Startup Type drop-down arrow to
change the startup type to
Automatic.

Click Next.

12.  Click on the Data Directories tab
and specify the target directory for
each of the following:

= Data root directory

= User database directory

= User database log directory
= Temp database directory

= Temp database log directory
= Backup directory

On the Account Provisioning tab,
click the Add Current User button
(more users and user groups can be
added using the Add button).

Important

The users or user groups added
here will be the only people able
to access the SQL Server
Management studio, once SQL
Server has been installed.

Click Next.

Screenshot

& S0L Server 2008 Setup
Server Configuration

Specify the configuration.

=] B

Sebup Support Rules

Feature Selection

Instance Cofiguration

Disk Space Requirsments
Server Configuration
Database Engine Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Pragress

Complete

Service Accounts | colstion |

Microsoft recommends thak you use & separate account for each SQL Server service.

Account Name Password | Startup Type:
NT AUTHORITYISYSTEM -
NT AUTHORITYISYSTEM

MT AUTHORITYISYSTEM

Service
SOL Server Agenk

SQL Server Database Engine Automatic

Sal Server Reporting Services

|Automatic |

Lse the same account for all QL Server services |

These services will be corfigured autematically where possible to use @ low priviege account, On seme
older Windows versions the usar will need ta specify & low privilsgs account. For more information, click

Help.

Service | Accourt Name | Password | Starkup Type |
MT AUTHORITYILOCAL S... | |AutDmat\[ d‘
< Back | Mext > | e | Help |
4
& S0L Server 2008 Setup [_ O] x]

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules

Feature Selection

Instance Configuration

Disk Space Requirements

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Instal

Tnstallation Progress

Complete

Account Provisioning | Data Directories | FILESTREAM

Specify the uthentication mode and adninistratars For the Databass Engine.

Authentication Mode:
& Windows authentication mode

" Mixed Mode (SGL Server authertication and Windows authentication)

Built-in SGL Server system aczount

Enter password: |

Corfitm password; |

Specify SQL Server administrators

SQL Server administrators
have unrestricted access ta
the Database Engine.

add Current User | acid.., | remove |

< Back Mext = Cancel Help

Microsoft
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Step Description

13.  Click Install the native mode
default configuration and click
Next.

14.  Select the Error and Usage
Reporting settings that are
required.

Click Next.

Screenshot

& S0L Server 2008 Setup

Reporting Services Configuration

Specify the Reporting Services configur ation mods.

Setup Support Rules

Feature Slection

Instance Configuration

Disk Space Requirements
Server Configuration
Database Engine Configuration

Reporting Services Configuration

Error and Usage Reporting
Installation Rules

Ready to Instal
Installation Progress

* Install the native mode default configuration,

Setup will instal the report server and canfigure it in Native mode ta use the default values, The report
server is usable o soon as Setup is finished,

" Installthe SharePoint integrated mede default configuration.

Setup wil create the report server database in SharePoint integrated mode and configure the report server ko
use the default values. However, Integrated operations will not be supported untl a minimal installation of &
SharsPoint product or technology is deployad on the report server computer and the Reporting Services Add-
in For SharePoint Technolagies is installed and configured on the instance of the SharePoint product or
technology you are using.

Camplete
" Install, but do not configure the repart server,
Setup will install, but will nt configure, the repart server software, After installation is finished, you can use
the Reporting Services Configuration ool ko set options that are required to run the report server.
< Back | Next> | cancel | Help |
4
& S0L Server 2008 Setup

Error and Usage Reporting

Help Microsaft improve SGL Server Features and services.

Setup Support Rules

Feature Selection

Instance Configuration

Disk Space Requirements
Server Configuration
Database Engine Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Instal

Tnstallation Progress

Complete

Specify the information that you would like to automatically send to Microsoft to improve Fubure releases of SQL
Server, These settings are optional, Micrasoft treats this information as confidential, Microsoft may provide
updates though Microsoft Update to modify Feature usage data. These updates might be downloaded and
installed an your machine automatically, depending on your Automatic Update settings.

Wigw the Microsoft policy For SOL Server privacy and data collection.

Read more about Microsoft Update and Automatic Update.

[~ Send Windows and SQL Server Error Reports to Microsoft or your corporate report server. This setting only
applies to services that run withaut user interaction.

- Send feature Lsage dats ta MIcrosoft. FeatLre usage dets includes information sboLt your hardare
configuration and how you use Microsaft sftware and services,

< Back | Hext = | Cancel Help

Microsoft
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Step Description

15.  Verify that no installation Rules
show failures or warnings and click
Next.

Note

If any issues are experienced
during setup, they must be
resolved before completing SQL
Server installation and installing
Configuration Manager. More
information will be provided if
any errors are experienced and
these should be researched to
find a resolution, or the
healthcare organisation’s
support provider should be
contacted.

16.  Verify that the installation
components summary is correct and
click Install.

Tip

If multiple servers will be

deployed using the same

configuration, make a note of the
location of the

ConfigurationFile.ini, because

this file can be used to perform

an unattended installation of

SQL Server, if required.

Screenshot

1 SOL Server 2008 Setup

[-[o]
Installation Rules
Setup is running rules ko deterrine iF the installstion process will be blocked. For more information, ciick Help.
Setup Support Rules Operation completed. Passed: 11, Faled 0. Warning 0. Skipped 0.
Festro docin ]
Instance Canfiguration
Disk Space Requirements Hids details << Re-run
Server Configuration wlew dekailed report
Database Engine Configuration
Reporting Services Configuration Rule Status
i e TR (@ |same architecture installation Passed
Installation Rules (@ | Cross language installation Passed
Ready ko Instal () |Existing clustered or duster-prepared instance Passed
L (2 | Reporting Services Catalog Database File Existence Passed
Camplete
() | Reporting Services Catalog Temporary Database File Existence Passed
(@ | 50L Server 2005 Express tadls Passed
(@ | Operating system supported for edition Passed
(D FATZ File System Passed
() 501 Server 2000 Analysis Services (64-bit) install action Passed
(@ | nstance name Passed
(@) |Previous releases of Micrasoft Visusl Studio 2006 passed
< Back | Mext > | e | Help |
4
& S0L Server 2008 Setup [_ O] <]
Ready to Install
WerlFy the SQL Server 2008 Features to be installed.
Setup Support Rules Ready to install SQL Server 2008:
Feature Selectian B Sommary =
Instance Canfiguration Edition: Standard
Disk Space Requirements -~ fuetion: Instal
R [=- General Configuration
E: ] Fetures
Database Engine Configuration T | Database Engine Services
Reporting Services Configuration Reporting Services
Ertor vl et RenoRig Management Taols - Basic
[ ¢ Tools - Complet
Installation Rules Sl s ntannnte
) Instance configuration
Ready to Install Instance Mame: CONFIGMGRDB
Installation Progress s Instance ID: ConfigMgrDB
Gt | Bl Instance I0s
0L Database Engine: MSSQLL0. CONFIGMGRDE
Reporting Services: MSRS10.CONFIGMGRDB
- Instance Directary: D:\Program FilesiMicrosoft SQL Server),
] Shared component root directory
Shared Feature directary: De\Program FilesiMicrosoft SQL Server|,
| Shared Fecture (WOWSH) directory: D:iProgram Fles (88} \Microsoft SQL Serverl
B Ervor and Usage Reparting
- Usage Reporting: False
- Error Reporting: False &
4] | »
Configuration file path:
[CstFrougram Files|icrsoft S0 Ssrver| 100i5skUp BsckstrpLog|20050301_1 31038 Corfigurationr e
< Back | Instal | Cancel Help
4
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Step Description

17.  The Installation Progress page will
be displayed.

18.  When the setup process is
complete, verify that all the required
features have been installed
successfully, and then click Next.

Screenshot

& S0L Server 2008 Setup

Installation Progress

=] E3

Sebup Support Rules

Feature Selection

Instance Cofiguration

Disk Space Requirsments
Server Configuration
Database Engine Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress
Complete

Scheduling package installation.

Hext > |

el |

Help |

& S0L Server 2008 Setup

Installation Progress

Setup Support Rules
Feature Selection
Instance Configuration
Disk Space Requirements
Server Configuration

Setup process complete

|

Database Engine Configuration =itk S one Status
Reporting Services Configuration (2 |Datsbase Engine Services Success
Error and Usage Reporting (D |Reporting Services Suceess
Installation Rules (2 | Management Tools - Camplete Success
Ready to Install (2 | Management Tools - Basic Success
Installation Progress

Complete:

Hext = | Cancel Help
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Step Description

Screenshot

19. Click Close. % 50L Server 2008 Setup [ o1=]
Complete
our SQL Server 2008 installation completed succassfuly.

Setup Support Rules Summary log file has been saved te the Following location:

Feature Selection C:\Program Files\Microsoft SOL Server\100\Setup Bootstraplloglz0090901 131038

Instance Configuration YSummary DLNHSSCCMO1 20090901 131038, kxt

Disk Space Reqirements Information about the Setup operation or possible next steps:

Server Configuration
.2 rour SQU Server 2008 installation completed successfully.

Database Engine Canfiguration

Reporting Services Configuration

Error and Usage Reporting

Installetion Rules

Ready to Instal

Installation Progress

Complete
Supplemental Information;
[The following notes apply to this release of 0L Server only: =
icrosaft Update
Far nfarmation about how to use Microsoft Update to identify updates For SOL Server 2008, see the Microsoft
lUpdate Web site <http:/fgo.microsoft.comfilink/?Linkld=108409: at http:jigo.microsoft com/fulink/7Linkld=
108409,
Reporting Services
[The Reporting Services installation optiens thak you specified in Setup determine whether additional configuration
s required before you can access the report server. T you installed the deFault corfiauration, the report server ¥

Close Help
4

Table 28: Installing and Configuring SQL Server 2008

Once the base version of SQL Server 2008 has been installed, the healthcare IT Administrator
needs to install the latest service pack (at the time of writing, the latest service pack for SQL Server
2008 was Service Pack 1). Check for the latest version on the SQL Server 2008 Homepage®'.

5.2.2 Installing the First Configuration Manager Site

Table 29 below shows the steps to install the first Configuration Manager site. These steps can
also be used to install a child primary site; however, a child primary site will need additional
configuration once the steps are complete, as shown in section 5.2.4.

Step  Description Screenshot

1. Run Splash.hta from the Configuration Manager
product CD.

In the Start screen, click Configuration
Manager 2007 SP1 under Install.

Prepare

Read the release notes

Run the prerequisite checker

Configuration Manager 2007 SP1 Documentation
Install

Configuration Manager 2007 SP1

Additional Programs

Application Compatibility Toolkit 5.0 Coennector

Microsoft*

System Center
Configuration Manager 2007 -

3! Microsoft Web Site: SQL Server 2008 Homepage {R27}:
http://www.microsoft.com/sqlserver/2008/en/us/default.aspx
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Step  Description Screenshot

2. Click Next.
Moo Welcome to the Microsoft System Center Configuration
System Center Manager 2007 SP1 Setup Wizard
Configuration Manager 2007

This wizard walks you thiough the steps necessary ta install or upgrade
Configuration Manager 2007 SP1 (Confighlar)

Before starting this wizard, you should:

1. Have a supported Microsoft SOL Server installation available for ConfigMgr.

2. Know the name of the computer running SAL Server.

3. Review the release notes.
4. Ensure your systems meet the minimum requirements.

For more information, see the release notes.

WARNING: This program is protected by copyright law and intemational treaties.

Unauthorized repraduction or distibution of this program, or any portion of it, may
result in severe civil and criminal penalties, and will be prosecuted to the maximum
extent possible under law.

< Back Newt> Cancel |
3. Click Install a Configuration Manager site
i Available Setup Options
server and click Next. Setup has enabled available installation options based on the installed operating system and any existing I8
Systems Management Server 2003 or Configuration Manager installations. E

Setup has not detected an existing installation of & primary site server, secondary site server, site system, or
Configuration Manager console an this computer.

(* Install a Configuration Manager site server

€ Upgrade an existing Configuration 1 o SMS 2003 installation

" Install or upgrade an administrator console

= Perform site maf

£ or reset this Site

€ Urirs

Configuration Manager site server

<Back [ MNewts |  Cancel |

4. Read the Microsoft Software License Terms and,

if applicable, select | accept these license Microsoft Software License Terms —
. Please read the following Mictosolt Software License Tems. |
terms and click Next. -

Ta print the License Agreement before you continue, click the Print button and print from Microsoft Motepad. ﬂ

Ta print the License Agreement after the installation has been completed: from the Configuration Manager
installation directory, open the License Agreement (icense. tt] with Microsoft Notepad and print the agreement.

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT SYSTEM CENTER CDNFFELIF\‘ATION MANAGER 2007 WITH SERVICE PACK 1

These license terms are an agreement between Microsoft Corporation (or based on where you live, one of its
affiliates) and you. Please read them. They apply !u the software named above, which includes the media on
:dfichywmusivedi.lay. The teims also apply to any Microsoft

es,

" supplements,

" Intemet-based services, and

* support services

for this software. unl ther terms those it If 50, those terms applhy.

By using the software, you accept these teims. If you do not accept them, do not use the software. Instead,
retumn it to the mlaierfnr arefund or credit. If you cannot obtain a refund there. contact Miciosaft or the Microsoft
affiliate serving pour country for information abodMncmsnft‘s refund policies. See www microsoft com/worldwide. |

Print License Tems ¥ | accept thess licenss temms.

<Back Newt > Cancel |
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Step  Description Screenshot
5. Click Custom settings and click Next.
Installation Settings ]
Specily the settings that Setup will use for this installation.. -L

Select the settings configuration that is appropriate for your installation.

Installstion settings
Install Configuration Manager using:
(= Custom settings
- Allows configuration of all setup options

" Simple settings
- Install a ConfigMar Primary Site
- Use default installation path
- Configure local SOL Server with default settings
- Enable a local management point for Confighgr
- Enable common ConfigMar client agents

<Back Newt> Cancel |

6. Click Primary site and click Next.

Microsoft System Center Configuration Manager 2007 SP1 [ ]

Site Type
Specify the type of site you would ke to install |

& Primary site
A primaty site stores data for itself and for all of its child sites in a SOL Server database.

Primary sites are used to administer Configuration Manager hierarchies. Secondary sites must be
childien of the primary sites. and Configuration Manager clients must be assigned to primary sites.

" Secondary site

A secondary site must be attached to and managed from a primary site. A secondary site has no SOL
Server database and forwards all Configuration Manager client information to the parent site's
database.

Secondary sites are useful to control bandwidth acioss slow network connections but cannot have
child sites and cannot be converted to primary sites.

For more information, see the Configuration Manager 2007 SP1 planning documentation.

<Back [ Mew> |  Concel |

7. Select the required option for involvement in the
Customer Experience Improvement Program
and click Next.

Microsoft System Center Configuration Manager 2007 SP1 [X]

Customer E: i pi Program Confi
Choose your Customer Experience Improvement Program options -

‘You are invited to join the Microsoft System Center Configuration Manager 2007 Customer Expenience Improvement
Program [CEIP).

1t you accept, Microsoft will collect statistical information about your system's configuration, the performance of some
components of Configuration Manager, and certain types of events generated by Configuration Manager.

This setting will apply to all Configuration Manager console sessions for this site.

Windows will periodically send a small file to Microsoft that contains a summary of the information collected.

You can choose not to participage in the program at any time by using the Configuration Manager Help menu and
selecting Customer Feedback Options.

(% Yes, | want to help make Microsoft software and services even better. (Recommended)

€ No, | do not want to participate right now.

Leam more about CEIP

<Back Next > Cancel |

Page 89

- System Center Configuration Manager 2007 — Deployment Guide
M’C’OSO” Prepared by Microsoft, Version 1.0.0.0
Last modified on 26 February 2010



Prepared by Microsoft

Step  Description Screenshot
8. Enterthe Product Key, if required.
Product Key
Specify the product key for this Configuration Manager installation. -r._
Enter your 25 character product key:
Key | | I | |
<Back [ New> |  cancel |
9. Enterthe location to install the Configuration
Manager binaries. Destination Folder —
(Click Mext to install in the default folder, or click Browse to choose a different folder. -l
Note
Recommendations for installation paths can Install Canfiguration Manager 2007 SP1 in:
be found in SeCtlon 4.2 ID.\Plugam Files [x86)\Microsoft Configuiation Manager!| M
<Back [ Mewt> | Concel |
10.  Enter a Site code and Site name. Click Next.
Site Settings _
Please enter pour Configuiation Manager site code and site name. -[
The site code will be used to uniquely identify this Configuration Manager site in your hieraichy.
Enter a 3-character site code containing letters, numbers, of a combination of the two. The site code and site name.
cannot be changed after installation and must be unigue throughout your Configuration Manager hierarchy.
Site code: co1
Example: XYZ
The site name is a friendly name identifier for this site.
Site name: |Cenlra\ Site in Contoso Example Infrastructurs]
Example: Contoso Headquarters Site
< Back Next > Cancel
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Step  Description Screenshot
11.  Click Configuration Manager Mixed Mode. Microsoft System Center Configuration Manager 2007 SP1
Site Mode .l
NOte Specify the Confighgr site mode for this site. -..L
Information on Configuration Manager Native
Mode can be found in section 4.8.2. ® Ol e R -
Select native mode if you need the highest level of Configuration Manager security or must support
Intemet-based clients.
Native mode requires an existing public key infrastructure (PK) to suppart clients in this site and some
of the site systems. The site server signing certificate must already be installed on this computer.
Site server signing certificate details:
S.;lgnt mixed mode if this site will support SMS 2003 clients, or has a parent site configured for mixed
mode.
Intemet-based clients cannot be managed if the site is operaling in mixed mode.
<Back [ Net> | Concel |
12, Ifany dlient agents will not be used in the
Configuration Manager deployment, clear the Client Agent Selection Ll
. Configuration Manager can enable client agents for you after setup completes. -i_
relevant check boxes, and click Next.
Select the client agents to enable with default settings.
Client agents can be modified by using the Configuration Manager console after setup is completed.
¥ Software updates
[¥ Hardware inventory [¥ Software metering
¥ Advertised programs ¥ Desired configuration management
[~ Network Access Protection ¥ Remote tools
Refer to the Configuration Manager 2007 SP1 documentation for more information about client agents.
< Back l Next > I Cancel |
13.  Inthe top text box, enter the name of the SQL Microsoft System Center Configuration Manager 2007 SP1
i i i Database Seiver L
Server computer that will hOSt the Configuration Specily the Micrasoft SOL Server information for you instalation -
Manager Database and click Next.
NOte Configuiation Manager primary sites require a Miciosoft SOL Server database to store site settings and data.
If the SQL Server is installed using a non-
default instance, the instance name must ~S0L Server Computer
also be provided in the top text box in the Specily the computer name, SOL Server instance, and database name:
format <ServerName>\<InstanceName>. SQL Server and inslance, if applicable:
[saLseRVER]
Examples: Serverl, Server2\instanceName
Confighar site database:
[sMs_Cot
Example: SM5_X/Z
<Back Next > Cancel
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Step  Description Screenshot
14.  Enter the name of the site server computer and
click Next. SMS Provider Settings -
Specify the SMS Provider settings for your Configuration Manager site. -"i
The SMS Provider is used by the Configuration Manager console to communicate with the site database.
Enter the appropriate installation location for the provider:
SITESERVER]
The provider cannot be installed on a clustered SOL server.
< Back Neat> Cancel |
15.  Ensure that Install a management point is
selected and enter the name of the server that Management point —
Specily the server to be used as your Confighdgr management point. -.‘_

will be the default management point and click

NeXt' Configuiation Manager uses the management point to communicate with all clients for this site.

& Install a management point
Management point computer fully qualified domain name (FODN) on the intranet:

[MANAGEMENTPOINTICONTOS0.COM
Example: MPServerl.contoso.com

" Do not install a management paint
A management point can be installed later using the Configuration Manager consale.

< Back I Next > I Cancel |
16.  Ifusing the default port, click Next.

Poit Settings -
[

Specify the TCP port that chents will use to communicate with ConfigMar site systems. =

The settings you configure will be used by all site roles for client to server communication.
If you selected ConfigMar mixed mode, you cannot configure HTTPS settings.

HTTPS settings
= Use default port [$43]

™ Use custom poit  Use custom port I

“You can change these settings after installation by using the Configuration Manager console.

< Back I Nest > I Cancel
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Step  Description Screenshot
17.  Click Check for updates and download newer
versions to an alternate path and click Next. ! ‘Spe:il; whelhe; |; du';m\nad updated components o instal from an altemate path -:

If your computer is connected to the Intemet, Setup can check for updated prerequisite components and
download them automalically to a path you specify.

Setup will install the latest version of the prerequisites if they are available.

(% (Check for updates and download newer

sions Lo an atemate path

" The latest updates have aleady been downloaded to an sltemate path

Ta ensure the highest level of functionality and compatibility, you should download the latest available

components.
<Back Neat > Cancel |
18.  Specify the path and folder where setup can
store updated files, and click Next. Updated Prerequisite Component Path Ll
Specify the alternate path for Setup to store or access updated components. -.‘_
Note
Setup W||| doWn'Oad a numbel‘ Of upd ated Enter the altemate path that Setup should search for prerequisite components. If you choose to check for new
. . . updates, Setup will download any updated versions to the alternate path.

files to the temporary directory, which can

take some time. |f downloads fal' dUe tO mﬁ;ﬁ;&ﬁ;ﬁ:m alternate path to install multiple sites. Always venfy that the alternate path contains

Internet connectivity issues, start the "

. K R emate path:
download again and setup will continue from [CASCOMInstall emp Browse..
the last file attempted. Example: \\servemame'sharename, C:\downloads

< Back

19, Click Next.

Settings Summary -
Configuration Manager will be installed with the following settings -.L
Setup Component Component Details E
Setup Type Primay site installation
Site Code: cm
Site Name Central Site in Contoso Example Infrastructure
ConfigMgr Secuily Mode Mixed
Product Key
Installation Directory C:\Program Files (xB6]\Microsoft Configuration Manager
Extemal File Folder CASCCMInstallT emp
SOL Server SCCM-SOL-01
Confightar D atabase Mame SMS_COM
SMS Provider SCCM-SRV-01
Management Paint SCCM-SRV-01
Confighar &gents Software inventory
Hardware inventory o
Advertised programs
Software updates
Software metering l—l'
4| | »

To change the settings click Back. To apply these settings and launch the installation prerequisite check, click Next.
Alfter the installation prerequisite check has begun, you cannot change these settings.

< Back Next > Cancel
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Step  Description Screenshot
20.  Click Begin Install.

Installation Prerequisite Check

Setup is checking for potential installation problems. IF installation problems are found, Setup will display details about
how to resolve the problems.

Prerequisite result:
Prerequisite | status | system | site Type
(D All required prerequisite tests have complete... Success

2| | 2
Prerequisite checking has completed.
. ___________________________________________________|

Double click on any item to display details about how to resolve the problem, or view the ConfighgrPrereq.log to help

identify problems.
View Latest Prerequisite Information Run Check
Begninstal | [ concel |
21.  Click Finish.
Microsoft Completing the Microsoft System Center
System Center Configuration Manager 2007 SP1 Setup Wizard
Configuration Manager o7
L Setup completed all operations successfully. Click Finish to close the wizard.

™ Launch the Configuration Manager conscle after closing.

View Log |

< Back I Fiish I Carics|

Table 29: Installing the First Configuration Manager Site
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5.2.2.1

Installing Configuration Manager 2007 R2

Once the Configuration Manager 2007 SP1 installation is complete, the healthcare IT Administrator
needs to install Configuration Manager 2007 R2. Table 30 shows the steps required to install
Configuration Manager 2007 R2:

Step Description Screenshot

1.

Run Splash.hta from the Configuration
Manager R2 product CD.

In the Start screen, click Configuration
Manager 2007 R2 under Install.

Prepare
Read the release notes

Configuration Manager 2007 R2 Documentation

Install

Configuration Manager 2007 R2

Additional Content
Forefront Client Security Integration

Client Status Reporting

Microsoft
System Center

Configuration Manager2007r2 i

C“Ck NeXt- i'é‘- Microsoft System Center Configuration Manager 2007 R2 E

Welcome to the Microsoft System

& m Center Center Configuration Manager 2007
onfiguration Manager 2007 72 R2 Setup Wizard

Thiz wizard walks pou through the steps neceszary to install
Microzoft System Center Configuration Manager 2007 R2
[Confighgr R2).

The fallowing features will be installed during setup.

- Application Virtualization Management
- 5S0L Reporting Services Integration
- Dperating System Deplayment

for Server Pravizgioning Scenarioz

Mate: Canfiguration Manager 2007 B2 must be inzstalled on an
exizting Configuration Manager 2007 SP1 site server.

To continue, click Mest.

< Back | Mext > I Cancel |

Rea(lj the Llcense Agreement and’ if i'\‘!r“ Microsoft System Center Configuration Manager 2007 R2 [ x|
applicable, select | accept these license License Agreement
terms and C”Ck Next. “f'ou must agree with the license agreement below to proceed. ]

MICROSOFT SOFTWARE LICEN3E TERMS ﬂ
MICROSOFT SYSTEM CENTER CONFIGUEATICN MAMNAGER Z007 RZ
These license terms are an agresment between Microsoft
Corporation {(or based on where you live, one of its
affiliates) and wvou. Please read them. They apply to the
software named sbove, which includes the media on which
you received it, if any. The terms also apply to any
Hicrosoft

updates,

supplements, LI

(* | accept the license agreement

| do not accept the license agreement

Print License Agreement

< Back | Mext » I Cancel
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Step Description Screenshot
4. Enter Name and Organization details and {8 Microsoft System Center Configuration Manager 2007 R2 [ x|
click Next. Registration Information
Specify your name, organization, and the product key. -l
Mame

IIT Administrator

Organization
IEontosd

Enter your 25-digit product key
[ oo ] oo | 00 | x| X

< Back | Mewt > I Cancel |

5. Click Next.

i'é‘- Microsoft System Center Configuration Manager 2007 R2 E
Installation
Setup iz now ready to begin installation. -1
To start installation, click Mest. To review vour settings, click Back.
< Back | Mext » I Cancel |
6' C“Ck FmISh' i'é‘- Microsoft System Center Configuration Manager 2007 R2 E
Setup Complete |
]
B
*r'ou have successfully completed the Configuration Manager 2007 R2 Setup wizard.
Taread the product documentation, open the Canfiguration Manager conzale from the Start
menu and then press F1.
To close thiz wizard, click Finish.
<Back terts | [ Fimsh |
Table 30: Installing Configuration Manager 2007 R2
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5.2.2.2 Installing Configuration Manager 2007 Service Pack 2

Once the Configuration Manager 2007 R2 setup has completed, the healthcare IT Administrator
needs to install the latest Configuration Manager Service Pack. At the time of writing, this was SP2.
SP2 can be downloaded from:
http://www.microsoft.com/downloads/details.aspx?FamilylD=3318741a-c038-4ab1-852a-
€9c13f8a8140&displaylang=en

Important

If the Configuration Manager site server is running on the following operating systems, the hotfix detailed
in the Knowledge Base article 960037 %2 must be installed prior to the service pack:

B Windows Server 2003 SP1 or SP2 X64
B Windows Server 2008 SP1 X64

Windows Server 2008 SP2 includes this hotfix, so it is not necessary to install the hotfix if the server
already has Windows Server 2008 SP2 installed.

Step Description Screenshot

1. Run Splash.hta from the Configuration
Manager SP2 installation folder.

In the Start screen, click Configuration
Manager 2007 SP2 under Install.

Prepare
Read the release notes
Run the prerequisite checker

Configuration Manager 2007 5P2 Documerntation

Install
Configuration Manager 2007 5P2

Additional Programs

Systems Center Updates Publisher

Application Compatibility Toolkit 5.0 Connector
Microsoft*

System Center

Configuration Manager 2007 Exit

%2 Microsoft Help and Support: When a 32-bit process tries to update a string value with a new value that contains the
%ProgramFiles% string, the %ProgramFiles% string is converted to the %ProgramFiles(x86)% string in a 64-bit
environment {R28}:

http://support.microsoft.com/kb/960037
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Step Description

2.

3.

4.

Click Next.

Click Upgrade an existing Configuration
Manager or SMS 2003 installation and click
Next.

Read the Microsoft Software License Terms
and, if applicable, select | accept these
license terms and then click Next.

Screenshot

Microsoft System Center Configuration Manager 2007 SP2

Welcome to the Microsoft System Center Configuration
Manager 2007 SP2 Setup Wizard

Mierasoft:
System Center
Configuration Manager z0

Thiz wizard walks you thiough the steps necessary to install or upgrade
Configuration Manager 2007 SP2 [Confighar]

EBefaore starting this wizard, you should:
1. Have a supported Microsoft SAL Server installation available for Confighar.
2. Knaw the name of the computer running SOL Server.

3 Review the release notes.

4. Enzure pour systems meet the minimum requirements.

Far mare information, see the release notes

WARMING: This program is protected by copright law and intemational treaties.

Unauthorized reproduction or distribution of this program, or any portion of it may
resulk in severe civil and criminal penalties, and will be prosecuted to the masimum
extent possible under law.

< Back I Hext » I

Cancel |

Microsoft System Center Configuration Manager 2007 SP2 E

Available Setup Options [ |
Setup has enabled available installation options based on the installed operating system and any existing | |
Systems Management Server 2003 o Configuration Manager installations.

Setup has detected an existing primary site on this computer.

Because the current installation is a different version, pou do not have the option of madifying the installation,

€ Install & Configuration Manager site server
% Upgrade an existing Configuration Manager or SMS 2003 installation
€ Install or uparade an administraton consle
£ Perform site maintenance or reset this Site

£~ Uninstall a Configuration Manager site server

< Back I Mext > I

Cancel |

Microsoft System Center Configuration Manager 2007 SP2 E

Microsoft Software License Terms [ |
Please read the following Microsoft Saftware License Terms. -l
To print the License Agreement before you continug, click the Print button and print from Microsoft Motepad, :I

To print the License Agreement after the installation has been completed: from the Configuration Manager
installation directory, open the License Agreement [license. tat) with Microsoft Motepad and print the agreement.

PLEASE MOTE: Microzoft Corparation [ar bazed on where you live, one of itz affiliates] licenzes this supplement
to you. *ou may use it with each validly licensed copy of Microsoft System Center Configuration kM anager 2007
software (the “software”). “rou may not use the supplement if you do not have a license for the software, The
license temms for the software apply to your use of this supplement. Microsoft provides support services for the
|supplemenl at described at www, support. micrasoft, comd/commandintemational aspx.

IV | accent thess license terms.

Print License Terms

< Back I Mext > I Cancel

Microsoft
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Step Description

5. Click Check for updates and download
newer versions to an alternate path and
click Next.

6. Specify the path and folder where setup can
store updated files, and click Next.

Note

Setup will download a number of updated
files to the temporary directory, which can
take some time. If downloads fail due to
Internet connectivity issues, start the
download again and setup will continue
from the last file attempted.

This must be an empty folder.

7. Click OK when the download is complete and
click Next.

Screenshot

Microsoft System Center Configuration Manager 2007 SP2
Updated Prerequisite Components -
Specify whether to download updated components or install fram an alternate path )

|f pour computer is connected to the Intermet, Setup can check for updated prerequisite compaonents and
download them automatically to a path you specify.

Setup will install the latest version of the prerequisites if they are available.

1+ Check for updates and download newer versions to an alternate path

" The latest updates have alieady been downloaded to an altemate path

To ensure the highest level of functionality and compatibility, pou should davinload the |atest available
components.

< Back I Next » I Cancel |

Microsoft System Center Configuration Manager 2007 SP2 E

Updated Prerequisite Component Path [ |
Specily the alteinate path for Setup to store o access updated components. | |

Enter the alternate path that Setup should search for prerequisite companents. |f you choose to check. for new
updates, Setup will download any updated versions to the altemate path,

MNote: You can use the same alternate path to install multiple sites. Always verify that the alternate path containg
the most recent updates.

Alternate path:

C:ASCCMInstalTemp Browse...

Example: Yyservemamessharename, C:hdownloads

< Back I Mext > I Cancel |

Microsolt System Center Configuration Manager 2007 SP2 E

Updated Prerequisite Component Path .l
Specify the altemnate path for Setup to store or access updated components. -‘

Enter the alternate path that Setup should search for prerequisite components. If you choose to check for new
updates, Setup will download any updated versions to the altemate path,

Downloading updates

Mote: You can e
the mestrecen g
Alternate path:

C:AGCCMInsta  Initiali "0| Successfully downloaded all prerequisite components wse...
Example h

< Back Mext » Cancel
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Step Description Screenshot

8. Click Next.

Settings Summary |
Canfiguration Manager will be installed with the following settings: ) il
Setup Component | Corponent Details |
Setup Type Upgrade
Product Key PYHY PG00 00 0oaoodiondox
Extemal File Folder CASCCMInstalTemp2

To change the settings click Back. To apply these settings and launch the installation prerequisite check, click Mext.
After the installation prerequisite check has begun, you cannot change these settings.

< Back I Mext » I Cancel |

9. Click Yes, and then click Next.

Settings Summary |
Configuration b anager will be installed with the following settings: -l
Setup Companent I Cornponent Details |
Setup Type Upgrade
Product Key PYHY PG00 0 0ondoodiondox
External File Frlder o ASCCMInstal T amn?
Microsoft System Center Configuration Manager 2007

The size of the existing ConfigMgr or 5MS database is 1.1
gigabytes; Setup may take some time to upgrade the database.
Do you want ko proceed with the upgrade?

Ves Mo |

To change the settings click Back. To apply these settings and launch the installation prerequisite check, click Mext.
After the installation prerequisite check has begun, you canhot change these settings.

< Back | Mext > | Cancsl |

10.  Click Next.

Setup Action Status Monitoring | =
Setup iz perfarming the actions you have requested. -I.

Setup has finished installing and configuring Configuration Manager.

Aclion | Status ;I

(D Transher files Completed

(@ Install SMS provider companents Completed

(2 Register controls Completed

@ Upagrade inboxes Completed

1@ Upgrade site contral file Completed

(@ Initialize Configuration Manager site Completed

(@D Install site component manager Completed

(@ Update default boot image packages Completed

(@ Create program group Completed

1@ Install Conliguration Manager services [site component manager] Completed _'LI

| | »

Click Mext ta finizh the Configuration Manager Setup ‘Wizard.

< Back I Next » I Carics|
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Step Description Screenshot
1 1 . CIICk FInISh Microsoft System Center Configuration Manager 2007 SP2 E
Microsoft Completing the Microsoft System Center
System Center Configuration Manager 2007 SPZ2 Setup Wizard
Configuration Manager oo
Setup installed companents successtully, but one or more site or site system
initialization task failed, imed out or canceled while waiting for initialization tasks to
" — e
--- View site component status messages in the Configuration Manager
-- console for more details.

[V Launch the Configuration Manager console after clasing

View Log |

< Back I Finizh I Cancel

Table 31: Installing Configuration Manager 2007 SP2

The steps in Table 31 should be followed on every site server. If the healthcare organisation has
multiple sites, the service pack needs to be applied first at the central site, then at any child primary
sites and finally at any secondary sites.

5.2.3 Configuring the First Configuration Manager Site

There are a large number of configuration settings that healthcare IT Administrators should
familiarise themselves with once the product has been installed. Sections 5.2.3.1 t0 5.2.3.3
describe the minimum configuration steps required to make Configuration Manager work correcitly.

5.2.3.1 Configuring Site Boundaries

As discussed in section 4.5, site boundaries must be configured prior to any clients being installed
in the Configuration Manager site. The healthcare IT Administrator should regularly review the
boundaries of all sites in the hierarchy to ensure they continue to accurately reflect the healthcare
organisation’s network. Table 32 shows the process of configuring a boundary for any site in the
hierarchy:

Step Description Screenshot

1. Open the Configuration Manager Console from 2] System Center Corfiguration Manager |
Start > Programs > System Center, right-click on = L Site Database (CEM - SCCM-5RY-01, C
Boundaries and select New Boundary from the =l [ Site Managsment

= & CEN - Contoso CEntral Site
= L@ Sike Settings

L1y Addresses | Boundari

[E88] Boundaniss
£ Clert A Mews Boundary
n_ﬁ Client 11 @ive Feedback
L Cormpon
5 Certifica
LB Account
I3 Discover  Refresh
15y Senders

£ St May HeElR
el — o TTI

menu displayed.

Wiew 3
Mews window From Here
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Step Description Screenshot

2. Enter a Description for the boundary and specify
the Site Code to which the boundary will apply.

Select the Type of boundary (Active Directory ]‘[LI_I Camive sedines o s etindy.
Site, IP Subnet, IPv6 prefix or IP address range).

Mew Site Boundary

In the Network Connection section, specify if Description: fssctive Directory Site for Main Hospital
clients within the boundary have fast or slow access : ,
. : Site Code: [ cEn-Contoso CEntral Ste =]
to any DPs in the site.
Click OK. Type: Inctive Directary site j

Site name: fmain Hospital @ EBrowse |

Metwork Connection
Clients in this boundary communicate with the site by using a netwark that is;

€ Slow or unreliable

(% Fast (LAN)

(o] I Cancel Help

Table 32: Configuring Boundaries

5.2.3.2 Configuring Accounts

Depending on the features that will be implemented by the healthcare organisation, user accounts
may need to be specified, using the Configuration Manager Console, to allow these features to
perform as expected. Section 4.8.1 describes the accounts that are required. In order to complete
the deployment in a test environment, the following accounts must be configured:

®  Client Push Account

®  Network Access Account

5.2.3.2.1 Configuring the Client Push Account

If the healthcare IT Administrator intends to use Remote Client Installation, a Client Push Account
must be specified. The account must have administrative privileges on machines that will have a
client installed using Remote Client Installation. The healthcare IT Administrator can specify
multiple accounts that have administrative rights to different sets of machines; Configuration
Manager will try each of the accounts in turn until the account can successfully connect to the
target machine. If no connection can be made, a status message will be raised. The healthcare IT
Administrator can view these messages to determine if any clients did not install to machines
because an account has not been specified with appropriate permissions.
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Table 33 shows the process for configuring the Client Push Account:

Step Description Screenshot
1. Open the Configuration Manager Console 5] System Center Configuration Manager & | IS [ E e LTy (e
and navigate to the Client Installation ELRg e hatabaseTicEN  SCCHERY:0L:C
25 Site Management Laok Far: I
Methods node. = ‘*1' CEM - Contoso CEntral Site
. . . . = L Site Settings
In the pane on the right, right-click on Client £2, Addresses T

Push Installation and select Properties. [ Boundaries ESDFtware Update Point Client Installation
L5 Client Agents
(5 Client Installation Meth
._;"__1 Component Configurati Properties

G Certificates
L& Accounts Help
=3 Discovery Methods
[3y senders

3 Site Maintenance

2. Select the Accounts tab. Client Push Installation Properties E3

"General  Accounts | Clignt I

g Client Push Inst Refresh

Click the —l button to add a Client Push

Account. Specify the accounts ko use to install the ConfigMar Client. Confighgr will
try the accounts inorder until it finds an account with administrative rights
on the destination computer, It will abways bry using the site server's
computer account last iF one of more accounts are listed, of only try the
site server's computer account if no accounts are listed.,

Client Push Installation accounts: 3]

Mame |

There are no items ko show in Ehis view,

For more information, click Help,
Q. I Cancel | Apply | Help |

3. Enter the details of the Client Push Accountand [T T
click OK.

User name: |contoso'l,sccm_clijush

Example: DomainiUser

Passwaord: Ioo.oooo.o.oo.o.

Confirm password: I...o...........|

Ok I Cancel Help |
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Step Description

4. Repeat steps 2 and 3 for any additional
accounts that need to be added.

Click OK.

Table 33: Configuring the Client Push Account

5.2.3.2.2

Screenshot

Client Push Installation Properties E3

"General  Accounts | Client I

Specify the accounts to use to install the Confighgr Client. Confighlgr wil
tty the aocounts inorder until it finds an account with adrinistrative rights
on khe destination computer, It will always by using the site server's
compuber account last if one of more accounts are lisked, or only try the
site server's computer account if no accounts are listed,

Client Push Installation accounts:

For mare information, dlick Help,

o]

Cancel

Apply Help

Configuring the Network Access Account

The Network Access Account is required if the healthcare organisation intends to use the Operating
System Deployment feature of Configuration Manager, or if any clients to be managed by the
infrastructure are part of an un-trusted Active Directory forest or Workgroup. Table 34 shows the
process for configuring the Network Access account:

Step Description

1. Open the Configuration Manager Console
and navigate to the Client Agents node.
In the right pane, right-click on Computer
Client Agent and select Properties.

Screenshot

J:I Sywskemn Center Configuration Manager

=l L) Site Management
=l & CEM - Cantosa CEntral Site
= L Site Settings
L1 Addresses
[y Boundaries
L3 Client Agents
(57 Client Installation Meth
&3 Component Configurati
5 Certificates
L% accounts
=3 Discovery Methods
17 Senders
21 Site Maintenance
71 status Filker Riles

-

= E3 Site Database (CEM - SCCH-SRY-01, € |

10 ikemns Found

Look For: I_

Client Agents

Mame
_Q Hardware Inventary Client Agent
43 Software Inventory Client Agenk
§=] Advertised Programs Client Agent
Computer Client Agent
é:] Desired Configuration M -
:_'1;] Mobile Device Client Age
=_I;] Remote Tools Client Age
;EJ Metwork Access Protectit

Refresh
Propetties

Help

._Q Software Metering Client Agent

Microsoft
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Step Description Screenshot
2. Inthe Network Access Account secon, clck
Set.

General |Eust0mi2ation| Hemindersl BITS I Hestaltl

Specify the account and inkerval settings used by the
client,

—Metwork Access Account

Account {darmainiuser):
Sek.. |
Cleat: |
—Interval
Palicy palling inkerval {minukes): ) i

— Skake messages

Specify how Frequently clients send consolidated skake messages
to the management poink,

Skate message reporting cyvcle (minutes); 15

0K I Cancel I Apply | Help |

3. Enterthe details of the Network Access
Account and click OK.

Uset name: |C0ntoso'|,SCCM_NetAccess

Example: DomainiUser

Password: Ioo.oo.oo.oooo.o

Confirm password: I"“"“"“"'l

oK I Cancel Help |
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Step Description Screenshot
4. Click OK again. Computer Client Agent Properties
General |Eustomi2atinn| Hemindersl BITS I Hestaltl

Specify the account and interwval settings used by the
client.

—Mebwork Access Account
Account [domainiuser): |

|Cu:untu:uso'l,5CCM_NetAccess

—Interwval

Policy polling interval (minutes): &0

—Skate messages

Specify how Frequently clients send consaolidated state messages
to the management point,

State message reporting cycle {minukbes): 15

(] 4 I Cancel | Apply | Help |
5. Tip Computer Client Agent Properties [ |

This is not a required step. The healthcare Genersl Customization | Feminders | BITS | Restart |
IT Administrator can customise the

Specify the organization specific text displaved to users when deploving

messages that are presented to users when software, operating svstem deployments, or software updates to
software updates, software distribution tasks clients.
or operating system deployment tasks run,
by modifying the text in the Customization Organization nare:
tab. |'Organisatinn name
Click OK.

Specify the subheadings to display in the client user interface in
notifications ar reminders.

Software updates:

IProtecting wour cornpuker

Software distribution:

IInstaIIing applications and software

Operating system deplovments:

IKeeping wour operating syskem up to date

ok I Cancel Apply Help

Table 34: Configuring the Network Access Account
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5.2.3.3 Configuring Discovery Methods

As described in section 4.6, Configuration Manager provides a number of different discovery
options to allow the healthcare IT Administrator to automate the discovery of client computers,
users and user groups within the healthcare organisation. Sections 5.2.3.3.1 to 5.2.3.3.6 describe
how to enable the various discovery methods for use in the healthcare organisation.

5.2.3.3.1 Active Directory Security Group Discovery
This discovery method allows the healthcare IT Administrator to create discovery information for:
® | ocal groups
E  Global Groups
®  Universal Groups
®  Nested Groups

Use Active Directory Security Group Discovery to discover user groups that need to be categorised
into Configuration Manager collections. For example, if there is a need to distribute software to
users in a specific security group, the security group can be added to a collection. Software
packages can then be advertised to only that collection, so that only the appropriate users receive
it.

Polling performed by Active Directory Security Group Discovery can generate significant network
traffic; therefore, discovery should be scheduled to occur at times when this network traffic does not
adversely affect network use.

Table 35 shows the Active Directory Security Group Discovery method targets:

Target Directory Location Target Site to Run Discovery Recommended Setting
Configure so that only required objects are Active Directory Security Group Discovery  Enable only if there is a requirement
returned, by targeting the closest level to the user must only be enabled on the lowest level ~  to target software based on user
group objects, for example, the OU or container ~ Primary sites in the hierarchy. group membership.

that contains the user groups required. More than
one query can be added, if required.

Table 35: Active Directory Security Group Discovery Targeting

Table 36 shows the steps involved in enabling the Active Directory Security Group Discovery
method:

Step Description Screenshot
1. Open the Configuration Manager Console 2l System Center Configuration Manager Discovery Methods & o
. . = L3 Site Database (COL - SCCM-SRV-01, Central Ste m—————————————
and navigate to the Discovery Methods 2 B8 5= Monagement [ —
node. (1 &) <01 - Central Site in Contosa Example Infr
. . . . =l [ Site Settings
In the right pane, right-click on the Active 7 Addresses Hame
Directory Security Group Discove -IL:-I Boundaries “H Active Directory System Group Discovery
Y ty P . "y 5 dlient Agents b1 .ctive Directary Security Group Discovery
component and select Properties. [} Clisnt Instalation Methods % Active Directory System Discovery

i Component Configuration
5 Certificates

LB Accounts

L4 Discovery Methods

L7y senders
[ Site Maintenance

|51 Status Fiter Rules

[ Status Summary
L&) Site Systems

"2 active Directory User Discovery
“H Heartheat Discovery
’_‘2 Metwork Discovery
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Step Description

2. Select Enable Active Directory Security
Group Discovery.

Click the —| button to add a search
location.

3. Select Local domain as the location and
accept the other default settings.

Click OK.

Screenshot

Active Directory Security Group Discovery Properties

General | Palling Schedule

!JI active Directory Security Group Discovery

¥ Enable Active Directory Security Group Discovery

Active Direckory containers: | 2 | |

Distinguished Mame | Recursive | Group

There are no items ko show in this view,

QK I Cancel | Apply | Help |
New Active Directory Container E

Specify an Active Directory container to search during the discovery
process,

—Location

% Local domain
" Local namespace

™ Cuskom LDAP of GC query

Path:

Browse: ., |

—Search options

¥ Recursive

[ Include groups

(a4 I Cancel Help
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Step Description

4, Select the container that contains the user
groups that Configuration Manager will
discover.

Click OK.

5. Repeat steps 2 to 4 for each container to be

searched.

Active Directory Security Group Discovery Properties

General I Palling Schedule

Screenshot

Select MNew Container E3

Select a container and click OK.

| Builtin

| Computers

| Damain Contrallars

" FareignS ecurityPrincipals
| Servers

| Users

ak. I Cancel |

%I; active Direckory Security Group Discovery

¥ Enable Active Direckory Security Group Discovery

ackive Directory containers:

=]

Diskinguished Mame Recursive | Group
LDAR: |/ CHN=Camputers,DiC=contoso,D.., Yes Excluded
LOAP: JfOU=5ervers, DC=cantaso, DC, ., Yes Excluded

< | >

0k, I Cancel Apply | Help |

Microsoft
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Step Description Screenshot

6. Click the Polling Schedule tab. Active Directory Security Group Discovery Properties
Select Run discovery as soon as possible.

"General  Paling Schedule
Click Schedule to specify an ongoing

; Canfighar can poll Ackive Directary bo discover security groups and the
schedule for the discovery process. cantainers in which they belang. Specify how often o pall Ackive
Click OK. Direckory,

Palling schedule
Ziccurs every 1 dawis) effective 010171995 00:00

Schedule. .. |

¥ Run discavery as soon as possible

1% Maoke: This check box is cleared after the discovery request is made
to the site database,

] 4 I Cancel | Apply | Help |

Table 36: Configuring Active Directory Security Group Discovery

The progress of the discovery process can be monitored by looking at the log file <Configuration
Manager installation folder>\Logs\Adsgdis.log. Once the discovery records have been processed
by Configuration Manager, they will be shown in the Configuration Manager Console within the ‘All
User Groups’ collection, and any other collection that is appropriate for the type of resource.

To view the discovery information that has been gathered for a computer, either double-click the
computer from within the Configuration Manager Console or right-click on the computer in the
Console and select Properties.

5.2.3.3.2 Active Directory System Discovery
Use the Active Directory System Discovery method to discover the following:
= Computer name
®  Active Directory container name
® |P address
®  Assigned Active Directory site

Do not plan to use Active Directory System Discovery to discover the client operating system.
There are other discovery methods, such as Network Discovery, that will do this.

Caution

Polling performed by Active Directory System Discovery can generate significant network traffic
(approximately 5 KB per client computer). For this reason, plan to schedule the discovery to occur at a
time when this network traffic does not adversely affect network use.
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Active Directory System Discovery is used mainly for Configuration Manager client installation.
Once the Configuration Manager client is installed, all information provided by Active Directory
System Discovery is provided directly by Heartbeat Discovery.

Because Configuration Manager polls Active Directory, instead of being notified of Active Directory
changes, the Configuration Manager resources obtained from Active Directory do not necessarily
reflect the current Active Directory resources at all times. Computers might have been added,
removed, or changed in Active Directory since the most recent poll.

Table 37 shows the Active Directory System Discovery method targets:

Target Directory Location Target Site to Run Discovery Recommended Setting
Configure so that only required objects are Active Directory System Discovery Enabled.

returned, by targeting the closest level to the must only be enabled on the lowest This should be enabled. and scheduled
computer objects, for example, the OU or level Primary sites in the hierarchy. according to the frequency with which
container that contains the computers required. new systems are added to the domain.

More than one query can be added if required.

Table 37: Active Directory System Discovery Targeting

Discovering Custom Active Directory Attributes

The set of Active Directory attributes that Configuration Manager discovers during an Active
Directory System Discovery can be extended to include additional attributes. Table 38 below lists
the default attributes that are discovered.

Note

An attribute has to be associated with the computer class in Active Directory in order to be available for
this discovery method.

Type Attribute

Default (non-configurable) ADsPath
canonicalName
dNSHostName
Domain
memberOf
Name
objectClass
objectGUID
objectSID
operatingSystem
primaryGroupID

sAMAccountName

Table 38: Custom Attributes for Active Directory System Discovery
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Table 39 shows the steps involved in enabling the Active Directory System Discovery method:

Step Description
1. Open the Configuration Manager Console and
navigate to the Discovery Methods node.

In the right pane, right-click on the Active
Directory System Discovery component and
select Properties.

2. Select Enable Active Directory System
Discovery.

Click the —l button to add a search location.

Screenshot

El:l System Center Configuration Manager

= [ Site Database (CO1 - SCCM-SRY-01, Central Site
= [§ Site Management
= -‘;I 01 - Central Site in Contoso Example Infr
=l L Site Settings
Ly Addresses
Uy Boundaries
L5 Client Agents
[5) Client Installation Methods
[E3 Component Configuration
Jg Certificates
L8 Accounts
|3 Discovery Methods
L7y senders
[ Site Maintenance
[ Status Fiker Rules
[27 Status surmmary
L} Site Systems

Discovery Methods

Look For:

Mame

’_‘2 Active Directory Systern Group Discovery

£

’_‘é Active Directory User Discovery

"3 active Directory Security Group Discovery

;_;i Heartheat Discovery
_*§I_ Metwork Discovery

Active Directory System Discovery Properties

General | Pualling 5chedule I Active Directory attlibutel

%I; Active Direckory System Discovery

¥ Enable active Directory System Discovery

Active Direckory containers:

=1

Distinguished MName

| Recursive

| Sroup

There are no ikems ko show in this view,

OF. I Cancel

Apply

Help
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Step Description

3.

4.

Select Local domain as the location and accept
the other default settings.

Click OK.

Select the container that contains the computers
that Configuration Manager will discover.
Note
It is good practice to be as specific as possible
when specifying the container. It is possible to
specify more than one location and, by default,
any sub-containers are also searched.

Click OK.

Screenshot

New Active Directory Container E

Specify an Ackive Direckory container to search during the discovery
process,

—Location

% Local domain
" Local namespace

™ Custom LDAP or GC query

Bath;

Browse. .. |

—Search options

V¥ Recursive

™ Include groups

Select New Container

Select & container and click OF.

B
.
&7 Computers
#-/21 Domain Controllers
- | ForeignSecurityPrincipals
#-2] Servers
B Users

ak. I Cancel

Microsoft
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Step Description Screenshot
5. Repeat sieps 2104 for each conlainer o be
searched.

General | Palling Schedule! Active Directary attribute l

!IJ Active Direckory Svskem Discovery

V¥ Enable active Directory System Discovery

Active Directory containgrs: | f‘_%rl Xl

Distinguished Mame Recursive | Group
Excluded
Excluded

1| |
Ok I Cancel | Apply | Help |
6. Click the Polling Schedule tab. Active Directory System Discovery Properties

Select Run discovery as soon as possible. General  Paling Scheduls | Active Directory atiibute |

Click Schedule to specify an ongoing schedule for
Confighlgr can poll Active Direckory to discover security groups and the

the diSCOVGI’y process. containers in which they belong., Specify how often to poll Active
Click OK. Direckary.
Tip

Palling schedule
Additional attributes can be discovered from Occurs every 1 day(s) sffective 01/01/1995 00:00

Active Directory using the Active Directory
attribute tab.
Schedule. .. |

V¥ Run discovery as soon as possible

_ﬂ Mokes This check box is cleared after the discovery request is made
ko the sike database,

0k I Cancel | Apply | Help

Table 39: Configuring Active Directory System Discovery

The progress of the discovery process can be monitored by looking at the log file <Configuration
Manager installation folder>\Logs\Adsysdis.log. Once the discovery records have been processed
by Configuration Manager, they will be shown in the Configuration Manager Console within the ‘Al
System’ collection, and any other collection that is appropriate for the type of resource. Only very
basic information is gathered as part of the discovery process and, as such, machines may not
appear within the appropriate collections until the Configuration Manager client is installed and the
inventory information has been processed by the Configuration Manager site server.
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To view the discovery information that has been gathered for a computer, either double-click the
computer from within the Configuration Manager Console or right-click on the computer in the
Console and select Properties.

5.2.3.3.3 Active Directory System Group Discovery
Use the Active Directory System Group Discovery method to discover the following:
®  Organizational units
E  Global groups
®  Universal groups
= Nested groups
®  Non-security groups (Distribution Groups)

Active Directory System Group Discovery can be run only on primary sites. It polls Active Directory
for all system resources in the Configuration Manager database, including those discovered at child
sites, and including secondary sites. Because Active Directory System Group Discovery does not
contact the computers directly, the computers do not have to be turned on to be discovered.

Polling performed by Active Directory System Group Discovery can generate significant network
traffic; schedule the discovery to occur at times when this network traffic does not adversely affect
network use.

Table 40 shows the Active Directory System Group Discovery method targets:
Target Directory Location Target Site to Run Discovery Recommended Setting

Configure the container(s) that contain the Active Directory System Group Discovery  Only enabled if targeting of systems
computers that have already been discovered must be enabled on all Primary Sites that  based on OU or security group is

by the Active Directory System Discovery have any Configuration Manager clients  required.
method. More than one query can be added, if assigned.
required.

Table 40: Active Directory System Group Discovery Targeting

Table 41 shows the steps involved in enabling the Active Directory System Group Discovery
method:

Step Description Screenshot
1. Open the Configuration Manager Console ] System Center Configuration Manager & | NijEeny o Methods & items Faund
i H =l L3 Site Database (CEM - SCCM-SRY-01, C
and navigate to the Discovery Methods o T -
node. =] *:] CEM - Contoso CEntral Site
. . . . = @ Site Settings
In the right pane, right-click on the Active B3, addresses P
Dlrectory System Group DlSCOVery I-IJ.LI Boundaries “d active Directary System Group Discovery
component and select Properties. B encioents e Jctive Directory Security Group Discovery

[5) Client Installation Meth

[ Component Configurati
[ (5 Certificates

L& Accounts

|=4 Discovery Methods

%Yy Senders
[ [ Site Maintenance

[ Status Filter Rules

T T T S —

ctive Directory System Discovery
"3 Active Directory User Discovery
’_‘ﬂ Heartbeat Discovery

:_:g Metwork Discovery
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Step Description Screenshot

2. Select Enable Active Directory System Active Directory Security Group Discovery Properties
Group Discovery.

General | Poling 5 chedule |

Click the —| button to add a search il
location. :_l;, Ackive Directary Security Group Discovery

™ Enable Active Directory Secarity Group Discovery

Ackive Direckory conbainers: | jﬂl > |

Distinguished Mame | Recursive | Group

There are noitems ko show in this view,

] I Cancel | Spply I Help |
3. Select Local domain as the location and Browse for Active Directory |

accept the other default settings.

) Specify an Active Directory location in which to search for the container. If
Click OK. you want ko specify & custom LDAP or GC location quern, enter the quer in
the path edit bow.

— Location

" Local forest

= Custom LDAFP or GC query

Pathy

Browse,.. |

— Search optionz
¥ Becursive

[ Include groups

0k I Cancel Help
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Step Description

4. Select the container that contains the
computers that Configuration Manager will

discover.
Note

Ensure that the container(s) that contain
the computers that have already been
discovered by the Active Directory System
Discovery method are specified.

Screenshot

Select MNew Container E3

Select a container and click OK.

| Computers

| Damain Cantrallers
| ForeignSecurityPrincipals

ak. I Cancel |

| Servers
Click OK. | Hsers
5. Repeat steps 2 to 4 for each container to be
searched.

Active Directory System Discovery Properties E

General I Palling 5 chedule I Active Directory attribute I

EJ fckive Directary System Discovery

¥ Enable Active Directory System Discovery

Active Directory containets:

| x|

Distinguished Mame

Recursive

| SroUp

LDAR: [fioU=Servers, D =contasa, D,

<

LDAP: [{CH=Computers, DC=contoso,D..

Ves

Yes

Exchuded
Excluded

Ok I Cancel

Apply

Microsoft
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Step Description Screenshot

6. Click the Polling Schedule tab. Active Directory System Discovery Properties E

Select Run discovery as soon as possible. . o ;
ry P General Polling Schedule | Active Directory attribute I

Click Schedule to specify an ongoing

schedule for the discovery process. Confighar can poll Active Directory bo discover security groups and the
conkainers in which they belong, Specify how often ko pall Ackive
Click OK. Directary.

Polling schedule
Occurs every 1 dav(s) effective 01011998 00:00

Schedule. .. |

¥ Run discovery as soon as possible

1 Maoke: This check box is cleared after the discovery request is made
to the site database,

] I Cancel | Apply | Help |

Table 41: Configuring Active Directory System Group Discovery

To monitor the progress of the discovery, or to verify that the discovery process ran successfully,
review the log file <Configuration Manager installation folder>\Logs\Adsysgrp.log. Also, look at the
individual records from the administrator console to verify that the additional discovery information
has been appended. To view the discovery details, either double-click a resource from within the All
Systems collection in the Configuration Manager Console, or right-click on the computer in the
Console and select Properties.

5.2.3.3.4 Active Directory User Discovery
Use the Active Directory User Discovery method to discover the following:
®  User name
®  Unique user name (includes domain name)
®  Active Directory domain
®  Active Directory container name
m  User groups (except empty groups)

Use this discovery method to discover accounts that are required to be categorised into
Configuration Manager collections. For example, if there is a need to distribute software to
collections of users, use this discovery method to determine which users are in the Active Directory
domains. If the healthcare organisation has users that require a specific software package, those
user accounts can be discovered, and a collection can be created containing those accounts.
Software packages can then be advertised to that collection exclusively, so that only the
appropriate users receive it.

Polling performed by Active Directory User Discovery can generate significant network traffic,
although it generates less traffic per resource than Active Directory System Discovery. Plan to
schedule the discovery to occur at times when this network traffic does not adversely affect network
use.
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Also, because Configuration Manager polls Active Directory, the Configuration Manager resources
that are obtained from Active Directory do not necessarily reflect the current Active Directory
resources at all times. Users might have been added, removed, or changed in Active Directory,
since the most recent poll.

Table 42 shows the Active Directory User Discovery method targets:

Target Directory Location Target Site to Run Discovery Recommended Setting

Configure so that only required objects are returned, Active Directory Security Group Discovery Disabled.

by targeting the closest level to the user objects, for - must only be enabled on the lowest level  This should be disabled unless
example, the OU or container that contains the users Primary sites in the hierarchy.
required. More than one query can be added, if

required.

specifically required.

Table 42: Active Directory User Discovery Targeting

Table 43 shows the steps involved in enabling the Active Directory User Discovery method:

Step Description Screenshot
1. Open the Configuration Manager Console 24J System Center Configuration Manager
: H =| L) Site Database (CO1 - SCCM-SRY-01, CentralSte m/m™M8Mm8/Mm87 73 ————————————
and navigate to the Discovery Methods node. S £ Ste Management o —
In the right pane, right-click on the Active o | cjls‘if:;‘:;;'nsg? i Conkos: Exampns Infl
Directory User Discovery component and [ Addresses Hame
select Properties_ -]JJ Boundaries _?_ Active Directory System Group Discovery
L5 Client: Agents 3 active Directory Security Group Discovery

(54 Client Installation Methods

(&3 Component Configuration
4 Certificates

L8 Accounts

(= Discovery Methods

[y Senders

[ Site Maintenance

|3 Status Filter Rules

[ Status Summary

g} Site Systems

_2 Active Direckory System Discovery

Active Directory User Discovery
'3 Heartbeat Discovery
_E Metwork Discovery

)

#

+

2. Select Enable Active Directory User Active Directory User Discovery Properties

Discovery.
General | Palling Scheduls I Active Directary attribute I

Click the —l button to add a search location. a

——  Ackive Directory User Discovery

¥ Enable Active Directary User Discavery

Ackive Directory containers: | = | |

Diskinguished Mame | Recursive | Group

There are no items to shaw in this view,

] 4 I Cancel Apply Help
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Step Description Screenshot

3. Select Local domain as the location and MNew Active Directory Container E

accept the other default settings.
. Specify an Active Directory containet ko search during the discover
Click OK. orocess. 4 ? 4

—Lacation

& Local domain
" Local namespace

 Custom LDAP or GC query

Pathi;

Browse, .. |

—5Search options

¥ Recursive

[ Indude groups

QK I Cancel | Help |
4. Select the container that contains the users that

Configuration Manager will discover.

Select a container and click OK.

Note
Itis good practice to be as specific as =5
possible when specifying the container. It is 3]
possible to specify more than one location, - | Computers
and, by default, any sub-containers are also B-{=] Damain Controllers
searched. - Bl FareignS ecurityPrincipals
#-12 ] Servers
Click OK. {5 Users

ak. I Cancel
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Step Description Screenshot
5. Repeat steps 210 4 or each continer tobe
searched.

General | Palling 5chedule I Active Dirgctony attribute I

a

b; Active Directary User Discovery

¥ Enable Active Directary User Discovery

Active Directory containers: | f[*l ){l
Distinguishied Marme Recursive Group

Excluded

< | 2]
ak I Cancel | Apply I Help |
6. Click the Polling Schedule tab. Active Directory User Discovery Properties

Select Run discovery as soon as possible.

General  Poling Schedule | Active Directory attibute I

Click Schedule to specify an ongoing schedule

for the discovery process. Zonfighgr can poll Active Direckary to discover users and the conkainers
in which they belong, Specify how often to poll Active Directory.

Click OK.

Tip

Polling schedule
Qcours every 1 day(s) effective 017011993 00;00

Schedule. .. |

Additional attributes can be discovered from
Active Directory using the Active Directory
attribute tab.

¥ Run discavery as soon as possible

_ﬂ Moke: This check box is cleared after the discovery request is made
ta the site database,

QK I Cancel | Apply | Help |

Table 43: Configuring Active Directory User Discovery

The progress of the discovery process can be monitored by looking at the log file <Configuration
Manager installation folder>\Logs\Adusrdis.log. Once the discovery records have been processed
by Configuration Manager, they will be shown in the Configuration Manager Console within the ‘Al
Users’ collection, and any other collection that is appropriate for the type of resource.
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To view the discovery information that has been gathered for a computer, either double-click the
computer from within the Configuration Manager Console, or right-click on the computer in the
Console and select Properties.

Note

Collections will only update their contents according to the update schedule specified for the collection.
Therefore, it may be necessary to right-click on the collection and select Update Collection Membership
to populate the collection members.

5.2.3.3.5 Heartbeat Discovery

This method is used to refresh Configuration Manager client computer discovery data in the
Configuration Manager site database. If Heartbeat Discovery is disabled, the discovery data is
refreshed only when another discovery method is invoked or run on a schedule. Heartbeat
Discovery is useful for maintaining current discovery data on clients that are not usually affected by
one of the other discovery methods, such as a server that users seldom log on to. By default, this
discovery method is enabled and set to run every week.

Note

It is recommended that this method is kept enabled. There is no scheduling for a particular day and time:
the Configuration Manager client will invoke a Heartbeat Discovery if it determines that the time since the
method was last run is greater than the configured rediscovery period (1 week by default).

5.2.3.3.6 Network Discovery

The Configuration Manager Network Discovery method searches for network resources by polling
the network for any resources with an IP Address. This means that not only computers, but also
printers, routers, bridges, and so on, can be discovered. By default, only the subnet and local
domain on which the site server resides are searched, but discovery can be configured to search
other subnets and domains throughout the healthcare organisation’s network, using DHCP, SNMP
or other mechanisms.

Network Discovery can provide an extensive list of attributes as part of the discovery record,
including:

B NetBIOS name

® |P addresses

B Resource domain

®  System roles

E  SNMP community name
® MAC addresses

Network Discovery is often the most commonly used of the discovery methods, and as such, it has
the most flexibility of all configurable discovery methods. It can be used, for instance, to find
computers that can become Configuration Manager clients, to identify where they are located on
the healthcare organisation’s network, and to identify how they are distributed. This enables a more
specific plan to be formulated for locating and implementing Configuration Manager sites, site
servers, and site systems.
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Table 43 shows the steps involved in enabling the Network Discovery method:

Step Description

1. Open the Configuration Manager Console
and navigate to the Discovery Methods node.

In the right pane, right-click on the Network
Discovery component and select Properties.

2. Select Enable network discovery.
Specify the following as required:
= Subnets
= Domains
= SNMP
= SNMP Devices
= DHCP

Screenshot

;:I System Center Configuration Manager i
= LD Sike Database ([CEM - SCCM-3RY-01, C
=l L) Site Management
= & CEN - Contosa CEntral Site
= L@ Site Settings
L7 Addresses
131 Boundaries
[y Client Agents
(5% Client: Installation Meth
&3 Component Configurati
_ﬁj Certificates
L8 Accounts
=3 Discovery Methods
17y senders
3 Site Maintenance
|7 Status Filter Rules

A Shakie Do

Discovery Methods & items Found

Look Far: l_

Mame

_‘§]_ Active Directory System Group Discovery
_‘g‘_ Active Direckory Security Group Discovery
_‘g_ Active Direckory Systemn Discovery
_‘?_ Active Direckory User Discovery
i Heartheat Discovery

ek

Metwork Discovery Properties E

General | Subnets | Domains | SNMP | SNMP Devices | DHCP | Scheduie |

ﬂ Metwiork Discovery
=

¥ Enable network discavery

— Tywpe of discovery
" Topology

" Topology and dlient

¥ Topology, dlient, and client aperating system

— ot of band management

Select this option to discaver computers that are capable of being
managed by ouk of band communication. This opkion requires a sike
system with the out of band service point raole.

[ Enable discovery of out of band management controllers

— Metwork speed
™ slow network

x|

Cancel

Apply Help

Microsoft
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Step Description Screenshot
3. On the Schedule tab, click the new schedule Network Discovery Properties
button J "General | Subnets | Domaing | SHMP | SNMP Devices | DHCP  Scheduls

apecify when you want Mebwork Discowvery bo run,

Schedule: | j\l |

There are no ikems to show in this view,

ak. I Cancel | Apply | Help |

4. Specify the required schedule and click OK. Custom Schedule
— Time
Start: 1471072000 | feon =

Duration: |2 j Ingrs j

—Recurrence pattern

 None Recur every |1 5 weeks on:

& wieekly " Sunday = Thursday
£ MontHly " Monday 0 Friday
" Tuesday " Saturday

© Cuskom interval
" wWednesday

Ok I Cancel Help
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Step Description Screenshot
5. ClckOK

General | Subriets | Domains | SNMP | SNMP Devices | DHCP - Scheduls

Specify when wou want Metwork Discovery to run,

Schedule: | frl Xl

Il ccurs every 1 week(s) on Friday effective 14/10/2009 16:00, with

| | »
0k I Cancel I Apply I Help |

Table 44: Configuring Active Directory User Discovery

The progress of the discovery process can be monitored by looking at the log file <Configuration
Manager installation folder>\Logs\Netdisc.log. Once the discovery records have been processed by
Configuration Manager, they will be shown in the Configuration Manager Console within the ‘All
Systems’ collection, and any other collection that is appropriate for the type of resource.

To view the discovery information that has been gathered for a computer, either double-click the
computer from within the Configuration Manager Console, or right-click on the computer in the
Console and select Properties.

Note

Collections will only update their contents according to the update schedule specified for the collection.
Therefore, it may be necessary to right-click on the collection and select Update Collection Membership
to populate the collection members.

5.2.4 Installing Child Primary Sites

The installation of a child primary site is the same as the installation of the first configuration
manager site, but the site must be configured to report to the parent site. Once the steps in Table
29 have been performed to install the site server, the steps in Table 45 must be performed to
configure the site to report to the parent site. Prior to configuring the parent-child relationship, each
server must be added to the SMS_SiteToSiteConnection_<sitecode> local group on the server of
which it will be a parent or child.
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5.2.4.1 Creating an Address

In order for Configuration Manager sites to communicate, an address must be configured at both
the parent and child sites. The address specifies how Configuration Manager should communicate
with the child or parent site and how the network should be utilised. The healthcare IT Administrator
can specify schedules to prevent Configuration Manager from using too much network bandwidth
during peak hours. Table 45 below shows the process for creating an address in Configuration
Manager. This task should be performed at both the parent and child site; however, it is required
only for Primary sites. To configure a Secondary site, see section 5.2.5.

Step Description Screenshot

1. Open the Configuration Manager ;:I System Center Configuration Manager Addresses 0 items
Console I'ight-C”Ck Addresses and then = L3 Site Database (PO1 - SCCM-SRY-02, Conkoso Primary 5

=R Site Management Loak Far: I

select New > Standard Sender Address. 2 & PD1 - Contosa Primary Site
[ g Site Settings

Ea r
e = dl Standard Sender Address
4’5 CE::t Give Feedback Asynchronous RAS Sender Address
2 ; = Courier Sender Address
5 lient | view »

= . 1SDM RAS Sender Address
L Comp Mew Window from Here der idd

1 Certfi SMNA RAS Sender Address

(8 accow  Refresh %25 RAS Sender Address
= Disco

[ 3ite Maintenance
.___'=J Skatus Filker Rules
[y Status Summary

'-5} Sike Systems

2 Hel
[ Sende B ‘ ‘

2. Enter the Destination site code and Site [t el St filiees (e
server name. ;ﬂ —_—
L
Note
If the parent or child site is in a different ™ ... Standard Sender éddress
forest, an account with access to the Rete Limits
server in that forest must be entered. Destiation sk code: Jeot |
Relative address priority: )

-Destination access
Site server name:

|sccm-snv-m\

1\, IFno account is specified, the computer account will be used.

Site address account:
| Set...

< Previous | Next > I Finishi Cancel
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Step Description

Screenshot

3 CI|Ck Next New Standard Sender Address Wizard [ <]
.
5\5 Schedule
General
_ ¥ou can control network load during critical time periods by restricting when data can be sent ko
this address,
Rate Limits
Tuesday
Wednesday
Thursday
Saturday
Scheduled availability for selected time period:
IEunday from 0o 1
Bvailability: Open Far all priorities j
# [ Unavalable ko substitute for inoperative addresses
< Previous | Next > I Finish | Cancel |
4 C||Ck lesh New Standard Sender Address Wizard
.
55 Rate Limits
General
To prevent Confighigr from consuming all available bandwidth on the connection, you can limit
Schedule the transfer rate used to send data to this address
& Urlimited when sending to this address
" Pulse mods
Size of data block (KB): 3 3:
Delay between data blocks (seconds): F =
© Limited to spacified masximum transfer rates by hour:
€ bl €
L I A T L 1SS R L e R e S
Yo
—R.ate limit for selecked tme period
Time period: joto 1
Limit (%% of connection bandwidth) Unlirmited i
< Previous Iext = | Finish I Cancel |
Table 45: Creating an Address
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5.2.4.2 Configuring a Child Primary Site to Report to a Parent Site

Once the addresses have been created on both the parent and child sites, the healthcare IT
Administrator can configure the child site to report to the parent. Table 46 shows the process for
configuring the parent-child relationship:

Step Description Screenshot
1. Openlthe anfigurgtion Manager Console, i) System Center Configuration Manager
then right-click the site node and select = L Site Database (P01 - SCCM-SRV-02, Contoso Primary S
Properties. =] ) Site Management
+ '5 Computer Mmag&nﬁ Mew Secondary Site
+ [ System Status | Upgrade Secondary Site
# L Security Rights Transfer Site Settings
+ 0 Tools Repair Site
Give Feedback
| New Window from Here
| Refresh
Properties
I Help
2. In the site properties, click Set Parent Site. P01 - Contoso Primary Site Properties

General |Wake On LAN | Ports | Advancedl Site Model Securityl

i POL - Contoso Prirmary Site

Comment: | ;I
]

Type: Primary

‘ersian: 4.00.6221. 1000

RZ installed: Mo

Build numbe: 6221

Site server: SCCM-SRY-02

SOL server: SCCM-50L-01

SM3 Provider location: SCCM-SRA-02

Installation directary: C:\Program Files {x8&)\Microsoft Configu

Parent site: Maone

Set Parent Site...

QK I Cancel Lpply Help
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Step Description Screenshot

3. Clck Reportto parent site and choose the
central site (CO1) from the drop-down list. Click A site can stand alone as a central site or report ko a specified parent
OK. site, To specify a parent site, select it from the list.

 Central site:
[ Report ko parent site:

|c01 =l

1, Data Corruption Watning
If the site being introduced into the hierarchy is using a site code
that was previously used within the hierarchy, consult online Help
ko determine whether this site and its child sites could become
corrupted.

a8 I Cancel | Help |

4. C||Ck OK P01 - Contoso Primary Site Properties

General IWake On LAN I Ports I Ad\-’ancedl Site Model Securityl

P01 - Contaso Primary Site

Comment: ;I
=

Type: Primary

‘ersion: 4.00.6221.1000

RZ installed: Mo

Build number : 6221

Site server: SCCM-SRY-02

SOL server: SCCM-3GL-01

SM3 Provider location: SCCM-SRY-02

Installation directory: C:\Program Files {x86)iMicrosoft Configu

Parent site: 01

Set Parent Site. ..

QK I Cancel Apply Help

Table 46: Configuring a Child Primary Site to Report to a Parent Site

5.2.5 Installing Secondary Sites

Secondary sites can be installed directly from the Configuration Manager Admin Console. Table 47
shows the process for deploying a secondary site over the network from the Configuration Manager
Admin Console.

Note

The machine account of the primary site server must be added to the local administrator group on the
target server before the secondary site is installed.
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Step  Description

1. Open the Configuration Manager
Console, right-click the site node of the
primary site that will act as the Secondary
site’s parent, and select New Secondary
Site.

2. On the Secondary Site Creation Wizard
Welcome page, click Next.

3. Enter the Site code, Site name and a
Comment for the new secondary site, and
click Next.

Screenshot

;d System Center Configuration Manager
= L5 Site Database (P01 - SCCM-5RY-02, Contoso Primary 5

= L Site Management
+ & Gl

| L Computer Managen

| 2y System Status

| L5} Security Rights

L Tools

[+

aary Ska B
MNew Secondary Site
IUpgrade Secondary Site
Transfer Sike Settings
Repair Site

Give Feedback

= Contoso B

Mews 'Window From Here
Refresh

Properties

Help

Microsoft

Secondary Site Creation Wizard [x]

él)g e
T Welcome to ths Secondary Site Creation Wizard

Site Identity

Site Server

Installation Source Files

acliress bl smcoridery e This wizard helps you crsate a new Configuration Manager secondary site under the Following primary

site: PO1 - Contoso Primary Site,

Hew Address b Parent Site

Summary

Progress To create the new sscondary sits, dlick Next.

Confirmation

= Previous | Next > I Firish | Cancel |

Secondary Site Creation Wizard [ x]

Q)g Site Identity

Welzome
T Specify a unique identity For the new secondary site.

Site Server

Installation Source Files Enter a 3-character site code containing letters, numbers, or a combination of the twa. The site code

e and site name cannok be changed after installation and must be uniqus throughout your

i Configuration Manager hierarchy.

Hew Address ko Parent Site

Summary

Progress Sits code: |sn1

Confirmation Site name: ISemndary Site Contoso

Comment: Secondary site in example Contoso hierarchy|
< Previous | Next = I Firiist Cancel
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Step  Description Screenshot

n Wizard

4. Enter the Site server name and secareleyite Cien
Installation directory of the new ij)g S
secondary site. Click Next.

Welcome
Sike Identity

Enter the server name and installation directory where the new secondary site components will be

Installation Source Files installed.

Specify the site server for the new secondary sits.

Address o Secondary Ste

Wew Address to Parent Site Site server name: ISCCM-SRV-DS
5

A Installation directory: Jpstsccn
Progress

Confirmation

< Previous | Nezt > I Firiish | Cancel |

n Wizard

5. Click Next. Secondary site Crea

\_)g Installation Saurce Files

Welcome

Site Identity

Specify the location of the ConfigMgr installation source files,

Site: Server

[irREEEr SR vou can abanthe instaliztion saurce Fies needed to nstal Confittar &t the new secandary ske

e by using ane of the following methods.

New Address to Parent Site @ Copy installation source Files over the netwark from the parent site server
Summary:
Progress " Install the source files from the local disk or removable media at the secondary site server

Confirmation

<provious [ mestx | fmen | canesl |

6. On the Address to Secondary Site page, EEETERTEETITEE]

click Next. Jg Address to Sscondary Site

wielcome

Site Identity
Specify one or more addresses to the new secondary site.

Site Server
Installation Source Files The addresses from the parent sike to the new site are showvn below, Configtgr will seleck the

[ ittty | addresses in priority order when attempting to conneck to the new site.

Hew Address to Secondary

e oot Parert Sie Addresses b 501 - Secondary Site Contoso:
Surnmary Type [ Prieri I
Pragress Thsrs: st i hems £0 shows n his visw,

Confirmation

Do you want to create a new address?
£ o, Frocesd with site creation,

% Ves. Creats a new address,

< Previous | Mext » I Finish Cancel
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Step

7. Click Next.
Note

If the new secondary site is in an un-
trusted forest, an account with access to
the server in that forest must be

entered.

8. Click Next.

9. Click Next.

Description

Screenshot

secondary Site Creation Wizard

?}g New Address to Secondary Site

Welcome

Site Tdentity
Spedfy & new Standard Sender or RAS Sender address to use when contacting the sscondary
Site Server site,

Installation Source Files

Address ko Secondary Site

New Address ko Parent Site

Address bype:

Secondary site server name:

[sccm-sry-03

Sek..

Summary Site connection account:
Progress

Confirmation

If you require a differsnt typs of address to contact the site, you must create the new address in the
fuldresses nade of the Configuration Manager console,

If no account is specified, the site server computer account will be used,

< Prewious | Mext > I Finishy | Cancel |

4 i B

Secondary Site Creation Wizard

Jg Mews Address to Parent Sike

wielcome

Site Identity
Specify a new Standard Sender of RAS Sender address ko use when contacting the parent site.
Site Server

Installation Source Files

Address to Secondary Ste Address bype:

Hew Address to Secondary

Summary

Parent site server name: SCCM-5RY-02

Progress

Confirmation

IF you requirs a differsnt type of address to contact the sits, you must creats the new addrsss in the
Addresses node of the Configuration Manager console.

< Previous | Next > I Finish | Cancel |

4 | B

Secondary Site Creation Wizard

Welcome:

The wizard will create a secondary site with the following settings:
Site Identity

Site Server

Installation Source Files Details:

il S A [5econdary Site Creation Wizard

Site: Coder: 501

Hew Addrss to Secondary

« Site Name: Secondary Site Contoso
M fckdrss £0 Parerit Sits + Sarver Name: SCCM-SRY-03
+ Buid Nurher: 5221
Dsmmery + Instal Drectory: DHSECM
+ Parert Sits Cods: Fiil
e * Version: 4,00.6221,1000
Confirmation

To change these settings, click Previous. To apply the settings, dlick Mext.

< Previous | Next = I Firist Cancel
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Step  Description Screenshot
10. Click Close.

-
y‘)\g wiizard Completed
=

Welcome

Site: Idzntit 4
EE IRy ( \/) The: Secondary Site Creation Wwizard completed successfully,
Site Server

Installation Source Files Datails:

Address to Secondary Site |9 success: Secondary Site Creation Wizard
+ Site Code: 501

e e S + Site Mame: Secondary Site Contoso

+ Server Name: SCCM-SRY-03

+ Build Number: 6221

+ Install Dirsctary: D:\SCCM

+ Parent Site Code: P01

+ Version: 4.00.6221.1000

Mew Address ko Parent Site

Summary

Frogress

Ta clase this wizard, click Close.

(]

< Frevinls Iext > Finishy

Table 47: Installing Secondary Sites

5.2.6

Site systems can be deployed either on the site server or on any other server with the required
capacity. During the planning phase, the healthcare IT Administrator should have decided where
any site systems will be installed. Table 48 shows the process for installing all site systems,
including the dialog boxes for all site systems. The healthcare IT Administrator should only select
the site system that needs to be installed.

Installing Site Systems for the New Site

Step Description

1. Open the Configuration Manager Console,
right-click the Site Systems node of the site to
which the new site system will be added, and then
select New > Server.

Screenshot

51:] Swskem Center Configuration Manager
=l L Sike Database (CEM - SCCM-SRA-01, Contoso CEntral Site)
Bl ) Site Management
=l &) CEM - Contoso CEntral Ste
[ g 5ike Settings
L}y Addresses
[y Boundaries
L5 Client Agents
[5% Client Installation Methods
=23 Compaonent Configuration
# |5y Certificates
L& Accounts
=% Discovery Methods
17y senders
[+ [3 Site Maintenance
[ Stakus Filker Rules
|7 Stakus Summary

Server
Server Share

Give Feedback,

0 Femen Llmum |

Blmia W lim

Microsoft
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Step Description

2. On the General page, enter the Name for the
server and specify an Intranet FQDN.

Note

Specify an Internet-based fully qualified
domain name, if the site system will serve
IBCM clients.

Specify a different account for installing the
site system, if the site server's machine
account does not have administrative
privileges on the remote server.

Selecting Enable this site system as a
protected site system allows the healthcare
IT Administrator to specify the protected
boundaries for this site system. See section
4.5.2 for more information on protecting site
systems.

Select Allow only site server initiated data
transfers from this site system if the site
system will reside in a perimeter network with
no access to the site server.

Click Next.

3. Select the required site system, or systems, from
the list and click Next.

Screenshot

New Site System Server Wizard [x]
gg -
L Cod | Mame: Example: Serverl
System Role Selection }Eu
J [servert
Summary
Site system type:Windows NT Server
Frogress
Confirmation
¥ Specify a fully quaified domain name (FQDR) For this site system on the intranet.
Inkranet FQDN: Example: server.corp, conkosa. com
[servert cantoso.com|
I sSpecify an internet-based fully qualified domain name For this site system
Inkermet FQDN; Example: internetsr?, contoso,com
% Use the site server's computer account ta instal this site system
€ Use another account For instaling this site system
Site System Installation Account: Example: domain|lUser
Sehi..
™ Enable this site system as a protected site system R
I™ allow only site server initiated data transfers From this site system
cpions [ wets | Finish Cancel
New Site System Server Wizard
gg System Role Selection
General
ISR s e
G [ Distribution poirt
(] Management point
Progress ] Siystem health validstor point

[ Server locator point
(] State migration point

[ PE service paint

[ Reporting point

[ Reporting Services point

[ software update point

(] Fallback status poink

[ Asset Inteligence Synchranization Point
[ Out of band service point

Confirmation

< Previous | Hext > I Finish Cancel
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Step Description

Screenshot

4. To configure the Distribution Point settings, click
Enable as a standard distribution point.

If the DP will provide content to users via BITS,
select Allow clients to transfer content from

this distribution point using BITS, HTTP and
HTTPS.

New zard

System Server

gj Distribution Paint

General

System Role Selection

[ ostibuton pot |
Multicast
Virkuial Applications
Management Point
Server Locator Point
State Migration Poirt:
PHE - General
PXE - Database
Reporting Poin:
Softwars Update Point
Aictive Settings
Fellback Status Pairit
Asset Inteligence Synchron

Proy Server Settings

Configure the settings For this distribution point role
% Enable as a standard distribution point

Supparts server-hased package distribution, Can support native made operation, Internet
connected dlients, and BITS transfers.

— Communication settings

1~ Allow clients to transfer content from this distribution point using BITS, HTTP, and HTTPS
{required for device dierts and Internet-based chents).

[l intramet-ariy clieni connections =l

I= Allow clients to connect anonymously. (Required for mobils device clients)

£ Enable as 5 branch distribution paint
Supports package distribution from an existing Confighlgr dient
computer ko other Confighar cisnt computers.

- Disk partition
Specify the package location Far this distribution point:

= Use specfic partition

Space reserved for operating system (ME): 50

Synchronization Schedule: i et | j\l | jl
Out of Band Service Point
Member [ croup [
Reporting Services Poirt
There are no items ko show in this view,
Summary
Progress
Confirmation
< Previous | Mext > I Firiish | Cancel |
« | 2l
5. If the DP will be used for multicast deployments, T —m—]
select Enable Multicast and complete the : -
required details. :
General
™ Enable multicast
System Role Selection
e —3Sperify the account o conmect to the database
_ % Use Wulticast service point's compubsr account
= Use another account:
virtual Applications
. Multicast service point connection account:
Managemznt Point =

Server Locator Point
State Migration Painit
FXE - General
FAE - Database
Reporting Point
Software Lpdste Point
Active Settings
Fallback Status Foint
Asset Inteligence Synchran
Froxy Server Settings
Synchronization Schedule
Cut of Band Service Point
Reporting Services Point
Surmary
Progress

Canfirmation

[ MuliCast address

(= Obtain 1P address from BHCR server.
€1 Use P address Fram the fallawing range

> . 7 Tai

P4 From:

~ UDP port range

Use UDP ports from the Following range:
o000 To

[0

Frarm:

| Enabile scheduled multicast

Session start delay 15 - Minutes
Minimum session size: o = cens
Transfer rate
’7(" L0/ Mbps: & 100Mbps € LGhps | Custom ‘
Mazimun clisnts 100 =
< Previous | Neixt > I Finisti Cancel
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Step

Description

If the DP will be used to stream App-V virtual
applications, select Enable virtual application
streaming and click Next.

If the Management Point option was selected in
step 3, click Next.

Note

Select Allow devices to use this
management point if the healthcare
organisation will be deploying mobile devices
to be managed by this site.

Only select Use a database replica when
deploying MPs that will use NLB, or for other
high performance scenarios. Using this feature
is outside the scope of this guidance.

Only select Use another account if there are
specific security requirements to do so.
Otherwise, this option should be left at its
default setting.

Screenshot

New Site System Server Wizard

—

\?—q)j.g virtual Applications

iaeneral

System Rale Selection
Distribution Point
Mukicast

[ vitual dgpiations |

Management Point
Server Locator Poirt
state Migration Paint
PSE - Gereral
PXE - Database
Reporting Poirt
Seftware Update Paint
Active Settings
Fallback Status Point
Asset Inteligence Synchron
Froxy Server Settings
Symchronization Schedule
Out of Biand Servic Point
Reporting Services Point

Summary

Progress

Confirmation

4 | |

™ Enable virtual application streaming

Selecting Enable virtusl appication streaming wil allow this distribution poink to stream virtual
application packages to target computers using HTTR/HTTPS,

<pravions [ mexts |

froh | e |

New Site System Server Wizard

—
i‘j‘g Management Paint

General

System Role Selsction
Distribition Point
Mukicast
virtual Applications

[ Mancgerent e |

Server Lacator Paint
State Migration Point
PYE - General
PXE - Database
Reporting Point
Software Lpdste Poirt
Active Settings
Fallback status Point
#sset Intelligence: Synchron
Proxy Server Settings

Synchranization Schedule

Specify whether this site system will provide a location where clients can exchange data with the
Confighgr site services.

™ Allow devices to use this management point

allow intranet-

Specify the database that this management point uses,
% Use the site datahase
© Use adatabase replica

SOL Server name;

Database name:

Specify the account used by the management point to connect with the database

& Use the management point's computer account
€ Use another accolnt

Wanagement Point Connection Account;

Qut of Band Service Pain: SE
Reporting Services Point
Summary
Progress
Carfirmation
« Prewious | Mext > I Firist Cancel
o »
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Step

Description

If the Server Locator Point option was selected
in step 3, click Next.

Note

Only select Use a database replica when
deploying SLPs that will use NLB, or for other
high performance scenarios. Using this feature
is outside the scope of this guidance.

Only select Use another account if there are
specific security requirements to do so.
Otherwise, this option should be left at its
default setting.

If the State Migration Point option was selected
in step 3, the healthcare IT Administrator can
specify a folder on the site system to store users’
migration data and can specify how long to
maintain the data once it has been marked for
deletion. More information on deploying the state
migration point is available in the System Center
Configuration Manager 2007 Operating System
Deployment Guide {R2}.

Screenshot

New Site System Server Wizard

—
i‘j\g Server Locator Paint

General -
System Role Selection B management point to commnicate with.

Distribution Point

Specify whether this site system will provide s lacation ihere disnts can datermine which

Pukicast
Specify the database that this server locator paint uses.,

virtual Applications
B ¥ Lise the site database

Management Paint

" Use adatabase replica

QL Server name;

State Migration Poink

PXE - General Database name;

FSE - Datahase
Reporting Point
Scftware Lipdate Point
Active Settings % Use the server locator point's computer accounk

Felloack Status Point ® L i et

Server Locator Point Connection Account;
Asset Inteligence Synchron

Specify the accourk used by the server locator paint to connect with the database,

Froy Server Settings
Synchronization Schedule
Out of Band Service Paint
Reporting Services Point:

Surmary

Frogress

Confirmation

cprevious || Met> |

Fsh | camed |

4 | i

New Site System Server Wizard

Q)g Stake Migration Poink

General
System Role Selection

Distribution Point. Folders

ﬁfl Specify how the state migration point should store cint stake migration data,

FRIE R

Multicast Folder [ Max Clients [ Winimum Free Space

wirtual Applications There are no items to show in this view
Management Paint
Server Locator Point

[ state Mgrationoint |
FXE - Gereral
FXE - Database
Reporting Point
Software Update Point

Active Settings

—Deletion policy
Fallback Status Painkt

Asset Inkeligence Synchron
Proy Server Settings © Immediately

Synchranization Scheduls " Delets after:

Spedify when the state migration paint shauld remeve data marked for deletion:

Out of Band Service Paint

—Restore-only mode:
Reporting Services Point

ey data and respond only o restore requests,

Progress.
9 ™ Enable restore-only mode:

Specify whether the state migration point should reject new requests ko store state migration

Confirmation

< Previous Hext >

Finishy Cancel
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Step Description

10.

11.

If the PXE Service Point option was selected in
step 3, the healthcare IT Administrator can specify
the following:

= |f the server will respond to incoming PXE
requests

= On which interfaces the server will respond to
incoming requests

= |f unknown computer support will be provided

= Whether the user will need to enter a
password

More information on deploying the PXE service
point is available in the System Center
Configuration Manager 2007 Operating System
Deployment Guide {R2}.

Select which account the PXE service point will
use to connect to the Configuration Manager
database, and whether the service will create a
self-signed PXE certificate or import a certificate
to use. More information on deploying the PXE
service point is available in the System Center
Configuration Manager 2007 Operating System
Deployment Guide {R2}.

Screenshot

New Site System Server Wizard

—
55 PHE - General

General

System Rale Selection
Distribution Paint
Mukicast
Virbual Applications
Management Paint
Server Locator Foirk

State Migration Poink:

PSE - Database
Reporting Point
Seftware Undate Paint
Active Settings
Falloack Status Point
Asset Inteligence Synchron
Froy Server Settings
Synchronization Schedule:
Out of Band Service Paint
Reporting Services Point
Summary
Frogress

Canfirmation

4 | |

The PXE service poink hosts boot images and responds to PXE requests from Configuration Manager
clients to download those images.

¥ allow this PXE service point to respond to incoming PXE requests
™ Enable unknown computer suppart
¥ Require a password Far computers to baak using PXE
Password: | (7]

Confirm password: |

—Interfaces

& Respond to PXE requests on all network interfaces

T~ Respond to PXE requests on specific nebwork interfaces

[

Specify the PXE server response delay
Delay (seconds): f

<provious || net> |

Finish Cancel

New Site System Server Wizard

—
\:‘))g PXE - Database

General

System Role Selectian
Distribution Point
Multizast
virtusl Applications
Management Paint
Sepver Locator Point
State Migration Point
PXE - General

[ e paabase

Reporting Paint
Software Update Paint
Active Settings
Fallback Stabus Point
Assst Inkeligente synchron
Proxy Server Settings
Synchronization Scheduls
Out of Band Service Point
Reporting Services Point

Summary

Progress.

Confirmation

The PHE service point hosts book images and responds ko PXE requests from ConfighMar clients ta
downiaad thoss boot images.

Speciy the account used by the PRE service point to cannect with the database,

%" Use the PRE service points computer account
™ Uss anather account
PXE service poirk connection account:

| et

Specify whether the PXE service paint will create a seff-signed certificate or if the certificate wil be
inported by the user,

% Create self-signed PXE certificate

Set expiration date:  14/10/2010

| paze =

" Import certificate

Brovse,

Certificate; [

Passynrd; [

<provios | _mees |

Finiish Cancel
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Step Description

If the Reporting Point option was selected in
step 3, click Next.

Note
Modify the name of Reporting folder, if
required.

Select Use HTTPS if the Web site will use
SSL security.

If the Software Update Point option was selected
in step 3, click Next.

Note

If a proxy server is used to connect to the
Internet, the details can be specified here,
including any credentials that may be required.

More information on deploying the software
update point is available in the System Center
Configuration Manager 2007 Software Update
Management Guide {R1}.

Screenshot

New Site System Server Wizard

Eg Reporting Point

General
Specify a folder under the rack Folder For ConfigMar tn use For reporting.
System Role Selection

Distribution Point:

Repart Folder:

Multicast

virtual Applications

Management Paint

S [htepsifservert 80/SttsReporting_CEN

Skate Migration Point

o Transfer protocol

Specify how users wil connect to this reporting point
FXE - Database

% Use HTTP Part: |so

Software Lipdate Point

 Usz HTTPS Pt =

Active Settings

Fallback Status Point
#sset Inteligence Synchron
Proxy Server Settings
Synchronization Scheduls
Qut of Band Service Foint
Reporting Services Point
Summary
Progress

Confirmation

<pravons [ mees |

Finiishy

| coes |

|

New Site System Server Wizard

QQ Softwars Update Point

General

This site system will be configured as a saftware update point. Proxy server settings can be

System Role Selection 1 specied F required,

Distribution Poirk

[ Proxy Settings

Multicast I Use a proxy server when synchranizing
Wirtual Applications Serierraar |
Management Point Port: [

Server Locatar Point

I Wse credentils to cannect ko b prosy: server
State Migration Point

FXE - General Saftwars update poirt

oy SEFVEF SCCOUNE:
PYE - Database Lt

Reporting Foint

Active Settings
Fallback Status Point:

Asset Inteligence Synchron

Proxy Server Settings

Synchrorization Schedule
software update poinit server.
Out of Band Service Paint
Reporting Services Point
server.
Surnmary

s For more information hout WAL installation, see

Canfirmation wWindows Server Update Services installation information

<provious |[ mext> |

Hote: Windows Server Update Services (WSLIS) Version 3.0 5P1 or later must be installed on the

IF using a remate software update point, the WSUS administration console must be installed on the site

Finishy

Cancel
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Step Description Screenshot

14.  Select Use this server as the active software New Site System Server Wizard =
update pOInt and CIICk NeXt' i‘)jg Active software update point settings
Note .

Eaeel The active softwars update point communicates with the Windows Server Update Services(wslis)

Once this option is selected, additional e b v, i e e G, ard s e s e, ety
. . . . R whether this site system server is the active software update point for the site,
screens will appear in the wizard to specify _—
SynChronlsatlon Settmgs. More |nf0rmat|0n on :,:rtual ADDHC::DH: I Use this server as the active software update point
deploying the software update point is i ety the o S harl s s e o 1 i e
available in the System Center Configuration state Migation Pon o =
PAE - Gengral AL o
Manager 2007 Software Update Management LT b [

Guide {R1 } Reporting Foint

Saftware Lipdate Point

Fallhack Status Point

Assek Inkeligence Synchron
Proxy Server Settings
Synchranization Schedule
Cut of Band Service Point

Reporting Services Point

Summary.
Progress
Confirmation
< Previous | Next > | Finish Cancel
< | 2l
15.  Ifthe Fallback Status Point option was selected  poEr T m— =]

in step 3, click Next. ;5
= Fallback Status Point
Note

If the server is co-located with a server ::::IRE\E Syt o e
performing a different (non-Configuration et ]
Manager) function, the healthcare IT e pr— AT
Administrator can limit the number of Management Faint Specky whether s o <y et st pfermaion from certs bl o
. . Server Locator Paint g, B
messages the FSP will process to reduce its State Migation For:
impact. R o verane-aty et canmections l

PYE - Database

Reporting Paint
Software Update Point Specify the number of state messages to process within the throttle interval,

Active Sattings

Asset Inteligence Synchron

Mumber of messages:
Throttle interval (in seconds): 3600 =

Proxy Server Setings
Synchronization Schedule
Out of Band Service Point
Reporting Services oint
Summary
Progress

Confirmation

< Previols | DExt = I Finisti Caricel

kil | i
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Step Description Screenshot

16.  Ifthe Asset Intelligence Synchronization Point  presrm—m——"

Option was SeleCted in Step 3' SpeCify the path to \_:)j\g Asset Intelligence Synchronization Point Connection Settings
the System Center Online certificate and click r

Next. o

. - . . System Role Selection
This certificate can be obtained by contacting the Ditrbon oit
healthcare organisation’s Microsoft ;”t't‘;wt sy Paint settings
representative. Management Point | Use this Asset Inteligence Synchronization point

Server Locator Point

This site system will be confiqured as an Asset Inteligence Synchrenization Paint. Settings can
be speciied from the schedule configuration dialog.

5L Part number: 443
State Migration Point:
Path o Certificate:

PxE - General
PHE - Dakabase |\ 7] &I
Reporting Paink Example: {|servername|sharename|cert.pfx

Seftware Update Paint

Active Settings Hiote: Please note that this role enablzs you ko optionaly upload the names of software titles to
Microsoft For identfication. Before ploading any software titles For categorization, you must verify

that they do not contain any confidential or proprietary information in the title (e.q. in case an

application was repackaged to Include the campany’s name or a user name). Any software tile name

(F [ il e i o e AN o e G ST 178 A,

[ dsset nteligence Synchvon
Promy Server Settings
Synchronization Schedule
Qut of Band Service Point
Reporting Services Paint

Summary
Progress

Canfirmation

< Previous | hext 3 I Finish | Cancel |

<l | )|

17.  Ifthe Out of Band Service Point option was

selected in step 3, click Next. " ‘)w 3 kot ot st e
.

General

; Specify the settings sed for scheduled power on commands,
System Rale Selection

Distribution Point.

[~ Error retries

Multicast Specify the number of retry attempts ko make after Faling ko power on a system via out of band
management,
virtusl Applications

M It Pioint
SR Retries: B = Delay (minutes): =

Server Locator Point

State Migration Point = R
Specify the maximum number of power on attemps ko make before pausing.

PXE - General
PXE - Datahass Maximum 100 = ‘Wit (seconds): 5 =
Reporting Point

- izsion threads

Soft Update Poink
LIl Specky the maximum number of connection threads,

Active Settings

Fallback Stakus Paint Transmission threads: 3 3:
~Transmission affset
Reporting Services Point Specify when power on commands are senk prior to a scheduled ackivity,
Summary.
P Transmissian of et frminutes): =
Confirmation

<rrevious [ mext> | Finist Cancel
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Step Description

18.  Ifthe Reporting Services Point option was
selected in step 3, click Next.

Note

The healthcare IT Administrator can modify
the name of the Report Folder, if required.

19.  Ensure the summary details are correct and click

Next.

Screenshot

New Site System Server Wizard

.
e
=
General
System Role Selzction
Distribution Point
Wulicast
Virtual Applications
Managemert Paint
Server Locator Foint
State: Migration Poirk
FXE - General
PXE - Database
Reporting Point
Softwars Updats Point
Active Settings
Fallback Status Paint
Out of Band Servic Painit
[ Reporting services Font |
Summary
Progress

Confirmation

\g Reporting Services Point

Speciy a folder that will be created on the report server which wil contain
the reports to use with Configuration Manager

Report Folder

< Previous | NExt > I Firish | Caricel |

New Site System Server Wizard

\‘j‘g Surmary

General
System Role Selection
Distribution Pairit
Pukicast
virtual Applications
Managemert Point
Server Locator Paint
State Migration Paint
PHE - General
PAE - Datahase
Reporting Poirit
Software Update Point
Active Settings
Fallback Status Point
Qut of Band Service Point
Reporting Services Point
Dswmary ]
Progress

Canfirmation

The wizard will create a new site system server with the Following settings.

Details:

\onfigMar will now create a Server site system with the Following characteristics:
Site System Mame

* Serverl
Settings:

Protected Site System: Mo

Private FQDN Name:Server! contosa,com
Public FQDM Name: Mok sperified
Installstion Account: Machine Accaunt

Roles
Distribiution point
Management paint

Server locator point

State rigration point

PXE service point

Reporting paint

Reporting Services point
Software update point
Fallack status point

Out of band service point
[AMT service point settings

Retries number: 3

Retry delay (minutes): 2
Transinission maximum; 100
Transimission wait time: (seconds); 5
Threads number:

Offset (minutes): 10

Ta change these settings, click Previous. To apply the settings, click Next,

< Previous | Hext > I Finis Cancel
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Step Description Screenshot

20.  Click Close. New Site System Server Wizard

—
5g Wizard Completed

General

System Role Selection
Distribution Point
Pultizast
Yirtugl Applications
Management Pairic
Server Locator Point
Skate Migration Point
PXE - Gereral
FXE - Database
Reporting Point
Software Update Point
Active Settings
Fallback Status Point
Out of Band Service Point
Reporting Services Paint

Summary

Progress

@ The Mew Site System Server Wizard completed successfully,

Details:

=

onfighar will now create a Server site syster with the Following characteristics:

Site: System Name
+ Serverl

Settings:

+ Protected Site System: No

+ Privats FQDN Name:Server 1, contoso, com
+ Public FQDR Name:Not specified

+ Installation Account: Machine Accounk

Roles

+ Distribution point

« Management point

+ Server locator point

+ State migration point

« PHE service paint

+ Reporking poirk

« Reporting Services poink

+ Software update point

+ Fallback status peint

+ OUt of band service paint
BT service point settings

« Retries number: 3

+ Retry delay (minutes): 2

« Transimission meximum: 100

+ Transimission wit time (seconds): 5

+ Threads number: 3

« Offset (minutes): 10

To closs this wizard, dick Close.

<% Previols [iExE > Finishi | Close I

Table 48: Installation Process for Installing All Site Systems

5.3 Installing Clients

Various methods can be used for installing clients using Configuration Manager including:

®  Client Push Installation
m  Software Update Point Client Installation

®  Manual Client Installation

5.3.1 Client Push Installation

Client Push Installation can be performed in two ways. The first requires the healthcare IT
Administrator to enable client push on a site-wide basis. This method can be useful once the site is
in full production but should not be used during pilot stages. This method will attempt to install a
client on any system that is discovered by Configuration Manager. The healthcare IT Administrator
can specify whether the client should be automatically installed on client-class computers, server-
class computers, domain controllers or any combination of these. Table 49 shows the process for

enabling site-wide client push installation:

Step Description Screenshot

1. Open the Configuration Manager Console 5k System Center Canfiguration Manager =l Client Installation Methods

and navigate to the Client Installation EI:8g Site Datahasa.{ CEN - SCCM-SRYE0L; Conty
B [ Site Management

Methods node. = {5 <EN - Contoso CEntral Site
= L@ Site Settings
L7 Addresses

In the right pane, right-click Client Push

Installation and select Properties. {4 Boundaries

[y Client Agents
153 client Installation Methods
[ Component Configuration

G Certificates
L# Accounts
=3 Discovery Methods
[ Senders

3 Site Maintenance
| Status Filter Rules

A Chabis Surnraes:

Look For: l_

Configuration Mame
-‘-;ﬁSoftware Update Point Client Installation
w:_lient Push Installation

Refresh
Properties

Help
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Step Description Screenshot
2. Select Enable Client Push Installation to client Push Installation Properties
assigned resources and select which _
System Types will be automatically General | acoounts | Cert |
deployed.
Lﬂ Client Push Installation
¥ Enable Client Push Installation to assigned resources
—System Eypes
Inskall the Confighgr client software on the Following Windows roles
¥ servers
Iv¥ workstations
™ Domain contrallers
™ Enable Client Push Installation ta site systems
For more information, click Help.
] I Cancel | Apply | Help I
3. On the Client tab, the healthcare [T Client Push Installation Properties
Administrator can specify additional i i
installation properties to control how the client General | Aocounts  Client |
will be installed. Specify the installation properties ko use when installing ConfigMar client
More information on client installation software.
properties is available in the TechNet article
About CpnﬁguratIO(w A/l?nager Client Installation properties:
Installation Properties®. =MESITECODE=ALTO] =
Click OK to save your settings and close the
Client Push Installation Properties dialog
box. I

Use Default

Far mare information, dick Help,

kK I Cancel Apply Help

Table 49: Enabling Site-Wide Remote Client Installation

% Microsoft TechNet: About Configuration Manager Client Installation Properties {R29}:
http://technet.microsoft.com/en-us/library/bb680980.aspx
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The second option for installing a client using Client Push installation is to use the client Installation
Wizard. This allows the healthcare IT Administrator to select a discovered resource, or collection of
resources, and trigger the site server to install the Configuration Manager client on the selected
system or on all the systems within the selected collection.

Important

In order to use the Client Installation Wizard to install clients, it is not necessary to enable Client Push.
The healthcare IT Administrator only needs to specify the Client Push account and any required settings,
and not enable the Client Push feature.

Step Description Screenshot
1. Open the Configuration Manager Console =t System Center Configuration Manager 2] all Systems
. = .__} Site Database {CEM - SCCM-SRY-01, Conke |
and nav.|gate to the Computer Management > Fieig . mm
Collections node. B L Computer Management
. . . = _3@ Collections
Select the collection that contains the client to S Al Active Directory Security Gre Teme [ Resource Type
be deployed, then in the right pane, right-click ::; 2:: gestkmps andoefvers ;]' SCCM-SRY-01 System
. ystems il secp-soL-01 System
on the computer object and select Install S Allsystems vith Client Installed | || ] 5cc.opy-03 System
Client. 4 Al Unknown Computers alyperyaz System
. o Al User Groups | 5op-sRy-02 System
Tlp 8 all Users %],DCDI i
i X 5@ Al Windows 2000 Professional ¢ = YSLE
The collection can also be selected if all S8 all windows 2000 Server Systel Tnstall Client
: it : 5@ All windows Mobile Devices SRR »
clients within the collection need to be 2 Al Windows Mabie Pockes PC 2 . si—. rrt' ute :
deployed. #1158l Windows Mobile Pocket PC 5 = O R
2_ Clle NeXt. Client Push Installation Wizard [ x]
-
5§ Clienk Push Tristallation Wizard
Dweame
e . ‘welcome ko the Client Push Installation wizard
iThis wizard helps you install the Configuration Manager (Confighgr) client to a collection, a query,
of & computer,
To continue, click Next,
= Previous | Hext = I Finishi | Cancel |
3_ Clle Next. Client Push Installation Wizard - - - []

—
Note i‘j*g Client. Push Installation Wizard

If domain controllers are being targeted, the s
Include domain controllers option must be  EEEmsE— "0

Specify the Confighar client push installation options.

selected. Freh

Installation options:
|f C"entS that are nOt Wlthln the SiteS 35::;?5?: E!?;J:::él\at\nn options that ars used to install ConfigMar lient ta a collection, &
boundaries are being targeted, the Include ™ inchide domai contralers

¥ Include only clients in this site's boundaries

only clients in this site's boundaries
option must be clear.

I~ | Include subcollzctions

I™ Always instal {repair or upgrade existing dient)

If the target machine already has a previous
version of the Configuration Manager client
(or SMS 2003 client), or the healthcare IT

Administrator is redeploying the client to try
and resolve a technical issue, the Always

install (repair or upgrade existing client) e e | p—
option must be selected.
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Step Description

4. Click Finish.

Screenshot

Client Push Installation Wizard

—

35 Client Push Installation Wizard

Welcome:

Completing the Client Push Installation Wizard

Installation option

‘fou have successfully completed the Client Push Installation Wizard, ConfighMar can now begin

installing Confighgr client.

Installation Details:

Resource I0: 10
Object name: SCYMM
Tnclude domain controllers: Mo

Include orly clients assigned ko this sike: Yes

Include sub collections: Mo

Always install (repair or upgrade existing cient): Mo

To skart the Client Push Installation, dlick Finish.

< Previous

(]

exk > Cancel

Table 50: Deploying a Client Using the Client Installation Wizard

The progress of the installation process can be monitored by looking at the log file <Configuration
Manager installation folder>\Logs\Ccm.log on the server and the
<SystemRoot>\CCMSetup\Ccmsetup.log on the target machine.

5.3.2

Software Update Point Client Installation

Software Update Point Client Installation allows the healthcare IT Administrator to deploy the
Configuration Manager client as if it was a software update. The Configuration Manager will appear
during the Windows update cycle and be installed just like any other software update. If the
healthcare organisation has already deployed and used WSUS for patch management, this client
deployment process should fit in with existing processes. In order to use Software Update Point
Client Installation, a Configuration Manager SUP must be deployed and operational. Table 51
details how to enable Software Update Point Client Installation:

Step Description

1. Open the Configuration Manager Console
and navigate to the Client Installation
Methods node.

In the right-pane, right-click on Software
Update Point Client Installation and select
Properties.

Screenshot

5&] Syskem Center Configuration Manager
= L3 Site Database (CEM - SCCM-5RY-01, Contoso
= [ Site Management
=) & CEN - Contoso CEntral Site
=] L4 Site Settings
Ly Addresses
i3y Boundaries
L Client Agents
(5] Client Inskallation Methods
[ Component Configuration
[+ ‘71 Certificates
L& Accounts

Client Installation Methods :

Look fior:

Configuration Marme

Software Update Point Clierjs

— = Refresh
—ﬂcllent Push Installation

Properties

Help

Microsoft
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Step Description Screenshot

2. Select Enable Software Update Point Client Rt e T

Installation and click OK.
General |

Lﬂ Saoftware Update Point Client Installation

¥ Enable Software Update Poink Client Inskallation

— iClient package

Published wersion: |4.DD.6221 1000

Available version: |4.DD.6221 .1000

Far mare information, click Help.

QK I Cancel Apply Help

Table 51: Enabling Software Update Point Client Installation
Important

When deploying the client using Software Update Point Client Installation, the client will be installed using
default command-line properties, even if custom properties were set in the Client Push Installation
Properties dialog box. In order to specify custom settings, the healthcare IT Administrator must deploy a
group policy to the client prior to installing the client. More information on deploying this group policy is
available in the TechNet article How to Provision Configuration Manager Client Installation Properties
using Group Policy {R15}.

5.3.3 Manual Client Installation (General Practice Clients)

In some healthcare organisations, clients that reside in remote locations, for example, General
Practice clinics may not be part of the central Active Directory. Because Configuration Manager
uses Active Directory to publish information about client assignment, when clients are not part of
the Active Directory, additional steps need to be performed to install the Configuration Manager
client. In this case, it is not possible to use the automated methods for installing the Configuration

Manager client.

5.3.3.1 Configuring the Configuration Manager Site to Manage General
Practice Clinics

If possible, the IP subnets of the General Practice clinics should be added as a slow boundary of
the Configuration Manager primary or secondary site that has the fastest connection to this
location. However, if the IP subnets in use are not known, or are not centrally controlled (for
example, they could be changed at any time without the healthcare IT administrators knowing,
which may happen if they are managed by a third-party provider), it is still possible to manage the
clients without specifying the IP subnet in the boundaries of a site.
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If it is not possible to specify the subnets, the client will still become assigned to a primary site as
usual because this will be configured at client installation. If the nearest Configuration Manager site
is a secondary site, the subnet information must be added as a slow boundary of that secondary
site, in order for the client to use that server as a proxy. If the subnet information is not added, the
client will never be made aware of the secondary site and will always communicate directly with the
primary site.

Follow the steps in section 5.2.3.1 to configure the boundaries of the primary or secondary site
respectively.

5.3.3.2 Configuring Name Resolution

Because the computers in this location are not part of the same Active Directory environment as
the Configuration Manager servers, it will not be possible to discover the machines in this location
using Active Directory discovery methods. This means that client push installation will not be
possible for these computers. Instead, the clients will need to be installed manually on the
machines and then report to Configuration Manager following the manual client installation.

However, before the client can be installed, ensure that the client will be able to locate and
communicate with Configuration Manager servers. In normal circumstances, the client will use
Active Directory to locate Configuration Manager server resources, and use standard name
resolution methods to then communicate with those servers.

For example, following successful client installation, the following high-level steps occur:

1. The client queries Active Directory to find a Configuration Manager site that manages the IP
subnet, IP Range, IPv6 Prefix or Active Directory site in which the client resides. This query
would return a site code, for example, PO1.

2. Once the client has found the Configuration Manager site, it queries Active Directory again
to find the name of the management point for the site. If this fails, the client can use
NetBIOS name resolution, assuming that appropriate records are available.

3. Once the client has found the name of the management point, standard name resolution
methods will be used to attempt to communicate with the server.

If the computers are in a different forest to the Configuration Manager site servers, or are in a
workgroup, they will fail to perform step 1. Depending on the name resolution infrastructure
available to the clients, they may then fail steps 2 and 3.

Before installing the client, it is important to ensure that it will be able to locate Configuration
Manager resources and communicate with the management point and other site systems. Step 1
will be resolved by specifying the site assignment on the command line during installation, rather
than configuring the client to automatically discover the Configuration Manager site. This will
remove the need for the client to query Active Directory to find its site assignment.

Steps 2 and 3 will need to be resolved by ensuring that the computer can use NetBIOS name
resolution to locate the management point.

If the computers share the same Windows Internet Naming Service (WINS) infrastructure, the
computers should be able to locate the management point using records that the management
point automatically registers in WINS. Verify this by checking the WINS database that the
computers are configured to use for the MP_<site code> record. For example, if the site code is
P01, an MP_PO01 record should exist in WINS, which maps to the IP address of the management
point for PO1.
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If they do not share the same WINS infrastructure, appropriate records need to be added to the
Lmhosts file (located in %windir%\System32\Drivers\Etc) on the client computers. If the Lmhosts
file does not exist on the machine, create one in %windir%\System32\Drivers\Etc. It must be a file
named Lmhosts with no file extension, and can be edited in Notepad. When querying using
NetBIOS name resolution, the client will look for these particular records:

®  MP_<sitecode>. For example, if the client is assigned to site P01, it will query for MP_P01

E  The name of the MP. For example, if the management point is installed on HCO-SMS-
SVRO02, it will need to be able to resolve this name

An example section of an Lmhosts file is given below:

192.168.1.2 "MP_PO1 \Ox1A" #PRE
192.168.1.2 MPSERVERNAME #PRE
Important

It is important that the file is formatted correctly or it will not function as expected. In the example above,
the space between the IP Address and the opening quote is a single tab and the space between the
closing quote and #PRE is also a single tab. All characters in the file must be in upper case except for the
X’ in \Ox1A. Additionally, the number of characters specified in the MP record is important. There must be
15 characters prior to the \Ox1A portion. Therefore, this is made up of 6 characters for the MP_<site code>
portion and then 9 spaces up to the \Ox1A portion.

In cases where the client should communicate via a secondary site, add the details for the primary
site to which the client will be assigned, and the secondary site that contains the boundaries to
manage the General Practice clinics.

Once the file has been created it can be copied to all General Practice clients that will require the
same settings. If the healthcare IT Administrator is replacing the Lmhosts file by copying the new
file to client machines, the existing Lmhosts file should be checked to ensure it does not contain
any custom configuration.

After adding the records, close the Lmhosts file and type the following at the command prompt:
C:> Nbtstat -R

Use the following command to verify the entries:
C:> Nbtstat -c

Figure 21 shows the expected output of the Nbtstat —c command if the Lmhosts file has been
created correctly using the example above:

[122.168.2.2]1 Scope Id: [1
MetBIOS Remote Cache Mame Tahle
Host Address Life [zecl

MPSERUE <83> UNIGQUE 192 _168.1.2
MPSERUE <Ba> UNIQUE 1922.168.1.2
MPSERUE <28> UNIGQUE 192 _168.1.2
MP_Pa1 <1A> UNIQUE 192.168.1.2

Figure 21: Expected Output from Running Nbtstat —c
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The example code fragment below should be copied into Notepad and saved with a .vbs extension
once the correct name of the desired management point has been substituted. The example below
is for a management point installed on a server called HCO-SCCM-SVRO02. The healthcare IT
Administrator should replace the bold text below with the NetBIOS name of the management point
server, leaving the quotation marks in place.

dim osMscClient

set oSMSClient = CreateObject ("Microsoft.SMS.Client")
oSMsClient.SetCurrentManagementPoint "HCO-SCCM-SVR02",0
set oSMSClient=nothing

Once the Configuration Manager client is installed and the Lmhosts file has been configured,
double-click on the .vbs file on the client to complete the client installation process.

Note

Executing the .vbs file will not provide any feedback or present any dialog boxes to the user; it will simply
execute and exit.

5.3.3.3 Manually Installing the Configuration Manager Client

Table 52 shows the process for manually installing the client for General Practice clinics.

Tip

It is recommended but not essential that the hierarchy's Trusted Root Key is pre-provisioned when
deploying to clients in a workgroup or an un-trusted domain. This ensures that the client is communicating
with the correct management point and eliminates the risk of the client being assigned to a 'rogue’ MP.

More information on the reasons for this and details of how to pre-provision the trusted root key are
available in the TechNet article How to Pre-provision the Trusted Root Key on Clients®.

Step  Description

1. The files needed for client installation are located on the Configuration Manager site servers in the <Configuration Manager
Installation directory>\Client\ folder. The files required are:

= Ccmsetup.exe

= Ccmsetup.cab

The folders required are:

= 386

= ja64

= x64

Copy the above files and folders to a folder on the computer on which the client is to be installed, for example, C:\Temp.

% Microsoft TechNet: How to Pre-provision the Trusted Root Key on Clients {R30}:
http://technet.microsoft.com/en-us/library/bb680504.aspx
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Step  Description

2. Install the client from a command prompt. For example, if the files were copied to C:\Temp\SCCMClientFiles, and the client
will be assigned to P01, run the following commands:

C:>cd c:\temp\sccmclientfiles
C:\temp\sccmclientfiles>CCMSetup.exe SMSSITECODE=P01

The above commands need to be run using an account with administrative rights on the computer.
Important

Always specify the site code of a primary site in the above commands, because a client cannot be assigned to a
secondary site. If there is a secondary site that the clients will use as a proxy, then assuming that the subnet
information was added to the remote roaming boundaries of the secondary site in question, the client will first
communicate with the assigned primary site. The assigned primary site will then inform the client that it is within the
boundaries of a secondary site, and the client will then use this secondary site as a proxy.

3. If the client is unable to locate the management point for the site, review the steps in section 5.3.3.2 to ensure that the
computer is capable of resolving the appropriate NetBIOS records.

Table 52: Manual Installation of the Configuration Manager Client
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6 STABILISE

The Stabilise phase involves testing the solution components whose features are complete,
resolving and prioritising any issues that are found. Testing during this phase emphasises usage
and operation of the solution components under realistic environmental conditions.

This involves testing and acceptance of the application prior to production deployment.

Figure 22 acts as a high-level checklist, illustrating the areas of the Configuration Manager design
that an IT Professional is responsible for stabilising:

Testing
Considerations

2

Test
Environment

2

Test Procedures

Figure 22: Sequence for Stabilising Configuration Manager

6.1 Testing Considerations

Testing is an important part of any software deployment project and has a number of benefits.
Testing allows the healthcare IT Administrator to be comfortable with the infrastructure
implementation or configuration changes that are about to be made. It is also important to allow the
healthcare IT Administrator to identify any potential issues that could be introduced and to plan for
them prior to implementation in a production environment.

6.2 Test Environment

Any test environment should match the production environment as closely as possible to get the
best results. It is often not possible to exactly match the production environment in a laboratory
setting because this can be quite costly. When considering the design of a test environment,
solution components should be prioritised in terms of risk and importance, and included
appropriately. The use of virtualisation software can be useful in test environments, and can
significantly reduce costs.
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6.3 Test Procedures

When testing any new infrastructure platform, it is important to keep an accurate record of what is
to be tested. By creating this record, the tests can be easily repeated at each stage of the project
as the product moves from lab testing into pilot and then into production. The healthcare IT
Administrator should create a detailed test plan to include the following sections of testing:

B Ensure infrastructure installs as expected

®  Ensure clients can be deployed

E  Ensure all features that will be used in production are functioning as expected

m  Test the impact of the new software on existing software (make sure no conflicts exist)

®  Ensure all operational staff are familiar with the new toolset and receive appropriate training

B Ensure a Disaster Recovery Plan has been created and all backup and restore procedures
have been tested

For each of the items above, the healthcare IT Administrator should decide what will be tested and
document how it will be tested. The above areas should only be considered a starting point for
creating the test plan. The test plan should include as many of the activities and scenarios that may
be experienced in the production environment as possible.
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7 DEPLOY

The Deploy phase is used to manage the deployment of core solution components for widespread
adoption in a controlled environment. During the managed deployment, the solution is tested and
validated through ongoing monitoring and evaluation. A well-planned deployment of solution
components as an end-to-end system will enable the delivery of a quality service that meets or
exceeds customer expectations.

71

Production

Deploying the Configuration Manager Infrastructure into

The healthcare IT Administrator should now have fully deployed the Configuration Manager
infrastructure into a test environment and tested that all components work as expected. While
performing these tasks, any issues that may have occurred should have been investigated, and
where possible, resolved. These issues should have been documented and an implementation plan
created. The purpose of creating an implementation plan is to allow the healthcare organisation to
deploy the Configuration Manager infrastructure in a consistent way and also to maintain a record
of how the implementation was carried out.

Once fully tested in a lab environment, the solution should be deployed based on the design
created in the Plan section. The solution should be deployed using a phased approach as shown in

Table 53:

Task Description

Decide on a design for all
sites and locations

Document the design and
gather approval from all
stakeholders

Install the desired solution
into a test environment

Finalise detailed design
document once testing has
been completed and create
an implementation guide to
assist with deployment

Implement the first primary
site in production

Section or Link Providing More

Information

Section 4 : Plan

Section 5: Develop

Section 5.2.1: Installing and Configuring
Prerequisites

Section 5.2.2: Installing the First
Configuration Manager Site

Section 5.2.3 : Configuring the First
Configuration Manager Site

Additional Notes

The sections described in the Plan section of this
document will help the healthcare IT Administrator to
design a basic Configuration Manager solution for the
healthcare organisation. Additional links have been
provided to information for those cases where more
advanced scenarios must be covered.

This task should be performed in order to maintain a
record of the desired configuration of the solution. The
design will likely change and be updated during the Test
and Validate phase, so the document should be treated
as a ‘living document’ and updated regularly.

This is an extremely important part of the process and
will identify any aspects of the healthcare organisation’s
infrastructure that may need investigation or modification
before Configuration Manager can be deployed into
production.

The implementation guide created should contain
detailed steps to allow any healthcare IT Administrator to
deploy the designed solution. It can also act as a
reference of the chosen configuration options and as
part of a Disaster Recovery process, if backup is not
performed or corrupted for some reason.

Microsoft

Page 154

System Center Configuration Manager 2007 — Deployment Guide

Prepared by Microsoft, Version 1.0.0.0

Last modified on 26 February 2010



Prepared by Microsoft

Task Description

Configure the required
accounts and specify the
boundaries for the site

Run the desired discovery
tasks to allow for client
installation to be performed

Define a group of pilot
clients and deploy the client

Implement any additional
primary sites or secondary
sites into production

Gather feedback from all
pilot clients to ensure that
no issues have been
identified

Deploy the Configuration
Manager client to all
remaining client machines

Perform Software Updates
Using Configuration
Manager

Perform Software
Distribution Using
Configuration Manager

Performing Operating
System Deployments Using
Configuration Manager

Managing and viewing
reports in Configuration
Manager

Using Desired
Configuration Management
in Configuration Manager

Section or Link Providing More
Information

Section 5.2.3 : Configuring the First
Configuration Manager Site

Section 5.2.3.3: Configuring Discovery
Methods

Section 5.3.1: Client Push Installation

Section 5.2.4 : Installing Child Primary Sites
Section 5.2.5 : Installing Secondary Sites

Section 5.3 : Installing Clients

System Center Configuration Manager 2007
Software Update Management Guide {R1}

System Center Configuration Manager
Software Distribution Guide {R3}

System Center Configuration Manager 2007
Operating System Deployment Guide {R2}

Reporting in Configuration Manager:

http://technet.microsoft.com/en-
gb/library/bb632630.aspx

Desired Configuration Management in
Configuration Manager

http://technet.microsoft.com/en-
gb/library/bb693504.aspx

Additional Notes

The healthcare IT Administrator should define a pilot
group of clients. This group should include users from as
many different departments and job roles as possible
because this will provide the best pilot results. The group
should not only contain computers that are located in the
IT department. The purpose of the pilot is to identify if
any applications that are deployed in the healthcare
organisation, clinical or otherwise, have compatibility
issues that were not identified during lab testing.

This step should be carried out once the initial pilot
clients that reside within the boundaries of the Central
site have been deployed. Once each new primary or
secondary site has been deployed, pilot clients should
be defined and deployed within the new sites
boundaries.

It is also advisable to run through any non-destructive
tests that were carried out when the product was tested
in a lab environment. This will ensure that all desired
features are working as expected in the production
environment.

This can be performed in a number of ways but should
ideally be performed using a staged approach. The
healthcare IT Administrator should monitor the
deployment carefully to ensure that no issues occur.
There are a number of built-in reports that can help with
the monitoring of client deployments.

Microsoft
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Section or Link Providing More

Task Description Information

Migrate to Native Mode Administrator Checklist: Migrating a Site to
Native Mode:

http://technet.microsoft.com/en-
gbl/library/bb632727.aspx

Table 53: Configuration Manager Deployment Approach

Additional Notes

Once the Configuration Manager deployment has been
completed successfully, the healthcare IT Administrator
should decide if the site will be configured as native
mode.
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8 OPERATE

During the Operate phase, solution components are proactively managed as an end-to-end IT
Service to ensure the service provides the required levels of solution functionality, reliability,
availability, supportability and manageability. Successfully bringing a well-designed service into a
production environment takes efficient planning to balance speed, cost and safety, while ensuring
minimum disruption to operations and supporting the 'business as usual' delivery of the
organisation's IT requirements.

Figure 23 acts as a high-level checklist, illustrating the critical components for which an IT
Professional is responsible for maintaining in a managed and operational Configuration Manager:

Maintaining a
Configuration _—

Manager =
Environment

Daily Tasks - Weekly Tasks | Ad-Hoc Tasks

Figure 23: Sequence for Operating Configuration Manager

8.1 Maintaining a Configuration Manager Environment

In order to ensure that Configuration Manager continues to operate effectively, a maintenance plan
should be developed. This maintenance plan should include the maintenance tasks and site
monitoring tasks that are described in the TechNet article Maintaining Configuration Manager
2007%.

Note

This section describes how to carry out the tasks that are specific to the guidance in this document and
should not be considered a complete list of tasks.

After a maintenance plan has been developed for all Configuration Manager sites, the details of the
plan should be documented so that it is easy to review and update. Having a maintenance plan
document also simplifies the monitoring of maintenance throughout the hierarchy. Documenting the
plan is especially important in large hierarchies where there can be many Configuration Manager
administrators. You can provide the plan document to the Configuration Manager administrators
that are responsible for site maintenance to ensure that sites are maintained as planned.

% Microsoft TechNet: Maintaining Configuration Manager 2007 {R31}:
http://technet.microsoft.com/en-us/library/bb693882.aspx
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Table 54 shows the tasks that are specific to this guidance document:

Frequency Task Description

Daily Check General Configuration Manager State

Daily Check Windows Event Logs

Daily Check Available Disk Space

Daily Ensure Configuration Manager Backup Task is Configured
Weekly/Ad hoc Check Boundary Configuration

Weekly Run Disk Defragmentation Tools

Ad hoc Restore Backup into Test Environment

Table 54: Configuration Manager Operations Tasks

8.1.1
8.1.1.1

Daily Tasks

Further Information
Section 8.1.1.1
Section 8.1.1.2
Section 8.1.1.3
Section 8.1.1.4

This task should be completed frequently if
Configuration Manager clients are being added
or network changes are occurring, and less
frequently if the environment is more static.

Section 8.1.2.1
Section 8.1.2.2
Section 8.1.3.1

Check General Configuration Manager State

The Configuration Manager status system gives the Configuration Manager Administrator the ability
to quickly see the overall state of the Configuration Manager environment. The Configuration
Manager Status Summariser displays the information to the administrator and summarises the
information by either Configuration Manager component or by Site System. This information is
forwarded upwards throughout the Configuration Manager hierarchy allowing the administrator to
easily check the functional status of a Configuration Manager site, Site System or Site System
Component. Table 55 shows the steps for checking the site status messages.

Step  Description Screenshot

kil System Center Configuration Managsr

1. Open the Configuration Manager Console,

I £ Site Management

= E3 Site Database (CEM - SCCM-SRY-01, Contoso

Component Status

navigate to the Component Status node
within the console and ensure that there are

=] & CEN - Contasa CEntral Site
= @ site Tettings

Look Far: |

Microsoft

. K . L7 Addresses 5. v | SieSystem | Component [ Thread:
NO errors or warnings in the rlght pane. U Boundaries \War...  SCCM-5GL-0L SMS_SRS_REFORTING FOINT  Started
'-ﬁ S‘E”t fgﬁtﬂﬁst o @ ok SCCM-SRY-01 SMS_IMVENTORY_DATA_LOADER.  Started
i i -cli 1 Clent Instalation Methads @ oK SCCM-SRY-1 SMS_IMVENTORY_PROCESSOR  Started
If there are any errors or warnings, right-click BB comparert Cortgrain [ @k oot e soted
on the component and select Show 3 EE'UF‘EatES QoK SoMSRY0L SMS_HIERARCHY MANAGER  Started
K R M, Accauics it @ok  sCCM-sRy-01 SMS_INBOX_MANAGER Started
Messages > All. This will start the status :,i E::;:Zy Metncs QoK SCCMsRY-nL SM5_INBON_MONITOR Started
. o . : Qok  scomsRv-ol SMS_OBIECT REPLICATION M... Started
message viewer where it is pOSSlb'e to _“J zf:tia:,::?j:s @ oK SCCM-SRY-01 SMS_OFFER_MANAGER Started
. . . 4 QoK scomsRy-o1 SMS_OFFER_STATUS_SUMMA...  Started
|nVeSt|gate the cause of the issue. _hj :,tt‘:t;iin::aw @ok  scCM-sRy-01 SMS_MP_CONTROL_MANAGER  Started
@ [ PO - Contaso Primary Sits QoK 5CoM-SRY-01 SMS_MP_FILE_DISPATCH_MAN... Started
(3 Computer Management @ok  scoMesRY-0L SMS_METWORK_DISCOVERY Started
I ystem Status QoK scomsRy-ol SMS_DISTRIBUTION_MAMAGER  Started
i1} Advertissment Status QoK scom-sRy-o1 SMS_CI_ASSIGNMENT_MANAGER  Started
{1, Package Status QoK scomsRy-ol SMS_CLIENT COMFIG_MANAGER  Started
Bl [ Site Status @ oK SCCM-SRY-01 SMS_COLLECTION_EWALUATOR,  Started
=1 4} CEW - Contoso CEntral Site @ ok SCCM-SRY-01 SMS_EXECUTIVE Started
oY oz S @Ok SCCM-SRY-1 SMS_AT_KE_MAMAGER Started
__ B Ske System Status @or  SCCM-sRY-01 SMS_AMT_PRORY_COMPOMENT  Started
& %i el by o @Ok SCCM-SRY-1L SMS_DATABASE_NOTIFICATIO... Started
51l 501 ; Secordlafy Sits Contosg @ok  sCCM-sRy-01 SMS_DESPOOLER. Started
1} Status Message Oueries 4
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Step

Description

Navigate to the Site System Status node
within the console and ensure that there are
no errors or warnings.

If there are any errors or warnings, right-click
the site system and select Show Messages
> All. This will start the status message
viewer where the cause of the issue can be
investigated.

Table 55: Viewing Configuration Manager Status Messages

Note
When a component is experiencing issues, Configuration Manager will set its icon to either Warning % or
Critical €3. These icons will be reset after 24 hours providing the issue has been resolved. To accelerate
this, it is possible to right-click the component and select Reset Counts. This process will take a few
minutes to complete and will be reflected in the console.

8.1.1.2

Screenshot

;__J System Center Configuration Manager
= L3 Site Database (CEM - SCCM-5RY-01, Contoso
El L) Site Management
= & CEN - Contosa CEntral Site
=] L4 Site Settings
Ly Addresses
ljy Boundaries
53 Client Agents
5 Client: Installation Methods
[ Component Configuration
G Certificates
f;‘;\ Accounts
| Discovery Methods
L7 Senders
[3 Site Maintenance
|7 Status Filter Rules
[ Status Summary
g} Site Systems
= }:U P01 - Contoso Primary Site
L' Computer Management
=l [ System Status
= g_l'_l-l Advertisement Status
= gb Package Status
=[5 Site Status
(| 4} CEM - Contoso CEntral Site

=

Check Windows Event Logs

Site System Status 12t

Look For: l—

Skatus | Site System | Role
L;‘})OK VWSCCM-S0L-01 Confighgr comp
L;__'})OK WSCCM-SRY-01 ConfigMgr comp
(oK 11SCCM-SRY-01 Configrgr distrit
LL’—)OK 1SCCM-SRY-0115M5...  Confighgr distrit
@OK VSCCM-SRY-01 Confighgr mana
ok |\SCCM-SRY-01 CanfigMgr PAE s
ok VWSCCM-SRY-01 Confighgr repor
i_-‘i)OK 11SCCM-SRY-01 Confighgr Site 5
@OK 11SCCM-SRY-01 Confighigr softw
[Box SCCM-5GL-01 CorfigMgr SGL s
VWSCCM-S0L-01 Confighgr 5oL s‘

(o

Start 3

Refresh

All

Error
Warnings
Info

Propertics

Help

The Windows Event Log can be used to determine if any issues are being experienced on the
server that may not be immediately obvious, but could be causing performance or other issues that
may affect Configuration Manager.

To start the Windows Event Log Viewer, run Eventvwr.msc from the Start > Run dialog box.

8.1.1.3

Check Available Disk Space

The Configuration Manager status system also collects data on available disk space for all
Configuration Manager Site Systems. Using the Site System Status node allows the administrator
to quickly check the levels of free disk space on every server within the hierarchy. Table 56 shows

the steps for checking free disk space on Configuration Manager site systems:

Step Description

1. Open the Configuration
Manager Console and navigate
to the Site System Status node.

Each Site System will have
Total, Free and %Free columns
detailing the free space. This

Screenshot

8 ystem Center Configuration Mansger
) [ Site Database (CEN - SCCH-SRY-01, Contosol
£ (9 Ste Managerment
51 &) CEN - Contoso CEntral Ste
E] [3# Ste Settings
2y Addresses
(3 Boundries
3) Client Agents
[ et Installaton Methods
3 Componert: Configuration
21 Certficates
[ accounts
) Discovery Methods

2 senders
£1 ste Maintenance
" Status Fiter Rules

information may be repeated if
the server hosts more than one

Site System role.

Table 56: Checking Site System Free Disk Space

=
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8.1.1.4

Ensure Configuration Manager Backup Task is Configured

The Configuration Manager Backup Task is configured via the Administrator Console, and
performing this task is the recommended way of ensuring that a successful backup of any
Configuration Manager server takes place. Table 57 shows the process for configuring the

Configuration Manager backup task.

Warning

required for a restore.

Step Description

1. Open the Configuration Manager Console and
navigate to the Tasks node for the primary site.
In the right pane, right-click on the Backup ConfigMgr
Site Server task and select Properties.

2. Select Enable this task.

Screenshot

QJ System Center Configuration Manager

[ L Site Database (CEM - SCCM-SRY-01, Contaso

= [ Site Management
=1 & CEN - Contoso CEntral Site
= L@ Site Settings
1y Addresses
[y Boundaries
L33 Client Agents
(5] Client Installation Methods
[ Companent Configuration
B LG Certificates
L& Accounts
L3 Discovery Methads
174 Senders
El 3 Site Maintenance
07 5L Commands

If the server is backed up by another means, it is still important that the healthcare IT Administrator
ensures that the Configuration Manager Backup task is run. Configuration Manager stores data in the
Registry, the Configuration Manager database and the file system, and it is important that this information
is backed up simultaneously to ensure a successful restore. The Configuration Manager Backup task
takes all the necessary steps to ensure data consistency, so that no further administrative effort is
required. The Configuration Manager backup task includes all data from the Registry, Configuration
Manager Database and the file system and contains all the data specific to Configuration Manager that is

Tasks 21 items found

Lock For: I

[ Rrebuild Indexes
L&]Munitur Keys
B Delete Aged Inventd
[ Delete Aged Status
| Delete Aged Discovery Data

3 Delete Aged Collected Files

| Delete Aged Software Metering Data

Refresh

Properties

Help

A Delete Aged Software Metering Summary D:

Backup ConfigMgr Site Server Properties [ X|

Configure the Schedule to run on a nightly basis. General |
Click Set Paths.
This kask backs up the site database and impartant site
= server information.
V¥ Enable this task Set Paths |
Site and SOL backup destination: 0
r— Schedule
Start after: ' Honday
ED:DD _I: v Tuesday
v Wednesday
v Thursday
Latest start kime: v Friday
ES:DU = v Saturday
v Sunday
0k, I Cancel | Lpply Help
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Step Description Screenshot
3. Click Network path (UNC name) for site data and
database and SpeC|fy the netWOfk Share Where the Specify the locations ko store the site data backup and site database backup. The site
data iS to be StOred. ThlS Share must be accessible to server machine account must have Full contral of the destination folder,
the site server machine account.
It is also possible to configure the backups to write to Destination Options
the local disk on both the site server and the SQL £ Lioca drive o site server

server, if they are separate.

% ifjebwark path (LRNC name) For site data and database |

" Local drives on site server and SQL Server

Site and SGL backup destination: \\BackupServerSiteBacklUp Browse |

_ﬂ Specifying a local drive on the site server or a single netwark path will stare the site
data backup and the database backup at the same location.

oK Cancel Help

Table 57: Configuring the Configuration Manager Backup Task

By following the steps in Table 57, the healthcare IT Administrator ensures that all relevant files
and data are backed up to the location specified. Additionally, utilise the health organisation’s
standard backup methods to back up the files that are created by the Configuration Manager
Backup Task, for example, using a tape backup solution. The backup task will overwrite itself each
time it is executed, so using the health organisation’s backup solution allows the healthcare IT
Administrator to create an archive of previous backups, which can be used if there is a need to
restore.

For additional information relating to backup for Configuration Manager, refer to the TechNet
articles Backing up Configuration Manager Sites*® and Tasks for Backing Up a Site”.

8.1.2 Weekly Tasks
8.1.2.1 Check Boundary Configuration

Boundaries are extremely important in ensuring that Configuration Manager Software Distribution,
Software Updates and Operating System Deployment are functioning as effectively as possible.
For this reason, the healthcare IT Administrator should regularly verify that the boundaries for all
Configuration Manager sites are configured correctly. This task may not need to be performed
weekly, but should be performed whenever any of the network configurations are changed or any
new sites are added to the environment. Section 5.2.3.1 covers the procedures for performing this
task.

% Microsoft TechNet: Backing up Configuration Manager Sites {R32}:
http://technet.microsoft.com/en-us/library/bb694133.aspx

%7 Microsoft TechNet: Tasks for Backing Up a Site {R33}:
http://technet.microsoft.com/en-us/library/bb680862.aspx
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8.1.2.2 Run Disk Defragmentation Tools

Over time, disk volumes on Configuration Manager Sites become fragmented and site operations,
such as distributing large software packages, might significantly increase fragmentation on site
servers and distribution points. In order to maintain the performance levels of disk operations it is
essential to run disk defragmentation tools on a regular basis. Third-party tools can be used for this
task, or the built-in Windows tools can be used by running the following command:

C:> Defrag <Volume>

In the above example, <volume> is the drive letter to defragment, including the colon (:) after the
drive letter.
Note

On a Windows Server 2008 server this task can be scheduled using the Defrag task in the built-in Task
Scheduler Library. On Windows 2003 servers a custom task scheduler task can be created to perform the
defragmentation.

8.1.3 Ad-Hoc Tasks

8.1.3.1 Restore Backup into Test Environment

It is important to ensure that the Configuration Manager healthcare IT Administrator is familiar with
the procedures for restoring a Configuration Manager backup. This is the best way to be fully
prepared for a site recovery operation, should the need arise. Further information regarding the
Configuration Manager site restore process are outlined in the TechNet articles Recovering
Configuration Manager Sites®® and Tasks for Recovering a Site®®, and should be performed in a
test environment, from time to time, to ensure familiarity.

% Microsoft TechNet: Recovering Configuration Manager Sites {R34}:
http://technet.microsoft.com/en-us/library/bb680751.aspx

% Microsoft TechNet: Tasks for Recovering a Site {R35}:
http://technet.microsoft.com/en-us/library/bb680456.aspx
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APPENDIX A SKILLS AND TRAINING RESOURCES

The tables in PART | of this appendix list the suggested training and skill assessment resources
available. This list is not exhaustive; there are many third-party providers of such skills. The
resources listed are those provided by Microsoft. PART Il lists additional training resources that
might be useful.

PART | TRAINING RESOURCES

For further information on System Center Configuration Manager, see
http://www.microsoft.com/sccm.

Skill or Technolo . .
9y Resource Location Description
Area
SCCM Training http://www.microsoft.com/systemcenter/configurationmanager/en/  Links to Learning resources
us/learning-resources.aspx available from Microsoft and

Microsoft Learning Partners

SCCM Product Documentation  http://www.microsoft.com/systemcenter/configurationmanager/en/  Links to product documentation
us/product-documentation.aspx and whitepapers

Table 58: Microsoft System Center Configuration Manager 2007 Training Resources

PART Il SUPPLEMENTAL TRAINING RESOURCES

Title Link
Microsoft TechNet System Center Configuration http://technet.microsoft.com/en-gb/configmgr/default.aspx
Manager TechCenter
Myl Tforum.com (forum site focusing on SCCM) http://www.myitforum.com

Table 59: Supplemental Training Resources

Page 163
System Center Configuration Manager 2007 — Deployment Guide

M’C’OSO”M Prepared by Microsoft, Version 1.0.0.0

Last modified on 26 February 2010


http://www.microsoft.com/sccm
http://www.microsoft.com/systemcenter/configurationmanager/en/us/learning-resources.aspx
http://www.microsoft.com/systemcenter/configurationmanager/en/us/learning-resources.aspx
http://www.microsoft.com/systemcenter/configurationmanager/en/us/product-documentation.aspx
http://www.microsoft.com/systemcenter/configurationmanager/en/us/product-documentation.aspx
http://technet.microsoft.com/en-gb/configmgr/default.aspx
http://www.myitforum.com/

Prepared by Microsoft

APPENDIX B

DOCUMENT INFORMATION

PART | TERMS AND ABBREVIATIONS

Abbreviation Definition

AISP Asset Intelligence Synchronization Point
AMT Active Management Technology

App-V Microsoft Application Virtualization

BITS Background Intelligent Transfer Service
Cul Common User Interface

Configuration Manager

System Center Configuration Manager 2007

CPU

Central Processing Unit

DNS Domain Name System

DP Distribution Point

FSP Fallback Status Point

IBCM Internet-Based Client Management
IS Internet Information Services
IP Internet Protocol

IPv6 Internet Protocol Version 6
MAC Media Access Control

MP Management Point

MSI Windows Installer Package
NAP Network Access Protection
NAT Network Address Translation
NIC Network Interface Card

NLB Network Load Balancing
OOBSP Out of Band Service Point
0S Operating System

0SD Operating System Deployment
PDA Personal Digital Assistant

PKI Public Key Infrastructure

PSP PXE service point

R2 Release 2

RP Reporting Point

RPC Remote Procedure Call

RSP Reporting Services Point
SHVP System Health Validator Point

Microsoft
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Abbreviation Definition

SLP Server Locator Point

SMB Server Message Blocks

SMP State Migration Point

SMS Systems Management Server

SP Service Pack

SRS SQL Reporting Services

SSL Secure Sockets Layer

USMT User State Migration Tool

VPN Virtual Private Network

WAN Wide Area Network

WDS Windows Deployment Server
WebDAV Web-based Distributed Authoring and Versioning
Windows PE Windows Pre-Execution Environment
WINS Windows Internet Naming Service
WMI Windows Management Instrumentation
WSUS Windows Server Update Services

Table 60: Terms and Abbreviations
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PART Il REFERENCES

Reference Document Version

R1. System Center Configuration Manager 2007 Software Update Management Guide: 1.0.0.0
http://www.microsoft.com/industry/healthcare/technology/hpo/serverbuild/sms.aspx

R2. System Center Configuration Manager 2007 Operating System Deployment Guide: 1.0.0.0
http://www.microsoft.com/industry/healthcare/technology/hpo/serverbuild/sms.aspx

R3. System Center Configuration Manager 2007 Software Distribution Guide: 1.0.0.0
http://www.microsoft.com/industry/healthcare/technology/hpo/serverbuild/sms.aspx

R4. System Center Configuration Manager 2007 TechCenter:
http://technet.microsoft.com/en-gb/configmgr/default.aspx

RS. System Center Configuration Manager 2007 TechNet Library:
http://technet.microsoft.com/en-gb/library/bb735860.aspx

R6. Microsoft TechNet: Software Metering in Configuration Manager:
http://technet.microsoft.com/en-gb/library/bb694169.aspx

R7. Microsoft Downloads: Configuration Manager 2007 Configuration Pack Catalog:
http://www.microsoft.com/technet/prodtechnol/scp/configmgr07.aspx

R8. Microsoft TechNet: Desired Configuration Management in Configuration Manager:
http://technet.microsoft.com/en-gb/library/bb693504.aspx

R9. Microsoft TechNet: Out of Band Management in Configuration Manager 2007 SP1:
http://technet.microsoft.com/en-gb/library/cc161989.aspx

R10. Microsoft TechNet: Reporting in Configuration Manager 2007:
http://technet.microsoft.com/en-gb/library/bb632630.aspx

R11. Microsoft TechNet: Mobile Device Management in Configuration Manager:
http://technet.microsoft.com/en-gb/library/bb633175.aspx

R12. Microsoft TechNet: Network Access Protection in Configuration Manager:
http://technet.microsoft.com/en-gb/library/bb693725.aspx

R13. Microsoft TechNet: How to Configure Network Load Balancing for Configuration Manager Site Systems:
http://technet.microsoft.com/en-gb/library/bb633031.aspx

R14. Microsoft TechNet: Planning and Deploying Clients for Configuration Manager 2007:
http://technet.microsoft.com/en-gb/library/bb680373.aspx

R15. Microsoft TechNet: How to Provision Configuration Manager Client Installation Properties using Group
Policy:
http://technet.microsoft.com/en-us/library/bb632469.aspx

R16. Microsoft TechNet: Firewall Settings for Configuration Manager Clients
http://technet.microsoft.com/en-us/library/bb694088.aspx

R17. Microsoft TechNet: How to Install Configuration Manager Clients Using Computer Imaging:
http://technet.microsoft.com/en-us/library/bb694095.aspx

R18. Microsoft TechNet: How to Install Configuration Manager Clients Manually:
http://technet.microsoft.com/en-us/library/bb693546.aspx

R19. Microsoft TechNet: Security and Privacy for Configuration Manager 2007:
http://technet.microsoft.com/en-gb/library/bb680768.aspx

R20. Microsoft TechNet: Accounts and Groups in Configuration Manager:

http://technet.microsoft.com/en-gb/library/bb693732.aspx
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Reference Document Version

R21.

Microsoft TechNet: Configuration Manager Site Modes:
http://technet.microsoft.com/en-gb/library/bb680658.aspx

R22. Microsoft TechNet: Deploying Configuration Manager Sites to Support Internet-Based Clients:
http://technet.microsoft.com/en-us/library/bb680388.aspx

R23. [IS.NET: Installing and Configuring WebDAV on IIS 7.0:
http://go.microsoft.com/fwlink/?Linkld=108052

R24. MSDN: How to: Create a New SQL Server 2005 Failover Cluster (Setup):
http://msdn.microsoft.com/en-us/library/ms179530(SQL.90).aspx

R25. MSDN: How to: Create a New SQL Server Failover Cluster (Setup):
http://msdn.microsoft.com/en-us/library/ms179530.aspx

R26. Microsoft Help and Support: How to obtain the latest service pack for SQL Server 2005:
http://support.microsoft.com/kb/913089

R27. Microsoft Web Site: SQL Server 2008 Homepage:
http://www.microsoft.com/sqlserver/2008/en/us/default.aspx

R28. Microsoft Help and Support: When a 32-bit process tries to update a string value with a new value that
contains the %ProgramFiles% string, the %ProgramFiles% string is converted to the
%ProgramFiles(x86)% string in a 64-bit environment:
http://support.microsoft.com/kb/960037

R29. Microsoft TechNet: About Configuration Manager Client Installation Properties:
http://technet.microsoft.com/en-us/library/bb680980.aspx

R30. Microsoft TechNet: How to Pre-provision the Trusted Root Key on Clients:
http://technet.microsoft.com/en-us/library/bb680504.aspx

R31. Microsoft TechNet: Maintaining Configuration Manager 2007:
http://technet.microsoft.com/en-us/library/bb693882.aspx

R32. Microsoft TechNet: Backing up Configuration Manager Sites:
http://technet.microsoft.com/en-us/library/bb694133.aspx

R33. Microsoft TechNet: Tasks for Backing Up a Site:
http://technet.microsoft.com/en-us/library/bb680862.aspx

R34. Microsoft TechNet: Recovering Configuration Manager Sites:
http://technet.microsoft.com/en-us/library/bb680751.aspx

R35. Microsoft TechNet: Tasks for Recovering a Site:

http://technet.microsoft.com/en-us/library/bb680456.aspx
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