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1 EXECUTIVE SUMMARY

The software distribution feature of System Center Configuration Manager 2007 R2 (Configuration
Manager) provides the capability to distribute and install software to any client machines within a
healthcare organisation. Combined with the reporting and software inventory features, it represents
a complete solution to software distribution and management of the Windows® client and server
estates in a healthcare organisation.

The System Center Configuration Manager 2007 Software Distribution Guide provides information
and guidance to help healthcare IT Administrators to quickly and reliably use the software
distribution feature of System Center Configuration Manager. This guide can be used to aid
healthcare organisations who have already deployed Configuration Manager, or can be used in
conjunction with the System Center Configuration Manager 2007 Deployment Guide' to deploy
Configuration Manager within the healthcare organisation.

' System Center Configuration Manager 2007 Deployment Guide {R1}:
http://www.microsoft.com/industry/healthcare/technology/hpo/systman/scom.aspx
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2 INTRODUCTION

2.1 Value Proposition

This document provides guidance on implementing and using the software distribution feature of
Configuration Manager. The guidance will help a healthcare IT Administrator to:

® Understand which software distribution strategies are available and how to configure them
m  Create collections for software distribution targeting
m  Create software distribution packages to target computers, users or user groups

This document provides the information required to quickly become familiar with the software
distribution feature and understand the appropriate decisions that need to be made in order to
deploy and use the solution. It also provides step-by-step guidance showing how to create the
objects required within Configuration Manager to perform the software distribution.

This guidance has been created to reduce the amount of time the healthcare IT Professional needs
to implement and use software distribution using an existing Configuration Manager infrastructure.
This infrastructure may have been created using the guidance in System Center Configuration
Manager Deployment Guide {R1} or may have been separately installed and configured.

2.2 Knowledge Prerequisites

To effectively implement the recommendations made throughout this document, a number of
knowledge-based and environmental infrastructure prerequisites should be in place. This section
outlines the knowledge and skills required to use the System Center Configuration Manager 2007
Software Distribution guidance, while section 2.3 details the necessary infrastructure prerequisites.

Section 2.2.1 details the prerequisite skills and knowledge, and section 2.2.2 details the information
and suggested training resources or skill assessment.

221 Skills and Knowledge

The technical knowledge and minimum skills required to use the System Center Configuration
Manager 2007 Software Distribution guidance are discussed in the following sections:

2.21.1 Configuration Manager Software Distribution

The Configuration Manager software distribution feature automates the distribution of programs to
Configuration Manager clients. Using software distribution eliminates the inefficient and costly
process of a healthcare IT Professional visiting every location where the software is required, and
manually installing it. The automated process of software distribution eliminates the need to travel
to the client location and helps prevent errors such as entering incorrect values in prompts, running
incorrect programs, or entering incorrect arguments. By using software distribution, Configuration
Manager clients can successfully run programs and install software without the user needing to
know how to run these programs or which setup options are best for them. Software distribution
allows the healthcare organisation to centrally define and control how and when programs run on
client computers. The healthcare IT Administrator can choose how little, or how much, users
manage.

Central management of the software distribution in the healthcare organisation allows healthcare IT
Administrators to monitor the distribution process from beginning to end. Configuration Manager
generates detailed status messages that allow the monitoring of individual Configuration Manager
clients. This also allows the healthcare IT Administrator to provide assistance to those clients that
are having difficulties running a program. Sections 2.2.1.1.1 to 2.2.1.1.7 describe the key
components that relate to software distribution.
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2.2.1.1.1 Collections

The healthcare IT Administrator can make software products available to as many computers or
users as required. The Configuration Manager clients that need to receive the program must be
members of a collection (referred to as the target collection). The target collection can contain a
single client, all the clients that are assigned to a specific site, or any subset of clients. When the
program is distributed to the target collection, all the clients that are members of that collection
receive the program. This allows the healthcare organisation to distribute programs to specific
computers, users or user groups, and any group of client computers that share a common set of
hardware or software attributes.

Collections, in which membership rules are based on queries, are dynamic. After the initial
membership list is created, if the collection has been configured with an update schedule, clients
are automatically added to, or removed from the collection, as appropriate. Configuration Manager
client computers that initially did not meet the collection's criteria, but meet the criteria at a later
time, automatically become members of the collection. Configuration Manager clients that initially
meet the collection's criteria, but then no longer meet the criteria, are automatically removed from
the collection (this does not result in any software that was deployed using the collection being
uninstalled). In a dynamic environment, Configuration Manager keeps collections current, thus
ensuring that only the appropriate Configuration Manager clients receive distributed programs.

The following scenario illustrates the benefits of this behaviour:
1. A program is distributed to the 'All Windows Vista® Systems’ collection.
2. Only Configuration Manager client computers running Windows Vista receive the program.

3. Afew Configuration Manager client computers running Microsoft Windows® XP upgrade to
Windows Vista.

4. The newly-upgraded Configuration Manager clients automatically become members of the
‘All Windows Vista Systems’ collection.

5. The program that was distributed to the ‘All Windows Vista Systems’ collection
automatically becomes available to the newly-upgraded Configuration Manager clients
(along with any other programs that are available to the ‘All Windows Vista Systems’
collection).

2.2.1.1.2 Programs

The purpose of using the software distribution feature is to automate the process of making a
program available to target clients. A program can be a file name (Configuration Manager uses file
association to run such programs) or anything else that can run from a command prompt, such as a
batch file or a Windows Installer command line.

Programs have a wide range of configurable options such as security context, supported platforms,
and environment requirements. A program's command line can be anything from setup programs to
simple batch command lines. Programs often need to download files to the client when they run, for
example, installation programs must download installation files. The files that a program requires
when it runs are called package source files.

Sometimes, more than one program can be associated with the same set of source files. For
example, there can be several variations of a setup program that install the same software by using
the same source files. However, each setup program runs differently and provides different setup
options, such as running without user intervention, or performing an upgrade rather than a full
installation. To provide clients with all these setup options, several programs need to be defined for
the same set of source files.
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A copy of the source files must be distributed to one or more servers that are accessible to clients,
so that when the program runs on client computers, it can access the files that it requires. The
Distribution Point (DP) is a Configuration Manager site system that performs that role. Some
programs are not associated with source files. In this case, either the programs use files that are
already stored on the client computers, or access to the required files is coordinated outside of the
Configuration Manager software distribution. For example, the command line Defrag.exe c¢: might
not be associated with source files. In this case, when the program runs on client computers, a
local copy of Defrag.exe runs.

2.2.1.1.3 Packages

Programs, source files, and source file paths are the main components that make up a software
distribution package. A Configuration Manager package is the basic unit of software distribution.

Packages vary widely, depending on their purpose. A package might have source files associated
with it. A package also typically has at least one program, and can have as many programs as
needed.

2.2.1.1.4 Advertisements

Another object that is associated with software distribution is the advertisement. Advertisements
are the objects that make programs available to clients. The advertisement links the program and
package to a collection. A program must be advertised before clients can run it. A variation of an
advertisement is an assignment, which is a mandatory advertisement that must run on the client.
Advertised programs appear at the Configuration Manager client both in the Configuration Manager
user interface and in Programs and Features (Windows Vista and Windows® 7) or Add or
Remove Programs (Windows XP and Windows 2000) in Control Panel.

2.21.1.5 Understanding Windows Installer Source Location Manager

Windows Installer Source Location Manager allows Configuration Manager clients to dynamically
update Windows Installer network locations. It does this on a per-product basis, and only updates
source network locations for those Windows Installer products currently installed on the computer.
It will support both per-machine and per-user installations. There are three main methods by which
the Windows Installer locations are updated:

®  Execution of a Configuration Manager program that contains Windows Installer information
®  An administrator-defined recurring schedule

m  Configuration Manager client roaming to a location supported by a different management
point

Maintaining a valid network source path for an installed Windows Installer product is valuable when
the user needs to make an addition to their installed components, when a product repair is
triggered, or when the original files are required as part of the patching process. If Configuration
Manager is aware of the product source locations, when a client roams away from its home site,
the Configuration Manager client will update Windows Installer with the local path to the source
files. If Windows Installer then requires access to the source files for the application as part of any
addition or maintenance, it will contact the local DP rather than connecting to the location from
where the application was originally installed. This can prevent Windows Installer from connecting
to installation shares across a Wide Area Connection (WAN) connection.

2.2.1.1.6 Software Distribution Security

Configuration Manager software distribution is a powerful feature that can be used as a major point
of attack if not secured properly. When installing packages, Configuration Manager can use
elevated rights in either the user or the system context, even if the user does not have
administrative rights. This allows an attacker to effectively run any attacks that require elevated
rights.
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Security guidance specific to the software distribution feature of Configuration Manager has been
included, where appropriate, throughout this guidance, and is repeated in section 8.4 to provide the
healthcare IT Administrator with a single reference point, where all software distribution security
considerations can be reviewed.

2.2.1.1.7 How Software Distribution Works

To distribute software to Configuration Manager clients, a software distribution package and
program need to be created and then advertised to the relevant clients. Advertising the program
makes a program available to a specified target collection. The advertisement contains the name of
the program, the name of the target collection, and the scheduling configuration (such as when to
run the program or when the program will expire).

However, the site's Configuration Manager clients will not be able to receive advertised programs
until the software distribution client agent is enabled on the site's Configuration Manager clients.
This primarily allows Configuration Manager clients to receive and run programs that are
advertised.

When the feature is enabled, packages, programs, and advertisements can be created to deliver
the programs that Configuration Manager clients need. Figure 1 shows a high-level overview of the
software distribution process in Configuration Manager:

e’ ‘ Site Server ‘ Central Site

Management Point

Configuration
Manager
Database Server

Management
Point

Distribution Point

Dlstrlbutlon Point

Protected
Distribution Point

Branch
Distribution Point

Configuration
Manager Client

b DDODE

Figure 1: Software Distribution Overview

Page 5
- ) System Center Configuration Manager 2007 — Software Distribution Guide
M’C’OSO# Prepared by Microsoft, Version 1.0.0.0

Last modified on 26 February 2010



Prepared by Microsoft

Table 1 shows the steps involved in the software distribution process:

Step
1.

Description

The Configuration Manager site server copies the package source files to the Distribution Points (DPs) according to the
package configuration.

Note
If a package has no source files, this step does not take place.

For each advertisement, details of the collection, package and program are made available on the Management Point
(MP).

The Configuration Manager site server forwards any package, program and advertisement data to any child sites; this
includes the package source files if a DP has been specified for that site or any of its child sites.

The Configuration Manager client will periodically request new policies from the MP. The policies contain information on
which software is required to be installed, including any scheduling data along with any other Configuration Manager
client-side settings.

When software is scheduled to be installed, the Configuration Manager client makes a content location request to the
Management Point and waits for a response. The content location request tells the Configuration Manager client which DP
to connect to in order to install the software, and if those locations are considered to have fast or slow connections to the
DP based on configured boundaries.

If the package has package source files, the source files are either executed from the DP or downloaded to the
Configuration Manager client cache and executed locally.

The Configuration Manager Branch Distribution Point downloads the contents of the package to its local cache, which is
made available to other local clients.

The Configuration Manager client executes the program using the package source files made available by the
Configuration Manager Branch Distribution Point.

Table 1: Software Distribution Overview Steps

2.2.2

Training and Assessment

Guidelines on the basic skill sets that are required in order to make best use of the System Center
Configuration Manager 2007 Software Distribution guidance are detailed in APPENDIX A. These
represent the training courses and other resources available. All courses mentioned are optional
and can be provided by a variety of certified training partners.

2.3

Infrastructure Prerequisites

The following are prerequisites for using a Configuration Manager 2007 infrastructure for software
distribution.

An existing System Center Configuration Manager 2007 R2 infrastructure with SP2 or
above

®  Windows 7, Windows Vista, Windows XP Professional (SP2 or SP3), or Windows® 2000
Professional SP4 required for all desktop clients

®  Microsoft Windows® 2000 Server SP4, Windows Server® 2003 or Windows Server® 2008
(including R2) required for all server clients

®  Configuration Manager client deployed to clients

E ‘Configuration Manager Software Updates’ feature enabled for Configuration Manager
clients
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2.4 Audience

The guidance contained in this document is targeted at a variety of roles within the healthcare IT
organisations. Table 2 provides a reading guide for this document, illustrating the roles and the
sections of the document that are likely to be of most interest. The structure of the sections referred

to is described in section 3.1.

e > @
E=R e o > 2
Role Document Usage 3 E s = O S
e E § > = =3 ]
x 3 8 D IS 7} o
Www o 0 [72) (= o
IT Manager Review of the entire document to understand the v
justification and drivers, and to develop an
understanding of the implementation requirements
IT Architect Review the relevant areas within the document v v
against local architecture strategy and
implementation plans
IT Professional/ Detailed review and implementation of the guidance v v v v v v
Administrator to meet local requirements

Table 2: Document Audience

2.5 Assumptions

The guidance provided in this document assumes that the healthcare organisation has already
deployed, or is planning to deploy, a Configuration Manager infrastructure in mixed security mode.
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3 USING THIS DOCUMENT

This document is intended for use by healthcare organisations and IT Administrators who wish to
use Configuration Manager to perform software distributions. The document should be used to
assist with the planning and implementation of the Software distribution features of Configuration
Manager, and as a reference guide for the most common tasks involved with its use.

3.1 Document Structure

This document contains five sections that deal with the project lifecycle, as illustrated in Figure 2
and the list below:

® Plan

®  Develop
m  Stabilise
® Deploy
®  QOperate

Each section is based on the Microsoft IT Project Lifecycle as defined in the Microsoft Solutions
Framework (MSF) Process Model and the Microsoft Operations Framework (MOF). The IT Project
Lifecycle is described in more detail in the MSF Process Model White Paper2 and Microsoft
Operations Framework 4.0°. The MSF Process Model and MOF describe a high-level sequence of
activities for building, deploying and managing IT solutions. Rather than prescribing a specific
series of procedures, they are flexible enough to accommodate a broad range of IT projects.

2 MSF Process Model White Paper:
http://www.microsoft.com/downloads/details.aspx?FamilylD=e481cb0b-ac05-42a6-bab8-fc886956790e&DisplayLang=en

® Microsoft Operations Framework 4.0:
http://www.microsoft.com/technet/itsolutions/cits/mo/mof/mofeo.mspx
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The sections of this document are shown in Figure 2:

Plan

Develop

2 2

Stabilise

2

Deploy

2

Operate

Understanding Plannin Plannin Configuring
Configuration anning . 9 Collections for
. —»  Distribution Maintenance |
Manager Object Targetin Windows Software
Security geting Distribution
I
v
Planning where
to Store
Application
Source Files
Configuring Creating Securing Copying
Configuration Configuration Configuration Configuration
Manager > Manager > Manager g Manager
Packages Programs Packages Packages to DPs
Testing the
Deployment on
Pilot Computers
Deploying an Advertising
Application to > Packages to the
Production Production
Computers Environment
Monitoring a Making Changes Removing .Sof.twafe
> —»  Distribution
Deployment to Packages Packages Security

Figure 2: MSF Process Model Phases and Document Structure
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4 PLAN

The Plan phase is where the bulk of the implementation planning is completed. During this phase
the areas for further analysis are identified and a design process commences.

Figure 3 acts as a high-level checklist, illustrating the sequence of events that the IT Manager and
IT Architect need to determine when planning to use Configuration Manager software distribution
within a healthcare organisation:

Understanding
Configuration
Manager Object
Security

Planning
Distribution
Targetting

Planning
Maintenance
Windows

L

Configuring
Collections for | ||
Software 1
Distribution

Planning Where
to Store
Application
Source Files

— Hardware and Discovering Active
Software Inventory Directory Objects

Distributing Distributing Distributing
Software to = 4 Software to Users —»  Software to User
Computers Groups

Figure 3: Sequence for Planning for Software Distribution

4.1 Understanding Configuration Manager Object Security

Almost all objects within Configuration Manager are controlled by Configuration Manager object
security. Configuration Manager object security allows the healthcare IT Administrator to control
which users have access to various objects within the Configuration Manager Console. This is
especially important when using Configuration Manager software distribution because it allows the
administrator to grant access for certain Configuration Manager administrative users to information,
such as hardware or software inventory, for a specific collection of machines. However, it does not
necessarily grant the ability to distribute software to those machines.

Objects in Configuration Manager are made of classes and instances. A class is the type of object,
for example, a collection. An instance is a specific occurrence of a class, for example, the ‘All
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Systems’ collection. These security permissions can either be accessed from the Security tab on
the Properties dialog box of each object, or through the Security Rights node in the Configuration
Manager Console.

For more information on Configuration Manager Object Security, see the TechNet articles entitled
Overview of Configuration Manager Object Security and WMI* and Classes and Instances for
Object Security in Configuration Managers.

4.2 Planning Distribution Targeting

Configuration Manager uses collections to target distributions to Configuration Manager clients.
Collections can be made up by using direct membership or dynamic queries, built from any of the
available information in the Configuration Manager database. This includes hardware attributes,
such as free disk space or processor speed, software attributes, such as file version information,
and information from Active Directory®, such as Organizational Unit (OU), Site or security group
membership.

When deciding how to deploy software, the healthcare IT Administrator should first decide how the
computers or users are to be targeted. Depending on the requirements for targeting, one or more
discovery methods will need to be enabled.

Important

The healthcare IT Administrator should review the information provided in this section in order to fully
understand the distribution options available. In addition, section 7.1 contains information on how to
decide which method should be used when deploying an application into a production environment. Prior
to an application being deployed into production, it should be fully tested in a test or pilot environment.

421 Hardware and Software Inventory

Hardware inventory data can be used to create collections where members have a common
hardware characteristic. Software can then be distributed to these collections. For example, this
could allow software to be distributed to those Configuration Manager clients that meet the
minimum hardware requirements for that software.

The software inventory feature is useful for software distribution. Software inventory data can be
used to create collections that are based on file or product data. Software can then be distributed to
these collections. For example, this could allow an antivirus program to be distributed only to those
Configuration Manager clients that do not have this program installed. More information on
collecting hardware and software inventory can be found in the System Center Configuration
Manager 2007 Deployment Guide {R1}.

4.2.2 Discovering Active Directory Objects

Active Directory ‘discovery’ is the process that finds Active Directory computers, users, user groups
and containers by polling the nearest Active Directory domain controller. Within Configuration
Manager, there are several discovery methods available. The discovery methods that will be used
within this guidance are:

®  Active Directory User Discovery
m  Active Directory System Discovery

m  Active Directory System Group Discovery

* Microsoft TechNet: Overview of Configuration Manager Object Security and WMI {R2}:
http://technet.microsoft.com/en-us/library/bb632332.aspx

® Microsoft TechNet: Classes and Instances for Object Security in Configuration Manager {R3}:
http://technet.microsoft.com/en-us/library/bb632791.aspx
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m  Active Directory Security Group Discovery

Plan to specify the containers to be polled, such as specific domains, sites, OUs, or user groups.
Also, plan to specify the polling schedule.

Configuration Manager polls Active Directory when it is using one of the Active Directory discovery
methods. The Configuration Manager resources that are obtained from Active Directory do not
necessarily reflect the current Active Directory resources; objects might have been added,
removed, or changed in Active Directory since the most recent poll.

Configuration Manager must have read access to the containers configured for the Active Directory
discovery methods, by using the site server computer account, depending on the security mode
that Configuration Manager is running in. When the site server computer account is used by these
discovery methods, in domains other than the site server domain, the account must have domain
user credentials on those domains. As a minimum, the account must be a member of the Domain
Users group or the local Users group on the domains.

Table 3 lists and compares the Active Directory discovery methods used in this guidance:

Discovery Method

Active Directory User
Discovery.

Active Directory System
Discovery.

Active Directory System
Group Discovery.

Active Directory Security
Group Discovery.

Usage

Enable when the targeting of specific
users is required. Can also be used
to target users based on group
membership.

Used mainly for Configuration
Manager client installation; once
Configuration Manager clients have
been installed, Heartbeat Discovery
will maintain the system’s discovery
record. See the System Center
Configuration Manager 2007
Deployment Guide {R1} for
information on Configuration
Manager client installation and
discovery.

Enable when the targeting of
machines using OU membership or
group membership is required.

Enable if targeting of users based on
group membership is required.

Table 3: Active Directory Discovery Methods and Comparisons

4.2.2.1

Advantages

If a user is targeted using a
collection based on their group
membership, the user can
receive the new advertisement
without logging off and on.

This discovery method is mainly
used for Configuration Manager
client installation and is included
here for completeness.
Therefore, advantages are not
relevant.

Can assist with targeting systems
that are based on geographic
location according to Active
Directory OU or site membership.

This requires little intervention
from Configuration Manager
administrators and reduces the
latency involved in polling the
Active Directory.

Active Directory User Discovery

Use the Active Directory User Discovery method to discover the following:

®  User name

®  Unique user name (includes domain name)

Disadvantages

When a user’s group
membership changes, a number
of steps have to be completed
by Configuration Manager
before the collection is updated
to reflect this information. This
can lead to a large latency.

This discovery method is mainly
used for Configuration Manager
client installation and is included
here for completeness.
Therefore, disadvantages are
not relevant.

Similar to the Active Directory
User Discovery method, this
information requires Active
Directory to be polled and a
collection to be updated, so it
can take time to deploy
packages.

Package installation requires
users to log off and back on,
once group membership
changes.

Microsoft
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®  Active Directory domain
®  Active Directory container name
m  User groups (except empty groups)

Use this discovery method to discover accounts that are required to be categorised into
Configuration Manager collections. For example, if there is a need to distribute software to
collections of users, use this discovery method to determine which users are in the Active Directory
domains. If the healthcare organisation has users that require a specific software package, those
user accounts can be discovered, and a collection can be created containing those accounts.
Software packages can then be advertised to that collection exclusively, so that only the
appropriate users receive it.

Polling performed by Active Directory User Discovery can generate significant network traffic,
although it generates less traffic per resource than Active Directory System Discovery. Plan to
schedule the discovery to occur at times when this network traffic does not adversely affect network
use.

Also, because Configuration Manager polls Active Directory, the Configuration Manager resources
that are obtained from Active Directory do not necessarily reflect the current Active Directory
resources. Users might have been added, removed, or changed in Active Directory, since the most
recent poll.

Table 4 shows the Active Directory User Discovery method targets:

Target Directory Location Target Site to Run Discovery Recommended Setting
Configure so that only required objects are returned, Active Directory Security Group Disabled.

by targeting the closest level to the user objects, for  Discovery must only be enabled onthe  This should be disabled unless
example, the OU or container that contains the lowest level Primary sites in the specifically required.

users required. More than one query can be added, hierarchy.

if required.

Table 4: Active Directory User Discovery Targeting

Table 5 shows the steps involved in enabling the Active Directory User Discovery method:

Step Description Screenshot
. en the Configuration Manager Console an <] System Center Configuration Manager Discy Methods & kems Found
1 Open the Confi tion M (o le and ——
: . = L Site Database (CO1 - SCCM-SRV-01, CentralSte m—Mm7» ———
navigate to the Discovery Methods node. 5 9 Ste Management i pgr—
In the right pane, right-click on the Active = ‘ils'fs”;;'nz':e n Cohioeo Exeicle Ik
irectory User Discovery component an (7 Addresses Name
Directory User D ry comp tand
select Properties 11 Boundaries _-:-l: Active Directory System Group Discovery
k53 Client Agents “# Active Directory Security Group Discovery

(5} Client Installation Methods
&3 Component Configuration
¥ L) Certificates
LB Accounts
|3 Discovery Methods
55 Senders
+ [ Site Maintenance
|23 Status Filter Rules
[ Status Summary
® g} Site Systems

"3 Active Directory System Discovery

User Discovery
“3 Heartbeat Discovery
3 Network Discovery
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Step Description Screenshot
2. Select Enable Active Directory User Active Directory User Discovery Properties
Discovery.

General | Palling S chedule I Active Directory attribute I
Click the ] button to add a search location.

& |

= Active Directory User Discovery

¥ Enable fictive Direckary User Discovery

Ackive Directory containers: | =y | |

Diskinguished Mame | Recursive | Group

There are noitems to show in this view,

] 4 I Cancel | Apply | Help |
3. Select Local domain as the location and accept  [MPENRat i ione phn Ly Ed

the other default settings.
. Specify an Active Ditectory conkainer to search during the discover
Click OK. Procee. y ? 4

—Lacation

| ocal domain
" Local namespace

" Custom LDAP or GC query

Path:

Erawse... |

—3Search options

V¥ Recursive

™ 1ndude groups

(0’4 I Cancel Help
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Step Description Screenshot

4, Selegt the .container that F:on.tains the users that Select New Container
Configuration Manager will discover.
Select a container and click OF.

Note

Itis good practice to be as specific as

possible when specifying the container. It is =33 m
possible to specify more than one location, “ Builtin
and, by default, any sub-containers are also “| Computers

searched. 2| Domain Controllers
Click OK. 5 FaoreignS ecuntuPrincipals
| Servers
F | Users

Ok I Cancel |
5. Repeat steps 2 to 4 for each container to be Active Directory User Discovery Properties E3

searched.

General | Palling Schedule I Active Directary attribute I

=

%I: Active Directory User Discovery

¥ Enable Active Directary User Discavery

Active Directory containers: | frl )(l
Distinguished MName Recursive Group

Excluded

0k I Cancel Apply | Help |
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Step
6.

Description Screenshot

Click the Polling Schedule tab. Active Directory User Discovery Properties E

Select Run discovery as soon as possible. General  Poling Schedule | e e )|

Click Schedule to specify an ongoing schedule

for the discovery process ConfigMagr can pall Active Directory to discover users and the containers

in which thew belong. Specify how often to poll Ackive Directory,

Click OK.
Tip
Additional attributes can be discovered from Poling schedule
Active Directory using the Active Directory Occurs every 1 day(s) effeckive 010171995 00:00
attribute tab.

Schedule. .. |

¥ Run discovery as soon as possible

_!l Mote: This check box is cleared after the discovery request is made
ta the site database.

0k I Cancel | Apply | Help

Table 5: Configuring Active Directory User Discovery

The progress of the discovery process can be monitored by looking at the log file <Configuration
Manager installation folder>\Logs\Adusrdis.log. Once the discovery records have been processed
by Configuration Manager, they will be shown in the Configuration Manager Console within the ‘All
Users’ collection, and any other collection that is appropriate for the type of resource.

To view the discovery information that has been gathered for a computer, either double-click the
computer from within the Configuration Manager Console, or right-click on the computer in the
Console and select Properties.

Note

Collections will only update their contents according to the update schedule specified for the collection.
Therefore, it may be necessary to right-click on the collection and select Update Collection Membership

to

4.2.2.2

populate the collection members.

Active Directory System Discovery

Use the Active Directory System Discovery method to discover the following:

Computer name
Active Directory container name
IP address

Assigned Active Directory site

Do not plan to use Active Directory System Discovery to discover the client operating system.
There are other discovery methods, such as Network Discovery, that will do this.
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Caution

Polling performed by Active Directory System Discovery can generate significant network traffic
(approximately 5 KB per client computer). For this reason, plan to schedule the discovery to occur at a
time when this network traffic does not adversely affect network use.

Active Directory System Discovery is used mainly for Configuration Manager client installation.
Once the Configuration Manager client is installed, all information provided by Active Directory
System Discovery is provided directly by Heartbeat Discovery.

Because Configuration Manager polls Active Directory, instead of being notified of Active Directory
changes, the Configuration Manager resources obtained from Active Directory do not necessarily
reflect the current Active Directory resources. Computers might have been added, removed, or
changed in Active Directory since the most recent poll.

Table 6 shows the Active Directory System Discovery method targets:

Target Directory Location Target Site to Run Discovery Recommended Setting
Configure so that only required objects are Active Directory System Discovery must Enabled.

returned, by targeting the closest level to the  only be enabled on the lowest level This should be enabled, and scheduled
computer objects, for example, the OU or Primary sites in the hierarchy. according to the frequency with which
container that contains the computers new systems are added to the domain.
required. More than one query can be added if

required.

Table 6: Active Directory System Discovery Targeting

4.2.2.2.1 Discovering Custom Active Directory Attributes

The set of Active Directory attributes that Configuration Manager discovers during an Active
Directory System Discovery can be extended to include additional attributes. Table 7 below lists the
default attributes that are discovered.

Note

An attribute has to be associated with the computer class in Active Directory in order to be available for
this discovery method.

Type Attribute

Default (non-configurable) ADsPath
canonicalName
dNSHostName
Domain
memberOf
Name
objectClass
objectGUID
objectSID
operatingSystem

primaryGroup|D
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Type

Attribute

sAMAccountName

Table 7: Custom Attributes for Active Directory System Discovery

Table 8 shows the steps involved in enabling the Active Directory System Discovery method:

Step Description

Screenshot

1. Open the Configuration Manager Console and
navigate to the Discovery Methods node.

In the right pane, right-click on the Active
Directory System Discovery component and
select Properties.

;I_J System Center Configuration Manager
=] Lg Site Database {C01 - SCCM-SRY-01, Central Site
=l [ Site Management
=] ﬂ <01 - Central Sike in Contoso Example Inft
El L} Site Settings
[y Addresses
14y Boundaries
L5 Client Agents
(5} Client Installation Methods
i Component Canfiguration
551 Certificates
L8 Accounts
|4 Discovery Methads
L2y senders
3 Site Maintenance
[ Status Filker Rules
[ Status Summary
L&} Site Systems

Discovery Methods ¢ items

Look For: I

Mame

_‘E Active Directary System Group Discovery

_i Active Direckory Security Group Discovery
il ;

_ﬁ Active Direckory User Discovery

_ﬂ Heartbeat Discovery

_ﬁ Metwork Discovery

2. Select Enable Active Directory System
Discovery.

Click the _| button to add a search location.

Active Directory System Discovery Properties

General | Polling Schedule I Active Directory attribute I

gy | SR !
_?-I;.' Ackive Direckary Syskemn Discovery
¥ Enable Active Direckary System Discovery
Active Directory containers: | jl > |
Distinguished Mame | Recursive | Group
There are no ikems ko show in this view,
] 4 I Cancel Hpply Help

Microsoft
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Step Description

3. Select Local domain as the location and accept
the other default settings.

Click OK.

4. Select the container that contains the computers
that Configuration Manager will discover.

Note

Itis good practice to be as specific as possible
when specifying the container. It is possible to
specify more than one location and, by default,
any sub-containers are also searched.

Click OK.

Screenshot

Mew Active Directory Container E

Specify an Ackive Directory conkainer to search during the discovery

Process,

— Lacation

" Local domain
" Local namespace

" Custom LDAP or GC query

Pat;

Erowse. ., |

—3earch options

¥ Recursive

™ Include Qroups

o]

Cancel | Help |

Select New Container | x|

Select a container and click OF.

B coniosol
[+ | Builtin
| Computers
| Diomain Controllers
| ForeignSecurbyPrincipals
H-a] Servers
-] Users

Cancel

o]

Microsoft
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Step Description

5. Repeat steps 2 to 4 for each container to be
searched.

6. Click the Polling Schedule tab.
Select Run discovery as soon as possible.

Click Schedule to specify an ongoing schedule
for the discovery process.

Click OK.
Tip
Additional attributes can be discovered from

Active Directory using the Active Directory
attribute tab.

Table 8: Configuring Active Directory System Discovery

Screenshot

Active Directory System Discovery Properties

General | Palling 5cheduls I Active Directary attribute !

!‘_. Ackive Direckory System Discovery

¥ Enable Active Direckory System Discowvery

Ackive Direckary containers: | frl Xl
| Group
Excluded

Excluded

Distinguished Mame Recursive
LDAR: iOl=%ervers, DiC=cantosa,C...  Yes

LDAP: iCh=Computers, DC=contoso,D... Yes

ull | B
QK I Cancel | Apply | Help |
Active Directory System Discovery Properties

General  Poling Schedule | Active Directony attribute I

ZonfighMgr can poll Active Direckory to discover secority groups and the
containgrs in which they belong. Specify how often to poll Active
Directory,

Palling scheduls
Ciocurs every 1 day(s) effective 01/0171993 00:00

Schedule. .. |

¥ Run discavery as soon as possible

1% Mote: This check box is cleared after the discovery request is made
ko the site database,

o |

Cancel | Apply | Help

The progress of the discovery process can be monitored by looking at the log file <Configuration
Manager installation folder>\Logs\Adsysdis.log. Once the discovery records have been processed
by Configuration Manager, they will be shown in the Configuration Manager Console within the ‘Al
System’ collection, and any other collection that is appropriate for the type of resource. Only very
basic information is gathered as part of the discovery process and, as such, machines may not
appear within the appropriate collections until the Configuration Manager client is installed and the
inventory information has been processed by the Configuration Manager site server.

Microsoft
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To view the discovery information that has been gathered for a computer, either double-click the
computer from within the Configuration Manager Console or right-click on the computer in the
Console and select Properties.

4.2.2.3 Active Directory System Group Discovery
Use the Active Directory System Group Discovery method to discover the following:
®  QOrganizational units
®  Global groups
®  Universal groups
= Nested groups
®  Non-security groups (Distribution Groups)

Active Directory System Group Discovery can be run only on primary sites. It polls Active Directory
for all system resources in the Configuration Manager database, including those discovered at child
sites, and including secondary sites. Because Active Directory System Group Discovery does not
contact the computers directly, the computers do not have to be turned on to be discovered.

Polling performed by Active Directory System Group Discovery can generate significant network
traffic; schedule the discovery to occur at times when this network traffic does not adversely affect
network use.

Table 9 shows the Active Directory System Group Discovery method targets:

Target Directory Location Target Site to Run Discovery Recommended Setting
Configure the container(s) that contain the Active Directory System Group Only enabled if targeting of systems
computers that have already been discovered Discovery must be enabled on all based on OU or security group is
by the Active Directory System Discovery Primary Sites that have any required.

method. More than one query can be added, if Configuration Manager clients

required. assigned.

Table 9: Active Directory System Group Discovery Targeting

Table 10 shows the steps involved in enabling the Active Directory System Group Discovery
method:

Step Description Screenshot
1. Open the Configuration Manager Console and [ system Center Configuration Manager = | o i s )
: H = _'i Site Database (CEM - SCCM-SRY-01, C
navigate to the Discovery Methods node. 5 £ e Managermert e
In the right pane, right-click on the Active = TE:‘J E;“S'_t@;tt“t_s“ CEnkraliSite
. . ICe Sethings
Directory System Group Discovery component B2 Addresses e

and select Properties. iy Boundaries :_:f-l_ Active Directory System Group Discovery
L Client Agents

[5 Client Tnstallation Methe
[ Component Configurati
H 4..9 Certificates
L& Accounts
[} Discovery Methods
L7y senders
[ [ Site Maintenance

[ Status Filker Rules
3 Chokis Cumnenain

Active Directary Security Group Disc
_% Active Direckary System Discovery
’_'*.2 Active Direckory User Discovery
“d Heartbeat Discovery
:_:g Metwork Discovery
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Step Description Screenshot
2. Select Enable Active Directory System Group
Discovery.

General | Paling Schedule |
Click the _| button to add a search location.

:ﬂ Active Directory Security Group Discovery

=

™ Enable active Directary Security Group Discovery

Ackive Directory containers: | j‘l X |

Distinguished Mame | Recursive | Group

There are no ikerms bo show in this wiew,

] 4 I Cancel | Appl | Help |
3. Select Local domain as the location and accept x|

the other default settings.

. Specify an Active Directory lozation in which to search for the container. [f
Click OK. you wank to specify a custorm LDAP or GC location query, enter the query in
the path edit box.

r— Location

 Local forest
™ Custom LDAP or GC quens
Bath:

Browze... |

— Search options
V¥ Becursive

[ Include groups

QK I Cancel Help
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Step Description Screenshot

4. Select the container that contains the computers Select New Container ]

that Configuration Manager will discover.
Note Select a container and click OF.

Ensure that the container(s) that contain the

computers that have already been discovered = jf__] m
by the Active Directory System Discovery | Builin
method are specified. 7 Computers
. | Diamain Contrallers
Click OK. = . .
{ | FareignSecurityPrincipals
| Servers
1 Users
] 4 I Cancel |
5. Repeat steps 2 to 4 for each container to be Active Directory System Discovery Properties
searched.
General | Palling Schedule I Active Directary attibute I
!! Ackive Direckary Svstem Discovery
e
¥ Enable Active Directary System Discovery
Active Directory containers: | f_%rl xl
Distinguished Mame Recursive | Group
LDAR: [ fOU=5ervers,DC=contoso, D, Ves Excluded
LDAP: W Ch=Computers, D =contoso, D, Ves Excluded
1| | 2l
0k I Cancel Apply | Help |
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Step Description Screenshot

6. Click the Polling Schedule tab. Active Directory System Discovery Properties

Select Run discovery as soon as possible. General  Polling Schedule | Active Directary attribute I

Click Schedule to specify an ongoing schedule
; Confighgr can poll Ackive Direckory to discover security groups and the
for the dlscovery process. containers in which they belong. Specify how often ko poll Active

Click OK. Directory,

Palling scheduls
Qcours every 1 dawis) effective 01011993 00:00

Schedule... |

¥ Run discavery as soon as possible

1 Mote: This check box is cleared after the discovery request is made
to the site database,

0k I Cancel | Apply | Help |

Table 10: Configuring Active Directory System Group Discovery

To monitor the progress of the discovery, or to verify that the discovery process ran successfully,
review the log file <Configuration Manager installation folder>\Logs\Adsysgrp.log. Also, look at the
individual records from the administrator console to verify that the additional discovery information
has been appended.

To view the discovery details, either double-click a resource from within the All Systems collection
in the Configuration Manager Console, or right-click on the computer in the Console and select
Properties.
4.2.2.4 Active Directory Security Group Discovery
This discovery method allows the healthcare IT Administrator to create discovery information for:
® | ocal groups
B Global Groups
®  Universal Groups
= Nested Groups

Use Active Directory Security Group Discovery to discover user groups that need to be categorised
into Configuration Manager collections. For example, if there is a need to distribute software to
users in a specific security group, the security group can be added to a collection. Software
packages can then be advertised to only that collection, so that only the appropriate users receive
it.

Polling performed by Active Directory Security Group Discovery can generate significant network
traffic; therefore discovery should be scheduled to occur at times when this network traffic does not
adversely affect network use.

Table 11 shows the Active Directory Security Group Discovery method targets:
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Target Directory Location Target Site to Run Discovery Recommended Setting
Configure so that only required objects are Active Directory Security Group Discovery  Enable only if there is a requirement
returned, by targeting the closest level to the user must only be enabled on the lowest level to target software based on user
group objects, for example, the OU or container ~ Primary sites in the hierarchy. group membership.

that contains the user groups required. More than
one query can be added, if required.

Table 11: Active Directory Security Group Discovery Targeting

Table 12 shows the steps involved in enabling the Active Directory Security Group Discovery
method:

Step Description Screenshot
1. Open the Configuration Manager Console and | system Center Configuration Manager Discovery Methods & items fo
. h D M h d d = ‘—:‘. Site Database (CO1 - SCCM-SRY-01, CentralSte m 0 i— ——
navigate to the Discovery Methods node. = £ Site Management o [ |
. . . . = & €01 - Central Site in Contoso Example Inft
In the right pane, right-click on the Active B Bg Site Settings
Directory Security Group Discovery &h Addrzsses N;me
. 2 Ei 0 ES o i <
component and select Properties. B oo s T ——
(5} Client Installation Methods ] v Syste Discovery

[ Companent Configuration
5 Certificates

[f, Accounts

[ Discovery Methods

[y senders
3 site Maintenance

[ status Filker Rules

[} Status Summary
Lg} Site Systems

2. Select Enable Active Directory Security Group e e e e e E

Discovery.
General | Poling Schedule |
Click the _| button to add a search location.

"4 active Directory User Discovery
'_él Heartheat Discovery
_ﬁ Mebwork Discovery

?J; Ackive Directory Security Group Discovery

¥ Enable Active Directary Security Group Discovery

Active Directory containers: | =5 | |

Distinguished Mame | Recursive | Group

There are no ikems ko show in this view,

0k, I Cancel Apply Help
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Step Description Screenshot

3. Select Local domain as the location and accept [P TRE R i o aa e cAR E3

the other default seftings.
. Specify an Active Direckory container to search during the discovery
Click OK. process.

— Locakion

% Local domain
" Local namespace

™ Custom LDAP or GC query

Bath:

Brawse. .. |

— Search options

¥ Recursive

[ Include groups

(0’4 I Cancel | Help |

4, Select the containerthfat contains the.usgr Select New Container
groups that Configuration Manager will discover.
Click OK. Select a container and click OFK.
R contosol
F-1 | Builtin

| Computers

| Domain Contrallers

| ForeignSecurnitePrincipals
| Servers

- Users

0k, I Cancel
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Step Description

5. Repeat steps 2 to 4 for each container to be
searched.

6. Click the Polling Schedule tab.
Select Run discovery as soon as possible.

Click Schedule to specify an ongoing schedule
for the discovery process.

Click OK.

Table 12: Configuring Active Directory Security Group Discovery

Screenshot

Active Directory Security Group Discovery Properties

General | Folling Schedule

!'J Active Direckory Security Group Discovery
=]
¥ Enable Active Directary Security Group Discovery

Active Direckory conktainers: | o | |

Distinguished Mame Recursive | Group

LDAP: [ CN=Computers, DC=contoso,D.., Yes Excluded

LDAR: /i d=5ervers, D =conkoso, 0., Yes Excluded

l | H

0k, I Cancel | Apply | Help |

Active Directory Security Group Discovery Properties E

" General Foling Schedule |

Confighgr can poll Active Direckary to discover security groups and the
containers in which they belong. Specify how often ta poll Active
Directary.

Palling schedule
Occurs every 1 day(s) effective 017011998 00:00

Schedule. .. |

¥ Run discovery as soon as possible

_ﬂ Moke: This check box is cleared after the discovery request is made
to the site database.

Ok I Cancel | Apply | Help

The progress of the discovery process can be monitored by looking at the log file <Configuration
Manager installation folder>\Logs\Adsgdis.log. Once the discovery records have been processed
by Configuration Manager, they will be shown in the Configuration Manager Console within the ‘All
User Groups’ collection, and any other collection that is appropriate for the type of resource.

To view the discovery information that has been gathered for a computer, either double-click the
computer from within the Configuration Manager Console or right-click on the computer in the

Console and select Properties.
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4.3 Planning Maintenance Windows

Maintenance windows allow the healthcare IT Administrator to define specific times that a
Configuration Manager client will perform tasks, such as software distribution and software
updates. This can be particularly useful when dealing with critical clinical machines, such as
operating theatre equipment and servers. Maintenance windows are configured on a collection, and
the settings will apply to all machines within that collection. If a machine is a member of multiple
collections that all have maintenance window settings configured, the client will adhere to all
maintenance windows. It is important to make sure that a machine is not a member of a number of
collections that will enforce too strict a maintenance window policy, as this may prevent any
software updates or software distributions from occurring. If this is suspected, the healthcare IT
Administrator can use the Maintenance Windows Available to a Particular Client report. Section
4.4.1.3 shows the process for configuring maintenance windows for a collection.

4.4 Configuring Collections for Software Distribution

441 Distributing Software to Computers

When distributing software to computers, there are two different approaches that can be taken,
based on requirements. The first approach uses ‘direct membership’ collections, which involves
manually adding all relevant machines into the collection to receive software. This approach is
useful when there are no unique system attributes, such as allowing for a dynamic query or for
targeting small numbers of computers quickly and easily. See section 4.4.1.1 for the steps to take
to configure a direct membership collection.

The second approach is to use ‘dynamic query’ collections, which are based on hardware or
software inventory data. Using this approach, the healthcare IT Administrator can target software to
machines based on common attributes that the machines share. For example, a collection to target
an update for Microsoft® Office could be based on a dynamic query collection containing all
machines running an older version than the one being advertised. See section 4.4.1.2 for the steps
to take to configure a dynamic query collection.

Caution

For Configuration Manager clients with Windows Terminal Services enabled (Remote Administration
mode or Application Server mode), software distribution icons and messages are limited to the console
session. On Configuration Manager clients that are remotely controlled using Remote Assistance, Remote
Desktop, or Configuration Manager Remote Control, software distribution icons function correctly. It
should be noted that software distribution functionality to site systems that have Windows Terminal
Services enabled is limited.

4.4.1.1 Direct Membership Collections for Systems

Table 13 shows the process for creating and configuring a direct membership collection for
systems:
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Step Description Screenshot

1. Open the Configuration Manager Console
and navigate to the Computer Management >
Collections node.

;H Syskemn Center Configuration Manager Coll
=l L3 Site Database (CEM - SCCM-SRY-01, Contosc
L) Site Management

Right-click the Collections node and select = i--'_‘:i Computer Management

New Collection.
4-&1' o Mew Callection =
f,ﬁ Eg Export Objects
@’ sal  Update Caollection Membetship
4 op  Import Objects
[l mst  Diskribute »
I aw Se TrarmcFar Sike Sabbimas -
2. In Name, enter an appropriate name for the penltil- i Wead ]

collection, and if required, enter a Comment Q)g General
and then click Next. —

Name: Direct Memeber Sysem Collection
Note Membership Rulss A_ﬁﬂ
Advertisements
It is good practice to decide on a collection secuty Comment: s s exangle colecton Fr Direct Memberstip when B

Progress targetting systems,

naming strategy so that collections can be
easily identified by their purpose.

Confirmation

Last update
’7 The collection has not been updated yet. ‘

Last membership change
’7 The collection has not been updated yet, ‘
creos | neas | Finish | Cancel |

3. For Direct Membership collections, ensure that — EEIZIIEERET] [x]

the Update this collection on a schedule Qg Wembershi Rules

check box is clear. :

eneral Callecti bership rules dete shich Juded in the collecti hen it
Click the _%I button to add a new direct [ErERR RS pdsted. A merberehip ruls can be a direct assignment or & qusry,
. Adwertisements
membership rule. i

s Membership rules: 4| L|| _°r| |
I

Confirmation Rule [ Type [ Limitta

There are no items to show in this view,

I Update this callection on a schedule
Oceurs every 1 day(s) effective 16/10/2009 13:55

Schiedules

< Previous | HNext = I Finisti | Cancel |
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Step Description

4.

Click Next.

Select System Resource from the Resource
class drop-down list.

Select Netbios Name from the Attribute name
drop-down list.

Select Exclude resources marked as
obsolete to ensure the client being added is
active.

In Value, enter the name of the system to be
added to the collection.

Tip
The wildcard ‘%’ can be entered in the

Value text box to return all systems, or it
can be used for partial matching.

Click Next.

In Search in this collection, enter the name of
a collection of which the system is already a
member, or click Browse to locate a collection.
All Systems will contain all computers that
have been discovered by Configuration
Manager.

Tip
Leaving Search in this collection blank
will search all collections, providing the

administrator has Read access to all
collections.

Click Next.

Screenshot

—

-
?'ﬁ)\g welcome
-

Welcome ko the Craate Dirsct Membership Ruls Wizard
Search for Resources
Collection Limiting
Select Resources ’ ’ )
[This wizard helps you create direct membership rules for your collection. In contrast bo query-
Finished based membership rules, which add all rsources matching a set of criterla, direct membership
rUles add specific resources ko the collection.

Ta create direct membership rules, you locate and select the resources you want ta add as direct
members of the callection.

Ta create new direct membership rules, click Next,

crevons [ wew> | Fosn || el |

Create Direct Membership Rule Wizard [ <]
.
:J,g Soarch orFesoures
Walcame

Locate the resaurce that you want b add as diract members of the collections.

Collection Limiting

Zolack e e e e e e

Finished
Resource class: [System Resource =]
Attribute name: |Nethm5 Name: =]
Type: string

' Exclude resources marked s obsolete

walue: |\nsta1\

Nate: For values of type string, use the percent character % as a
wildcard to match multiple strings and allow partial string matching,

cprevous | tews | Fsh | canl |

Create Direct Membership Rule Wizard [ x]

—

\
,‘)\g Collection Limiting
=

wielcome
Collection Limiting

Search for Resources
Select a collection bo search For resaurces in,

Select Resources

You must enker a collsction name IF you have insufficient privileges to search the entive resource

Finished datsbass. Ctherwiss, you may leave the Fieid blank.

Search in this collection:

al Systems

Browse .. I

< Pravious Next > Finishi Cancel

Microsoft
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Step Description

7. Select the system from the list displayed and
click Next.

Note

If the wildcard ‘%’ was used previously, all
matching results will be returned.

8. Click Finish.

9. Repeat steps 4 to 8 for each new system
required to become a member of the collection.

Click Next.

Screenshot

Create Direct Membership Rule Wizard [ ]

Q\g Select Resources

Welcome
Search for Resources

Callection Limiting

Select Resources
Select: the resources you want to add as direct members to the collection,

Resources:
Finished
v i SeleEbAl
Clear Al
< Previous | Next > I Firiishi | Cancel |
Create Direct Membership Rule Wizard [ ]

Welcome
Search for Resources
Callection Limiting

Select Resources

Completing the Create Direct Membership Rule Wizard

ou have successfuly completed the Create Direct Membership Rule Wizard, A new ruls wil be
created for each resource you selected.

Resources:

VISTAL

To creats the new rules, cick Finish.

|[Fosh |

< Previous | Hext = Canecel |

New Collection Wizard

E)‘g Wembership Rules

iGeneral
Advertisements
Security
Progress

Carfirmatian

Callection membership rules determine which resaurces are included in the collection when it is
Updated. A membership rule can be a direct assignment or a query.

Membership rules:

Rule [ Type  [uimitto

VISTAL Direct Mot Applicable

= i =

™ Update this collection on 5 schedule
Oceurs every 1 day(s) effective 16{10/2009 13:55

Sthiedule,,

<previous [ mexts |

Fosh | cancel |

Microsoft
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Step Description Screenshot

1 0 Clle Next New Collection Wizard [ ]
g)g Advertisements
Genersl
S The programs currently being advertissd ko this callection are lited below.
fembership Rules
Security Advertisements:
Progress MName [ Program [ Package [ collection
Confirmation There are noikems ko show in this view,
< Previous | Next = I Finisi | Cancel |
11. If additional users or groups need to be able to ~ EEIZIEEEETET =]
administer this collection, click _| in the g)ﬂ Securicy
Instance security rights section to modify the
. \ General
nghts and add the requ"'ed users or groups_ e Specify the security rights that users have on this objsct class o instancs.
N Advertisements
Click Next. PSS s sty s | ] %]
Progress Hame: Permissions
Corfirmation E .
NT AUTHORITY|SVSTEM  Read, Modify, Delets, Use remate ...
T || x|
Marme [ Permissions [
COMTOSO\administrator  Read, Modify, Delste, Use remote t...
<previos |[ met> | Emsh | cocel |
H New Collection Wizard
. IC o0se.
g)g Confirmation
General AL
Hembership Rules Trereral =]
Advertisements \embershin Fiulss
Security
. dvertisements
rogress
Confirmation Hmny
[
To finish the wizard, dlick Class
< Previous ezt > Finiish | Close I

Table 13: Configuring a Direct Membership Collection for Systems
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4.4.1.2 Dynamic Query Collections Based on Hardware or Software

Inventory

Table 14 below shows the steps involved in creating an example dynamic query membership
collection. In this example, the collection membership is based on a machine running Windows XP
SP2. This example is used to demonstrate the flexibility in building collections by dynamic query,
because all hardware and software inventory information is available to form the dynamic query.
Table 14 shows the process for creating a dynamic query membership collection:

Step Description Screenshot

1. Open the Configuration Manager Console and
navigate to the Computer Management >
Collections node.

;ﬂ System Center Configuration Manager Coll
= L Site Database (CEM - SCCM-SRY-01, Contosc

L) Site Management

Right-click the Collections node and select New

= ._5 Camputer Managemenk

Collection.
5 -
=L o My Cnllec.tlcln =
t‘i& S0 Export Ohjects
Q-‘j sal  Update Collection Membetship
4 op  Import Ohjects
[d Asy  Distribute »
] arwm Sm TearmcFar Sika SabkimAs
2. In Name, enter the name for the collection, and if Mtz ]
required, enter a Comment. Click Next. gg General
Note Cemes
. . . . Membership Rules Mame: Dynamic Query System Collection
Itis good practice to decide on a collection oy <
naming strategy so that collections can be Security Comment: E‘Z \smar\gex‘;argle ‘cullacuor\ for dynamic query collections =]
o . B Progress rgetting systemsi
easily identified by their purpose. Confimaton
=
Last update
’7 The collection has not been updated yet. ‘
L ship change
’7 The collection has not been updated yet. ‘
ol | mee Iee |
3. For dynamic query collections, ensure that the Row Cocction Wizard ]
Update this collection on a schedule check box &g Membership Rules
is selected.
General
Click Schedule to modify the default setting of 1~ iEEEREEI i iberin e cn be  drect sgsmmantor 2 g, oo HHe1Ee
day, if required. :“m:y‘*
. . Progress Membership rules: il (] =
Click the |'_J| button to add a new dynamic query et = TS 2l 1o
rule. There are no ikems to show in this view,
¥ Update this colection on a schedule
Occurs every 1 day(s) effective 16/10/2009 15:47
Schedule..
e | Finish | Cancel |
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Step Description

Screenshot

4. In Name, enter a name for the query rule.

For this example, ensure that Resource Class is
set to System Resource.

Leave Collection limiting set to Not collection
limited.

Note

Limiting collections allows the query to be
further limited to a group of systems. This
allows for more granular control over collection
membership.

Click Edit Query Statement.

Query Rule Properties

General |

Mame: IAII Windows XP Service Pack 2 Systems|

Tot

Import Query Statement... |

=

Edit Query Statement... |

Resource cass: System Resource

Collection limiting
¥ Mot collection limited

€ Limit to collection:

Browse... |

oK I Cancel | Help |

5. Click the Criteria tab.
Click the | button to add a new criterion.

Dynamic Query System Collection Query Statement Properties E

General

Joins I

You can specify criteria to narrow the query and limit the results that are
returned.

E RIS

Criteria:

o 1]

Show Query Language Cancel Help
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Step Description Screenshot

6. Click Select. Criterion Properties E

General |

| JE] Criterion Properties

Criterion Type: ISimpIE value j

Where: I [ ]

Operator: I j

Value: I G

oK I Cancel | Help |
7. Select Operating System from the Attribute

class drop-down list.

Select <No Alias> from the Alias as drop-down

list. Atfribute dass: IOperaﬁng System j
Select Build Number from the Attribute drop- Alias as: |::Nc. Alias=| vl
down list.

Click OK. Attribute: IBuiId Mumber j

oK I Cancel | Help |
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Step Description Screenshot

8. Select Simple value fom the Crterion Type

drop-down list and select is equal to from the

G |
Operator drop-down list. Gt |
In Value, enter 2600 (this is the build number for "a Criterion Properties
Windows XP).
Tip Criterion Type: ISimpIe value j
Click Values to show all possible values for
the attribute. Where: IDperating System - Build Mumber
Select...
Click OK. Ll
Operator: Iis equal to j
Value: IZGIJD|

Type: String Yalue... |

0K I Cancel | Help |

9. This query will now gather all systems that are Dynamic Query System Collection Query Statement Properties
running any version of Windows XP.

Click the _| button to add a new criterion.

General Criteria |Joir‘|5 I

You can specify criteria to narrow the query and limit the results that are
returned.

Criteria: |j ff‘l X' i"%]l {(]l &Il [I |

Show Query Language 0K Cancel Help
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Step Description Screenshot

10, Clk Select

General |

| _:E] Criterion Properties

Criterion Type: ISimpIe value j

Where: I i

Operator: I j

Value: I '3

0K I Cancel | Help |
1. Soect Operating System fom te Atrbue

class drop-down list.

Select <No Alias> from the Alias as drop-down

list. Attribute dass: IOperating System j
Select CSD Version from the Attribute drop- Aliss as: W
down list.

Click OK. Attribute: ICSD Version j

OK I Cancel | Help |
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Step Description Screenshot
12, Selectis equal to from the Operator drop-down
list.
General |
Select Service Pack 2from the Value drop-down
list. 1?] Criterion Properties
Tip
Click Values to show all possible values for Criterion Type: ISimplE value j
the attribute.
Where: IDperaﬁng System - CSD Version
Click OK. A |
Operator: Jis equal to |
Vi IService Pack 2|

Type: 5Siring Value. .. |

oK I Cancel Help

13.  Click OK three times to return to the New B Collctron Hizand E
Collection Wizard and click Next. gg N—
General

Callection membership rules determine which resources are induded in the callection whenit s
updated. A membership rule can be a direct assignment or a query.

Advertisements
Seaurity
s Merbership rules: || =]
Confirmation Rule [ Type | Limitto
All Windows XP Service Pack 2 Systems  Query  <unlimited >
[¥ Update this collection on a schedule
Occurs every 1 day(s) effective 16/10/2009 15:47
Schedule...
< Previous | Next > I Finish | Cancel |
14 C||Ck Next New Collection Wizard [ x]
g)g Advertisements
General
The programs currently being advertised to this collection are listed below.
Membership Rules
Security Advertisements:
Progress Name [ Program [ Package [ collection |
Confirmation There are no items to show in this view,
< Previous | Next > I Finish. Cancel
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Step Description Screenshot
15.  If additional users or groups need to be able to Row Colectin Wiz =]
administer this collection, click _| in the gﬂ Seurity
Instance security rights section to modify the ;
. . Gener:
rights and add the required users or groups. Mermbersp R S s TR e e e
. Advertisements
Click Next. T Cessseaityrights: |ﬁ_| Xl
Progress Name Permissions
Contemation) C inistrator Re: fi .
NT AUTHORITY\SYSTEM  Read, Modify, Delete, Use remote t...
Instance security rights: 5 |ﬁ<| Xl
Name [ Permissions [
CONTOSOVadministrator Read, Modify, Delete, Use remote t...
< Previous. | MNext » I Finish | Cancel |
1 6 Clle Close_ New Collection Wizard [=]
General Details:
Merbership Rules fE— =
Advertisements Momborstip Rules
S \Advertisements
Progress
|Security
=l
Tao finish the wizard, click Close.
< Previous Next > Finish | Close I
Table 14: Configuring a Dynamic Query Collection for Systems Based on Inventory
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4.4.1.3 Configuring Maintenance Windows for a Collection

Maintenance windows allow the healthcare IT Administrator to schedule times that Configuration
Manager clients will be allowed to install software updates and software distribution packages. See
section 4.3 for more information on maintenance windows. Table 15 shows the process for
configuring maintenance windows:

Step Description Screenshot

1. Open the Configuration Manager Console,
right-click on the collection for which the
maintenance window will be configured, and
select Modify Collection Settings.

ST LN T T L ”

=l g Software Updates Collections

& m Shiow Count

a0 e
15 Conflicting Records 2
@ & Softwars Distribution|  Lnstall Clenk
: Update Collection Membership

# & Software Updates :
# f Operating System De| Export Objects

# (L) Asset Inteligence |  New *
[ & Software Metering Delete Special

# gl Reparting Distribute »
] % Desired Configurationn  Transfer Sike Settings

B [, Queries | Assign Configuration Baseline

@ f§ Mobile Device Manage  Clear Last PYE Advertisement
[ W Network Access Prote  pdvertise Task Sequence

L) System Status | Modify Collsction Settings
L& Security Rights | Cut of Band Management L
2. On the Maintenance Windows tab, click the Test Clients {Monthly Update) Settings [x]
‘New maintenance window button . Maintenance Windows | Collection Variables | Advanced | Out of Band |

Maintenance windovws define kimes during which ConfigMgr can apply
advertizements and software update deplovments to computers in this
collection.

Maintenance windows: | jl |

Mame | Description |

There are no items to show in this view,

Ok I Cancel Help
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Step  Description

3. Enter a Name for the maintenance window.

Specify a schedule using the settings in Time
and Recurrence pattern. The maintenance
window can be configured for a one-off event or
on a recurring schedule.

Click OK.

4, Click OK.
Note

The maintenance window can be turned on
and off by selecting and clearing the check
box. Multiple maintenance windows can be
configured on a single collection, if required.

Table 15: Configuring Maintenance Windows

Screenshot

<new> Schedule

Mame: ITest Maintenance Windows

—Time
Effective date: izl,u'ug.fzuug j
Skart: El :00:00 _,::‘ End: E‘I-:DEI:DD _lj
Durakion: |3 Hour{s) 0 Minutels)
v utc

—Recurrence pattern

¢ Mone Recur every |1 3 weeks on:

% Weekly " Sunday " Thursday
" Monthly % Monday 1 Friday
 Daly  Tuesday " Saturday

 Wednesday

[~ This schedule applies anly to operating system deployment kask

sefuences
OF I Cancel | Help |

Test Clients {(Monthly Update) Settings E3

Maintenance Windows |COI|ecti0n Wariables I Advanced I out of Band I

Maintenance windows define kimes during which ConfighMgr can apply
advertisements and software update deployments to computers in this
collection.

Maintenance windows: | _Tl |

MName | Description
Test Maintenance ... Occurs every 1 week(s) on Manday eff...

a4 I Cancel Help
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4.4.2

Distributing Software to Users

Similar to distributing software to computers, there are two different methods available when
creating collections to target software at users. The first method is a ‘direct membership’ collection,
which can be used to group together users who have no other common identifying attributes; and
the second is a ‘dynamic query’ collection, which can be used to group users together by common
attributes, such as OU, or even name.

4.4.2.1

Warning

Healthcare IT Administrators should fully understand any software licensing agreements prior to
distributing software. This is especially true when distributing software to users or user groups, because a
user can potentially log in to several computers, resulting in the software being installed several times

within a healthcare organisation.

Direct Membership Collections for Users

Table 16 below shows the steps involved in creating a Direct Membership Collection containing
users:

Last modified on 26 February 2010

Step Description Screenshot
1. Opgn the Cohnfiguratiotn M';nager Consc:le and 515 System Center Configuration Manager Call
navigate to the Computer Management E £ Site Database (CEN - SCCM-SRY-01, Contasc
Collections node. Rl SR
L . L) Site Management
Right-click on the Collections node and select . B8 Chmpiter Manatarest
New Collection. B e g
.
_EI col Mew Cu:lllec.l:n:nn =
r_‘ﬁ cgl  Export Objects
@ cql  Update Callection Mermbership
& op Import Ohjects
[l as:  Distribute »
Il e S TrancFar Sika Sabkimme
2. In Name, enter the name for the collection and, if EIEEEIEE [x]
required, enter a Comment, and then click Next. blg General
Note [ |
e T - Name: IDirect Member User Collection
It is good practice to decide on a collection o %
naming strategy so that collections can be — B T s o exanple colecton fo drect members when trgeting 2]
. . . . Progress USErs.|
easily identified by their purpose. Condimation
=l
Last update
’7 The collection has not been updated vet. ‘
L change
’7 The collection has not been updated vet. ‘
s | Next > I Firish Cancel
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Step Description

3. For Direct Membership collections, ensure that
the Update this collection on a schedule
check box is clear.

Click the _gl button to add a new direct
membership rule.

4. Click Next.

5. Select User Resource from the Resource class
drop-down list.

Select User Name from the Attribute name
drop-down list.

In Value, enter the name of the user to be added
to the collection.

Tip

The wildcard ‘%’ can be entered in the Value

field to return all systems, or can be used for
partial matching.

Click Next.

Screenshot

New Collection Wizard [x]
i}g Membership Rules
General
Collection membership rules determine which resources are included in the collection when it is
[iierEapRues I updeted. & membership e can be & dvect assigninent ar 8 query.
Advertisements
Security
Progress Membership rules: %| 0 _J| o | |
Canfirmation Rule [ Type  [uimitto I
There are no lkems ko shaw In this view.
™ Update this callection an a schedule
Occurs ewery 1 day(s) effective 16/10/2009 13:55
Schedulz..
<previous [ mewt> | Fricn | cael |
Create Direct Membership Rule Wizard
W0 o
welcome to the Create Direct Membership Rule Wizard
Search For Resources
Collection Limiting
Seleck Resources
IThis wizard helps you create direck membership rules For your collection, In conkrast o query-
Finished ased membership rules, which add all resources matching a set of criteria, direct membership
tules add specific resources to the collection.
Ta create diect membership rules, you locats and select the resources you want to add as dirsct
members of the collection,
To create new direck membership rules, dlick Next.
= Previous | Next = I Firishi | Cancel |
Create Direct Membership Rule Wizard
Welcome
| Locate the resource that you want to add as direct members of the collections.
Collection Limiting
fmatibmniics O el pra e ittt Hae ke et
Firished
Resource dass: |User Resource |
Attribute name: [ser rame =
Type: String
= Exclude res
Value: [el
Note: For values of type string, use the percent character % as a
wildcard to match multiple strings and allow partial string matching.
< Previous | MNext > I Finish Cancel

Microsoft
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Step Description Screenshot

6. In Search in this collection, enter the name of a SR C LTIl
collection of which the user is already a member, S}Q Collection Limitng
or click Browse. All Users will contain all users '
that have been discovered by Configuration ieone Collection iitng
Manager SR Select a collection to search for resources in.
' Select Resources
'|'|p B ;glérg::: Egl;ri raw?:ge:v‘:uT"r“:;nEafvyEo;Zaﬁ\;alﬂs‘:maantpuvi\ages to search the entire resource
Leaving Search in this collection blank will i
search all collections providing the ] ey
administrator has Read access to all
collections.
Click Next.
< Previous | Next > I Finish. | Cancel |
7. Select the user from the list displayed and click e I s
Next. Q)g —
Note
Welcome
Select Resources

Search for Resources

If the wildcard ‘%’ was used previously, all
matching results will be returned.

Collection Limiting

Select the resources you want to add as direct members to the collection.

Resources:
Finished

[] CONTCSOAdministrator (Administrator) A

[] CONTOSO\Guest (Guest)

[] CoNTOSOVrbtgt (krbtgt) Clear Al

7] conTosoy er)

[] CONTOSO\SCCM_Push (SCCM_Push)

< Previous | Next > I Finish | Cancel |

8 Cl |Ck Fln |Sh Create Direct Membership Rule Wizard

Welcome
Search for Resources
Collection Limiting

Select Resources

Completing the Create Direct Membership Rule Wizard

You have successfully completed the Create Direct Membership Rule Wizard. A new rue wil be
created for each resource you selected.

Resources:

(CONTOSOWNHSUSer (NHS User)

To reate the new rules, cick Finish.

| Foen |

< Previous Next > Cancel

Microsoft
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Step Description Screenshot

9. Repeat steps 4 to 8 for each new system Rew Colcotion izard [}
required to become a member of the collection. gg Membership Rues
Click Next. S
p— Collection membership rules determine which resources are incduded in the collection when itis
S oot A membership rule can be a direct assignment or @ query.
Advertisements
Security
ties menbership uls: =) 4] ] >
Confirmation Rule [Type [ Limitto |
CONTOSONHSUser (MHS User) Direct Mot Applicable
¥ Update this collection on a schedule
Occurs every 1 day(s) effective 16/10/2009 16:11
Schedule...
<« Previous | Next > I Finish | Cancel |
1 0 . C||Ck Next. Hew Collection Wizard [ ]
gﬂ Advertisements
General §
e e The programs currently being advertised to this collection are listed below.
| advertsements |
Security Advertisements:
Progress Name [ Program [ Package [ Callection |
Confirmation There are noitems to show in this view.
<« Previous | Next > I Finish | Cancel |
11. If additional users or groups need to be able to Rew CoBection wizard ]
administer this collection, click _| in the g_ﬂ searity
Instance security rights section to modify the s
rights and add the required users or groups. Membership Rules i suiriG b In e e
. Advertisements
Click Next. N Ot [
Progress Permissions
R et ent ninistrator Read, Modify, Delef ote t.
NT AUTHORITY\SYSTEM  Read, Modify, Delete, Use remote t...
Instance security rights: _Iilﬁ
Name | Permissions |
CONTOSOVadministrator ~ Read, Modify, Delete, Use remote t.
< Previous | Next > I Finish Cancel

Page 45
- . System Center Configuration Manager 2007 — Software Distribution Guide
MICIOSOﬂ' Prepared by Microsoft, Version 1.0.0.0
Last modified on 26 February 2010



Prepared by Microsoft

Step Description Screenshot
1 2 C||Ck Close' Hew Collection Wizard [x]
:)\g Confirmation
General Details
Membership Rules Senerl =]
Advertisements Membership Ruiss
Skl Advertisements
Progress
Security

To finish the wizard, diick Close

Next > Finish | Close I

Table 16: Configuring a Direct Membership Collection for Users

4.4.2.2 Dynamic Query Collection Based on User Attributes

Table 17 below shows the steps involved in creating a Dynamic Query Membership Collection. In
the example shown, the collection membership is based on any user that is in the specified OU.

Step Description Screenshot

1. Open the Configuration Manager Console and
navigate to the Computer Management >
Collections node.

il:l Swskemn Center Configuration Manager Coll
=] [ 5ite Database (CEM - SCCM-SRY-01, Conkosc
) site Management

Right-click on the Collections node and select = '—E. Computer Management

New Collection.

] Mew Calleckion
7 Co _ al
fﬁ 5ol Export Objects
@' 5ol Update Callection Membership
4 op Import Objects
[l asi  Distributke 3
Il & S TrarcFar Sike Sabkinne
2. In Name, enter the name for the collection, and if [ EEXEIEEINELT
required, enter a Comment, and then click Next. ;}g f—
Note CGened
. . . . Membership Rules Name: [Dynamic Query User Collection
It is good practice to decide on a collection e &
naming strategy SO that CO”eCtiOnS can be Security Comment: Ei;is;ngexamp\‘e(u\\etﬁun for Dynamic Query Membership when  + |
easily identified by their purpose. Confimton
=l
Last update
’7 The collection has not been updated yet. ‘
Last membership change
’7 The collection has not been updated yet. ‘
us | Next > | Finish Cancel
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Step Description Screenshot
3. For dynamic query collections, ensure that the SR ]
Update this collection on a schedule check Q)E Membershp Rules
box is selected.
General
Click Schedule to modify the default setting of 1 IEEEREE— e T Tt e sy
H H Advertisements
day, if required. e
. . Progress Membership rules: & E
Click the |Q| button to add a new dynamic query e o e alul =l
ru|e. Thers are na items ta shaw in this view,
¥ Update this collection on a schedule
Oceurs every 1day(s) effective 16/10/2009 15:47
Schedule...
< Previous | Next > I Firish | Cancel |
4, In Name, enter a name for the query rule. Query Rule Properties | ]
For this example, ensure that Resource Class is T |
set to User Resource.
Leave Collection limiting set to Not collection L_,l{ Mame- ||_|SEr Collection Based on 0L Membership|
limited. 2
Note
o . Import Query Statement... |
Limiting collections allows the query to be
further limited to a group of users. This allows Resource dass: User Resource =]
for more granular control over collection
membership Edit Query Statement. .. |
) . Collection limiting
Click Edit Query Statement.
% Not collection limited
~ Limit to collection:
oK I Cancel Help
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Step Description

Screenshot

5. Click the Criteria tab.
Click the _| button to add new criteria.

Dynamic Query User Collection Query Statement Properties

General

Joins I

You can specify criteria to narrow the guery and limit the results that are
returned.

Criteria: |fT‘| |'-]|i(]| &Il E |

Show Query Language | 0K I Cancel | Help |

6. Click Select.

Criterion Properties

General |
L—%ﬂ Criterion Properties
Criterion Type: ISimpIe value j

Where: I ]

Operator: I j
Value: I @

Type: String Value... |

OK I Cancel Help

Microsoft
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Step Description

7.

9.

Select User Resource from the Attribute class
drop-down list.

Select <No Alias> from the Alias as drop-down
list.

Select User OU Name from the Attribute
drop-down list.

Click OK.

Select is equal to from the Operator drop-down
list.

In Value, enter the full name of the OU whose
members will be targeted, in the format
‘Domain/OU Name’'.

Tip

Click Values to show all possible values for

the attribute.

Click OK.

Click OK twice to return to the New Collection
Wizard and click Next.

Screenshot
Select Attribute
Atfribute dass: ILIser Resource j
Alias as: |<Nn plias=| vl
Attribute: IUser OU Name j
oK I Cancel | Help |
Criterion Properties
General |
i & < .
Lq@ Criterion Properties
Criterion Type: ISimpIe value ﬂ
Where: IUser Resource - User QU MName
Select... |
Operator: Iis equal to j
s |CONTOS0.CO.UK/EXAMPLE ORGANISATIONAL
OK Cancel Help
New Collection Wizard [x]
Q)g Membership Rules
General
Collection membership rules determine which resources are induded in the collection when itis
SRS ocstd. A membership rule can be a diect assignment or a query.
Advertisements
Security
B Membership rules: {ﬂ L J| _°r| |
Confirmation Rule. [Type [ Limitto |
User Collection Based on OU Member... Query  <unlimited>
¥ Update this collection on a schedule
Oceurs every 1day(s) effective 16/10/2009 16:24
Schedule...
<previous [ next> | Fie | cenea |

Microsoft
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Step Description Screenshot

1 0 C||Ck Next' New Collection Wizard [x]
93 Advertisements
s:‘:b’:sh‘p i The programs currently being advertised to this collection are listed below.
| Adermsenens
Security Advertisements:
Progress MName [ Program [ Package [ collection
Confirmation There are no items to show in this view,
<pravios [ texts | Firigh | Cancel |
11. If additional users or groups need to be able to mew Colection Wtzztd ]
administer this collection, click _| in the g_ﬂ Seauity
Instance security rights section to modify the s
rights and add the required users or groups. Menbership Rules Srliis s b e it g aims
. Advertisements
Click Next. T o [ >
Progress Name
e C Administrator
NT AUTHORITY\SYSTEM  Read, Modify, Delete, Use remote t...
Instance security rights: > |j<| Xl
Name [ Permissions
CONTOSO\administrator ~ Read, Modify, Delete, Use remote t...
< Previous | Next > I Finish | Cancel |
1 2 CIle Close. New Collection Wizard [x]
General Details:
Membership Rules = =
Advertisements Membership Rules
Sea |\Advertisements
Progress
|Security
I]

To finish the wizard. click Close.

< Previous Next > Finish | Close I

Table 17: Configuring a Dynamic Query Membership Collection for Users
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443

Distributing Software to User Groups

Using the mechanism of targeting software at user groups can have the advantage of removing
some of the system administration from the Configuration Manager administrator, allowing them to
delegate this authority to junior administrators. By configuring Configuration Manager to target
software at user groups, the collections, packages and advertisements only need to be configured
once. All further tasks can then be carried out by adding users to security groups using the ‘Active
Directory User and Computers’ Microsoft Management Console (MMC) snap-in.

When targeting software at users or computers, based on Active Directory security group
membership, there are two different options that can be used. Each of these options has its own
advantages and disadvantages, as shown in Table 18 below.

Warning

Healthcare IT Administrators should fully understand any software licensing agreements that are in place
prior to distributing software. This is especially true when distributing software to users or user groups,
because a user can potentially log in to many computers, resulting in the software being installed many
times within a healthcare organisation.

Software Targeting
Option

Option 1:

Using Group Attributes to
Create Collections

Option 2:

Using Security Group in
Direct Member Collection

Advantage

This option allows the healthcare IT
Administrator to target software at
users or computers based on their
security group membership, without
the need for the user to log off and
on.

This option allows the healthcare IT
Administrator to target software
without any latency. When a new
user is added to an existing security
group, Configuration Manager does
not need to discover it or update the
collection, because it already knows
about the group. The group’s
membership is enumerated by the
Configuration Manager client.

Disadvantage

Depending on schedules for
discovery and collection
evaluation, this option can take a
long time to deliver software.
When a new user is added to an
existing security group, a full
discovery and collection update
cycle is required.

Requires users to log off and on.

This option cannot be used when
distributing software to computers
based on security group
membership.

Table 18: Comparison of Software Targeting Options — Based on Security Group Membership

Usage

This option should be used
if security group
membership is the only
targeting method available,
and the package should not
require a user to log off and
on before installation.

This option should be used
to deliver packages to users
by security group
membership when the user
can be prompted to log off
and back on.

Microsoft
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4.4.3.1 Option 1 - Using Group Attributes to Create Collections

User/System Group Discovery
runs according to schedule
Default: 1 day

Collection Evaluator updates
> collection membership
Default: 1 day

Client retrieves new policy and
installs package
Default: 60 mins

Figure 4: Timeline for Using Group Attributes to Build a Dynamic Collection

Table 19 describes the timeline for using group attributes to build a dynamic collection in more
detail:

Ste o
. P Description

(Figure 4)

1. The administrator builds the collection based on the user group attribute.

2. Configuration Manager queries Active Directory to discover the security group membership of all computers and
users, according to the configuration of the Active Directory User Discovery and Active Directory System Group
Discovery components. See section 4.2.2.1 and section 4.2.2.3 for more detailed information on this.

3. The collection evaluator component of Configuration Manager reruns the collection query, and populates the
collection with any new members that now have the relevant security group attribute associated with the
user/computer record.

4. The Configuration Manager Client will contact the Management Point every 60 minutes by default, to retrieve any

new policies. This frequency can be configured to suit the healthcare organisation’s specific requirements. Once
the Configuration Manager client has received the new policy, the package will be installed.

Table 19: Timeline for Using Group Attributes to Build a Dynamic Collection — Description

Using this software targeting mechanism, the total time it takes for the package to be deployed,
once the user is added to the new security group, can vary. This timing depends on the schedules
that are configured for each step of the process, and on the current status of Configuration
Manager within these schedules. The worst-case deployment time can be calculated by adding
together the schedules for Active Directory User/System Group Discovery, the collection update,
and Configuration Manager client policy retrieval. The example shown in Figure 4 would have a
worst-case deployment time of 2 days and 1 hour.
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Table 20 shows the process for configuring collections based on security group attributes:

Step Description Screenshot
1. nO;\ina:?eetc?;rglgzrr:tlztne:wlagzge:ariz::gle and 2] System Center Configuration Manager Coll
gale P g = £3 Site Database (CEM - SCCM-SRY-01, Contosc
Collections node. L.g Site M "
) i ) + L) Site Managernen
Right-click on the Collections node and select B
New Collection ] Lsd Computer Management
;
] Mew Collection
95 o _ al
Eﬁ zol  Export Objects
@' Sol  Update Callection Merbership
4 op Import Ohjecks
[Ld As:  Distribute b
Il awm T TearcFar Sika Sabbimnc
2. In Name, enter the name for the collection, and if —~ EXEEEINTE
required, enter a Comment, and then click Next. g_g G
Note e .
. . . . D e User Collection Based on NHS Security Group
It is good practice to decide on a collection Pl £
naming strategy so that collections can be o T THela el clecon o Dy Query menbs e when ]
easily identified by their purpose. Confimation
=
Last update
’7 The collection has not been updated yet. ‘
L change
’7 The collection has not been updated yet. ‘
| | [
3. For dynamic query collections, ensure that the e
Update this collection on a schedule check box g)g Membersip s
is selected.
General
Click Schedule to modify the default setting of 1~ | ETEESBRIESINNNN e o e o s et gt 2 o whenite
B H Advertisements
day, if required. ot
. . Progress Membership rules: CirE
Click the |A| button to add a new dynamic query Coreton == o i Ll 5]
ru|e. There are no ikems to show in this view.,
¥ update this collection on a schedule
Occurs every 1day(s) effective 16/10/2009 15:47
Schedule...
< Previous | Next > I Finish | Cancel |
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Step Description

Screenshot

4. In Name, enter a name for the query rule.

For this example, ensure that the Resource
Class is set to User Resource.

Leave Collection limiting set to Not collection
limited.

Note

Limiting collections allows the query to be
further limited to a group of systems. This
allows for more granular control over collection
membership.

Click Edit Query Statement.

Query Rule Properties

General |

Mame: IMember of MHS Security Group|

e}

Import Query Statement... |

i

Edit Query Statement... |

Resource dass: User Resource

Collection limiting
% Mot collection limited

 Limit to collection:

I Browse. .. |

oK I Cancel | Help |

5. Click the Criteria tab.
Click the New Criteria | button.

User Collection Based on NHS Security Group Query Statement Pr... E3

General

Joins I

You can specify criteria to narrow the query and limit the results that are
returned.

| <@l &l L

Criteria:

[

Show Query Language Cancel Help
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Step Description Screenshot

6. Click Select. Criterion Properties E

General |

| _:E] Criterion Properties

Criterion Type: ISimpIe value j

Where: I ]

Operator: I j

Value: I G

oK I Cancel | Help |
7. Selet User Resource from he Atrbute class

drop-down list.

Select <No Alias> from the Alias drop-down list.

. Attribute dass: ILIser Resource j
Select User Group Name from the Attribute

drop-down list. Alias as: |<:ND Alizs>| v|

Click OK.

Attribute: ILIser Group Mame j

0K I Cancel | Help |

Page 55
System Center Configuration Manager 2007 — Software Distribution Guide

M’C’OSO# Prepared by Microsoft, Version 1.0.0.0

Last modified on 26 February 2010



Prepared by Microsoft

Step Description

Screenshot

8. Select is equal to from the Operator drop-down Criterion Properties [x]
list.
General |
Select the name of the Security Group from the
Value drop-down list. (This should include the .‘a Criterion Properties
domain name, in format ‘Domain\Group Name'.)
Tip Criterion Type: ISimpIe value j
Click Values to show all possible values for o |
. eres User Resource - User Group Mame
the attribute.
) Selerbrs |
Click OK.
Operatar: Iis equal to j
o |CONTOSOWNHS Security Group
K Cancel Help
9. Click OK to return to the New Collection Wizard. EIEEEIEL
gg Membership Rules
Generel Collection membership rules determine which resources are induded in the collection when itis
SSRGS ncoccc. A menbership e can be » rect sssgrment o 3 Query.
Advertisements
Security
Progress Membership rules: g' LJl jl |
Confirmation Rule [1ype [ uimitto
Member of NHS Security Group Query  <urlimited>
[V Update this collection on a schedule
Occurs every 1day(s) effective 16/10/2009 16:49
Schedule...
< Previous | Next > I Finish | Cancel |
1 0 CIle Next. New Collection Wizard
gﬂ Advertisements
i::;:wp o The programs currently being advertised to this collection are listed below.
| advertsements |
Security Advertisements:
Progress Name [ Program [ Package [ collection
Confirmation There are no items t show in this view.
crrevous || mexts | e cancel
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Step Description Screenshot
11.  If additional users or groups need to be able to BEL AR M
administer this collection, click _| in the g_ﬂ SR
Instance security rights section to modify the P
rlghts and add the required users or groups. L Specify the security rights that users have on this object dlass or instance.
Advertisements.
Click Next. I, TR
Progress Nai
Confirmation a
Instance security rights: _I illl
jame. [ Permissions
ZDNTDSD\adm\mshamr ;Ead, Modify, Delete, Use remote t.
< Previous | Next > I Finish | Cancel |
1 2 C“Ck Close. New Collection Wizard [x]
General Details:
Membership Rules T =]
Advertisements Membership Rules
Senly \Advertisements
Progress
|Securty
|
To finish the wizard, click Close.
< Previous Next > Firiish. | Close I

Table 20: Configuring Collections Based on Security Group Attributes
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4.4.3.2 Option 2 — Using Security Group in Direct Member Collection

Security Group Discovery runs
> (One time occurrence once
AD group is added)

Administrator configures new

g\@ @ > collection with security group as

/4

a direct member

@ @ > User logs off and on

Client retrieves new policy and
. installs package

Figure 5: Using Security Group Discovery Data Record (DDR) in Direct Member Collection

Table 21 describes the process for using security groups to build a direct member collection in
more detail.

Ste o
. P Description

(Figure 5)

1. Configuration Manager queries Active Directory to discover the security groups according to the configuration of the
Active Directory Security Group Discovery component. See section 4.2.2.4 for more detailed information on this.
This only needs to occur when new security groups are added to Active Directory for use with Configuration
Manager software distribution.

2. The administrator builds the collection, based on a Direct Membership rule for the User Group Record.

3. The user logs off and logs back on to the client machine, which allows the Configuration Manager client to
enumerate the logged-on user’s security token.

4. When the user logs back on, the Configuration Manager Client queries the Management Point for the new policy

and the package is installed.

Table 21: Using Security Group DDR in Direct Member Collection
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Using this software targeting mechanism, the total time it takes for the package to be deployed,
once the user is added to the new security group, will be controlled by the user. The administrator
can discover the security group and configure the collection before the user is added to the security
group, which helps save time. Once the user has been added to the security group, they can log off
and log back on to the machine and they will receive the new package immediately.

Table 22 below shows the steps involved in creating a direct membership collection containing a
security group:

Step Description Screenshot
1. Op;n the c:':“?;‘raém" Mi"aﬁner Consolet 2] System Center Configuration Manager Coll
and navigate to the Computer Management > e
9 P g = [ Site Database (CEM - SCCM-SRY-01, Contosc
Collections node. . ‘_.a Site M "
. . . ] Site Managemen
Right-click on the Collections node and select g6 N gM "
New Collection. g -SMBLILSL Managsmen
-] Mew Collection
1 o ) al
t’j-lg a0 Export Objects
@’ gol  Update Collection Mermbership
4 op Import Objects
[l Asy  Distribute »
Tl arw S TearcFar Sika Sabkinmc
2. In Name, enter the name for the collection, Rer: Collewtm Wizacd
and if required, enter a Comment, and then 1*33 Gereral
click Next. —
lomed
N Ot e e 1 55@ Mame: Direct Member Security Group Collection
Advertisements
Itis good practice to decide on a collection = secutr Comment: Thi & an exanpie colecton for Diract Memberehip when =
X . Progress targetting users based on security group membership.|
naming strategy so that collections can be e
easily identified by their purpose.
=
Last update
’7 The collection has not been updated yet. ‘
L change
’7 The collection has not been updated yet. ‘
e [ hets | Finish | Cancel |
3. For Direct Membership collections, ensure that TSI
the Update this collection on a schedule l;‘g Membership Ruls
check box is clear. '
gereral Collecti bership rules deks hich inchuded in the callecti hen it
Click the _J_.I button to add a new direct R oo o membershin rule can be adirect assignment of a query
. Advertisements
membership rule. e
Framcis (e e e e a5 ¢
Confirmation Rule [1ype [umito
There are no items to show in this view.
™ Update this collection on & schedule
Occurs every 1 day(s) effective 16{10/2009 13:55
Schedule,,
< Previous | Next > I Firisti | Cancel |
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Step  Description

4, Click Next.

5. Select User Group Resource from the
Resource class drop-down list.

Select Name from the Attribute name
drop-down list.

In Value, enter the name of the user group to
be added to the collection, in the format
‘Domain\User Group Name'.

Tip
The wildcard ‘%’ can be entered in the

Value field to return all systems, or can be
used for partial matching.

6. In Search in this collection, enter the name
of a collection of which the system is already a
member, or click Browse to locate a
collection. All User Groups will contain all
user groups that have been discovered by
Configuration Manager.

Tip
Leaving Search in this collection blank
will search all collections providing the

administrator has Read access to all
collections.

Click Next.

Screenshot

Create Direct Membership Rule Wizard
—
i‘){g Welcome
‘welcome ko the Create Direct Membership Rule Wizard
Search for Resources
Collection Limiting
Select Resources y " .
{This wizard helps you create direck membership rules For your collection, In contrast b query-
Firished based membership rules, which add all resources matching a set of criteria, direct membership
rules add spedific resources to the collsction,
To create direct membership rules, you locate and select the resources yau want to add as direct
members of the collection,
To create new direct membership rules, clck Next,
< Previous | et > | Firish | Cancel |
Create Direct Membership Rule Wizard [x]
.
i‘}‘g Search for Resources
Welcome
=T Locate the resource that you want to add as direct members of the collections
Collection Limiting
feEmthati el e e it etk the el T
Finished
Resource dass: [user Group Resource =l
Atiribute name: [Fiame =l
Value: [conTos0.C0.UKYHS Security Groupl
Mote: For values of type string, use the percent character % as a
wildcard to match multiple strings and allow partial string matching.
< Previous | Next> | Finish | Cancel |
Create Direct Membership Rule Wizard [ x]
—
i‘j\‘g Collection Limiting
Welcome

Search for Resources

Select Resources

Finished

Collection Limiting
Select a collection to search for resources in.

You must enter a collection name if you have insufficient priviieges to search the entire resource
database. Otherwise, you may leave the field blank

Search in this collection:

Al User Groups Browse... I

< Previous Next > Finish Cancel
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Step  Description

Screenshot

7. Select the system from the list displayed.

Note

If the wildcard ‘%’ was used previously, all
matching results will be returned.

gg Select Resources

Welcome
Search for Resources

Collection Limiting

Create Direct Membership Rule Wizard [ ]

Select Resources
Select the resources you want to add as direct members to the collection.

Click Next. e T
e Select Al
Clear Al
< Previous | Next > I Finish | Cancel |
8. Click Finish. Create Direct Membership Rule Wizard B

§e -

Welcome

Search for Resources
Collection Limiting
Select Resources

Completing the Create Direct Membership Rule Wizard

You have successfuly completed the Create Direct Membership Rule Wizard. A new rule will be
areated for each resource you selected.

Resources:

(CONTOSOWHS Security Group

To create the new rules, didk Finish.

<previous | next: [ _Fosh | caneel |

9. Repeat steps 4 to 8 for each new user group
required to become a member of the

collection.
Click Next.

New Collection Wizard

gj Membership Rules

General
Advertisements
Seaurity
Progress

Confirmation

Collection membership rules determin which resources are induded in the callection when itis
Updated. A membership rule can be  direct assignment or a query.

Membership ruies:

) v

[ Limit to [
Not Aplicable

Rule [ Type
CONTOSOVNHS Security Group Direct

™ Update this collection on a schedule
Occurs every 1day(s) effective 16/10/2008 17:03

Schedule...

<prevos [ mext> |

P | canes |

Microsoft
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Step Description Screenshot

10. Click Next. New Collection Wizard
5]3 Advertisements
=) The programs currently being advertised to this collection are listed below
Membership Rules
[ advertsements
Security Advertisements:
Progress Name: [ Program [ Package [ collection [
Confirmation There are no items to show in this view,
<previous || Next> | Finish | Cancel |
11. If additional users or groups need to be able to RIS [
administer this collection, click “linthe gﬂ Secuity
Instance security rights section to modify the
. . General
nghts and add the requ"-ed users or gI’OUpS. s Specify the security rights that users have on this object dass or instance.
N Advertisements.
Click Next. T =X
Progress Permissions
Gontimton Cl dministrator Read, Modify, Delete 5
NT AUTHORITY\SYSTEM  Read, Modify, Delete, Use remote t...
Instance security rights: _I illl
Name [ Permissions [
CONTOSOVadministrator  Read, Modify, Delete, Use remote t...
<previous |[ mext> | Finish | Cancel |
12 Click Close Hew Collection Wizard [x]
Generdl Details:
Membership Rules [ =
Advertisements Membership Rules
Security
Advertisements
Progress
Securty
Il

To finish the wizard, click Close:

< Previous Next >

Frisn [ cese |

Table 22: Configuring Collections Based on Direct Membership of Security Group
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4.5 Planning Where to Store Application Source Files

‘Application source files’ are pointers to the folders that contain the installation files for the various
packages. For example, one such folder could be the folder that contains the Windows Vista SP1
installation files.

Important

It is important to ensure that application source files are always available so that Configuration Manager is
able to update and refresh DPs.

The placement of these source files will depend on the available hardware within the healthcare
organisation. The System Center Configuration Manager 2007 Deployment Guide {R1} contains
guidance on the recommended levels of hardware for Configuration Manager servers. It is current
best practice to store the source files for packages on a separate disk to the Configuration Manager
files, or to store them on a different server, if available. The folders should be secured so that only
administrators and the Configuration Manager site server can access them.
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5 DEVELOP

During the Develop phase the solution components are built based on the planning completed
during the earlier phases. Further refinement of these components will continue into the
stabilisation phase

Figure 6 acts as a high-level checklist, illustrating the sequence of events that an IT Professional
needs to perform when building application packages for software distribution within a healthcare
organisation:

Creating Packages
Without Using the
—» Create Package
From Definition
Wizard

Configuring Creating Packages
Configuration L | Using the Create
Manager ] Package From
Packages Definition Wizard

2 2

Creating
Configuration
Manager
Programs

2 2

Securing
Configuration
Manager
Packages

) 2

Copying
Configuration
Manager
Packages to
Distribution
Points

Figure 6: Sequence for Building Application Packages for Use with Configuration Manager Software Distribution
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5.1

Configuring Configuration Manager Packages

Programs, source files, and source file paths are the main components that make up a software
distribution package. A Configuration Manager package is the basic unit of software distribution.

Packages vary widely, depending on their purpose. As an example, a package might have source
files associated with it. A package also typically has at least one program, and can have as many
programs as needed. Programs have a wide range of configurable options, such as security
context, supported platforms, and environment requirements. The program's command line can be

anything from setup programs to simple batch command lines.

The Configuration Manager Package Properties dialog box contains the options that are available
when configuring Configuration Manager packages. The various package properties are arranged
by tabs, as shown below in Figure 7 and Figure 8, and detailed in Table 23 and Table 24.

Example Package 1.0 EN Properties E3 | example Package 1.0 EN Properties Example Package 1.0 EN Properties
Distribution Settings | Reporting | Security Distribution Settings | Reporting | Security I Distribution Settings | Reporting | Security
General |  DstaSowce | Data Access General Data Souce | Datahccess | Gened | DetaSowce Data Access
< Specify whether this package contains source files. If it does, specify Specify where this package is stored on distribution points. These
gy  [Heathor Exanpe Package LOEN the intial location of the files and set addtional source file options. settings apply to al dstribution poinks receiving the package.
¥ This package contains source files um
Name: @ [Examug Package 5
) G 1 (06/11/2009 11:21:19) IS 3:::5 the distribution folder through common ConfighMar package
P fr.o Source directory ¥
Maufecturer:  [Healthcare Org [<Directory con ste server>CiiPKGSourcel Set... € Share the distribution folder
Language: EN
l " Use a compressed copy of the source directory I
Comment: This is an example packabe & i e I
Always obtain files from the source directory s tpta e
[T Update dstribution ponts on a schedule 6 [~ Disconnect users from distribution points
b : OUIE - l?
I™ Persist content in the client cache =
I™ Enable binary differential replication
0K | Cencel | | Help | OK | Concel Help 0K | Concel Help

Figure 7: Configuration Manager Package Properties Dialog Box (Part 1)

Tab Number Description

General 1. Fields used to enter name and other package information.

Data 2.
Source

This package contains source files specifies whether or not
the package contains source files. When enabled, additional
options on the Data Source tab become active.

The Source directory field specifies the path to the source files;
this can be a directory path for the site server or a network
location.

Used compressed copy of the source directory and Always
obtain files from the source directory specify if Configuration
Manager should take a compressed copy of the source folder.
Selecting the Use a compressed copy of the source directory
option requires additional disk space on the site server.

3. Update distribution points on a schedule allows Configuration
Manager to check for updated files in the package source
directory and deploy the changes to DPs automatically.

4. The Persist content in the client cache setting will override the
default cache behaviour of the Configuration Manager client and
always keep the package files in the client cache, even after the
program has been run. This can be useful if a package will be
run recurrently but will reduce the available size of the client
cache for other distributions

Recommended Setting
N/A

Enabled if package contains source
files.

Specify path to source files.

Always obtain files from source
directory

Only specify if the package source will
change. Do not specify for static source
files.

Not enabled unless specifically
required.
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Description

Recommended Setting

The Enable binary differential replication setting allows

Enabled.

Configuration Manager to only transfer the differences when
replicating large package files. This setting can reduce the
overall bandwidth required, if large package files are updated.

Data 5. Settings that allow the administrator to specify a directory other ~ Access the distribution folder
Access than the default SMSPKG folder on the DP. This can allow through common ConfigMgr package
Configuration Manager to integrate into existing folder naming share
standards, if required.
6. Package update settings allow the administrator to configure Leave check box clear.

Configuration Manager to disconnect users from DPs after a
configured time period.

Table 23: Configuration Manager Package Properties Settings (Part 1)

Example Package 1.0 EN Properties [E3 | Example Package 1.0 EN Properties [E3 | Example Package 1.0 EN Properties E3
General | Data S | Da: | General | Data Souce | DataAccess | General | Data Souce | Data Access |
DistibutionSeltings | Repoting | Secuily Distrbution Settings Repotng | Secuity | Distibution Seltings | Reporting Secuity

swdym k.:dida:ilde:‘ d to use when ﬁymmwmmmﬁfbsm&ww sr:c:z:.hm,rmﬁmamshmemwsohmdassu
priority: ] L .
Preferred sender: ‘<N Preference> - @ﬁ Use package properties for status MIF matching T x|
(amﬂmmmcmwmi  Use these fields for status MIF matching: -
@ tm.?ﬁks:ymm m;mm sten 2 0 T I T NJTHOR]TV\S\’E Read, Mndi, Delete, Distribute, Ad...
@ u Make this package available on protected distribution points Hiams ]
’ when requested by dlients inside the protected boundaries
 Adr manually copies ge to branch
e | Publitier [ Instance securkty rights: e =]
—Operating system deployment settings Neme [ Permissions [
1\ These settings apply only during the WinPE phase of a run CONTOSO\administrator ~ Read, Modify, Delete, Distribute
command line task sequence step.
I~ Allow this package to be transferred via multicast (WIinPE only)
‘ I” enc
[ok | cancel | s | Hew | [ ok ] concel Help [ ok ] cecel Boply Hel
Figure 8: Configuration Manager Package Properties Dialog Box (Part 2)
Tab Number  Description Recommended Setting
Distribution 1. The Sending Priority setting allows the Configuration Medium.
Settings Manager administrator to specify how quickly the package
moves through the Configuration Manager hierarchy,
according to rules configured on Configuration Manager
Senders.
The Preferred sender setting specifies which Configuration ~ No Preference.
Manager sender this package uses. This can be modified for
use with the Configuration Manager courier sender, and so
on.
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Tab Number  Description Recommended Setting

2. The Automatically download content when packages are  Enabled.
assigned to branch distribution points setting specifies
that the package will be immediately downloaded to branch
DPs that have the package assigned.

The Make this package available on protected distribution Enabled if all clients need to receive

points when requested by clients inside the protected packages. Useful if the environment
boundaries setting, when selected with Automatically contains a large number of protected
download content when packages are assigned to branch branch DPs, because the package will
distribution points, will trigger Configuration Manager to not need to be specifically assigned to

distribute the package to the protected branch DP of a client  every DP.
that requests the content, even if the DP is not specifically

assigned the package. This only occurs if the branch DP is

protected.

The Administrator manually copies this package to Only used if very low bandwidth
branch distribution point setting allows the healthcare IT connections exist.
Administrator to control the distribution of files to branch DPs

that are connected using slow links. The source files can be

manually copied outside of peak hours, or copied to a DVD or

USB drive, and sent to the location where the branch DP

resides.

3. The Allow this package to be transferred via multicast Disabled unless specifically required
(WinPE only) can be used when deploying Windows PE as  during Operating System Deployment.
part of an operating system deployment, and can reduce the
network bandwidth required. This setting only applies when
running command-line actions that are part of a task
sequence during the Windows PE phase of an operating
system deployment and will not affect normal software
distribution packages.

Reporting 4. Specify if additional error reporting is required. Use package properties for status
MIF matching
Security 5. The Class security rights settings configure Configuration ~ Specify the required instance security
Manager object security for this Package Class, or for the rights. See section 4.1 for more
specific package instance. information on Configuration Manager
object security.

Table 24: Configuration Manager Package Properties Settings (Part 2)

When creating packages in Configuration Manager, the healthcare IT Administrator has the option
to either use the Create Package from Definition Wizard or to create the package manually. Many
software providers will include a package definition (.sms) file with the software, which can be used
to automatically create programs and packages for the application. Any Windows Installer (.msi) file
can be imported using the Create Package from Definition Wizard. When imported, six default
programs will be created that reflect all the available default runtime options of a Windows Installer
program, as follows:

B Per-system attended

B Per-system unattended
B Per-system uninstall

B Per-user attended

B Per-user unattended

®  Per-user uninstall
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51.1
Wizard

Creating Packages Using the Create Package From Definition

Table 25 below shows the steps required to create a package using the Create Package from
Definition Wizard. A package definition file can be an .sms file provided by an application vendor, or

an .msi file:
Step Description

1. Open the Configuration Manager Console and
navigate to the Packages node.

Right-click on the Packages node and select
New > Package From Definition.

Screenshot

31:' Syskem Center Configuration Manager
[=l LD Sike Database (CEM - SCCM-SRV-01, Contoso CEntral Sike)
L) 5ite Management
= ._.-g Computer Management
é@ Collections
—55 Conflicting Records
] &5 Software Distribution

B g
S Package
& Distribute virtual Application Package
& Transfer Site Settings Package From Definition
S Copy Packages Folder
w Give Feedback Search Folder
-

2. Click Next. I Create Package from Definition Wizard
—
i‘)ﬁg welcame
[eome
Welcome ko the Create Package From Definition Yizard
Packags Definition
Source Files
ST This wizard helps you create 2 new package From a previously defined package definition flle.
# package definition file is a template that specifies all the information needed to create a package
except the location of its source files (the package's executables and data files),
To create a new package from a package definition File, click Mext,
cprevis [ mets | Finish | Cancel |
3. Click Browse to browse to the directory that LEStE P (i i oo zard
. : -
contains the .sms or .msi file. ?35 P
In this example, the msi from the System Center
. . A . Welcome
Configuration Manager Toolkité is being used. BT
. 5 Fil
Click Next. SC::‘:,; = sE\teltttthde pudhhshe; and deFlnlEm‘In anr o mlawkpaatkage IF the package definition you need is
Publisher: Microsaft Corporation |
Package definition:
Mame: [ version [Languags |
CCM Framework Toals 4.00.5931....  English (Uni...
< Previous Next > Finish Cancel
® Microsoft Downloads: System Center Configuration Manager 2007 Toolkit {R4}:
http://www.microsoft.com/downloads/details.aspx?FamilylD=948e477e-fd3b-4a09-9015-141683c7ad5f&DisplayLang=en
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Step Description Screenshot

4. Click Always obtain files from a source Create Package from D =
. K |
dlreCtory i)\g Source Files
Welcome
Package Definition
_ Specify how your package source files should be managed
Source Directory
S Source files are data files or executables that must be made available to clients,
IF this package contains saurce files, speciFy whether they should be obtained Fram a source
directory whenever the package is distributed ar whether they should be stored as compressed
data For distribution,
" This package does not contain any source files
% Always obtain files from a source directory
(" Create a compressed version of the source files
<previos [ mets | Fifish | Cancel |
5. In Source directory, enter the location of the Create Package from Definition Wizard =]
1 H E |}
source files for the package. In this example, the 3}5 st
source directory contains the Ccmtools.msi file.
. Welcome
Source Direckary
C“Ck NeXt' Package Definition
e Spexify the directary containing the source files For this package,
Summary
Maka sure that this directory is accessible to the ConfigMar Service Account For as long as the
package exists.
Package:
Source directory location:
= Network path (UNC name)
% Local drive on site server
Source directary:
example (C:\Path)
IC:\PKGSource\Cor\ﬁgMngUD?TuulkAt Browse...
< Previous | Next > I Finish | Cancel |
i ini Create Package from Di [<]
. ick Finish.
1\
35 Surmmary
Welcome
Package Definition
Source Files
Source Directory Vou have successfully completed the Create Package from Definition Wizard.
Details:
Dackage: =]
M Framework Toals
CarfigMgr will obtain the package data from the saurce directory whenever the package is
distributed,
Source Directory:
C:\PKGESoureelConfighgrz007Tookit Ll
To create the package, dlick Finish,
< Previous Next > | Finish I Cancel
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Step Description

7. The package and required programs have been
automatically configured. The healthcare IT
Administrator can now secure any packages that
have been created with this method, using the
guidance in section 5.3.

Screenshot

5 System Cenker Configuration Manager
1 (3 Site Database (CEN - SCCM-SRY-01, Contoso CEntral Site)
£8 site Management

Programs

#'d Collections

Look For >
E1 2 Computer Management

=L conflicting Records

Microsoft USMT (x86) 3.01

MHS Entity Example Package 1.0 EN

Bl % Mcrosoft Corperation CCM Framework Teols 4,00, 5931 0000 Englsh (Unite
(8 Access Accounts

Distribution Points

& s
{iy Package Status

Table 25: Creating Packages Using the Create Package from Definition Wizard

5.1.2 Creating Packages Without Using the Create Package From

Definition Wizard

Table 26 shows the steps required to create a package manually, without using the Create

Package from Definition Wizard:
Step Description

1. Open the Configuration Manager Console and
navigate to the Packages node.

Right-click on the Packages node and select New
> Package.

Tip

Package Folders or Search Folders can be
created to make it easier to find and organise
packages within the Configuration Manager

Console. To create a new folder, select New >
Folder or Search Folder.

Screenshot

Hame [ Run Time ghh:mm) | isk space £
[ € Software Distribution [rer-system attended Unknown 7MB
ckages [Cdrer-system unattended  Unknown aMB
CCM Framework Toals .00 [ Per-system uninstal Unknown Unknown
Micrasaft Canfiguration Manager Client parade 4.0 ALL Elbe i sisiiton Unkains sMB
MIcrasoft Hyper: Y ntegration X8 Dper-user unattended Unknewn 6MB
Mas e it SV el Cpersserinnsal  nkoown Uk

:1:] Swstem Center Configuration Manager
El L3 Site Database (CEM - SCCM-SRY-01, Contoso CEntral Site)
|5 Site Management
= ._.-:5' Compuker Managerent
Collections
—fél Conflicking Records
| % Software Distribution
B

Package

Virtual Application Package
Package From Definition
Folder

Search Folder

Distribute
Transfer Site Settings
Copy Packages
Give Feedback

TEEEE R

2. In Name, enter the name of the package, then ew Package Wizard
enter any additional details required and click ;}g erere
Next.
Dgenerd
Data Source ‘jﬁ | Heatinarg Example Package 1.0 EN
Data Access.
Distribution Settings Name: [Examele Package
R Version: Jto
Securty : :
S Manufacturer: [Hestheare Org
Progress Language: IEN
Confirmation Comment: This is an example package]
< Previous | Next > I Finish Cancel
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Step Description Screenshot

3. Select This package contains source files. s G e ] =]

Click Set and add the source directory that 9)5 e soee
contains the package source files. If the package — e it e
does not contain any source files, this step can be ~ NEHEEEENINNNN 2nd oot s iz cprin.

Data Access

missed. i S I¥ This package cankains sourcs files
Reporting Saurce versian:
Note Sy - Source directory
it [<Birectary on site server >C:|PKGSourcelExample Set...
If the package source files are likely to change ~  frog=s: - _
. . P - Use a compressed copy of the source directory
regLI|ar|y7 Conflgu ratlon Manager Can be % plways obtain Files from the source directory
configured to update the DPs according to a T dtn st povscn s

schedule. One-time changes can be handled Sthachis..
manually by following steps in section 8.2.

I™ Persist cortent in the client cache

™ Enable binary differential replication

Click Finish.

< Previous | Mext > | Finish | Cancel |
4, Click Next. New Package Wizard =
General

The wizard will now create a package with the Fallowing settings.
Data Source

Data Access

Distribution Settings Detais:
PapfiT) ackage Information -
Security + Mame: Example Package
* Yersion: 1.0
S| b S
+ Language: EM
Progress
kL N IData Source Information
i « Saurce Location: <Directary on site server »>C:\PKGSoUrce\Exampls
« Update Schedule: Not configured
+ (Cache Persistence: No
Data Access Information:
* Share Mame:
+ Enable Automatic Disconnect: No
 Disconnect Retries: Nat configured
« Disconnect Grace Period: Kot configured
Distribution Settings
A |
To change these settings, click Previous. To apply the settings, dick Mext,
<previous || mets | Finish | Cancel |
i New Package Wizard X
5. Click Close. o =]
Eg wizard Completed
General

Data Source ( \/) The New Packags Wizard completed successfully,

Dats Access

Distribution Settings Details:
feroring |9 success: Package Infarmation -
iy + Hame: Example Package

+ Wersion: 1.0
Summary + Publisher: Heatthcare Org
+ Language: EN

Progress

@ Suceess: Data Source Information
+ Source Location: <Directary on sie server>C:\PKGSource|Example
« Update Schedule: Mot configure:
* Cathe Persistence: No

@ Success: Data Access Information:
+ Share Name:
+ Enable Automatic Disconnect: No
+ Disconnect Retries: Nat configured
+ Disconnect &race Period; Not configred

To close this wizard, dlick Close.

< Previous et > [ = |

Table 26: Creating Packages Without Using the Create Package from Definition Wizard
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5.2

Creating Configuration Manager Programs

The purpose of using the software distribution feature is to automatically make a program available
to target Configuration Manager clients. A program can be a file name (Configuration Manager
uses file association to run such programs), or anything else that can run from a command prompt,
such as a batch file or a Windows Installer command line. The Configuration Manager Program
Properties dialog box contains the options that are available when configuring a Configuration
Manager program. The various package properties are arranged by tabs, as shown below in Figure

9 and Figure 10, and as detailed in Table 27 and Table 28.

Example Program Properties B3 |Example Program Properties [x]
Windows Inslallel | MOM Malr\(enance Mode Windows Installer | MOM Maintenance Mode |
General | E General i Envi Ad d |
3 . A program's requirements determine whether it is appropriate for a
Name: Example Progran| particular computer.

Your use of software deployed by ConfigMgr may be subject to license Estimated disk space: Unknown| v kg ¥

terms. You should review any applicable license terms prior to deploying

software. Maximwn allowed run time (minutes): 120 -

This is an example program . f' This program can run on any platform

Comment:
" This program can run only on specified client platforms:

@Command line: ExampleApp.exe s Browse...

Start in: |

Additional requirements:

Example Program Properties

Drive mode
@ ' Runs with UNC name

" General |

MOM Maintenance Mode
Environment Advanced

Windows Installer ]
Requirements

A program may require certain conditions to be true before it can run.
Specify the conditions that must be met for the program to run.

Program can run: @

Run mode
' Run with user's rights
" Run with administrative rights

Only when a user is loggedon ¥

Only when a user is logged on
Whether or not a user is logged on

[Only when no user is logged on

" Requires drive letter

Run:
@ U |Nnrmal ﬂ I ﬂ " Requires specific drive letter (example: 2):
After running: |No action required j s
Category: IExamp!e Software Category ﬂ
0K | Cancel | o | Hep | 0K | Concel oy | Hep | 0K | Concel Help

Figure 9: Configuration Manager Program Properties Dialog Box (Part 1)

Tab Number Description

Command Line is a required field and should contain the full
command line to execute the program. It should also contain
any command-line switches required for execution. This would
normally exactly match any command line used to install the
application, while interactively logged on to the computer.

General 1.

2. The Start in field is optional, and is used to specify the
executable path for the program, if the .exe or .msi file is not in
the root folder.

3. Contains settings for run-time behaviour. Options include:

= Run: Hidden, Maximised or Minimised

= After Running: No action required, Program restarts
computer, Configuration Manager restarts computer or
Configuration Manager logs user off

Category: Optional

The Estimated disk space and Maximum allowed run time
(minutes) settings allow the administrator to provide estimated
disk usage and run-time information to the user. The
Configuration Manager Advanced Client will terminate any
running program once the Maximum allowed run time setting
is reached. If None is specified, the run time will expire after 72
hours.

Requirements 4.

The This program can be run on any platform and This
program can run only on specified program settings allow
the administrator to specify the target operating systems on
which the package will be executed.

Recommended Setting

Specify the full command line.

Specify if required.

Specify as required.

Specify the amount of disk space
required, and leave Maximum
allowed run time as default.

Only specify if the package should only
be run on specific operating system
Versions.
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Tab Number Description

Environment 6.

The Program can run settings specify the circumstances under

which the program can run. Options include:

= Only when a user is logged on: Can run either with
logged-on user rights or with administrative rights.

= Whether or not a user is logged on: Can only run with
administrative rights because there may be no logged-on

user.

= Only when no user is logged on: Can only run with
administrative rights because there may be no logged-on

user.

The Run mode settings specify as which security context the
program should be executed; these options will change
according to how the drop-down list (in Number 6) is configured.

The Allow users to interact with this program check box sets
the program to be visible to the user. Programs set to run with
administrative rights that do not have this option set, must not
require any user interaction, otherwise they will fail.

If a program requires a drive to be mapped, or requires a
specific drive letter to operate properly, these options are
defined here. The Drive mode setting allows the administrator

to configure this behaviour for this program.

Table 27: Configuration Manager Program Properties Settings (Part 1)

Example Program Properties

Windows Instaler |

Example Program Properties

MOM Maintenance Mode | General | Requiements | Environment
Ady d ‘Windows Installer I MOM Malmenance Mode

General |

You can specify additional criteria for installing and running this program.
You can also temporarily disable the program.

@ I Run another program first:

management.

If you enable installation source management For this program, the .msi
file will automatically return to the package files on an available

ion point to reinstall or repair the installation. Specify the
@ ‘windows Installer product information to enable installation source

Click Import to specify the product code and the Windows Installer file.

Click Clear to clear these fields and disable installation source

Recommended Setting

Specify as required.

Itis current best practice to use the

lowest possible privilege so if a
program is able to run under the

logged-on users context, configure it

as such.

Allowing users to interact with

programs that are running under
administrative context should only be

enabled if user interaction is req

uired.

Always try to make administrative
installations non-interactive, as there is
potential for users to elevate privileges

if they are able to interact with a

program running in administrative

context.

This usually only applies to old

custom-written applications, and
should be left as default unless a

specific requirement has been
identified.

B3 ||Example Program Properties

General F |

o 4

Wlndows Installer MOM Maintenance Mode

Microsoft Operations Manager (MOM) might generate alerts when this
program runs. To avoid receiving alerts for this planned maintenance,

you can disable the alerts for the duration of the program.

|~ Disable Operations Manager alerts while this program runs

— = — management of this product. I~ Generate Operations Manager alert if this program Fails
‘When this program is assigned to a computer:
[Run once for the computer =l Windows Installer product code:
I~ Suppress program notifications fi
A disabled program is not displayed or run on clients. V Windows Installer file:
@ |~ Disable this program on computers where it is advertised. I
Import...
@ [~ Allow this program to be installed from the Install Software task
sequence without being advertised.
0K | cancel | ioh | Hep | 0K | Concel | 0K | Concel Boply Help
Figure 10: Configuration Manager Program Properties Dialog Box (Part 2)
Tab Number Description Recommended Setting
Advanced 1. The Run another program first setting allows the Only specify if a specific package
administrator to configure another program to run first. This installation order is required.
will force the Configuration Manager client to install
packages in a specific order. For example, Microsoft Office
2007 is always installed prior to Microsoft Office 2007
Service Pack 2.
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Tab Number Description

2. The When this program is assigned to a computer
setting allows the program to execute either once for the
computer, or for every new user that logs on to the
computer.

3. The Suppress program notifications setting stops any
program notification icons being presented to the user.

4. If the Disable this program on computers where it is
advertised option is selected, all advertisements that
contain this program are temporarily disabled. The program
is removed from the list available for Configuration
Manager clients to run, and will not be run through
assignment until it is re-enabled.

5. The Allow this program to be installed from the Install
Software task sequence without being advertised
setting must be selected if the program is part of a package
that will be deployed during an operating system
deployment task sequence execution. Even if the program
has been previously advertised, this option must be
checked or the task sequence action will fail.

Windows 6. The Windows Installer product code and Windows

Installer Installer file fields allow the administrator to import the
product code of a Windows Installer application. This allows
the Configuration Manager clients to take advantage of the
Windows Installer Source Location Manager feature of
Configuration Manager. See section 2.2.1.1.5 for more
information on this feature.

MOM 7. The Disable Operations Manager alerts while the
Maintenance program runs and Generate Operations Manager alert if
Mode this program fails settings allow for integration with some

features of Microsoft® Operations Manager. If the program
is being deployed to servers that are monitored by
Microsoft Operations Manager 2005 or Microsoft® System
Center Operations Manager 2007, this will prevent
unnecessary alerts being raised.

Table 28: Configuration Manager Program Properties Settings (Part 2)

Recommended Setting

Run once for the computer, unless the
package is for specific user
components of an application that
need to be separately installed for each
user.

Use with software update packages or
other packages where the user should
be informed. Use caution if the
package will restart the computer after
the installation.

Only use when required. Possible uses
for enabling this setting include if an
issue has been identified with the
program, so that no further
Configuration Manager clients can run
the advertisement until the issue has
been resolved.

Selected if the program will be installed
as part of an operating system
deployment task sequence.

Specify for any Windows Installer
(-msi) application.

Leave unselected unless required.
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Table 29 below shows the steps required to create a new program:

Step Description

Screenshot

1. Open the Configuration Manager Console and <Ji] System Center Configuration Manager
navigate to the package to which a program is to Bl £ Site Database (CEM - SCCM-3RM-01, Contoso CEntral Sike)
L9 site Management
be added. Bl L Computer Management
. . = Collections
Right-click the Programs node and select New > =L Conflcting Records
Program. [ % Software Distribution
B L Packages
% CCM Framework Tools 4,00
‘% Microsoft Configuration Manager Client Upgrade 4.0 ALL
% Microsoft Hyper- Inbegration X86
% Microsoft Hyper-¥ Intergration Services 64
% Microsoft MDT Package 1.0
% Microsoft LISMT (#86) 3.01
[=] 4% Heafthorg Example Package 1.0 EM
[#L Access Accounts
=, Distribution Paints
=]
i _|_‘ Pa Program
ER N I Feedback Pragram For Device h {Unite
2. In Name, enter a name for the program. v EroDra [x]
-
Complete the remaining dialog box settings as 3}5 Ca
follows:
[Geera ]
= Comment: This field is optional. Eeriamsr o ZEED
Environment
n Command Line: ThIS ShOUld be the fU” Mvzmd H :s;ﬂ[uaﬁ:{::n@?; 'ie;h‘:;y’etdn k‘ijE smggrg&ﬂ se subject to license terms. You should review any
. Windows Installer
command line to execute the package A s
. . . . omment: his is an example program ~
including any options (for example, /s for silent ~~ sm=~ e ! Peee =
. Progress
install). [ |
= Startin: Leave as blank. Command ne: [Examplespp.oxe fs Browss...
= Run: Select Normal. s '

Pun; [tiormal =
= After Running: No Action required. e runnings [t oction requed =
= Category: Categories can be added, and will St Bis s =

appear on the client in Add or Remove | | |
. . << Previous Next = I Finish Cancel
Programs in Control Panel (Windows
2000/XP) or Programs and features
(Windows Vista/Windows 7), when the
Configuration Manager client receives the
advertisement.
3. In Requirements, accept the default settings i =
unless the program has specific operating Qg Requrenents
systems dependencies and the program may be :
deployed to clients on operating systems that are Generel R A s B 2 g
not supported. [—
Advanced Estimated disk space: 5 B
Click Next. Windows Tnstaller aximm alawed rn trve (miutes): [0 =
MOM Maintenance.
i % This program can run on any platform
Fragress £ This program can run only on specified client platforms:
Confirmation
1 All 1G4 Windows Server 2003 (Non R2) i‘
[ All IAS4 Windows Server 2006
L N |
Additional requirements:
< Previous | Next > I Finisi Cancel
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Step Description Screenshot

4. In Program can run, select Only when a user is  (EIEEEEED]
logged on for programs that require user ::'))g Envirrmert
interaction and can be executed by the user's ‘

Gereral

COnteXt, ro et 2 ‘Eusrlugr:'r"nétn‘:;frrﬁ'fgreﬂ;ra:\?n(’u;:\tmns to be true before it can run, Specify the conditions that
If the program will require additional rights to p—
install, Run with administrative rights needs to windows ostater o
be selected. If user input is also required, Allow et aneneres [ —
K ) SUmmary & Run with user's rights Only when no user is logged on
users to interact with the program must also be ~ erogress P with adriisrative rghes
selected. This should be used with caution if the S ™| oy sttt i s program
installation program runs command lines or batch e
" . * Runs with UNC name
files, because these processes will have elevated At
permissions_ " Requires specific drive letter (example: 2):
Clle NeXt = Reconnect to distribution point st lagon
< Previous | Mext = I Finish | Cancel |
5 ) C| |Ck Next_ New Program Wizard [<]
-
:‘}g Advanced
i ou can speciy additional eriteria Fa instaling and running this program, You can alss temporarly
Requirements disable the program.
Environment
_ ™ Run anather program First:
Windows Installer Package: [ Brouise.
FIOM Mairtenance Program: | =
Summery I~ ey rum this progra first
e i e s S e e
L IRun onee For the computer j
I Suppress program notifications
A disabled program is not displayed o run on dlients.
™ Disable this program on computers where it is advertised,
1~ Allow this program to be instaled from the Install Software task sequence withaut being
advertised.
< Previous | Mexk = I Finish | Cancel |
6. Click Import to import the product code for any R T [x]

.msi applications. ::j'g —

Note
L. . IF you enabls installation source management for this program, the .msi file will automatically return to
& ; ; 7 nentio ! g
This is not requ"'ed for the example prog ram, eauirements the package files on an avaiable distribution poink to reinstal or repair the installation. Specify the

windows Installer product information ta enable inscaliation sourcs management.
Environment

but should be configured for any program that ~ as.ance
executes a Windows Installer package.

General

MOM Maintenance Click Impark ko specify the product code and the Windows Installer file.

Summary

Click Next. Progress

Confirmation

Click Clear ko clear these fields and disable installation source management of this product,

windows Installer product code:
I
windows Instaler fie:

Impart... Clear

< Previous | Hext 3 I Firish Cancel
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7 C| |Ck Next New Program Wizard [<]
=
i)\g MOM Malnkenance Mode
General
Microsoft Operations Manager (MOM) might generate lerts when this program runs. To avaid
Requirements receiving alerts For this planned maintenance, you can disable the alerts for the duration of the
Program.
Environment
Advanced

Windows Installer

[iCHERErenee I I Disable Operatians Manager alerts whils this pragram runs
Summary
Progress ™ Generate Operations Manager alert if this program Fails

Canfirmation

cprevious || met> | Finish | Cancel |

8 Click Close New Program Wizard
,‘)I\g Wizard Completed
=

General

Requirements r
e y) The New Program Wizard completed successfully.

Enviranment
Adwanced Details:
Windaws Installer o new program wil be craated with the following properties: a

e @ success: Program information

Summary + Wame: Example Pragram

= Commert: This is an example program
Progress + Command line: ExampleApp.exe /5

+ startin:

= Run; Normal

+ After running: No action required

+ Category: Example Scftware Category

Eanfifmation;

@ success: Reaurements
« Estimated Disk Space: Unknown KE
« aximum run time: 1
*  Program runs on: Amy
s pdditional Requirements: |

To close this wizard, dick Close.

< Previous ezt > Finish | Clase I

Table 29: Creating Programs

5.3 Securing Configuration Manager Packages

Configuration Manager package access accounts allow for specific permissions to be applied to the
Distribution Point folders that contain the Configuration Manager packages. By default,
Configuration Manager will grant full control permissions to members of the Administrators local
group on the Distribution Point, and read permissions to members of the Users group. It is current
best practice to make these permissions the most restrictive possible, without preventing access to
required users. Table 30 shows the steps involved in adding a user or a group to the Access
Accounts list. Ensure that these permissions are set correctly at the time of package creation
because if the access accounts are modified after the package has been deployed, the package
will need to be refreshed. This can have a significant impact on network utilisation. Section 8.2
details the steps involved in updating the package, if this is required.

Page 77
System Center Configuration Manager 2007 — Software Distribution Guide

M’C’OSO#M Prepared by Microsoft, Version 1.0.0.0
Last modified on 26 February 2010



Prepared by Microsoft

Table 30 below shows the steps required to create new package access accounts for a package:

Step Description

1. Open the Configuration Manager Console and
navigate to the package to which an access
account is to be added.

Right-click the Access Accounts node and select
New > Windows User Access Account.

Screenshot

:,__J Systern Center Configuration Manager

= L Site Database (CEN - SCCM-SRY-01, Contoso CEntral Site)
25 site Management
[ g Computer Management
353 Collections
=L Conflicting Records
El &3 Software Distribution
Bl L Packages
% CCM Framewark Tools 4.00
% Microsoft Configuration Manager Client Upgrade 4.0 ALL
# % Microsoft Hyper-¥ Integration 86
% Microsoft Hyper-¥ Intergration Services X6
% Microsoft MDT Package 1.0
S Microsoft USMT (%86) 3.01

% Hestth Example Package 1.0 EN
G

Genetic Access Account

'windows User Access Account ‘

2. In Permissions, select the required level of e i e et (e e el ol ]
access.
) Package access account:
Click Set. [ﬂ
Loy’ a9 Set...
Account bype: ‘Windows User Access Account
Permissions: Read _"j
Change
Full Contral
o Access
If wou add an account or modify the permissions on an existing
account, wou will need to refresh all distribution paints.
(0]4 I Cancel | Help |
3. In User name, enter the name of the user or user [FREINT T
group.
) . User name: ICONTOSO'I, Healthcare Org Security Group
Under Account type, specify whether it is a user
or a group. Syntax: DomainiUser
Click OK twice to add the user or the group to the Account bype
Access Accounts list.  lser
' Group
Ok I Cancel Help
Table 30: Securing Configuration Manager Packages
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5.4 Copying Configuration Manager Packages to Distribution
Points

If a Configuration Manager Package contains source files, it cannot be run by Configuration
Manager clients until the package source files are copied to the relevant DP. Typically, it is best to
copy the package to all available DPs, to allow access for any Configuration Manager clients that
are roaming away from their usual home site to packages they may require. This may be especially
relevant when programs are configured to use the Source Location Manager feature, because this
feature makes the installation source for the installed Windows Installer applications available if the
client needs to repair or update the application.

Important

Copying packages to DPs can have a significant impact on the network. The healthcare IT Administrator
should always ensure that this task is performed at times when this network traffic does not adversely
affect network use. Special consideration should be given when deploying packages to Configuration
Manager sites or DPs that are connected using a slow network link.

Table 31 shows the steps required to copy packages to DPs:

Step Description Screenshot

1. Open the Configuration Manager Console and [ system Center Configuration Manager

navigate to the package to which the Distribution Bl £ Sike Database (CEM - SCCM-5RY-01, Contoso CEntral Sike)
F [ Site Management

Point is to be added. = ._% Computer Management

Right-click the Distribution Points node and H
i Conflicking Records

select New Distribution Point. =) # Software Distribution
= 5§ Packages
% CCM Framewatk Tools 4,00
% Microsoft Configuration Manager Client Upgrade 4.0 ALL
% Microsoft Hyper-¥ Integration %86
% Microsoft Hyper-¥ Intergration Services X64
% Microsoft MDT Package 1.0
% Microsoft USMT (x86) 3.01
% Healtthorg Example Package 1.0 EN

[ Acress Accounts

IEHEHEHEBEBE

[F=N
[ Programs
[ {4 Package 5

= % Microsaft Carl
LA Access Ao

Mew Distribution Poinks
Update Distribution Points
Manage Distribution Poinks

5931.0000 English (Uni
Give Feedback.

2. Click Next.
- -
=
Dweeone

Welcome ko the New Distribution Points Wizard
Copy Package

Progress

Confirmation
[This wizard helps you copy a package to new distribution points.

To continue, dlick Mext

< Previous | Mext = I Firish Cancel
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Step Description Screenshot

3. Select the required Distribution points from the | IEEETEIZIEITET [x]
IISt Qg Copy Package
Click Next.
Welcome
IECHFSRGEII ... e ctrbution pas that v want o oy the package o
Progress
Confirmation
Distribution paints:
Hame [ site Type e
SCCM-SRY-01 CEN - Contoso CEntral Site Server
SCCM-SRY-02 PO - Contoso Primary Site: Server Clear Al
D SCCM-5RY-0... CEN - Contoso CEntral Site Server 5h
Seleck Group,..
4 |
To copy the package to the new distribution points, click Next,
<provious [ mext> | fesh | cancel |
4 Clle C|ose New Distribution Paints Wizard [x]
\%g Wizard Completed
WWelcome:

e I() The New Distribution Paints Wizard complsted successfuly.

Frogress

Details:

[ielcome
(opy Package
Progress

Canfirmation

Ta closs this wizard, click Close.

< Previous MExt = Finish | Close I

Table 31: Copying Configuration Manager Packages to Distribution Points
Note

If changes are required to the package source or settings, the package must be updated on all relevant
DP’s. See section 8.2 for information on managing changes to packages.
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6 STABILISE

The Stabilise phase involves testing the solution components whose features are complete,
resolving and prioritising any issues that are found. Testing during this phase emphasises usage
and operation of the solution components under realistic environmental conditions.

During this phase, testing and acceptance of the Configuration Manager infrastructure and its
associated network components will take place. The aim is to minimise the impact on normal
business operations by testing the design assumptions and verifying the deployment process in a
pilot program. It is important that this phase of testing and verifying should begin during the Build
phase and continue through the Deploy and Operate phases.

Figure 11 acts as a high-level checklist, illustrating the areas of the Configuration Manager
processes for software distribution that an IT Professional is responsible for stabilising:

Testing the Defining Co%[fitggon Checking the Validating
Deploymenton | | |Collections for Pilot | Ma?\a or —»  Status ofthe P Successful
Pilot Computers Computers nag Deployment Deployment

Advertisements

Figure 11: Sequence for Stabilising Software Distribution

6.1 Testing the Deployment on Pilot Computers

6.1.1 Defining Collections for Pilot Computers

Before advertising software to any machines, it is current best practice to deploy the software to a
collection of pilot computers. The pilot collection should consist of computers that are
representative of the computers that will receive the advertisement in the production environment.
Usually this would be a direct membership collection defining one or more computers or users in
the IT department. This allows the administrator to ensure that the program operates as expected,
so that users are not adversely affected when the software is deployed into production. Depending
on the scale of the deployment, it is recommended that the deployment is staged as follows:

1. Deploy the advertisement to a limited pilot collection to ensure that the installation
behaviour is correct and that the application installs successfully.

2. Deploy to a larger group of ‘trusted users’. This can consist of members of the IT staff, or
preferably, users within the production environment who have given agreement for this to
take place. This allows the administrator to identify any potential issues that may occur
when the advertisement is targeted at the production environment.

3. Finally deploy the application to the production target collection.
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6.1.2 Creating Configuration Manager Advertisements

Advertisements are the objects that make programs available to Configuration Manager clients.
The advertisement links the program and the package to a collection. A program must be
advertised before Configuration Manager clients can run it.

The Advertisement Properties dialog box contains the options that are available when configuring
Configuration Manager advertisements. The various advertisement properties are arranged by
tabs, as shown below in Figure 12 and Figure 13, and as detailed in Table 32 and Table 33.

Advertisement to Test Collection Properties E3 | Advertisement to Test Collection Properties
General | Schedule | Distibution Points | Interaction | Secuity | "General Schedule ] Distiibution Points | Interaction | Secuiity |
Specify when the program will be advertised to members of the target
Name: I [advertisement to Test Collection collection. You can also create an assignment to make the program
mandatory.
_I Advertisement start time:
Comment: This advertisement is targeted to a collection =« - =
of Pilot computers For testing hsf 11/2009 Ll |16‘40 = I uc
7 advertisement expires:
H 7052010 =] |re:40 = Elie
Mandatory assignments: I B ] ]
Package: 7 , T
‘As soon as possible i
Program:

Collection: |Direct Memeber Sysem Colle Browse. .,

¥ Include members of subcollections

Enable Wake On LAN

-
[~ Ignore maintenance windows when running program
r

Allow system restart outside maintenance windows

Priority: |Medium j

Program rerun behavior: IRerun if Failed previous ;l

0K I Cancel | Apply | Help |

000 C o0

0K I Cancel I Aoply | Help

Figure 12: Advertisement Properties Dialog Box (Part 1)

Tab Number Description Recommended Setting
General 1. The Package and Program drop-down lists allow the Select the required package, program
administrator to select from all available packages, then all and collection.

programs for the selected package. The Collection field allows
the administrator to select the required collection. Target
collections can be specified, either by typing the name directly
into the Collection box or by selecting the required collection
using the Browse button.

2. When creating collections, they can be configured as child Enable if required.
collections to other collections. For example, the administrator
can configure a top-level collection for Windows 7, and then
configure numerous subcollections for each geographic location
in the healthcare organisation. The Include members of
subcollections setting specifies that the advertisement will apply
to the target collection and all sub-collections.

Schedule 3. Advertisements can be preconfigured before they are required to  Leave as default, unless required.
be run on Configuration Manager clients. The Advertisement
start time setting allows the administrator to set advertisements
that will not apply to the Configuration Manager clients until
required.
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Tab Number Description Recommended Setting

4. The Advertisement expires setting can be configured if a Leave as default.
program is only relevant for a defined period of time. The
advertisement can then be scheduled to expire at a specified
date and time.

5. The Mandatory Assignments field allows administrators to Define as required.
create, modify or delete mandatory assignments. To ensure
users cannot choose not to run the advertised program, define
one or more mandatory assignments.

6. The Enable Wake on LAN check box triggers the site serverto  Leave as default, unless required.
send a wake up packet to the client machine before the
advertised program is scheduled to run.

7. The Ignore maintenance windows when running program Enable only when required, and with
and Allow system restart outside maintenance windows caution.
settings allow the healthcare IT Administrator to override any
maintenance window configuration, and force the advertisement
to run, even if the computer is part of a collection that has
maintenance windows configured and the advert is scheduled to
run outside of that window.

8. The Priority setting specifies the advertisement's priority when ~ Medium.
sent to child sites. This is based on rules defined when
configuring Configuration Manager.

Table 32: Advertisement Properties Settings (Part 1)

Advertisement to Test Collection Properties E3 ||Advertisement to Test Collection Properties [ X|

| Genelall Schedule Distribution Points I Intelaclionl Security] | Generall Schedulel Distribution Points  Interaction I Securily]

Each boundary in the Configuration Manager site is designated as a fast
{LAN) network or a slow or unreliable network. Specify how to run the
content for the advertised program, depending on the type of boundary
the client is connected to.

Specify settings that affect how users are notified about and interact
with this advertised program.

When a client is connected within a Fast (LAN) network boundary:

" Run program from distribution point e

¢ Download content from distribution point and run locally

When a client is connected within a slow or unreliable network boundary: IV Use custom countdown natification length (minutes): ho =

' Do not run program
(" Download content from distribution point and run locally

€| Run program from distribution point

v Allow clients to Fall back to unprotected distribution points when the
content is not available on the protected distribution point

| 0K I Cancel | Apply l Help 1] I Cancel Apply Help

Figure 13: Advertisement Property Settings (Part 2)
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Tab Number Description Recommended Setting
Distribution 1. The When a client is connected within a fast (LAN) Define as required.
Points boundary settings specify the run-time behaviour of the

Configuration Manager client, when it falls within the fast
boundaries of the site. This is usually when the Configuration
Manager client has a fast and reliable connection to the DP.

2. The When a client is connected within a slow or unreliable  Define as required.
network boundary settings specify the run-time behaviour of
the Configuration Manager client, when it falls within the slow
boundaries of the site. This is usually when the Configuration
Manager client is separated from the DP by an N3 WAN
connection (links to external geographic locations or GP
surgeries, and so on).

3. The Allow clients to fall back to unprotected distribution Use with caution because the setting
points when the content is not available on the protected will cause clients to traverse slow
distribution point setting allows the healthcare IT Administrator network links for content if the content
to override the default behaviour of the client for this particular  is not available on the local DP
advertisement.

4, The Allow users to run the program independently of Leave as default.
assignments setting allows the user to execute the
advertisement before the mandatory installation time. For
example, if the program is scheduled for mandatory installation
on the first day of the following month, and the user knows they
will be connected via a slow link, they can run the program in
advance while connected to the LAN.

5. The Display reminders according to the client agent Define as required.
reminder intervals settings specifies that the client will be
reminded that the advertisement is going to run, based on the
configuration specified in the Computer Client Agent properties
under Site Settings > Client Agents in the Configuration
Manager Console.

6. The Use custom countdown notification length (minutes)  Specify as required.
setting allows the user to provide a specific countdown for the
advertisement, to warn the user that advertisement will run. This
is particularly useful when the installation will restart the client
computer or force a user to log off. This time will allow the user
to save any work before the advertisement runs.

Table 33: Advertisement Properties Settings (Part 2)

By default, Configuration Manager clients do not rerun advertised programs unless the
advertisement is on a recurring schedule. Because it is possible for clients to receive multiple
advertisements or assignments for the same package or program, it is not recommended that the
client installs the same package or program more than once. For this reason, Configuration
Manager uses the package/program combination to determine whether or not a package has been
previously run. Healthcare IT Administrators may require that advertisements be rerun if they have
previously failed; this is especially relevant in a test environment when deployment testing is
performed.
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Table 34 shows the steps involved in deploying a program from a package to a collection. This
example of a Direct Member System collection demonstrates the configuration of an advertisement:

Step Description Screenshot
1. Open the Configuration Manager Console ~E] System Center Corfiguration Manager
and navigate to the Advertisements node. =l LD Site Database (CEM - SCCM-5RY-01, Contoso CEntral Site)

. . i L) site Management
Right-click on the Advertisements node and = B3 Computer Management
select New > Advertisement. M g Collections

_EI Canflicting Records

Tip 4 Software Distribution

|

Advertisement folders and Search folders
can be created to make it easier to find and
organise packages within the Configuration
Manager Console. To create a new folder,
select New > Folder or Search Folder.

Adwertisement
Adwertisement For Device
Folder

Search Faolder

Distribwte
Advertise Task Sequence

&n Softw Ve Feedback

I HEEE
E e
¥
:

2. Complete the settings as follows: pEssAdver Bemetaizald
= Name: Enter ‘Advertisement to test : 3@ General
collection’.
Dol ]
= Comment: This field is optional. Caains ] hame: [Addvertisament to Test Collection
Distribution Paints
= Package: Selecta package. [t ercton Comment; This advertisement is targeted to a callection of Plot computers for testing =
Security
= Program: Select a program. St
. . X Progress =l
- .
Collection: Select the collection of pilot o - T —
CompUters' Pragrarm: [Example program |
CI|Ck Next_ Collection; [pirsct Memsber Sysem Collection
¥ Include members of subcollections
< | meer | rmeh | cancel |
3_ C||Ck the Schedme tab New Advertisement Wizard [x]

7:3 hedul
Click the | button to add a new mandatory Qg

assignment. General Specify when the program wil be advertised ta members of the barget collection. You can also create
_ an assignment ko make the program mandatory.
Note ft‘h: o R
If no mandatory assignment is configured, sty ST | SRS
the user can select the application usin W Freroe == 3 o
Progress
Add/Remove Programs (Windows 2000 or  rfimaten Hendetory sssgrmerts: [ ]
. There are no ikems ko show in this view,
Windows XP), Program and Features
(Windows Vista or Windows 7) or Run I Eapbie e o
Advertised Programs in Control Panel, at I Taniare meinbenanse windaws vhen running pragram
any time aﬂer the advertisement Start time. I | Allovs systen restart outside maintenance windows
Pricrity: [medium =]
Pragramm remun behavior: [y rerun pragram =l
< Previous | Next > I Firiish | Cancel |
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Step Description Screenshot

4. Select As soon as possible from the Assign Assignment Schedule
immediately after this event drop-down list. € assign to the Following scheddle:
Click OK. Occurs on 06/11/2009 16:45

Schedule. .. |

* Assign immediately after this event:

#As soon as possible j

oK I Cancel | Help |

5. On the Distribution Points page, configure the L] =g
i i ; =1
settings to match the intended options for the 55 R
production deployment and click Next.
General Each boundary in the Configuration Manager sits is designated as a fast (LAN) netwark or a slow aor
Schadul unreliable netwark, Specify how ta run the content For the advertised program, depending an the
e type of boundary the cient is connected to,
Interaction
Security When a client is connecked within a Fast (LAN) network boundary:
Summary
. ' Run program from distribution point
i
T ¥ Download content from distribution point and run localky:
‘When a client is connected within a slow or unreliable network boundary:
' Do nat run program
¢ Download content from distribution paint and run locally
€1 Run program from distribution point
~ Allow clients ko Fall back to unprotected distribution points when the content is not available on the
protected distribution paink
< Previous | Mext > I Firrish | Cancel |
6. Specify Interaction options and click Next. R e R A
-
P‘J\g Interaction
g
General
e Specify settings that affect how users are notified about and interack with this advertised program.

Distribution Poinks

Security [V Allow users ko run the program indspendently of assignments
Surmmary
Progress [¥ Display reminders according to the client agent reminder intervals

Canfirmation
[V Use custom countdawn notification length {minutes): ho 3:

<provioss [[ mext> | Fesh Cancel
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Step Description Screenshot

7. If specific users or groups need to be able to [ewAdvertiemencvzard
modify the advertisements properties, add any ?jg Secusity
additional Instance security rights and click
Next General

Schedule

Specify the security rights that users have on this obiject class or instance.

Distribution Points
e Class securty rights: =

Summary

NT AUTHORITYSYSTEM  Read, Modify, Delete, Admirister, C.

Progress

Canfirmation

Instance security rights: | j‘l Xl

Marne: [ Permissions [
CONTOSO|administrater  Read, Macify, Delete

<provious [ mext> | Fmsh | canes |

8. Click Next.

Summary

General

To creats the new advertisement, click Next,
Schedule

Distribution Painks

Interaction Details:

Security [edvertissmment Information =
EEr « Name: Advertissment ta Test Collection
+ Package: NHS Entity Example Package 1.0 EN - CENOOOLO
Progress + Program: Example Program
) + Collection: Direct Memeber Sysem Collection - CENGGO14
Confirmation + Sub-callection Members Included: Yes
Schedule Information
* Sart Time: 06/11/2009 16:40:58
« Expiration Time: Nok configured
« Assigned: Mo
+ Ignore Maintenance Windaws: Nat configured
+ llaw Restart; Nt canfigured
* Prioriy: Mediam
+ Rerun Behavior: Rerun i falled previous attempt

Distribution Point Information
+ Fast Boundary: Dowrload =l

To changs these settings, click Previous. To apply the ssttings, dick Next,

<previous [ _mext> | Frish | cane |

9 Click Close ]
?)g wizard Completed
General
Schedule @

The New Advertissment Wizard completed succassfully,
Distribution Paints

Inkeraction Details:
Seaurity @ Success: Advertisement Information =
. « Name: Advertisement to Test Collection

+ Package: NHS Entity Example Package 1.0 EN - CENODO10
Frogress + Program: Exampls Frogram

+ Collection: Direct Memeber Syssm Callection - CENDO014
* Sub-collection Members Included: Yes

@ success: Schedule Infarmation
* Start Time: 06/11/2009 1£:40:58
« Expiration Time: Not configured
+  Assigned: Mo
« Ignore Maintenance Windows: Mok configured
+ llow Restart: Mok configured
* Priority: Mediom
« Rerun Behavior: Rerun if Failed previous attempt

@ Success: Distribution Point Information =l

Ta close this wizard, click Close.

< Preots it > risn | [_cess |

Table 34: Creating Configuration Manager Advertisements

Page 87
) System Center Configuration Manager 2007 — Software Distribution Guide
M’C’OSO# Prepared by Microsoft, Version 1.0.0.0
Last modified on 26 February 2010



Prepared by Microsoft

6.1.3 Checking the Status of the Deployment

The status of the deployment in the pilot environment can be monitored in the same way as in the
production environment, by using Configuration Manager reports or Configuration Manager status
messages. It is likely that pilot computers will be located close to the administrator so that the
deployment can also be monitored by physically logging in to the pilot Configuration Manager
clients. Section 8.1 contains step-by-step instructions on using Configuration Manager reporting
and Configuration Manager status messages to monitor deployment.

6.1.4 Validating Successful Deployment

Validating the deployment is the most important part of pilot testing. Before the application is rolled
out into production, the administrator must be certain that the user experience will be as expected.
This can be achieved by logging in to a pilot Configuration Manager client while the deployment
happens, to make sure there are no unexpected dialog boxes or user interaction, and to ensure
that the program has achieved the desired results, for example, installing new software.
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7 DEPLOY

The Deploy phase is used to manage the deployment of core solution components for widespread
adoption in a controlled environment. During the managed deployment, the solution is tested and
validated through ongoing monitoring and evaluation. A well-planned deployment of solution
components as an end-to-end system will enable the delivery of a quality service that meets or
exceeds customer expectations.

Figure 14 acts as a high-level checklist, illustrating the critical tasks that an IT Professional
responsible for deploying an application using Configuration Manager software distribution needs to
perform:

Deploying an Defining
Application to - Collections for
Production ™ Production
Computers Computers

2 2

Advertising
Packages to the
Production
Environment

Figure 14: Sequence for Deploying Applications to Production Computers

7.1 Deploying an Application to Production Computers

After the package has been tested, and the healthcare IT Administrator is confident that the
package and program will function as expected, the same processes can be followed to deploy the
application into production. Depending on the scale of the deployment, the administrator can
decide to create one, or a number of collections. Creating more than one collection allows the
administrator to create different advertisements with different schedules, for different parts of the
healthcare organisation. This can also be useful in staging an application deployment so that not all
the machines install the package at the same time.

Important

For remote clients that are connected via a network link, such as General Practice clinics, it is important
that the healthcare IT Administrator reviews the Manual Client Installation section of the System Center
Configuration Manager 2007 Deployment Guide {R1}. This provides information for the healthcare IT
Administrator on how to configure Configuration Manager clients that are in disconnected domains, forests
or workgroups.
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711

Defining Collections for Production Computers

Once the application has been fully tested in a pilot environment, a collection needs to be created

that will target all computers, or users, that require the application. Figure 15 below guides the

healthcare IT Administrator through the decision making process involved in creating the collection
for production deployment. Once the collection has been created, the package can be advertised to

the new collection.

Yes

Ensure System
and Heartbeat
Discoveries are
enabled. See
section 4.2.2.2

Ensure Active
Directory System
Group Discovery

is enabled. See
section 4.2.2.3

A 4

Yes

Should packages be
deployed to systems via Active
Directory attribute such as group
membership or OU?

No

version?

#o

Do the computers
have a common identifying
attribute such as software file

Are packages to
to users or co

be deployed
mputers?

No

Ensure Active
Directory User
Discovery is
enabled. See
section 4.2.2.1

Create a dynamic
query collection
based on the
computers Active

See section
4412

Directory attribute.

Create a dynamic
query collection
based on the
common attribute.
See section
4.4.1.2

Create a direct
membership
collection
containing the
required
computers. See
section 4.4.1.1

Are there any other
common attributes that could
target users such as OU

membership?

No

Does the software need
to be deployed via a users
group membership?

Can the user log off and on
before receiving the package?

No

Ensure Active
Directory Security
Group Discovery

is enabled. See
section 4.2.2.4

Ensure Active
Directory User
Discovery is
enabled. See
section 4.2.2.1

Create a dynamic

query collection
based on the
users Active

Directory attribute.

Create a direct
membership
collection
containing the
required users.

See section See section
4422 4.4.2.1
v

A 4

Figure 15: Production Collection Decision Flow

requ

Create package,
programs and
advertisement as
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Create a direct
membership
collection
containing the
security group.
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7.2 Advertising Packages to the Production Environment

Once the production collections have been created, the healthcare IT Administrator can advertise
the package into the production environment.

Note
When scheduling the advertisement, ensure that the application is deployed with the least amount of user

impact. Avoid scheduling the advertisement to trigger an installation during busy periods.

The steps in section 6.1.2 can be followed to create the production advertisement, ensuring that
production collections are selected and that the schedule timings are set appropriately.

For some applications, it may be required to run them on a recurring basis. This means the
Configuration Manager client will rerun the advertisement every time the schedule occurs.

Table 35 shows the additional steps required to configure the advertisement to have a recurring
schedule, and should be followed in conjunction with the procedure in Table 34:

Step Description Screenshot
- Clckthe | butonto add  new mancatory
assignment. "General  Schedule | Driztribution F'l:uintsl Interactinnl Securit_l,JI

Specify when the program will be advertised bo members of the barget
collection. You can also create an assignment to make the program
mandatary,

Advertisement skart kme:

Psi11/2009 =] fiean = I urc
=

™ advertisement Expires:

7052010 | freao = [ uc

Mandakory assignments: | _Tl |

Thete are no items to show in this wiew,

™| Enable wWake On Lan

[ Ignate maintenance windows when running gragran

[T Allowsystem restart oubside maintenance windows

Priority: IMedium j

Program rerun behavior: Inlways rerun program vI

Ok I Cancel | Apply | Help |

2. Click Schedule. Assignment Schedule

¥ assign to the Following schedule:
Cceurs on 0601172009 1842

Schedule. .. |

" assign immediately after this evenk:

IF\s s00n as possible j

ok I Cancel | Help
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Step Description Screenshot
3. Configure the start time and recurrence pattern as [Ty aRAI 1S
required. e
Click OK three times to save the settings and S 1172008 = ez =
close the dialog boxes.
[~ utc
—Recurrence patkern
" None Recur every
= Weekly |1 = |pays =l
" Monthly 'It"IiDnuL:tses
' Custom interval
(a4 I Cancel | Help
Table 35: Configuring Recurring Advertisement Schedule
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8 OPERATE

During the Operate phase, solution components are proactively managed as an end-to-end IT
Service to ensure the service provides the required levels of solution functionality, reliability,
availability, supportability and manageability. Successfully bringing a well-designed service into a
production environment takes efficient planning to balance speed, cost and safety, while ensuring
minimum disruption to operations and supporting the 'business as usual' delivery of the
organisation's IT requirements.

Figure 16 acts as a high-level checklist, illustrating the critical components for which an IT
Professional is responsible for maintaining in a managed and operational Configuration Manager
software distribution environment:

. Using the
P Using . )
Monitoring a L Confi . Configuration
— onfiguration
Deployment . Manager Status
Manager Reporting 5
ystem
Managing
Changes to
Packages
Removing
Packages
Software ) Secure Software at .
Distribution — Enforce Bole Ly Ensure Approp_rlate L the Package N Set Perm|55|on_s at
; Seperation User Interaction Package Creation
Security Access Level
Pafl?; u;estc':frce = 4 Client Cache
Igiles Considerations

Figure 16: Sequence for Operating Configuration Manager Software Distribution

8.1 Monitoring a Deployment

Configuration Manager allows the healthcare IT Administrator to monitor the progress of a software
deployment using either Web-based reports or the built-in status message system. By using these
tools, the administrator can have a near real-time picture of the number of Configuration Manager
clients that have successfully installed the application, and identify any Configuration Manager
clients that are experiencing issues with the deployment.
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8.1.1 Using Configuration Manager Reporting

Configuration Manager reporting includes over 380 built-in reports, covering a variety of

information.

Table 36 contains step-by-step instructions on how to use Configuration Manager reporting to
monitor the status of a deployment. This example uses only one of the built-in reports. It is also
possible to create custom reports using the SQL views and standard T-SQL queries. More
information on creating custom reports can be found in the TechNet article Creating Custom
Reports by Using Configuration Manager 2007 SQL Views'.

Step Description

1. From within the Configuration Manager
Console, navigate to the Reporting node.

Right-click on the Reporting node and select
Run.

2. Internet Explorer is invoked and connects to the
Configuration Manager Reporting Web site.

Information

Itis also possible to start Internet Explorer
and navigate to the URL http:/<Configuration
Manager site server>/

SMSReporting <site code>, from any
machine that can connect to the Configuration
Manager site server.

3. From the tree view, click the report Status of a
specific advertisement.

Screenshot

-:&:I System Center Configuration Manager

=l L Site Database (CEM - SCCM-5RY-01, Contoso CEntral Site)
# [ Site Management
=l ._;g Computer Management
Collections

i'z‘l Conflicting Records

5 Software Distribution

@' Software Updates

4 Operating System Deployment

L] Asset Inteligence

&h Software Metering

[+

L Desiny Run
G Queri Give Feedback
A ki

AHEHBEHEHBEEB

{2 view ConfigMgr Reports - Windows Internet Explorer H= B

[& titpfscamesrw-01 /5M15R eperting_Ceny =] [*2][ x| @ 8o L~

o7 Favorites | 9% (@ SuggestedStes - £ | Get More Add-ons ~

& View Confighar Reports ‘ | 4~ B - O e - Page - Safety~ Tadk - @~
Microsoft* —
[ ] o
System Center Cuﬂﬂ%pn’rt!ﬁei’:\r’é_
Configuration Manager 2007 B | .
El Reports =
Asset Inkelligence ta the Syst =

Desired Configuration Management - Assignment i i i
[ Desired Configuration Management - Compliance erver Report Viewer
esived Configuration Management - Errors This site contains the reports that are available For you to
evice Management run. After you run a report, vou can copy the report data
ver M ¢ to the Clipboard or export the data to 3 CSY (comma
Teer Managemen separated values) text File, ¥ou can also print the report,

Hardware - CD-ROM add the report to your Favarites ist, o e-mail 2 lnk ko the
Hardware - Disk. report. Some reports also contain charts of pertinent
Hardware - General data.

= Memory Click the items in the left-hand pane to use the following
Modem reporting features. Depending an how your Confighlgr
Hardware - Metwork Adapter adrministrator has configured reporting, some of the
Features might not be availsble,
Hardvare - Processor
Hardware - 5C51 Reports - You can get information sbout a variety of
Sound Card topics From your ConfigMgr datahase, L
- Videa Card Dashboards - Vou can view seversl reports in a single
screen.
hetwiork Access Protection Computer Detalls - You can view reparts that return = |
Operating System ﬂ . -
Dane [0 [ [ [ [ [& Localintranet | Protected Made: OFF [Fa - [®i0% - 4

[E Software Distribution - Advertisement Stakus

[ advertisement status messaqges For a client being
upgraded to the Advanced Client

[ advertisement status messages for a particular client and
advertisernent

O all svstem resource advertisements with skatus

E all svstem resources For a specific advanced client
distribution in a specific state

E all svstem resources for a specific advertisement in a
specific state

[ Chart - Hourly advertiserment completion status
[ 3tatus of a specific advertisement
[15takus of an advanced client distribution

7 Microsoft TechNet: Creating Custom Reports by Using Configuration Manager 2007 SQL Views {R5}:
http://technet.microsoft.com/en-us/library/dd334593.aspx
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Step Description Screenshot
4. Click Values to display all advertisements.
. Report Information
Tip
The Advertisement ID can be specified Report Category

. . . . Software Distribution - Advertisement Status
directly, if known. This can be obtained by

clicking on the Advertisements node in the
Configuration Manager Console.

Report Name
Stakus of an advanced client distribution

Report Comment ")
This report shows the status summary of all resources that have been _
targeted by an adwertisement to upgrade to the SCCM Client, The Display

summary is broken into bwo parts, Acceptance status will summarize
hows many resources have received, rejected, or not vet received the
advertisement, Delivery status will summarize the resources that have
run or attempted to run the program being advertised,

Advertisement ID for a client installation advertisement
(Reduce Values set with wildcards: Hestlo w_rld=e)

I values... |

5. Click the appropriate value in the available

) Values
Advertisement Id list.

Select a value ko use when running the report, IF more than one column appears
below, the walue in the first column of the selected row will be used when running the

repart,
Rorerty L Adverti t Name Package Name HrooEan
Id Name
Mew Reference
CENZ0000 S??;ﬁg;evgt”;“&”;g; Task | Computer Task *
a Sequence Vista (X86)
CCM Framework Tools - Per- Per-system
(EENZ0008 system unattended bo Vistal CCM Framework Tools unattended
CENZ0002 Viska Client Build Wista Client Build *
CENZ0003 £CM Tadls ta all (nan CCM Framework Tools | P2System
mandatory) aktended
CENZO004 Adver_tisement to Test Example Package Example
_ Collection Program
Click the Display button - ®.
play Report Information
Report Category
Software Distribution - Advertisement Status
Report Name
Status of an advanced client distribution .
Report Comment )

This report shows the status summary of all resources that have been
targeted by an advertisement to upgrade to the SCCM Client, The
summary is broken into bwo parts, Acceptance status will summarize
how many resources have received, rejected, or not et received the
advertisement, Delivery status will summarize the resources that have
run or attempted ko run the program being advertised.

Display

Advertisement ID for a client installation advertisement
(Reduce Yalues set with wildcards: He9blo W _rld%s)

[cErzo003 values... |
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Step Description

7.

9.

The report is then displayed.
Configuration Manager clients can return a

order:

Screenshot

Report Name:

Status of an advanced client distribution

number of states depending on how far they are Category: Software Distribution - Advertisement Status
through the installation process. A functioning This report shows the status summary of §II resources that have be
) . ) Comment; two parts, Acceptance status will summarize how many resources h
dEployment will show the status in the foIIowmg the resources that have run or attempted ko run the program being
Parameters: [ Advertisement IO For a client installation advertisement | CEMZO0C

= Accepted
= Waiting

= Running
= Succeeded

Refreshing the Web page will refresh the data in
the report so that the deployment status of all
machines can be monitored.

Configuration Manager will organise machines of
different statuses into groups in the report.

If any error statuses are encountered, click the
link button [#] to drill down to linked reports with
further detail.

The linked reports show status messages for all
the relevant statuses that led to the end condition.

06/11/2009 18:57:18

Resource Receipk Status

Number of Resource:

[
]

Accepted 8
Mo Status 3

0&/11/2009 18:57:18

Status of Targeted Resources

Mumber of Reso

[#]| Accepted - Mo Further Status 3
[@| sdvanced Client Installed 2
[#] | Failed 1
[@| Succeeded 2

Report Name: Status of an advanced client distribution

Category: Software Distribution - Advertisement Status
This report shows the status summary of all resources that have be
Comment: two parts, Acceptance status will summarize how many resources b
the resources that have run or attempted to run the program being
Parameters; [ advertisement ID For a client installation advertisement | CENZ00C

06/11/2009 15:57:15

Resource Receipt Status

Number of Resources

[#] | sccepred a
[#]| Mo Status 3
06/11/2009 18:57:18

Status of Targeted Resources

Number of Reso

[#]| Accepted - No Further Status 3
[@| sdvanced Client Installed 2
[#] | Failed 1
[@]| Succeeded 2

Report Mame: All system resources for a speci

Category: Software Distribution - Advertis
This repart will shaw a list of all resouw
Comment: )
successfully run a program being adw
Parameters: [ Software Distribution Status | Succe
| Advertisement 10 | cEnz
06/11{2009 19:00:54
MNetbios - Installe
Name User Domain | User Name Gite Codi
MIMINT- | MIMINT- ..
aepzssl  |aapzesy Administrator | CEM
[#] | w15TAL NT AUTHORITY | S¥STEM CEM
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Step Description Screenshot

10.  Click .thg link button [#] to drill down to the Status Message Details
description of the status message. If an error
occurred during installation, the description of the Message Details

. . f Timestamp: 041 1J2009 16;09;52 Message Type:
status message will prowde d.etall of why t.he P o T—
error occurred, and will often include possible System: HIYFERVDZ Pracess 1D
resolutions. Saurce! SMS Client Thread 1D:
Cormponent: Software Distribution Severity:
Description

The conkent For "CEMOO0OC" - 1" could not be located. This 5M3 client will no longer atkempt to locate this o
any distribution servers, or the advertisement. may have been marked not to run program when no local Dis!
boundaries of the site, Content source might not be available because the advertisement is canfigured with
distribution paints and is not available on a standard distribution point, Branch distribution paints do nat supy
From distribution paint. Solution: Use the Manage Distribution Points wizard ko distribute the content to a dis
binderies then change the advertizement to allow running program from remote Distribution Point. Use the b
standard distribution point if you want to use the option Run program fram distribution point.

Properties

Advertisement 1D | CENZO003
Client SMS Unigue 1D | GUID; SE0ADFE4-G00C-4060-B046-3F2803F 301 64

Table 36: Using Configuration Manager Reporting

8.1.2 Using the Configuration Manager Status System

Many actions performed within the Configuration Manager hierarchy generate status messages
that are passed back through the site systems into the Configuration Manager database. These
messages give detailed information on every aspect of Configuration Manager and can be used to
monitor or troubleshoot the distribution of software. The Configuration Manager status message
viewer allows Configuration Manager Console users to view and query status messages.

Table 37 provides step-by-step instructions on how to view status messages applicable to a
specific software advertisement:

Step  Description Screenshot
1. From within the Configuration Manager 2 system ol cUn(ﬁuuratiun Manager -
. . =] _g Site Database (CEM - SCCM-SRY-01, Contoso CEntral Sike r
Console, navigate to the Advertisement 2 (9 St Management me |
Status node and select the advertisement S e o [t
. SE Conflicting Records Sity | Recetved
required. El é: Softwrare Distribution 3LE|ECEN Contoso CE... GEEEWE
[ L Packages EHPo1 - Contoso Pri... 2

LY Advertisements
= ﬁ Software Updates
B Operating System Deployment
[ Ll Asset Inteligence
[ &m Software Metering

= Reporting

# =Y Desired Configuration Management

1 |y, Queries

[ {7 Mobile Device Management

= W Metwork Access Protection
[=1 [ System Status

Bl i} Advertisement Status

] advertisement to Test Collection
[ ] CCM Framework Tools - Per-system unattended ko Yistal

] [l all {non mandatory)
2. Right-click on the Configuration Manager Site
object to which the Configuration Manager Laak Fiar:
client is assigned and select Show Messages
> All.

Failures

3 Al
Reset Counts 4 Received

Received

H1CEN - Contosg
EL‘] P01 - Conkaso

Show Messages

Failures
Refresh

Program skarted
Help Prograrm errors

F‘ragram SUCCESS

Program errors (MIF
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Step  Description Screenshot

3. Right-click on the status messages in the

) i ) A ConfigMgr Status Message Yiewer for <CEN: <Contoso CEntral Site =
Configuration Manager status message viewer File Edit Yiew Help

and select Detail.

”H =] | * | ‘Q N | @ ||Drigina|ﬂuer_l,l

Senverit | Tvpe | Site code | Date [ Time | Seskern
& Milestone Capy  CC
(i Milestone CEN ——
(i Milestone CEM softojzona ] Looie  Delete
(i Milestone CEN 29/10j2009 ] Doclker CHHD
%] Milestone CEM 29/10jz009q_ Fiter.. Chr+l
@ Milestone CEM 08/10/2009 1 Refresh F5
i Milestone CEM 08/10/2009 Daroe: e
€Y Milestone CEM 08/10/2009 00359 HYPERYOZ
iT) Milachnne _Fhl A8 N0 NRN%Sd N

4. Roiew o Descrption o o oo

information. If the status is describing an error,

it will typically include information on possible Date: 08/10/2009 Type: Milestone

resolutions. Time: 0&:04:05.933 Severity: Infarmation
Site code: CEN Message ID: 10002
Syzten; HYFERY Frocess ID: 3192
Source: SMS Client Thread [D: 4716

Companent.  Software Distribution

Description:;

Adverizement "CEN20003" was received from site "CEM". il

The client paszes any supported platform reguirements and the StS LI

Properties:

Advertizement |0 : CEM 20003 ;I
Client SMS Unique 1D : GUID: 29F020 46-7FAD-4098-90 89-

442900023 A LI

A Previous o Mest | Ok I Help |

Table 37: Using Configuration Manager Status System

8.2 Managing Changes to Packages

When making changes to Configuration Manager packages, the package information needs to be
replicated to DPs and to any child sites. However, if regular changes are to be made to a package,
for example, files changes in the package source files, the package can be configured to update
the DPs on a schedule. This configuration procedure is covered in section 5.1.2.
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Table 38 shows the procedure for manually updating the package on the DP:

Step Description Screenshot

1. Open the Configuration Manager Console and
navigate to the package for which the Distribution
Points are to be updated.

;‘-‘J Swstem Center Configuration Manager
B LD Site Database (CEM - SCCM-SRY-01, Conkoso CEntral Site)
# L) Site Management
= ..;%'. Compuker Management
[# Collections
*21' Conflicking Recards
£l % Software Distribution
= g Packages

Right-click on the Distribution Points node and
select Update Distribution Points.

Select Yes when prompted to confirm the update
of Distribution Points

X # % CCM Framework Tools 4,00
Caution # % Microsoft Configuration Manager Client Upgrade 4.0,
This action will copy the contents of the # % Microsoft Hyper-¥ Integration X86
package to all sites and distribution points. [ % Micrasoft Hyper-¥ Intergration Services k&
This may have an impact on network usage. If [ 4§ Microsoft MDT Package 1.0
the package is large, try to run this update = ‘:l:! Microsaft LISMT (486] 3.01
outside of peak hours. = kl?anhurg Example Package 1.0 EM

L& Access Accounts

j Prograf Mews Distribution Paoints
= *fj Packag] Update Distribution Points

Manage Distribution Points 00,59

H s Microsu:uFtCI
Give Feedback

% Advertisements

Table 38: Updating Distribution Points

8.3 Removing Packages

Healthcare IT Administrators should monitor the existing packages within Configuration Manager
on a regular basis and remove any packages that are no longer required. This will help to reduce
the disk space requirements for the Configuration Manager environment as a whole, because
packages can be stored in multiple locations within a Configuration Manager hierarchy. Table 39
shows the steps required to remove packages from Configuration Manager:

Step Description Screenshot

1. Open the Configuration Manager Console and
navigate to the Packages node.
Right-click on the required package node and
select Delete.

(=] #55 Software Distribution
B LF rackages
% CCMFramewark Tools 4,00
Microsaft Configuration Manager Client Uparade 4,004
Microsoft Hyper-Y Inkegration x86
Microsaft Hyper-y Intergration Services X64
Microsaft MDT Package 1.0
Microsaft USMT (#8667 3.01
Healthorg  Example -
Microsaft Corparati
LY Advertisements
[# E Software Updates

HEHEEHEHBHRKE
0

Manage Distribution Points
Diskribute r
Transfer Site Settings

# [ System Status

& 4 Operating System Deplaym
# W Asset Inteligence
[+ & Software Metering

[+ Reporting
& |5 Desired Configuration Mana

# | i Queties
H Bfg' Mobile Device Managernent
# W Mebwork Access Protection

Move Items
Give Feedback

Mews \Window From Here

Cuk
Delete
Refresh

@ Seririty Rinhrs

Pronerties

Microsoft
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Step Description

2. Click Next.

3. Select one of the following information options:

= Click No. | know that | want to delete this
package to prevent the wizard from showing
the summary information and proceed straight
to Step 4.

= (Click Yes, | want to see more information to
show a series of screens listing all of the
associated objects that will also be deleted
when deleting this package. This information
includes programs, advertisements, task
sequences, distribution points (this does not
delete the DP itself, just the package on the
DP), access accounts and security rights. If
any of the objects associated with the package
must not be deleted, the package should not
be deleted.

Click Next.
4, Click Finish.

Table 39: Removing Packages

Screenshot

Delete Package Wizard [ x]
:ﬁg welcome

‘welcoma to the Delete Package Wizard
Deletion Effects

Confirmation

ou can use this wizard to delete packages, as well as seeing the results of deleting that
package.

To cantinue, dlick Next.

= Previous | Next > |

P |

Delete Package Wizard

Deletion Effects

Welcome

Choose whether to view details of the effects of deleting this package.
Confirmation

Deleting the package will also delete its programs and any advertisements of these programs. If
the package has souree files, they will be removed from distribution paints, IF there are access
sccounts for the package, they will be deleted

Canfighar administrator's security rights to the package will also be deleted.

Do you want to view more details of these effects?

" Yes, Iwank to see mare infarmation,

' No. I know that I want to delete this package.

<previous [ net> |

Finish Cancel

Delete Package Wizard

Completing the Deleke Package Wizard

Welcome

Deletion Effects

au have successfully completed the Delete Package Wizard, You have chesen to delete the
package listed below

Packa

Ta delete the package, dick Finish,

[ Fmsh |

< Previous iext = Cancel

Microsoft
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8.4 Software Distribution Security

Configuration Manager software distribution is a powerful feature that can be used as a major point
of attack if not secured properly. When installing packages, Configuration Manager can use
elevated rights in either the user or the system context, even if the user does not have
administrative rights. This allows an attacker to effectively run any attacks that elevate rights. The
following recommended security current best practices are detailed in this section:

®  Enforce Role Separation

B Ensure Appropriate User Interaction

m  Secure Software at the Package Access Level
m  Set Permissions at Package Creation

m  Secure Package Source Files

m Client Cache Considerations

8.4.1 Enforce Role Separation

Not all administrators need full administrative access to Configuration Manager. Consider applying
security permissions to collections to limit which administrators can perform which functions on a
given collection. For example, if one administrator manages the servers, and another administrator
is responsible for desktop computers in a site, create separate collections and assign permissions
to the instance accordingly.

Also consider separating the functions of packaging and advertising administrators. If the same
person is allowed to create both packages and advertisements, that person can easily distribute
malicious software. Permission to advertise software can be controlled on a collection-by-collection
basis, or it can be restricted on each advertisement. Section 4.1 has further details on
Configuration Manager Object Security.

8.4.2 Ensure Appropriate User Interaction

When configuring a program, the option Allow users to interact with this program can be set so
that users can respond to any required prompts in the user interface. If the program is also

configured to Run with administrative rights, a user at the computer that is running the program
could use the user interface to form an attack in order to escalate privilege on the client computer.

It is strongly recommended that Windows Installer-based setup programs are used with per-user
elevated privileges for installations that require administrative credentials, but they must also be run
in the context of a user who does not have administrative credentials. Using Windows Installer
per-user elevated privileges provides the most secure way of deploying applications with this
requirement.

Note

If an advertised program is set to Run with administrative rights, and Allow users to interact with this
program is not selected, the program might fail if it displays a dialog box that requires a user to make a
selection or click a button. In such a case, the dialog box that the user is required to interact with is not
visible to the user so it can never be responded to. The program waits for user interaction until the
program's configured Maximum allowed run time is exceeded. After the Maximum allowed run time is
exceeded, the program's process is terminated on the Configuration Manager client. If a Maximum
allowed run time is not specified, the program's process ends after 72 hours. During the period from when
the program starts to run until the program's process ends, Configuration Manager will not start any other
pending software distribution programs.
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If a package is created using the Create Package from Definition Wizard, and the package
definition file line UserlnputRequired=False is not specified, Configuration Manager creates the
program for the package with Allow users to interact with this program enabled. If user
interaction is not required, always include the line UserlnputRequired=False in the package
definition file. If any packages have already been created from definition files, manually disable the
setting Allow users to interact with this program on any programs within that package, where it
is not required.

8.4.3 Secure Software at the Package Access Level

By default, the package files on DPs are fully accessible by administrators and are readable by
users. Users with administrative rights can set the Configuration Manager client to join any site,
even if the computer is not within the boundaries of the site. When the Configuration Manager
clients have joined the site, they can receive any software distributions that are available at that
site, and where the computer or user meets the qualifications of the relevant collections. For this
reason, software that will be limited to specific users must be secured to those users at the
package access level, rather than being limited by site availability or collection criteria. Section 5.3
contains more detail on securing Configuration Manager packages using package access
accounts.

8.44 Set Permissions at Package Creation

Changes to the access accounts on the package files (as opposed to the DP shared folders), only
become effective when the package is refreshed. Therefore, package access permissions need to
be set carefully when the package is first created, especially if the package is large, is being
distributed to many DPs, or if network capacity for package distributions is limited. To quickly
initiate the refresh of all DPs, use the Update Distribution Points task for the package. See section
8.2 for more information.

8.4.5 Secure the Package Source Files

When creating packages, many packages have sources files that are available from either a
directory or a shared folder. Configuration Manager uses those source files to update the
packages. However, because the source files are not in Configuration Manager directories, they
are not being secured by Configuration Manager. If the files have been tampered with,
Configuration Manager clients could be compromised. Therefore, ensure that the source files are
secured. The only Configuration Manager accounts that need access to the package source files
are the Configuration Manager site server computer account and the Configuration Manager
administrator logged on when the package is first created.

8.4.6 Client Cache Considerations

When packages are downloaded to Configuration Manager clients, the package source files are
stored in the Configuration Manager client’s download cache. This means that packages can be
run by anyone on the computer by browsing to that directory; or a user could copy the files to a
directory or shared folder that can be accessed by other people. If unauthorised people must not be
able to access the files, the download option must not be used for those packages.
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APPENDIX A SKILLS AND TRAINING RESOURCES

The tables in 8.4.6APPENDIX APART I of this appendix list the suggested training and skill
assessment resources available. This list is not exhaustive; there are many third-party providers of
such skills. The resources listed are those provided by Microsoft. 8.4.6APPENDIX APART Il lists
additional training resources that might be useful.

PART | TRAINING RESOURCES

For further information on System Center Configuration Manager, see
http://www.microsoft.com/sccm.

Skill or Technolo . -

gy Resource Location Description
Area
Configuration Manager http://www.microsoft.com/systemcenter/configurationmanager/  Links to learning resources available
Training en/us/learning-resources.aspx from Microsoft and Microsoft Learning

Partners.

Configuration Manager http://www.microsoft.com/systemcenter/configurationmanager/  Links to product documentation and
Product Documentation en/us/product-documentation.aspx whitepapers.

Table 40: Microsoft System Center Configuration Manager 2007 Training Resources

PART Il SUPPLEMENTAL TRAINING RESOURCES

Title Link
Microsoft TechNet System Center Configuration http://technet.microsoft.com/en-gb/configmgr/default.aspx
Manager TechCenter
MylITforum.com (forum site focusing on http://www.myitforum.com

Configuration Manager)

Table 41: Supplemental Training Resources
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APPENDIX B

DOCUMENT INFORMATION

PART | TERMS AND ABBREVIATIONS

Abbreviation Definition

Cul Common User Interface

DDR Discovery Data Record

DNS Domain Name System

DP Distribution Point

IP Internet Protocol

MIF Management Information Format
NAT Network Address Translation

0SD Operating system distribution

ou Organizational Unit

MMC Microsoft Management Console

MP Management Point

NAT Network Address Translation

SP Service Pack

SaL Structured Query Language

WAN Wide Area Network

Windows PE Windows Pre-Execution Environment
WMI Windows Management Instrumentation

Table 42: Terms and Abbreviations
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PART Il REFERENCES

Reference Document Version

R1.

System Center Configuration Manager 2007 Deployment Guide: 1.0.0.0
http://www.microsoft.com/industry/healthcare/technology/hpo/systman/scom.aspx

R2. Microsoft TechNet: Overview of Configuration Manager Object Security and WMI:
http://technet.microsoft.com/en-us/library/bb632332.aspx

R3. Microsoft TechNet: Classes and Instances for Object Security in Configuration Manager:
http://technet.microsoft.com/en-us/library/bb632791.aspx

R4. Microsoft Downloads: System Center Configuration Manager 2007 Toolkit:
http://www.microsoft.com/downloads/details.aspx?FamilylD=948e477e-fd3b-4a09-9015-
141683c7ad5f&DisplayLang=en

RS. Microsoft TechNet: Creating Custom Reports by Using Configuration Manager 2007 SQL Views:

http://technet.microsoft.com/en-us/library/dd334593.aspx

Table 43: References
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