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1 EXECUTIVE SUMMARY

The software updates feature of System Center Configuration Manager 2007 R2 (Configuration
Manager) provides the capability to detect and report on the software update or patch state of a
healthcare organisation. Combined with the software distribution feature, which allows the
healthcare IT Administrators to deploy missing software updates in a controlled manner, it
represents a complete solution to software update management of the Windows® client and server
estates in a healthcare organisation.

The System Center Configuration Manager 2007 Software Update Management Guide provides
information and guidance to help healthcare IT Administrators use the software updates feature of
Configuration Manager. This guide can be used to aid healthcare organisations who have already
deployed Configuration Manager, or can be used in conjunction with the System Center
Configuration Manager 2007 Deployment Guide' to deploy Configuration Manager.

' System Center Configuration Manager 2007 Deployment Guide {R1}:
http://www.microsoft.com/industry/healthcare/technology/hpo/serverbuild/sms.aspx
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2 INTRODUCTION

2.1 Value Proposition

This document provides guidance on implementing and using the software updates feature of
Configuration Manager. The guidance will help a healthcare IT Administrator to:

m Decide if any infrastructure changes will be required to support software updates
E |nstall and configure the software updates feature

®  Decide upon a software update management strategy to meet the goals of the healthcare
organisation

This document provides the information required to quickly become familiar with the software
update feature and understand the appropriate decisions that need to be made in order to deploy
and use the solution. It also provides step-by-step guidance showing how to install and configure
the required components, and also how to use the most common features.

2.2 Knowledge Prerequisites

To effectively implement the recommendations made throughout this document, a number of
knowledge-based and environmental infrastructure prerequisites should be in place. This section
outlines the knowledge and skills required to use the Configuration Manager guidance provided in
this document, while section 2.3 details the necessary infrastructure prerequisites.

Section 2.2.1 details the prerequisite skills and knowledge, and section 2.2.3 details the information
and suggested training resources or skill assessment.

221 Skills and Knowledge

The technical knowledge and minimum skills required to use this Deliverable are discussed in the
following sections. They provide an introduction to the concepts and terminology of the Software
Updates feature of Configuration Manager, and describe how the process of detection and
updating works.

2.2.1.1 Software Update Metadata and Software Update Files

There are two parts to software updates:

B The Software Update Metadata provides information about the software update, including
the software that the update supports, the name, description, target operating system,
language, and class

B The Software Update Files are the actual binary files which contain the updates
themselves. These may be an executable file (.EXE), a Microsoft Installer file (.MSI), or a
Windows Installer patch file ((MPS)

As shown in the sections below, the two parts of the update are handled separately.
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2.2.1.2 Software Update Point

The Software Update Point (SUP) is a system role required to manage software updates. Each site
must have at least one SUP. The SUP must have Windows Server® Update Services (WSUS) 3.0
Service Pack (SP) 1 or above installed on it. The SUP role then manages the communication of
information between WSUS and the site server.

While WSUS 3.0 is installed on the SUP, Configuration Manager clients do not install updates from
the WSUS server as they would if software updates were being managed by WSUS alone. The
WSUS server is responsible only for managing the Update Metadata Catalog. The software update
files themselves are downloaded and managed by the site server. This allows much greater control
when the patches are deployed and offer the healthcare IT Administrator much greater flexibility
when deploying updates. It also allows for detailed reporting and status while the update
deployments are being carried out. See section 4.1 for more information on planning SUPs.

2.2.1.3 Deployment Templates

Each time software updates are deployed to Configuration Manager clients, many of the
parameters used in the process are the same, or a number of sets of parameters are used across
the healthcare organisation, each of which remains consistent for each deployment. To save
having to repeatedly enter the same parameters, a number of Deployment Templates can be
established, which define many of the parameters required. A Deployment Template can then be
applied when a new software update deployment is set up.

A summary of the settings that can be defined in a Deployment Template are shown in Table 1.

Property Description
Collection The collection that will be used to target the software update deployment.
Display/Time Settings Determines whether users will be notified that new updates are available, whether the deployment

schedule is evaluated in local time or UTC, and the duration that the deployment is allowed to run for.

Restart Settings Determines if workstations and/or servers should be automatically restarted, and whether this is allowed
outside scheduled maintenance windows.

Event Generation Controls the generation of events which get reported to System Center Operations Manager. If
Operations Manager is in use, alerts can be suppressed during updates in order to prevent false alarms
in Operations Manager.

Download Settings Determines how clients will connect to Distribution Points (DPs).

SMS 2003 Settings Controls deployment of software updates to SMS 2003 clients. The management of SMS 2003 clients is
not in scope of the guidance provided in this document.

Table 1: Summary of Deployment Template Properties

See section 4.6 for more information on planning Deployment Templates.

2.2.1.4 Search Folders

Search Folders allow the healthcare IT Administrator to create custom views on the Software
Update Metadata. The Search Folder displays updates that match specific criteria, such as Product
or Release Date. This allows the healthcare IT Administrator to quickly find the updates that are
required for a particular deployment and create an Update List from the results. Search Folders are
dynamic based on the query provided, so are a useful way to rationalise the very large list of
possible updates available. See section 6.1.1 for more information on creating Search Folders.
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2.2.1.5 Update Lists

An Update List provides a mechanism of defining smaller collections of updates which are to be
deployed. Updates can be added to or removed from an Update List, and they remain a static list of
updates. A deployment of updates will reference an Update List to say which updates to deploy.
This allows Update Lists and the actual deployment process to be separated. Update Lists are also
used by some of the key Compliance Reports within Configuration Manager. These reports allow
the healthcare IT Administrator to see compliance data based on a particular Update List and
collection. See section 6.1.2 from more information on creating Update Lists.

2.2.1.6 Deployment Packages

Deployment Packages are similar to standard Configuration Manager Software Distribution
Packages. They contain information such as the source directory for the updates, and which DPs
the package should be deployed to. There is no direct link between a deployment and a
Deployment Package. If a deployment contains a particular software update, it can be accessed
from any Deployment Package which happens to contain that update. If an update has been
downloaded to more than one Deployment Package, clients should access the update from the
most suitable Deployment Package, regardless of the Deployment Package that was referenced
when running the Software Update Wizard.

2.21.7 Package Source Folder

A package source folder is the location where all the files for a Deployment Package are
downloaded. The files are then copied from this location to the DPs specified in the Deployment
Package. Each Deployment Package will have its own package source folder. These are
essentially the ‘source’ files for the package. See section 5.1.3 for more information on creating a
package source location.

2.2.1.8 Collections

The healthcare IT Administrator can make software updates available to as many computers as
required. The Configuration Manager clients that need to receive the update must be members of a
collection (referred to as the target collection). The target collection can, for example, contain a
single client, all the clients that are assigned to a specific site, or any subset of clients. When a
software update is distributed to the target collection, all the clients that are members of that
collection receive the update.

If Active Directory® Domain Services (AD DS) is implemented in the healthcare organisation, a
target collection can be created that is based on Active Directory containers. Collections can be
created that target systems based on organisational units, domains, site, operating system or any
other criteria that is present in the Configuration Manager database. To target systems for software
distribution, using Active Directory containers, the Active Directory System and Active Directory
System Group discovery methods must be enabled in the site and must have been run at least
once. Section 4.5 provides more information on planning collections.

Collections in which membership rules are based on queries are dynamic. After the initial
membership list is created, if the collection has been configured with an update schedule, clients
are automatically added to, or removed from the collection, as appropriate. Client computers that
initially did not meet the collection's criteria, but meet the criteria now, automatically become
members of the collection. Clients that initially meet the collection's criteria, but then no longer meet
the criteria, are automatically removed from the collection (this does not result in the clients being
uninstalled). In a dynamic environment, Configuration Manager keeps collections current, thus
ensuring that only the appropriate clients receive the requested software updates.
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2.2.2 How Software Updates Work

Figure 1 shows a high level overview of the software updates process in Configuration Manager.

Microsoft Update

Key
B Updae pant hosting al ol
o b osting al rles
g Central @ Configuration

\g) Server Manager Client
@ Management

G Polnt/D\sFribut\on

. Point

Figure 1: Software Updates Overview

Table 2 describes each step of the Software Update process in more detail.

Step Description

1. Configuration Manager Site Server triggers a synchronisation of the SUP. This is performed on a schedule, or can be
manually triggered using the Configuration Manager Administrator Console.

2. This signals WSUS on the SUP to contact the Microsoft Update servers and download Update Metadata on all
selected products and categories. No updates are downloaded to the SUP, just metadata describing the updates and
how to detect them, and any applicable license information.

3. The metadata is retrieved by the Configuration Manager site server and stored in the Configuration Manager
database. At this stage, clients can start to report information back to the Configuration Manager server on the patch
status. The clients contact the SUP in order to retrieve Update Metadata and the Update Agent can perform a scan.
This information is sent to Configuration Manager server where an IT Administrator can view the status of software
updates across the healthcare organisation’s infrastructure.

4. Having decided which software updates are required for the healthcare organisation, the IT Administrator can now

create Search Folders (to allow required updates to be viewed easily), Update Lists (which allow compliance reports
to be viewed and updates to be grouped) and Deployment Packages (which contain the binary files necessary to
update the clients). At this stage, the IT Administrator can either download the updates from the Microsoft Update,

ready for a deployment in the future, or create the deployment at the same time.
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Step

Description

The IT Administrator creates the deployment. A deployment is carried out by specifying the Deployment Package
that will be deployed, associating that package with a Collection and specifying or creating a Deployment Template.
Once the deployment is configured, the Configuration Manager server will place all update files (If not already done)
on the required DPs. A policy will be created and placed on the Management Point (MP) so clients know the new
updates are available and where they should be installed from.

Clients perform a scheduled scan for new updates and retrieve the policy from the MP. If any updates are applicable
on the client, they will be installed from the closest DP. As the client scans for required updates and installs them,
State Messages are sent to the Configuration Manager infrastructure so the IT Administrator has an up-to-date view
of the status of the deployment.

Once the synchronisation at the Central Site has occurred, a site-to-site replication of a synchronisation request is
sent to the child sites. This triggers the same actions as steps 1 to 3, the only difference being that the lower level
SUP will synchronise data with its parent, rather than going directly to the Microsoft Update servers.

Table 2: Software Updates Process Overview

More information on the detailed process behind software updates in Configuration Manager is
available in the following articles:

2.2.3

Software Updates Synchronization Process Flowchart?
Software Update Deployment Process Flowchart®

Deployment Package Process Flowchart®

Training and Assessment

Guidelines on the basic skill sets that are required in order to make best use of this Deliverable are
detailed in APPENDIX A. These represent the training courses and other resources available. All
courses mentioned are optional and can be provided by a variety of certified training partners.

2.3

Infrastructure Prerequisites

The following are prerequisites for using Configuration Manager for software update management:

An existing System Center Configuration Manager 2007 infrastructure with SP2 or above
Windows Server Update Service (WSUS) 3.0 SP 1 or SP2 Server

Microsoft® Windows® 7, Windows Vista®, Windows XP® Professional (SP2 or SP3), or
Windows® 2000 Professional SP4 or above required for all desktop clients

Microsoft Windows 2000 Server SP4, Windows Server® 2003 or Windows Server® 2008
required for all Server clients

Configuration Manager client deployed to clients

Configuration Manager Software Updates feature enabled for Configuration Manager
clients

2 Microsoft TechNet — Software Updates Synchronization Process Flowchart {R2}:
http://technet.microsoft.com/en-us/library/bb932170.aspx

*Microsoft TechNet — Software Update Deployment Process Flowchart {R3}:
http://technet.microsoft.com/en-us/library/bb932173.aspx

*Microsoft TechNet — Deployment Package Process Flowchart {R4}:
http://technet.microsoft.com/en-us/library/bb932157.aspx

Page 6
System Center Configuration Manager — Software Update Management Guide

M’C’OSO#M Prepared by Microsoft, Version 1.0.0.0

Last modified on 26 February 2010


http://technet.microsoft.com/en-us/library/bb932170.aspx
http://technet.microsoft.com/en-us/library/bb932173.aspx
http://technet.microsoft.com/en-us/library/bb932157.aspx

Prepared by Microsoft

2.4 Audience

The guidance contained in this document is targeted at a variety of roles within the healthcare
organisation’s IT department. Table 3 provides a reading guide for this document, illustrating the
roles and the sections of the document that are likely to be of most interest. The structure of the

sections referred to is described in section 3.1.

Role

IT Manager

IT Architect

IT Professional/Administrator

Table 3: Document Audience

o
< E -
(o) ©

Document Usage 8E = = 5
X 35 o ) o
w o o o o

Review of the entire document to understand the v

justification and drivers, and to develop an

understanding of the implementation requirements

Review the relevant areas within the document v v v

against local architecture strategy and

implementation plans

Detailed review and implementation of the v v v v

guidance provided in this document to meet local
requirements

2.5 Assumptions

The guidance provided in this document assumes that the healthcare organisation has already
deployed, or is planning to deploy, a Configuration Manager Infrastructure in mixed security mode.

Microsoft
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3 USING THIS DOCUMENT

This document is intended for use by healthcare organisations and their IT Administrators who wish
to use Configuration Manager to perform software updates. The document should be used to assist
with the planning and implementation of the Software Update features of Configuration Manager,
and as a reference guide for the most common tasks involved with its use.

3.1 Document Structure

This document contains the following three sections that deal with the Project Lifecycle, as
illustrated in Figure 2:

®E Plan
® Deploy
®  QOperate

Each section is based on the Microsoft IT Project Lifecycle as defined in the Microsoft Solutions
Framework (MSF) Process Model, and the Microsoft Operations Framework (MOF). The IT Project
Lifecycle is described in more detail in the Microsoft Solutions Framework Core White Papers® and
the MOF Executive Overview®. The MSF Process Model and MOF describe a high-level sequence
of activities for building, deploying and managing IT solutions. Rather than prescribing a specific
series of procedures, they are flexible enough to accommodate a broad range of IT projects.

The three sections of this document are as follows:

PI Planning Planning a Planning Undates Using Custom
al Software Update - Software Updates —p» Selgctign = Catalogues from
Infrastructure Package Strategy 3" Party Vendors
 J
Soft\ljjv:rr;nll_:]gdate Planning Planning Planning Pilot
Mana empent —» Deployment —p Maintenance p» Computers for
9e! Templates Windows Software Updates
Collections
Preparing a
Configuration
Manager
gepicy Infrastructure for
Software Update
Management
Operat Deploying | agditional Tasks
PETate Software Updates

Figure 2: Microsoft Solutions Framework Process Model Phases and Document Structure

® Microsoft Solutions Framework Core White Papers:
http://www.microsoft.com/downloads/details.aspx?FamilylD=e481cb0b-ac05-42a6-bab8-fc886956790e&DisplayLang=en

5 MOF Executive Overview:
http://www.microsoft.com/technet/solutionaccelerators/cits/mo/mof/mofeo.mspx
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The key public documentation resources for building a Configuration Manager solution are listed
below. Where appropriate, specific chapters or sections from these documents have been
referenced throughout this guidance:

B Microsoft TechNet System Center Configuration Manager TechCenter’

B Microsoft System Center Configuration Manager Product Homepagea

"Microsoft TechNet System Center Configuration Manager TechCenter {R5}:
http://technet.microsoft.com/en-gb/configmgr/default.aspx

8 Microsoft System Center Configuration Manager Product Homepage {R6}:
www.microsoft.com/sccm
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PLAN

The Plan phase is where the bulk of the implementation planning is completed. During this phase
the areas for further analysis are identified and a design process commences

Figure 3 acts as a high-level checklist, illustrating the sequence of events that the IT Manager and
IT Architect need to determine when planning to use the Software Update feature of Configuration
Manager within a healthcare organisation:

Planning
Software Update
Infrastructure

Planning Where to
Install the Software
Update Point

>

Planning for
Multiple Sites

-

Planning Group
Policy for
Configuration
Manager Clients

Planning a
Software Updates
Package Strategy

Single Package
Strategy

Base Package and
Semi Annual

(Rollup) Strategy

= o

Multiple Packages
Organised by
Product Strategy

-

Planning Update
Selection

Products

.

Classifications

= o

Languages

-

Using Custom
Catalogues from
3rd Party
Vendors

-

Planning
Software Update
Management
Collections

o

Planning
Deployment
Templates

-

Planning
Maintenance
Windows

-

Planning Pilot
Computers for
Software Updates

Identify and
Categorise
Applications

.

Identify Application
Owners

=

Create Pilot
Collections

Figure 3: Sequence for Planning the Use of the Software Update Feature in Configuration Manager
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4.1 Planning Software Update Infrastructure

There are a number of considerations when planning the deployment of the Software Update
infrastructure which can significantly impact the performance of the site and the network. The IT
Administrator should decide the best strategy for the healthcare organisation’s environment, based
on the following key decisions:

B Where to install the SUP role

= How many SUPs will be required in the Configuration Manager Hierarchy
= Will a migration from an existing WSUS infrastructure be required

®  Which software Products and Categories are required

®  What package strategy will be used

411 Planning Where to Install the Software Update Point

The SUP role is a WSUS server that Configuration Manager clients contact to gather Update
Metadata in order to scan for available software updates. Depending on the number of
Configuration Manager clients reporting to the site, it is sometimes necessary to separate this role
from the site server. Many factors can affect whether this is necessary, such as server hardware
and the features that are enabled on the site. The IT Administrator will need to determine if they
should be separated.

Table 4 shows an estimate of the client numbers that may require the SUP role to be separated
from the site server.

Number of Clients Separate SUP Required

0-2,500 No

2,501 - 14,999 Yes, single SUP (can use Network Load Balancing (NLB) for redundancy)
14,999 and above Network Load Balanced SUPs required

Table 4: Estimated Client Numbers for Separate Software Update Point Role

When installing WSUS to support the SUP role, an Administration website is installed. If the SUP
role is installed on the same server as a MP or Background Intelligent Transfer Service (BITS)
enabled DP, it should be installed into its own Website. If it is being installed on a dedicated server,
then the default Website installation should be used.

41.2 Planning for Multiple Sites

If the healthcare organisation has multiple geographic sites and multiple Configuration Manager
sites that correspond, it is important to ensure that the SUP architecture follows the same design.
WSUS, and therefore the SUP architecture in Configuration Manager, can be designed in a
hierarchy to allow for clients to be able to access the information required for scanning from a local
source. For example, if the healthcare organisation has a three primary site hierarchy, with slow
network connections between each site, the SUP role should be configured at each site to prevent
clients traversing the slow network to gather update information.
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The following configuration is illustrated in Figure 4:

B The SUP in the Central Site (Site A) is configured to synchronise update data with Microsoft
Update

E  The SUP in the Child Primary Site (Site B) is configured to synchronise with the SUP in the
Central Site. This allows the IT Administrator at the Central Site to define the set of updates
that will be available to all sites in the hierarchy, but still allows the Administrators in the
Child Primary site to decide if all the updates are applicable to the clients in the child
primary site

®  The SUP in the Secondary Site (Site C) is configured as a replica of the SUP in the Central
Site

As there is no database at a Secondary Site, there is no need to provide the ability to further define
applicable updates, so the SUP allows clients to get update information without traversing the slow
link.

Configuration
Manager Server

£

WSUS Server
with SUP role

W=7
k7

Configuration
Manager Server
with SUP role co-
located

Configuration
Manager Client

G &

Primary

Figure 4: Software Update Points Configured in a Hierarchy

41.3 Planning Group Policy for Configuration Manager Clients

When the Software Update client agent is enabled in Configuration Manager, a local machine
policy is deployed to the clients in that site. This policy is Specify intranet Microsoft update service
location under Administrative Templates/Software Updates. The policy points the Update Agent to
the SUP.

Important

It is important that no group policy setting sets the Specify intranet Microsoft update service location
otherwise that setting will override the Configuration Manager setting (as it is a local machine policy), and
may cause conflicts. This must be considered if WSUS has been used directly to manage software
updates in the past.

If multiple SUPs are configured in the hierarchy, the Update Agent will point to the SUP for the local
site. It may be necessary to configure the client machine to point to the SUP manually if the
Configuration Manager client will be deployed using the SUP Installation method. More information
regarding SUP Installation is available in the document System Center Configuration Manager
2007 Deployment Guide {R1}.
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4.2

Configuration Manager makes use of packages to distribute software updates for installation on
Configuration Manager clients, although the process of running those packages is not the same as
for normal Configuration Manager software distribution. Planning a strategy for configuration of
these packages will help save time in creating, maintaining and deploying software updates in the
healthcare organisation. Package strategies can be considered individually for each SMS site in a
hierarchy of SMS sites, or a single strategy can be used for the entire SMS deployment.

Planning a Software Updates Package Strategy

The following principles should be considered when planning a Software Updates package strategy:

m  Create the packages at the highest level in the SMS hierarchy from which software updates
are to be managed. It is then possible to control package deployment at a more granular
level by creating deployments for the packages at child sites. In healthcare organisations
with a single point of administration for the whole organisation, this should be done at the
Central Site

® A single package can contain multiple software updates, and these updates can be for
multiple operating systems and versions. At installation, the Software Updates agent
determines which software updates are applicable to a given client computer, and installs
only those updates

®m  Existing packages can be modified to add newly authorised software updates, remove
authorisation for a software update, or change installation options

B The number of software updates that need to be distributed can be minimised by keeping
client computers current with the latest SP. This reduces the package size

Table 5 lists some potential strategies for Software Update packages, and their respective benefits
and drawbacks.

Package Strategy Detail Benefit Drawback
Single package = Create a single package for all = Less overhead in creating asingle = Cannot easily be
containing all authorised security updates package used to retire

software updates - product versions or

Modify the package periodically by =
SP levels

approving newly released software

Can be useful for organisations with
standardised environments, such as

Base package and Semi
Annual (Rollup) package

Multiple packages
organised by product

updates to add to the package

Administer and maintain the base
package that contains all
authorised updates for update type

Rollup package created every six
months with all updates added
during the six month period

Create a package for each product
and SP level

Table 5: Software Update Package Strategies: Benefits and Drawbacks

most Configuration Manager clients
running the same operating system
versions and SP levels

Minimises size of packages in most
active use

Maintains Definitive Software Library
packages for new resources coming
online

Allows the administrator to phase out
older packages once they are no
longer needed

Easily accommodates retiring
product versions or SP levels

Accommodates non-standardised
environments with multiple client
operating system versions

Should not exceed
500 updates per
package

Cannot easily be
used to retire
product versions or
SP levels

More administrative
overhead in creating
and managing
packages
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4.2.1 Single Package Strategy

The simplest package configuration is to have a single package that contains all the software
updates that are relevant to the healthcare organisation’s network environment. In previous
versions of the product, any clients that were not in local (fast) boundaries would have to download
the entire contents of the Software Updates package before executing the software update, even if
only a small percentage of the updates in the package were applicable to the client. This is no
longer the case, so maintaining a single package with all updates that are relevant can reduce the
administrative overhead. However, there are drawbacks to the configuration as described in Table
5. Maintaining a single package makes it very difficult to reclaim space used by software updates
that are no longer required in the healthcare organisation. For example, if a healthcare organisation
has migrated from Windows XP to Windows 7, there would no longer be a need to maintain
Windows XP software updates in the Software Update package source folder and on all DPs in the
Configuration Manager hierarchy. If a single package strategy has been used, the software updates
would need to be manually removed from the Deployment Packages. Figure 5 describes the Single
Package Strategy in more detail:

Determine updates Once new updates are
applicable to available, determine
Healthcare » those applicable
QOrganisation to Healthcare
Organisation

l ‘,

Create Update List
containing all
applicable updates

l ‘,

Create a new
Update List

Create New Add updates to
Deployment existing Deployment
Package Package
Create New
Create New Deployment
Deployment ploy

utilising existing
— Collections and
Deployment
Templates

utilising existing

Collections and
Deployment
Templates

Figure 5: Single Package Strategy Process

4.2.2 Base Package and Semi Annual (Rollup) Strategy

The Base (rollup) package and weekly (or as needed) new updates package strategy works as
follows:

®  Create one main package that contains all the relevant software updates for the healthcare
organisation’s Microsoft system infrastructure

m  Create a new package on the first month that contains the new updates that are available

®  Each month, or as needed, add new updates to the second package until the package
contains six months of updates (or however long the healthcare IT Administrator feels
appropriate). Once the package is six months old, create a new Deployment Package and
start the process again
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Figure 6 describes the Base Package and Semi Annual Rollup strategy in more detail:

_ o T Each month when new
Determine updates LSS TS LR updates are available,
applicable to are a\{allable, - determine those
Healthcare it delerrlplnglthtose ’ applicable to
Organisation aflp lei e Healthcare
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A 4
v \ 4
Create Update List
containing all Createanew
applicable undates Create a new Update List
PR P Update List
Y l
\ 4 P4
7T
Create New _ ~_
Deployment Create new 7 - .
Package Deployment —"Has Deployment package ™
~~~__been in use for 6 months?
Package Q8¢ nss
No T -
\ 4 + ~ &
S
Create New
Create New
Deployment
e . Deployment
utilising existing L L _—
> — utilising existing Use existing Create new
Collections and ;
Collections and Deployment Deployment
Deployment
Deployment Package Package
Templates
Templates

Create New
Deployment
utilising existing
Collections and |«
Deployment
Templates

A 4

Figure 6: Base Package and Semi Annual Rollup Process

This strategy will allow the IT Administrator to remove old Deployment Packages once the software
updates are no longer required in the healthcare organisation.

Caution

Before removing old Deployment Packages the IT Administrator should make sure that there is no
possibility that clients will require any of the software updates contained within them. This should be co-
ordinated with the healthcare organisation’s client and server build strategy to ensure any new machines
being added to the network will already have all software updates as part of the build that are contained
within the Deployment Packages being retired.

4.2.3 Multiple Packages Organised by Product Strategy

Using multiple Deployment Packages organised by product is the strategy that requires the most
administrative effort and works as follows:

m  Create a Deployment Package for each Microsoft product that is deployed in the healthcare
organisation. For example, a different Deployment Package for Windows XP SP2, Windows
XP SP3 and Microsoft Office 2003

®  Each month update the existing Deployment Packages with any new applicable updates

B As the healthcare organisation upgrades a product version or SP, the Deployment Package
relating to that software can be removed
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This strategy is extremely useful for those healthcare organisations that do not have a standardised
environment and may not have had an automated means to deploy software updates previously.
By using this approach the healthcare organisation can move towards standardising the
environment, but still ensuring that existing software is fully up-to-date. As the healthcare
organisation moves closer to standardisation, the number of Deployment Packages that will need
to be maintained reduces. Using this strategy allows the healthcare organisation to be able to
easily maintain only the software updates that are required, and quickly remove any Deployment
Packages that are no longer needed. Figure 7 describes the Multiple Packages Organised by
Product strategy:

Once new updates
Determine updates are available for the
applicable for relevant
Healthcare .| product/service pack,
Organisation by #|  determine those [
product/service pack applicable to the
Healthcare
Organisation
v v
Yes
Create Update List
containing all Create anew
. Update List
applicable updates pdate tls
v Y
Add updates to
Create New existing Deployment
Deployment Package for
Package product/service
¢ pack
N A
Create New g;eit)em:m T T
Deployment " p ymen 7 ™~
e - utilising existing 1-|/ \d‘
utilising existing > ~Have updates been release
> — Collections and ~—<__ o .
Collections and ~.__for additional products? -~
Deployment - -
Deployment Templates \..\ ./
Templates e

Figure 7: Multiple Packages Organised by Product Strategy

4.3 Planning Update Selection

The healthcare IT Administrator will need to determine which updates are required. The Update
Metadata can be very large if all updates are selected, and can make the updates section of the
Configuration Manager Administrator Console difficult to manage. Select which updates are
required for the healthcare organisation’s environment. The updates are broken down into different
Products and Classifications.

4.3.1 Products

The healthcare IT Administrator should only choose to synchronise products that are currently
available in the healthcare organisation’s environment. If a product is upgraded, and therefore no
longer available in the healthcare organisation, the product should be removed from the
synchronisation list. This will reduce any unnecessary data in the console. The Configuration
Manager site server must be synchronised with the SUP at least once before all available products
will be presented in the list, as new products are added to the catalogue on a regular basis.
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4.3.2 Classifications

The IT Administrator should only choose the classifications that are required to be deployed in the
healthcare organisation. This can significantly reduce the amount of data in the Configuration
Manager Administrator Console and ease the process of finding and deploying appropriate
updates.

Update Classification Description

Critical Updates These updates are broadly released and resolve a specific, non-security related
bug that could affect system stability. This classification should always be
chosen.

Definition Updates If the healthcare organisation is using any of the Forefront Security products,

such as Forefront Client Security or Forefront for Exchange, then this
classification should be selected as it contains the anti-malware definition files
for those products.

Drivers This classification will provide metadata on all available drivers. There is no way
to specify hardware type prior to synchronisation, so a large amount of data is
obtained. Only specify this classification if driver updates are specifically
required. An alternative approach would be to download the driver updates for
the healthcare organisation’s specific hardware, and deploy using the Software
Distribution capabilities of Configuration Manager.

Feature Packs This classification includes updates that provide new product features (usually
for server products) which are often included in the next version of the product.

Security Updates These updates are broadly released and address a specific product related
security threat. This classification should always be enabled unless there is a
specific reason not to.

Service Packs These updates contain product SPs. It is often more appropriate to download a
SP separately and distribute using the Software Distribution capabilities of
Configuration Manager.

Tools Updates that contain utilities or features required to complete a task. This
classification is not regularly used.

Update Rollups This classification contains updates that are a combination of a number of other
updates, for instance Critical, Security and Updates. They are packaged
together to ease deployment.

Updates Contains updates to files applications that are currently installed. If the
healthcare organisation is using Forefront Client Security, this classification must
be enabled as updated versions of the Forefront Client Security client are
deployed using updates of this classification.

Table 6: Software Update Classifications

4.3.3 Languages

If there is not the requirement for languages other than English in the healthcare organisation, the
IT Administrator should deselect the other default languages. This will significantly reduce the
amount of disk space required to store the downloaded update files. If there is a requirement for
additional languages, the healthcare IT Administrator should consider using different Deployment
Packages for these languages. Separating the languages into different Deployment Packages
allows the IT Administrator greater control over where these language updates are stored. For
example, if the requirement for different language updates only exists in a small subsection of the
healthcare organisation, such as a clinic, the updates can be deployed to a DP that clients in the
clinic connect to and no other DPs. This will reduce the amount of space required to store the
updates in the Configuration Manager infrastructure.
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4.4 Using Custom Catalogues from Third Party Vendors

With Software Updates in Configuration Manager, it is possible to create update catalogues that
can be used by Configuration Manager and operate in exactly the same way as updates provided
by Microsoft. The System Center Updates Publisher (SCUP) allows third party software vendors
and customers to create catalogues for their own applications. The SCUP is beyond the scope of
this documentation, but further information is available in the following articles:

m  System Center Updates Publisher’
m  System Center Updates Publisher 4.5"

4.5 Planning Software Update Management Collections

Collections are used by the Software Update feature in Configuration Manager for targeting the
updates. Deployment Templates can be created for each collection that will reduce the complexity
of deploying the updates, and ensure that software updates are always deployed in a consistent
way. It is recommended to use criteria that are unlikely to change regularly to create collections for
Software Update distribution. This will help to simplify all of the stages of the Software Update
Management process. Stable criteria can include the installed client operating system version and
SP level, system role, or target organisation. There should also be different collections to allow for
different types of software update criticality. For example, one collection for servers that is used for
the standard monthly patch cycle, and a separate collection for the same servers that can be used
for an emergency patch deployment. Table 7 lists a suggested starting point for the creation of
collections to handle the Software Update process in a healthcare organisation. It is likely that the
healthcare IT Administrator will need to adapt these recommendations to suit the exact needs of
the organisation, but this will provide a good starting point.

Collection Name Description Query
Software Update Parent collection for organizational purposes. This None.
Collections prevents the console becoming too cluttered and

is a good practice for all types of collection.

Test Clients (Monthly  This collection contains a number of machines Direct membership collection containing all test systems.
Update) that are used for the healthcare IT Administrator ~ These would usually be a number of machines in the IM&T
to perform early testing on. Each software update  department.
should be deployed to the test machines before
any other machine to ensure the update applies
successfully and doesn’t cause the machine to

fail.
Test Clients This collection duplicates the standard collection  Direct membership collection containing all test systems.
(Emergency) for test machines, but allows a Deployment These would usually be a number of machines in the IM&T
Template to be created that will target this department.

collection and may have different settings, such
as Deadline and Restart Configuration.

 Microsoft TechNet — System Center Updates Publisher {R7}:
http://technet.microsoft.com/en-us/library/bb531022.aspx

"% Microsoft Download Center — System Center Updates Publisher 4.5 {R8}:
http://www.microsoft.com/downloads/details.aspx?FamilylD=0446cce9-94a4-4fb0-b335-e7516044063d&displaylang=en
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Collection Name Description

Pilot Group (Monthly
Update)

Pilot Group
(Emergency)

Servers (Monthly

Update)

Servers (Emergency)

Clients (Monthly
Update)

This collection contains all machines that have
been identified as early adopters. See section 4.8
for information on selecting Pilot computers.

This collection duplicates the standard collection
for pilot machines, but allows a Deployment
Template to be created that will target this
collection and may have different settings, such
as Deadline and Restart Configuration.

This collection contains all servers in the
healthcare organisation and its purpose is to
target the standard monthly deployment. It is likely
that this collection will need to be broken down
further in practice and separated based on, for
example, service criticality.

This collection duplicates the standard collection
for servers, but allows a Deployment Template to
be created that will target this collection and may
have different settings, such as Deadline and
Restart Configuration.

This collection represents the client estate in the
healthcare organisation. It is likely that this
collection would need to be broken down further
to separate non-clinical and clinical machines.
Additional consideration should be given to
machines that reside in critical areas, such as
operating theatres.

Query

Direct membership collection containing all machines
identified as early adopters.

Direct membership collection containing all machines
identified as early adopters.

Select * from SMS_R_System where
SMS_R_System.OperatingSystemNameandVersion like
YeServer%’

Select * from SMS_R_System where
SMS_R_System.OperatingSystemNameandVersion like
‘%Server%’

select
SMS_R_SYSTEM.ResourcelD,SMS_R_SYSTEM.Resourc
eType,SMS_R_SYSTEM.Name,SMS_R_SYSTEM.SMSUn
iqueldentifier, SMS_R_SYSTEM.ResourceDomainORWork
group,SMS_R_SYSTEM.Client from SMS_R_System
where
(SMS_R_System.OperatingSystemNameandVersion =
"Microsoft Windows NT Workstation 5.1" or
SMS_R_System.OperatingSystemNameandVersion =
"Microsoft Windows NT Workstation 6.0") and not
SMS_R_System.NethiosName = "WINXP1" or
SMS_R_System.NetbiosName = "Vista1"

This query will select all Windows XP and Windows Vista
client machines except those called WINXP1 and Vista1.
This query can be expanded to select all machines with a
certain operating system except those named after the 'and
not' section of the query. For example, the machines that
are part of the test group of clients

Microsoft

Page 19

System Center Configuration Manager — Software Update Management Guide

Prepared by Microsoft, Version 1.0.0.0
Last modified on 26 February 2010



Prepared by Microsoft

Collection Name Description

Clients (Emergency)  This collection duplicates the standard collection
for clients, but allows a Deployment Template to
be created that will target this collection and may
have different settings, such as Deadline and
Restart Configuration.

Table 7: Suggested Starting Point for Collection Creation

Query

select
SMS_R_SYSTEM.ResourcelD,SMS_R_SYSTEM.Resourc
eType,SMS_R_SYSTEM.Name,SMS_R_SYSTEM.SMSUn
iqueldentifier, SMS_R_SYSTEM.ResourceDomainORWork
group,SMS_R_SYSTEM.Client from SMS_R_System
where
(SMS_R_System.OperatingSystemNameandVersion =
"Microsoft Windows NT Workstation 5.1" or
SMS_R_System.OperatingSystemNameandVersion =
"Microsoft Windows NT Workstation 6.0") and not
SMS_R_System.NethiosName = "WINXP1" or
SMS_R_System.NetbiosName = "Vista1"

This query will select all Windows XP and Windows Vista
client machines except those called WINXP1 and Vista1.
This query can be expanded to select all machines with a
certain operating system except those named after the 'and
not' section of the query. For example, the machines that
are part of the test group of clients

For information on creating collections, see section 5.1.4.

4.6 Planning Deployment Templates

Deployment Templates allow the healthcare IT Administrator to ensure that software updates are
deployed using common settings, and that the administrative overheads of deploying software
updates each month are reduced. By configuring Deployment Templates that represent all of the
common deployment scenarios, the healthcare IT Administrator can rapidly deploy software
updates and ensure they are delivered in a consistent manner. Table 8 contains a recommended
starting point for creating Deployment Templates. For information on how to create Deployment

Templates, see section 5.1.5.

Deployment Template Suggested Settings

Test Clients (Monthly Update) Name: Test Clients (Monthly Update)
Collection: Test Clients (Monthly Update)
Display/Time Settings: Allow display notifications / UTC / 1 days

Restart Settings: Suppress system restart : Servers
SMS 2003 Settings: Not required unless running SMS 2003 clients

Event Generation: Not required unless target clients are Microsoft Operations Manager
2005 (MOM) or System Center Operations Manager 2007 (Operations Manger) agents

Download Settings: Download from DP and install / Download from unprotected SP

Note

The Download Settings may differ if the healthcare organisation has test clients
that are on remote networks, or in locations with protected DP’s.
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Deployment Template

Test Clients (Emergency)

Pilot Group (Monthly Update)

Pilot Group (Emergency)

Suggested Settings

Name: Test Clients (Emergency)

Collection: Test Clients (Emergency)

Display/Time Settings: Allow display notifications / UTC / 1 Hours
Restart Settings: Suppress system restart : Servers

SMS 2003 Settings: Not required unless running SMS 2003 clients

Event Generation: Not required unless target clients are MOM or Operations Manager
agents

Download Settings: Download from DP and install / Download from unprotected DP
Note

The Download Settings may differ if the healthcare organisation has test clients
that are on remote networks, or in locations with protected DP’s.

Name: Pilot Group (Monthly Update)

Collection: Pilot Group (Monthly Update)

Display/Time Settings: Allow display notifications / UTC / 3 Days
Restart Settings: Suppress system restart : Servers

SMS 2003 Settings: Not required unless running SMS 2003 clients

Event Generation: Not required unless target clients are MOM or Operations Manager
agents

Download Settings: Download from DP and install / Download from unprotected DP
Note

The Download Settings may differ if the healthcare organisation has test clients
that are on remote networks, or in locations with protected DP’s.

Name: Pilot Group (Emergency)
Collection: Pilot Group (Emergency)
Display/Time Settings: Allow display notifications / UTC / 4 Hours
Restart Settings: Suppress system restart : Servers
Note
If maintenance windows are enforced on clients and a reboot is immediately

required, the Allow system restart outside of maintenance window setting should
also be applied.

SMS 2003 Settings: Not required unless running SMS 2003 clients

Event Generation: Not required unless target clients are MOM or Operations Manager
agents

Download Settings: Download from DP and install / Download from unprotected DP
Note

The Download Settings may differ if the healthcare organisation has test clients
that are on remote networks, or in locations with protected DP’s.
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Deployment Template Suggested Settings

Servers (Monthly Update) Name: Servers (Monthly Update)
Collection: Servers (Monthly Update)
Display/Time Settings: Suppress display notifications / UTC / 7 days
Restart Settings: Suppress system restart : Servers
SMS 2003 Settings: Not required unless running SMS 2003 clients

Event Generation: Disable Operations Manager Alerts / Generate Operations Manager
Alert if update fails. Only need to be set if server is an Operations Manager Agent

Download Settings: Download from DP and install / Download from unprotected DP

Servers (Emergency) Name: Servers (Emergency)
Collection: Servers (Emergency)
Display/Time Settings: Suppress display notifications / UTC / 1 days
Restart Settings: Suppress system restart : None

Note

The healthcare IT Administrator should exercise caution when applying this setting.
This template should only be used if encountering an emergency ‘zero-day’ threat.
A zero day threat means that exploit code is available for a security related threat
before the patch has been released by the software vendor. If maintenance
windows are enforced on servers, and a reboot is immediately required, the Allow
system restart outside of maintenance window setting should also be applied.

SMS 2003 Settings: Not required unless running SMS 2003 clients

Event Generation: Disable Operations Manager Alerts / Generate Operations Manager
Alert if update fails. Only need to be set if server is an Operations Manager Agent

Download Settings: Download from DP and install / Download from unprotected DP

Clients (Monthly Update) Name: Clients (Monthly Update)
Collection: Clients (Monthly Update)
Display/Time Settings: Allow display notifications / UTC / 7 Days
Restart Settings: Suppress system restart : Servers
Note
It may be necessary to suppress restarts on client machines, as well as servers.
This is particularly relevant for clinical machines, for example, in operating

theatres. For information on maintenance windows as an alternative to
suppressing restarts on client machines, see section 4.7.

SMS 2003 Settings: Not required unless running SMS 2003 clients

Event Generation: Not required unless target clients are MOM or Operations Manager
agents

Download Settings: Download from DP and install / Download from unprotected DP
Note

The Download Settings may differ if the healthcare organisation has test clients
that are on remote networks, or in locations with protected DPs.
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Deployment Template Suggested Settings

Clients (Emergency) Name: Clients (Emergency)
Collection: Clients (Emergency)
Display/Time Settings: Allow display notifications / UTC / 1 Days
Restart Settings: Suppress system restart : Servers

Note

It may be necessary to suppress restarts on client machines, as well as servers.
This is particularly relevant for clinical machines, for example, in operating
theatres. For information on maintenance windows as an alternative to
suppressing restarts on client machines, see section 4.7. If maintenance windows
are enforced on clients and a reboot is immediately required, the Allow system
restart outside of maintenance window setting should also be applied.

SMS 2003 Settings: Not required unless running SMS 2003 clients

Event Generation: Not required unless target clients are MOM or Operations Manager

agents

Download Settings: Download from DP and install / Download from unprotected DP
Note

The Download Settings may differ if the healthcare organisation has test clients
that are on remote networks or in locations with protected DP’s.

Table 8: Suggested Deployment Template Settings

4.7 Planning Maintenance Windows

Maintenance windows allow the healthcare IT Administrator to define specific times that a
Configuration Manager client will perform tasks, such as software distribution and software
updates. This can be particularly useful when dealing with critical clinical machines, such as
operating theatre equipment and servers or during specific times such as year-end in a General
Practice organisation. Maintenance windows are configured on a collection, and the settings will
apply to all machines within that collection. If a machine is a member of multiple collections that all
have maintenance window settings configured, the client will adhere to all maintenance windows. It
is important to make sure that a machine is not a member of a number of collections that will
enforce too strict a maintenance window policy, as this may prevent any software updates or
software distributions from occurring. The healthcare IT Administrator can use the Maintenance
Windows Available to a Particular Client report if this situation is suspected. Section 5.1.4.1 shows
the process for configuring maintenance windows on a collection.

4.8 Planning Pilot Computers for Software Updates

Any software update carries with it a certain amount of risk, although this risk may be small, the
nature of software update releases means that they are not fully regression tested and could cause
issues with applications deployed in the healthcare organisation. There is no way to completely
remove this risk and maintain a fully patched environment, but there are steps the healthcare IT
Administrator should take to mitigate the risk:

®m |dentify and categorise the application in terms of risk
®m |dentify the application business owners and recruit early adopters

m  Create pilot collections
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4.8.1 Identifying and Categorising Applications

Maintaining an accurate record of the applications that are installed in the healthcare organisation
is an important part of reducing the risk of software updates. Once all applications have been
recorded, each should be scored in terms of potential risk. The following is an example scoring
system that should be adapted to fit the needs of the healthcare organisation’s environment:

1. Clinical Application — High Risk
2. Line of Business Application (for example, accounting) — High Risk
3. Productivity Application — Medium Risk

4. Personal Application (for example, Music Player) — Low Risk

4.8.2 Identifying Application Owners

Once the applications have been identified, the healthcare IT Administrators should identify a key
contact with the healthcare organisation that is responsible for the application. This may be a
clinician for a clinical application, or a member of the IT team for, for example, a productivity
application. These owners are the key contacts for the software update process and the people
who should receive first communication when a software update is going to be deployed. It is
important that the client machines identified represent a good sample of all client machines within
the healthcare organisation and not just machines from the IT Department. Once the owners have
been identified, a small subset of around ten percent of the client machines that run the
applications (and server machines if the application is client/server) should be identified. Where
possible, the machines that are identified should be chosen specifically because if they were to fail
due to a software update installation, they would not prevent users performing their day-to-day
tasks, but they should also preferably be used as much as any other machine performing that role.

In some circumstances, such as in a high risk environment, consideration should be given to
providing an additional client computer that will run the same clinical software, and be used in the
same way as an existing machine, solely for the purposes of ensuring the service can continue if a
software update causes the clinical application to fail. This should not be necessary in most
scenarios.

4.8.3 Creating Pilot Collections

Once the client machines have been identified that will act as early adopters, they should be added
to a dedicated pilot collection as described in section 4.5. This will allow the healthcare IT
Administrator to install the software updates that are going to be deployed across the whole
healthcare organisation to a cross section of the machines that represent the majority of the
applications prior to installing to the rest of the estate. The period of time between the pilot
deployment and the production deployment is likely to vary depending on the criticality of the
update being applied. Deploying software updates in this way allows the group of pilot users to
report any issues that have been identified on the early adopter machines without it impacting the
service. This allows the healthcare IT Administrators to investigate and correct any issues prior to
full production deployment of the software update, and significantly reduces the risk of service
interruption. For information on creating collections, see section 5.1.4.
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5 DEPLOY

The Deploy phase is used to manage the deployment of core solution components for widespread
adoption in a controlled environment. During the managed deployment, the solution is tested and
validated through ongoing monitoring and evaluation. A well-planned deployment of solution
components as an end-to-end system will enable the delivery of a quality service that meets or
exceeds customer expectations.

Figure 8 acts as a high-level checklist, illustrating the critical tasks that an IT Professional
responsible for deploying software updates using Configuration Manager needs to perform:

Preparing a
Cor\:‘llzﬁ::;aetlron Enabling Software C!gritf?glt:ﬁlga rt]r?e Creating a Creating Software
Infrastructure for | 7 Upgaett?ir?gsent ia Software Update ™ Pact&;%:ti%urce B Update Collections
Software Update 9 Point
Management
L Creating
Deployment
Templates

Figure 8: Sequence for Deploying Software Updates Using Configuration Manager

5.1 Preparing a Configuration Manager Infrastructure for
Software Update Management

511

Table 9 shows the steps for enabling the Software Update Agent on Configuration Manager clients.
Depending on the schedule configured for the Machine Policy Refresh Cycle, either under the
Computer Client Agent settings or on a collection that the client is a member of, this setting can
take time to be applied to the client. The healthcare IT Administrator should ensure the agent is
enabled prior to deploying software updates.

Enabling Software Update Agent Settings

Step Description Screenshot
1. Open the Configuration Manager 5] System Center Configuration Manager Client Agents 10 items Found
Administrat C I d click CI t (=l L3 Site Database (CEM - SCCM-SRY-01, Contos
ministrator Console and clic len = £ site Management e l_
Agents. [l & CEM - Cantosa CEntral Site

= L Site Settings
L7y Addresses Mame

Click Software Updates Client Agent in the

details pane and select Properties.

i Boundaries
L5 Client Agents
5% Client Installation Methads
[ Component Configuration
J}j Certificates
L5, Accounts
(=4 Discovery Methods
17y Senders
3 Site Maintenance
[ Status Filker Rules
[ Status Summary
Ly Site Systems
Lz Computer Management
1, Syskem Status
i Security Rights
=l [F Tools

|0
gd Hardware Inventory Client Agent
4:] Software Inventory Client Agent
gg Advertised Programs Client Agent
gﬂ Computer Client Agent
é:] Desired Configuration Management Client A, .,
_gJ Mobile Device Client Agent
4; Remake Tools Client Agent
.H Mebwork Access Protection Client Agent
ng Software Metering Client Agent

Refresh

Properties

Help

Microsoft
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Step Description Screenshot

2. In the General tab, select Enable software Software Updates Client Agent Properties
updates on clients and configure the _ _
schedule at which client will scan for software Biziisie I Update Installation | Deplayment Re-evaluation |

update compliance. The default value is 7
Days, but this can be altered if necessary.

Click OK.

Software Updates Client Agent

The Software Updates Client Agent allows clients to process software
update deployments,

¥ Enable software updates on dlisnts

The scan schedule defines how often the client initiates a scan For
saftware update compliance, ‘When using a custom schedule, scans
initiate up to 2 haurs after the skart time to improve scalability,

— 5Scan schedule

' Simple scheduls
Run every: I? ﬁ IDa}.-'s j

" Custom schedule

Mo custom schedule defined. CUSEOMIZE, . |

ak. I Canicel | w1 | Help |
3. On the Update Installation tab, select Software Updates Client Agent Properties E

Enforce all mandatory deployments.
This setting is disabled by default. With the

"General  Update Installation I Deployment B e-evaluation I

setting enabled, when a software update When a software update deployment is enforced on clients at the
reaches its deadline for installation, the client tﬂﬂfiggre? deadline (mﬁ?dator&é dedpllﬂvmeﬂtllﬂu can Spedcifv 'ﬁhether

. . other deployments with Future deadlines should be initiated at the same
will check to see if any other mandatory bime.

software updates have a deadline within the
specified time period and install them if there
are. This can increase security, decrease
display notifications, and decrease system
restarts.

Click Apply and then OK.

¥ Enforce all mandatory deployments

Schedule

For depl k deadl =
W?trhirnla:pnymen eadlines I? Z’ IDGYS j

This setting will hide syskem tray icon and balloon nokifications For all
deployments.,

[ Hide all deplovments from end users

kK I Cancel Apply Help
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Step Description Screenshot

4. On the Deployment Re-evaluation tab, Software Updates Client Agent Properties
specify a schedule. The default is 7 Days.
This setting configures the client to ensure all

appll.cable software updates are still present, Deployed software updates are reevaluated For installation status and

and if they are found to be missing, they are reinstalled if they are still required and no longer found on clients. When

reinstalled. using a custom schedule, evaluations initiate up ko 2 hours after the
skart time to improve scalability,

Click OK.

.Generall Ilpdate Installation  Deplopment Re-evaluation |

¢ Simple schedule
Run every: I.‘-" ﬁ IDays j

" Custom schedule

Mo custom scheduls defined, Customize: ., |

ok I Cancel | Apply | Help

Table 9: Configuring the Software Update Agent Settings

5.1.2 Installing and Configuring the Software Update Point

If the healthcare organisation is installing the SUP role on a server other than the Configuration
Manager site server, ensure that server meets the minimum requirements for the version of WSUS
3.0 that is being installed. At the time of writing, WSUS 3.0 SP2 is the latest version available. The
pre-requisite requirements for installing WSUS 3.0 SP2 are listed in the Microsoft Windows Server
Update Services 3.0 SP2 Release Notes''.

5.1.2.1 Installing WSUS

WSUS 3.0 SP1 or higher is required to install a SUP. The SUP can be installed either on the site
server or on a remote server computer, depending on the needs of the healthcare organisation.
Section 4.1 contains more detail on deciding if the SUP should be local or remote, and how many
SUPs will be required if the healthcare organisation’s Configuration Manager infrastructure has
more than one site. If installing the SUP on a server other than the site server, the WSUS
Administration Console must also be installed on the site server to allow the site server to
communicate with WSUS on the remote server.

Downloads of the latest version of WSUS 3.0, and links to related information, can be found in the
article entitled Windows Server Update Services'>.

" Microsoft Download Center — Microsoft Windows Server Update Services 3.0 SP2 Release Notes {R9}:
http://www.microsoft.com/downloads/details.aspx?FamilylD=ba94a0d3-f22a-4e24-877e-
6bebce5dabd7&displaylang=en#filelist

"2 Microsoft TechNet — Windows Server Update Services {R10}:
http://technet.microsoft.com/en-us/wsus/default.aspx
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Step Description Screenshot
1. Run the Windows Server Update i windows Server Update Services 3.0 SP2 Setup Wizard
Services 3.0 SP2 Setup Wizard Wl —
downloaded from the Windows TechNet elcome to the Windows® Server
(downloaded from the Windows TechNe Update Services 3.0 SP2 Setup
Website {R10}) that relates to the processor ;. Wizard
architecture of the server that WSUS will be -
installed on (for instance, 32 or 64 bit). t> This wizard helps you install Windows Server Update
oo Services 3.0 SP2 server software. The software helps you
Click Next. deploy updates from Micrasoft Update to computers on
your network.
To continue, click Mext.
2. Select Full server installation inCIUding i Windows Server Update Services 3.0 5P2 Setup Wizard
Administrator Console. Installation Mode Sel - B
Click Next. L)
Note
If the healthcare organisation is What kind of installation would you like to perform for Windows Server Update Services?
installing WSUS on a server other e st Pk e st o
than the Configuration Manager f'e,w ,' ne reseion Honsee
. ., A ™ Administration Console only
site server, the Administration
Console only option should be
installed on the site server, in
addition to installing the full server
on the remote server.
<Back Next > Cancel |
3. Read the License Agreement and, |f ,;1 Windows Server Update Services 3.0 SP2 Setup Wizard

applicable, select | accept the terms of the
License agreement.

Click Next.

License Agreement
To install Windows Server Update Services 3.0 SP2, you must accept the terms of the end
user icense agreement,

Flease read the following agreement carefully. Use the scroll bar or press the PAGE
DOWHN key to view the rest of the text. To pant the text, click Print.

PLEASE NOTE: Microsoft Corporation (or based on where you live, <
one of its affiliates) licenses this supplement to you. You may use it
with each validly licensed copy of Microsoft Windows Server
software (the “software”). You may not use the supplement if you
do not have a license for the software. The license terms for the
software apply to your use of this supplement. To read the license
terms, go to www. microsoft.com. Microsoft provides support
services for the suoolement as described at

=l

(% | accept the terms of the License agreement
| do not accept the temms of the License agreement

Microsoft
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Step Description

4. If the server does not already have the
Microsoft Report Viewer Redistributable
installed, the Required Components to
use administration Ul dialog box is
displayed. Download the Microsoft Report
Viewer Redistributable 2008 executable file
from the Microsoft Downloads Website'3

Screenshot
f}, Windows Server Update Services 3.0 SP2 Setup Wizard B
Required C ts to use administration Ul -’

You do not have the following compaonents installed on your machine.
- Microzoft Report Viewer 2008 Redistibutable

and install it.
Cl ick Next. Without these components, you will not be able to use the Windows Server Update
Services Administration Ul If pou want to use the Administration LI, install these components
after installing ‘Windows Server Update Services.
Back [ News | Cancel |
5. Select Store updates locally and specify a
location for the data to be stored. Select Update Source .y
Click Next. YYou can specily the location from which chent computers acquire updates, _;':\
Note
If you have a diive formatted with NTFS and at least & GB of free disk space, you can use
This location will not store the it to store updates for client computers to download quickly.
updates themselves but will store ety ot 0o FOM U8 CIBLE DGR 0 £005 1RAYBE O MEIOHA
any license or other details relatmg If you choose to store updates locally, updates are not downloaded to your WSUS server
H : until you approve them. By default, when updates are approved. they are downloaded for
to the updates. This setting myst (i
be enabled for the Configuration
Manager SUP to function correctly. V' Store updates locally
[p-warsus Browse... |
< Back MNext » Cancel
Microsoft Download Center — Microsoft Report Viewer Redistributable 2008 {R11}:
http://www.microsoft.com/downloads/details.aspx?FamilylD=CC96C246-61E5-4D9E-BB5F-
416D75A1B9EF&displaylang=en
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Step Description

6. Specify the Using an existing database
server on a remote computer and enter
the server name and instance of the SQL
server hosting the Configuration Manager
database.

Click Next.
Note

If the healthcare organisation is
using the Configuration Manager
with SQL Technology license for
licensing the Configuration
Manager server, the WSUS
database must be installed into the
same instance of SQL server or an
additional SQL Server license will
be required. If the healthcare
organisation wishes to use the
Windows Internal Database, or a
separately licensed version of SQL,
those details should be entered.

7. Click Next.

Tip

If the server cannot be reached at
this stage, check the firewall
settings on the SQL server and
ensure it is reachable from the

server where WSUS is being
installed.

8. Select one of the following:

= |fWSUS is being installed on a
dedicated server select Use the
existing IIS Default Web site.

= |f WSUS is being installed on the same
server as the Configuration Manager
site server, select Create a Windows
Update Services 3.0 SP2 Web site.

Click Next.

Screenshot
i3 windows Server Update Services 3.0 SP2 Setup Wizard [ ]
Database Options 2 o
You can specily where to store data for Windows Server Update Services 3.0 SP2, lg:) 1

You can choose to have Windows Intemal D atabase installed, or you can use an existing
database server.

“Y'ou should install the database on an MTFS drive with a minimum of 2 GB of free disk space.

" Install Windows Internal Database on this computer

I WSS Browse |

(* Using an existing database server on a remote computer [Machinenamellnstancename)
[sccw-saLot

{7

< Back I Next > I Cancel

f.a Windows Server Update Services 3.0 SP2 Setup Wizard

Connecting to SQL Server Instance _ﬂ‘_ -
-1 R

Successfully connected to SOL server instance
SCCM-SaL-m1

To continue, click Next.

< Back Next > Cancel |

fa Windows Server Update Services 3.0 SP2 Setup Wizard

Web Site Selection =~ N
“ou can specify which Web site to use for the Windows Server Update Services 3.0 5P2 l—';
‘Web services, -

‘Wb site preference:

" Use the existing 115 Default Web site [recommended)
(¥ Create aWindows Server Update Services 3.0 SP2 Web site

| Configure your client computers to access Windows Server Update Services 3.0 SP2 at:

hitp://SCCH-SRY-01:8530
In the WSUS Administrative Console, set Server Name as SCCM-SRV-01, and Port as 8530

<Back Next > Cancel |
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Step Description

Screenshot

9. Click Next.

F;: Windows Server Update Services 3.0 SP2 Setup Wizard

Ready to Install Windows Server Update Services 3.0 SP2 %

Windows Server Update Services 30 5P2 iz ready to be nstalled with the following
configuration:
- Contentt folder: C:\WwSUSYWwsusContent
- Clhient self update sites: http:/#SCCM-SRY-01 /selfupdate, hitp://SCCM-SRY-01:8530/selfupd:

Toinstall, click Mext. To review or change settings, click Back.

<Back [ New> |  Cancel |

10. Click Finish.

% Windows Server Update Services 3.0 SP2 Setup Wizard

Completing the Windows Server
Update Services 3.0 SP2 Setup
Wizard

You have successfully completed the Windows Server
Update Services 3.0 SP2 Setup Wizard.

To close this wizard, click Finish.

Back Finish Cancel |

11. Click Cancel.
Important

This step is not required as

- Windows Server Update Services Configuration Wizard x|

% N Before You Begin
{

Things you should do before starting this wizard

. ) - [ / . ¥ Before you begin:
Conflguratlon Manager will :T'U’US&‘t Update Improvement ! /1. Isthe server firewall configured to allow clients to access the server?
. rogram >
configure WSUS when the SUP is | cheese Ugstres server 2 TS oot st Inihe tpenean cervec s Hapst
. if x -
configured so the wizard can be il 3. Do yuhave usor crodentisfortheprosy server,  necdec?
Cance”ed Choose Products
. Choose Classifications

Configure Sync Schedule

Finished

What's Next

L;;im this wizard again, lsunch the WSUS Administration Snap-in and go to
ions
< Batk |W Finish Cancel I
Table 10: Installing WSUS 3.0
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5.1.2.2 Configuring the Software Update Point

Table 11 shows the steps required to configure the WSUS server to become a Configuration
Manager SUP.

Step Description Screenshot
1. 258”_ thetht)nfiguraticI)n Mzn‘f!ght:r okt =4 System Center Configuration Manager
ministrator Console and right click the T L A
server object that will host the SUP role NS ole Diakabask, (CEN - SECHMERNAN,. Contoso.g

= L Site Management
=) &) CEM - Contasa CEntral Site
= L Site Settings
L1y Addresses
i Boundaries
L3 Client Agents
15} Client Installation Methods
[ Component Configuration
_,g Certificates
.ﬂﬁ fccounts
L} Discovery Methods
Ly senders
1 Site Maintenance
L% Status Filter Rules
[ Skatus Surmmary
B & Sjte Systems
5 ysccm-soL-01
i

under Site Systems.
Select New Roles.

hlj | Mew Raoles
# L= Camouter Mana BiEslie
2. Select Specify a fully qualified domain ew Site Role Wizard
name (FQDN) for this site system on the P:(]g Erend
intranet and enter the Intranet FQDN that
client will use to access the SUP fromthe ~ IEsamms | gl serer
healthcare organisation internal network R B frecavmran
(for example, e ERB =L e e
SUPSERVER.HCODOMAIN.HCO.UK). Ectiitis] ¥ spocty afully aualfed domain nams (FQDN) or this s system on the ntranet.
Note |::2:4rj:tRTUD1tomoso‘coEP:EmmE: ——
Ensure the site server's computer ™ Speciy an internet-based fully qualied domain name for this ske system
account is added to the Local Internet QD! i
Administrators group of the remote I
server if not installing the SUP role (] Lissthe ske server's comptar cccount o nstal this ks systom
on the Configuration Manager site I Lom avether acom e T Eacslog i cx e syscam
server. RV et e e i
Cl k N t rI Enable this site system as a protected site system
ick Next.

I~ Allows only site server initisted data transfers from this site system

s [ wext> Firts Cancel
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Step  Description

3. Select Software update point.
Click Next.

4. If the healthcare organisation uses a proxy
server, select Use a proxy server when
synchronizing and specify the Server
name and Port. If the proxy server requires
user authentication, enter the account
details of a user that has access to the
internet.

Important

If the user account specified
requires a password change
periodically, the healthcare IT
Administrator can modify the
password by right clicking the
ConfigMgr software update
point object under Site Systems
in the Configuration Manager
Administrator Console.

Click Next.

Screenshot

New Site Role Wizard [ %]
-
i‘j\g System Role Selsction

General

Available roles:

Seftware Updste Point ] Do pdint
] Management point
RT3 ] System health validator point
Summary [ Server locator point
e [ State migration paint
[ PXE service point
Confirmation ] Reporting point
update poink
[ Falback status point:
] Asset Intsligence Synchronization Foint
] Out of band ssrvice poink
< Previous | Next = I Firisti | Cancel |
New Site Role Wizard [ x]
;)g Software Updats Faint

General =
E‘tl This site system will be configured as a software update point, Proxy server settings can be

System Role Selection 1 speciied I required.

Active Settings

—Proxy Settings
¥ Use a proxy server when synchranizing

Summary

Server name: | Heathcare _PRORY_SERVER_MAME (7]

Progress. o =

Corfirmation
¥ Uss credentials to connect to the proxy sarver

Software update point

e T Icnr\tnsn\admnlstratnr

el

Noke: Windows Server Updats Services (wSUS) Wersion 3.0 SP1 or laker must bs installsd on the:
software update point server,

If using a remate software update paint, the WSLIS administration console must be installed on the site
server.

For more infarmation about WsUs installation, see

windows Serwer Update Services installation information

< Previous Mext > Finish Cancel

Microsoft
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Step Description Screenshot
5. Select Use this server as the active New Site Role Wizard [x]
software update point and specify the 9)5 i sionare e pik sl
Port number and SSL Port number.
i H General & point communicates wi & Servicesi
IfWSUS was installed using the Default S50 | | mestepvesmsemomn s s e,
Web site option, these values will be 80 and Software Update Paint SEERE SR e s e st Lt P for e b
i i [ Adivesettngs
443, If WSUS was installed using the =
ic SoUrce
Create a WSUS Web site option, the values Symeschadls B Ui e L P e R
W|” be 8530 and 8531 . ClassiFications Specify the port settings that will be used when connecting to the WSLIS server:
Products
Languages c
Click Next. RGP fese0
Summary 55 Port number: [osat]
Progress

Confirmation

< Previous | Next > I Finist | Cancel |

6. Specify Synchronize from Microsoft New Site Rale Wizard [x]
Update and Do not create WSUS g)g & Theoriasio sonce:
reporting events.
Click Next. senerol This software update paink will synchronize From the specified source.
System Role Selection
Note Software Update Point:

Active Settings & Synchronize from Microsoft Update

_ " Synchronize from an upstream update server

Sync Schedule " Do not synchronize from Microsoft Update or anupsuemwdaﬁ:e server Select this option orly
if the exportfimport function is used to obtain software update defi

If the healthcare IT Administrator is

installing a SUP at a child primary Classfiations
site, the Synchronize from an i
) sngueges
upstream update server opion [y e by
mUSt be Selected . Progress updates in Configuration Manager and should enly be enabled if they are needed for other uses

Confirmation

% Do not create WSUIS reporting events
€ Create only WSUS status reporting events
€ Create all WSUS reporting events

<previous |[ met> | Foeh Cancel
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Step Description Screenshot
7. Select Enable synchronization on a Hew Site Role Wizard [x]
schedule and select the schedule. The 9)3 Sirtbeor Sl
default setting is 7 Days. This should meet
the needs of most healthcare organisations :Z:Ru\, Styrs s o syt o ol can b ot
B B A Selection synchronization.
but can be modified if required. S
Click Next. M;’ se;tm [¥ Enable synchronization on & schedule
ync Source
TSR | Sy~chroncaton schedule
Classifications & simple
Products. Iﬁ m
Languages
SUMMmAry
Progress
Confirmation
<provious [ wet> | oo | o |
8. Select the check boxes for the Update New Site Role Wizard ]
Classifications required within the gj S e
healthcare organisation. See section 4.3.2
for more information on Classifications. Ganers S O
. System Role Sedection
Click Next. SO Update Classifications:
Active Settings =0
Sync Source [ Critical Updates
o simte e
[ Clsscations | DClFeature Packs
Products Security Updates
[ Service Packs
Languages D Tools
Summary [#]Update Rollups
Progress Eelupdates
Confirmation
< Previous | Next > I Firilst I Cancel I
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Step Description Screenshot
9. Select the check boxes for the Products iew Si= Role Wizard 2]
required within the healthcare organisation. g_g es s
See section 4.3.1 for more information on
Classifications. Cart] St e e )
. System Role Selection
C||Ck Next, Software Update Paint e
Active Settings [=] DM -
Important G = Dvwerosoft Tl
@ [JExchange
, \ R @ rnet Security and Atceleration Servi
During the SUP setup, the list of Gssfiations 4 P
1 s B CIMRrocotSyton Conor Do Proec
products may not be complete as e s G a rtecion e
. ) Languages B
synchronisation has not yet summary i 2 System Protection Froducts
. - Windows Livi
occurred. If products are required 7 42 b
that are not on the list, wait until Emmcm Onine
the first synchronisation has 4 e
occurred and modify the list using S e s
the Software Update Polnt ; E;‘;;;;ﬂ::smns Server And Office Communicator
Component dialogue under Site &[] System Center Wirtusl Machine Manager |
Settings > Component
Configuration in the
Configuration Manager
Administrator Console. <previus [ mem> | oo | concel |
10. Deselect all languages except English e fel e
unless there is a specific reason why the 9—5 Canguages
healthcare organisation needs to provide :
language SuppOI’t Other than Eng“Sh :::‘a‘R R Software updates files are downloaded for each language specified in the Update File column.
em Role Sel
H Software update summary information is downloaded For each language specified in the Summary
Click Next. Software Update Point Soituseo ol
Active Settings
Sync Source Language /| Update File Summary Details =
Sync Schedule Arabic m} [mi
Classifications Chinese (Hong Kong S.4.R.) O (=
Products chinese (People's Republic of China) r [}
D | chiocse (Taien) O r
Summary Czech O O
Progress Darish O |
Confirmation Dutch r r
English I3 ¥
Finnish r |
French | C
German O O |
Greek O [ mj
Hebrew O r
Hungarian | m} |
Italian | |
Japanese |} {m} =
< Previous | Next > I Finish Cancel
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Step Description Screenshot
11. Click Next. New Site Role Wizard [}
General
vston Role ekt The wizard will create a site role with the following settings.
Software Update Point
Active Settings Detais:
Sz “onfighar vl now create 3 Server site system with the following characteristics:
Sync Schedule [Site: System Name
* SCCM-SRY-01
Classifications ISettings:
Products . :wujéeﬁdqg‘ofm:gég&-sgv-nl.:omoso.com
e - : muwu’::ma%:mﬁzﬁ:uunt
o
progess ? Heenart g
Confirmation * Software update point
To change these settings, dick Previous. To apply the settings, click Next.
< Previous | Next > I Finish ] Cancel |
12. Click Close. New Site Role Wizard
Tip gﬂ Wizard Completed
Check the wsyncmgr.log on the ol
site server to check the progress of  sretemicke selction () The New Ste Role Wizard competed successfuly.
. . . Software Update Point
the first synchronization. e s
Depending on the categories and i Tt Bl
products chosen, and the speed of e g !
. . . * Protected Sike System: No
the internet connection, it can take Products 2 Pt FQDN e SCCH 8.1 CONTOS0.COM
a number of hours to complete. m“‘“‘“‘”""‘ i, RN Accounis Machine Acepunt
N . Ay . ributi
The SUP will synchronise B— ! Mot
automatically when first set up. If
the healthcare IT Administrator
needs to force a synchronisation,
right click on Update Repository
under Computer Management >
Software Updates and choose
Run Synchronization. This can To dose this wizard, ik Close.
be useful on during the monthly
Microsoft patch release cycle to I | s
. o N J > Fi [«
force a synchronisation outside the
normal schedule.
Table 11: Configuring the Software Update Point
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51.3

The package source location is where all downloaded updates will be stored. It is important to
ensure that enough free disk space is available for all potential updates that may be applicable at
one time. It is also good practice to make the Access Control Lists (ACL) on this share as restrictive
as possible. Users will not require access to this share as the updates will be deployed from the
DPs. Only the site server computer account, and any administrators that will create Deployment
Packages, should have access to the folder. When Deployment Packages are formed, they should
be created as subfolders of the folder. Depending on the deployment strategy decided upon, the
folders should be named and arranged logically to make it easy to remove folders for updates that
are no longer required in the healthcare organisation and reclaim the associated disk space.
Deleting the Deployment Package will not delete the contents held in the package source location.

5.1.4

Collections are created to group together machines that will receive the software updates. Section
4.5 lists a recommended starting point for creating Software Update Management collections.
Table 12 shows the process for creating the collections.

Creating a Package Source Location

Creating Software Update Collections

At least the recommended starting collections should be created prior to any software update
deployment. It is strongly recommended to maintain a standard naming convention and process for
creating the software update collections, as this will significantly reduce the complexity of managing
the on-going software updates deployment process.

Step Description Screenshot

1. Open the Configuration Manager
Administrator Console, right click
Collections, and then select New

Ehl Syskem Center Configuration Manager
=l L Site Database (CEM - SCCM-SRV-01, Contoso CEntral Site)
[ [ Site Management

Collection. = ._.a_i';' Camputer Management
= Mew Collection
Export Objects
IUpdate Collection Membership
Impart Objects
] Diskribute r
2. Enter the name Software Updates
Collections and a description. 5 9 ——
Click Next, Next, Next and then Finish.
Note _bh e P e Lot Coections

Advertisements

Security

This process creates the
placeholder collection for
software updates and only needs
to be completed once. All E

Camment: Placsholder Collection For all software Updates collections| =]
Frogress

Confirmation

subsequent software update
collections will be created as a
sub-collection.

Last update
’7 The collection has not been updated yet, ‘

"Last membership change: ‘

The collection has not been updated yvet,

< Previous | Mext = I Firifsti; Cancel
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Step Description

3. Right click Software Updates
Collections collection and select New
and then Collection.

Note

Details of the suggested starting
collections are listed in

Screenshot

;@ Al Windows Server Swstems

é@ All windows Wworkstation or Professional Systems
éaﬂ Al windows XP Systems

:ﬁl All swstems with Client Instaled

HEHH

Show Count

Update Collection Membership
Install Client

Export Objects

&= Caonflicting Recards
:jﬁ Software Distribution
@ Software Updates

4 Cperating Systemn Depld

Ckg

section 4.5. [l Asset Inteligence Collection
&n Sofbware Metering Delete Special Link ko Collection
Reporking Distribute k
| Desired Configuration Transfer Site Settings
L Queties Clear Last PXE Advertisement
Hﬁl Mabile Device Managem|  aduartize Task Sanence
4. Enter the collection Name and a eCollciorRiand ]
Description. tj}g e
Click Next.
Deenerd ]
Membership Rulss #ﬂ Mlarme! [Test Clients (Monthly Update)
Advertisements
TeeLiiy Comment: Collsction for Test Clients to recieve the monthly update| =]
Progress
Confirmation
-]
Last update
’7 The collection has not been updated vet, ‘
Last membership change
’7 The collection has not besn updated yet, ‘
< Previous | Mext = I Firifsti; | Cancel |
5 X New Collection Wizard [ x]
Note
g\g Membership Rules
Collections are made up from
either Direct Membership rules E Colection s s determine i esources ronckded i the collcton when 5
. o . updated, £ membership rule can be a direct assignment or & query,
which allow specific machines to Aveaane
be added, or from query rules L P Gl
. . . Siags lembership rules: i | ] s
which will dynamically add i — T
machines based on the query There 2 nakems t shaw i s view,
criteria. If creating a Direct
Membership Collection, follow
steps 5 to 10. If creating a Query I Uprdske this collection o s scheduls
based CO”eCtion, proceed tO Step Occurs every 1 day(s) effective 20/09/2009 20:22
1.
Schedule...
. . : a1
Click the Direct Membership button'==
< Previous | Next = I Firist | Cancel |
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Step Description Screenshot

6. Click Next.

—
\!:‘)J\g Welcome

Search for Resources
Collection Limiting
Select Resaurces

Finished

Create Direct Membership Rule Wizard

Welcome to the Create Direct Membership Rule Wizard

{This wizard helps vou create direct membership rules for your collection, In contrast ko query-
based membership rules, which add all resources matching a set of criteria, direct membership
rules add specific resources to the collection.

To create direct membership rules, you locate and select the resources you want to add as direct

members of the collection.

To create new direct membership rules, click Mext.

crevius [ mextx |

Finish: |

Zancel
7_ C||Ck the Resource Class drOp'dOWn Create Direct Membership Rule Wizard
arrow and select System Resource. gg coonth or Resourins
Click the Attribute name drop-down
arrow and select Netbios Name. W'm— e B e e e e T
In the Value box, enter the name of the Callection Liniting
machlne to be added to the Co”ect|0n Felsctpiasanes Find all resources that match the Following criteia.
Finished

Click Next. Resource dass: [Svstem Resourcs |

Attribute name: INetbms Name =l

Tip
The % character can be used as
a wildcard if multiple machines

need to be entered with similar
NetBIOS names.

Value:

Tvpe: String

I¥ Exclude resources marked as obsolete

IWINXP 1|

Note: For values of bype string, use the percent character % as @
vildeard to match multiple strings and allow partial string matching.

< Previous | ext = I Firiizh | Cancel

8. Click Next.

—

Note \%‘g Collection Limiting
There is no need to enter a o

Search for Resources

Select Resources

collection name if the user has full
rights to all Configuration
Manager collections, such as the
site administrator. If the
healthcare IT Administrator only
has rights to a subset of
collections, the collection
containing the resource that the
healthcare IT Administrator has
right to must be selected.

Finished

Create Direct Membership Rule Wizard

Callection Limiting

Select a collection to search For resources in,

You musk enter & collection name if you have insufficient privileges to ssarch the entire resource
database. Otherwise, you may leave the field blank.

Search in this collection:

Browse. ..

Finish Cancel

< Prewious | Mext » I

Microsoft
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Step Description

9. In the list of Resources, select the check
box for the required resource. If a wildcard
was used, or only part of the NetBIOS
name, multiple machines can be selected
from the list.

Click Next.

10. Click Finish.
Note

If creating a Direct Membership
Collection, proceed to step 18.

11. Click on the Query Membership rule

button Iﬂ

Screenshot

Create Direck Membership Rule Wizard B

g)g Select Resources

‘Welcome
Search for Resources

Collection Limiting

Select Resources
Select the resources you want to add as direct members to the collection,

Resources:
Finished
Select All I
Clear all I
< Pravious | Hext > I Finish | Canicel |
Create Direct Membership Rule Wizard [<]

\%g Finished

Welcome
Search for Resources
Collection Limiting

Select Resources

Completing the Create Direct Membership Rule Wizard

Wou have successfully completed the Create Direct Membership Rule Wizard, & new rule will be
created for each resource you selected,

Resources:

WINRP1

To create the new rules, dick Finish,

< Previous | fExt > | Finish I Cancel |

rew Collection Wizard E

9 -

Gnaral
Pdverticements
Securky
Progress

Confirmation

Collesction membership nules determine which ressources are included in the collection when & is
updatid. A mambarchip rus con b 3 dract sssigneant of & qUBTY.

Mambarship rulss:
Rus [1ype Jurito I
There are no berms to show in this view.

=yl >

I~ Uipdate this colection on a scheduis
Qo every 1 day(s) sffective 2009/2009 20:22

« Previous " Pt > | I

Microsoft
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Step Description Screenshot
12. Enter a Name for the collection and click Query Rule Properties E
Edit Query Statement.
General I
Note
This example will create a L—;{t Marme: IF\LL Server Operating Systems|

collection query for all server
operating systems.

Irnpoart Query Stakerment. .. |

Resource class: System Fesource "I

Edit Query Statement. .. |

Callection limiting
* pot collection limited

" Limit ba colleckion:

Browse, .
[a] I Cancel | Help |
13. On the Criteria tab, click the New Criteria Test Clients {Monthly Update) Query Statement Properties

button |:I

General Critetia |J0ins I

Microsoft

‘ou can specify criteria to narraw the query and limit the results that are
returned,
Criteria: Ifrl |'~]Ii(]| &Il ! |
Show Query Language o] Cancel Help
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Step Description Screenshot

14. Click Select. Criterion Properties

General |

| JE] Criterion Properties

Criterion Type: ISimpIe value j

Where: I [ ]
Select. .. |

Operatar: I j
Yalue: I G

Type: Skring Value, .. |

Ok, I Cancel | Help |

15. Click the Attribute class drop-down arrow  EfRESEITT |
and select System Resource.

Click the Attribute drop-down arrow and

select Operating System Name and Attribute class: | ystem Resource =l
Version for Attribute.
) Alias as: <M Alias = j
Click OK.
Artribuke: IOperating Systern Mame and Wersion j

(0]4 | Cancel I Help |
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Step Description

16. Click the Operator drop-down arrow and
select is like.

In the Value box, enter %Server%.
Click OK.

17. Click OK twice.

Screenshot
Criterion Properties E
General I
L@ Criterion Properties
Criterion Type: ISimpIe value j
Where: ISystem Resource - Operating Syskem Mame an
Select, .. |
Operator; Iis like j
Yalue: I%Server%
Type: String Walue, ., |
Ok I Cancel | Help |
Test Clients {(Monthly Update) Query Statement Properties

General riteria |Joins I

‘fau can specify criberia ko narrow the query and limit the resulks that are
returned.

El e xllo] el 1]

Crikeria:

System Resource, Operating System Mame and Yersion is like "Server"

Show Query Language oK Cancel Help

Microsoft
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Step
18. Click Next.

Description

19. Click Next.

20. Click Next.
Note

If additional healthcare IT
Administrators need to be given
specific permissions to the
collection for delegation purposes
those users should be added to
the Instance security rights
section.

Screenshot

New Collection Wizard

g)g Merbership Rules

General
Advertissments
Security
Frogress

Confirmation

Collection membetship rules determine which resources are included in the collection when it is
updated, & membership rule can be a direct assignment o & query,

tembership rules:

= Gl

[ Lirit b
<urlimited:

Rule: [ Tvpe
ALL Server Operating Systems Query

[V Update this collection an a schedule
Greurs every 1 day(s) effective 20/09j2009 20:22

Schedule...

< Previous | Next > I Finisf |

Cancel |

New Collection Wizard

—

S\g Advertisements

Ganeral
Membership Rules
Security
Progress

Confirmation

The programs currently being advertised to this collection are listed below,

Advertisements:

Hame [ Program | Package [ collection |

There are na ikems ko show in this view.

< Previous | Next > I Firish |

Canicel |

New Collection Wizard

:j)g Security

General
Membership Rules
Advertisements
Progress

Confirmation

Specify the security rights that users have on this obiect class or instance.

Class security rights:

|2

Permissions

NT AUTHORITY|SYSTEM  Read, Modify, Delete, Use remote

]

Instance security rights:

Name | Permissions |
CONTOSOladministrator  Read, Modfy, Delete, Use remote ..,

Cancel

< Previous | Next > I Finish

Microsoft
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Step Description Screenshot
21. Click Finish. New Collection Wizard ]
Important g_g T —
Steps 3 to 21 should be repeated General e
for each new collection listed in M:“"E’S“‘D Fules e B
. Advertisements EmberhinRuis
section 4.8. ety Hemeeche
Advertisements
Progress
Gt EU ) Hizatity
[
Ta finish the wizard, click Close:
| | ]

Table 12: Creating Collections

5.1.4.1

Configuring Maintenance Windows for a Collection

Maintenance windows allow the healthcare IT Administrator to schedule times that Configuration
Manager clients will be allowed to install software updates and software distribution packages. See
section 4.7 for more information on maintenance windows. Table 13 shows the process for
configuring maintenance windows.

Step

Description

Screenshot

1.

Open the Configuration Manager
Administrator Console, right click
the collection where the maintenance
window should be configured, and
select Modify Collection Settings.

#" I P IR TR T Sl T ) P e | |

= g Software Updates Collections
Show Count

Test Chents (I

=Ly Conflicting Records
[# #5 Software Distribution
[+ E Software Updates
® 4§ Cperating System Dej
LY Asset Inteligence
&n Software Metering
g Reporting
| | 9Y Desired Configuration
F | o Queries
® [ Mabile Device
[# W Network Access Prob
L) System Status
L3 Security Rights

BHEHE

7_":

Install Client

Update Collection Membership
Export Objects

Mew [ 3
Delete Special

Diskribute L3
Transfer Sike Settings

Assign Configuration Baseline

Clear Last PYE Advertisement
Advertise Task Sequence

Modify Callection Setkin g5

Out of Band Management 3

Microsoft
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Step Description Screenshot

2. On the Maintenance Windows tab, Test Clients {(Monthly Update) Settings

select the New maintenance . .
Maintenance Windows | Callection Yariables I Advanced I Out af Band I

windows button —I Maintenance windows define times during which Confighgr can apply
advertisements and software update deployments ko computers in this
collection,

Maintenance windows: | _Tl |

Marme | Description |

There are no ikems to show in this view,

(0’4 I Cancel Help

3. Enter a Name for the maintenance <new> Schedule

window.

Specify a schedule. The Marne: ITest Maintenance Windows

maintenance window can be .

conflgurled for a one off window or on Effective date: B josizo0s =]

a recurring schedule.

) Stark: E1 0000 =3 End: E4:no:nu =

Click OK. = & o |
Duration; |3 Hour(s) 0 Minuke(s)
v uTC

—Recurrence pattern

© Nore RECUr every E wesks on;
i+ Weekly = Sunday ' Thursday
 Manthly ' Monday  Friday
£ Daily € Tuesday " Saturday

" Wednesday

[™ This schedule applies only ko operating system deployment task

sEgUEnCes
0K I Cancel Help
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Step Description Screenshot
4 Clck OK
Note

Maintenance Windows | Collection Wariables I Advanced I ot of Band I

The maintenance window

can be turned on and off by Maintenance windows define times during which ConfigMar can apply

advertisements and software update deplovments to computers in this

selecting and deselecting collection.

the check box. Multiple

maintenance windows can ) .

be configured on a single Maintenance windows: _Iil_l
collection if required. Mame | Description

Test Maintenance ... Occurs every 1 week(s) on Monday eff...

(0] 4 I Cancel Help

Table 13: Configuring Maintenance Windows

5.1.5 Creating Deployment Templates

Deployment Templates allow the healthcare IT Administrator to easily deploy software updates and
ensure that deployment settings, such as restart time and user interaction, are consistent. A
Deployment Template should be created for each software update management collection as
described in section 4.6. Table 14 shows the process for creating deployment templates.

Step Description Screenshot
1. Open the Configuration Manager = E Software Updates
Administrator Console, right click on L:;';- Update Repository

Software Updates > Deployment
Templates, and then select New
Deployment Template.

L= Update Lists

(BN D=ployment Tosslstas

(3, Deployment M Mew Deployment Template
[ Deployment P Give Feedback

4 Operating System

LY Asset Inteligence

&m Software Metering

Wiew ]
Rew Window From Here

Reporting Refresh
&Y Desired Configura :
| 4 Clueries Properties
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Step Description Screenshot

2. Enter a Name and Description for the eard
Deployment Template. 5]}5 S —

Click Next.
[ Templatetems

Enter a unique name and detailed description for the deployment template,
Collection

Display|Time Setti
isplay|Time Settings s

ITest Clients (Manthly Update)

Restart Settings

Event Generation
Description:

D load Setti
R Deployment Template for all software updates offered to the Test Clients (Monthly Update) = |

S5 2005 Settings collection.|
Summary
Progress
Confirmation
|
= Previous | Next = I Firish | Cancel |
3. Select the Collection that this Deployment ~ EZZ

Template will be associated with. &g collcton
Click Next. '

Template Name

e Salect the collection For the softwars update deployment.

Display/Time Settings Collection:

Restart Settings [Test Clients (Monthly Update)

Event Generation

v
Dosnload Settings I¥ Include members of subcollections

M5 2003 Settings
Summary
Progress

Confirmation

< Previous | Mext > | Finishy | Cancel |
4. Enter the configuration for the relevant pizard e
- —
Deployment Template, as detailed in Table i‘ﬁg Sp——
. Templata Name

Click Next. ol T A e Rt s vl e el it e

Collection indicators display during installation. Specify whether b allow or suppress display notification on
i

Restart Settings
Event Generation 1+ allow display notifications on cients
Download Settings " Suppress display notifications on clients

SMS 2003 Settings
Deployment schedules determine when software updates wil be available and when software update
Surmmary. installation wil be enforced on dients. When evaluating deployment schedules, dlients should use:

Progress

et © Client Lacal Time

= utc

wihen a template is used to create a deployment, the deadine setting in ths deployment defaults ko
the time an update is available plus the configured duration. Specify the duration for this template:

Duration: 1 = [pars =

< Previous | Next = I Firist Cancel
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Step Description Screenshot

5.

Enter the configuration for the relevant

Deployment Template, as detailed in Table
8.

. Template Name

Click Next. A system restart may be initiated when a software update installation runs on a client and a restart is
Collection needed For it ko complete. You can configurs the system restart to be suppressed on servers and

workstations. Suppress the system restart on;

1
= g Restart Settings

Display/Time Settings

Event Generation [Pl

Download Settings Bl s

SMS 2003 Settings

Surmmary

Siags When a system restart is required for a software Update installation to complete, dients wil be
prevented From restarting outside of defined maintanance windows.

Confirmation

Specify whether to allow a system restart: outside of maintenance windows both For servers and for
workskations:

™ Allow syskem restart autsids of maintenance windows

< Previous | Mext > I Finish: i Cancel |

Enter the configuration for the relevant

Deployment Template, as detailed in Table L -
8. o

. Template Mame
Click Next. Microsaft Operations Manager (MM might generate slerts when these software updates runs, To
Collection avaid receiving alerts far this planned maintenance, you can disable the alerts For the duration of the

Display/Time Settings software update.

Restart Settings

Download Settings I™ Disable Operations Manager alerts while software updates run

SMS 2003 Settings

Summary ™ Generats Operations Manager alert when a software update installation Fails
Progress

Confirmation

< Previous | Next = I Firist | Cancel |

Enter the configuration for the relevant

Deployment Template, as detailed in Table :‘1 g Dowrload Settings
8. =

. Template Name
Click Next. Each boundary in the site is designsd as a "Fast(LAN)" nstwork or & "slow or unreliable” network.
Collection when a client is connected within a slow or unreliable network boundary:

Display/Time Settings
Restart Settings
Event Generation " Do nok install softwars updates

SMS 2003 Settings

' Download software updates from distribution point and install

Summary

Specify whether to allow clisnts that are within ths boundariss of one or more protected distribution
Progress points to download and install software updates from unprotected distribution points when the
e Updates are nat avallable from any protected distribution point:

" Do not install software updates

¥ Download softwars updates From unpratected distribution paint snd install

< Previous | Next > I Firish Cancel
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Step Description Screenshot

8. Click Next.

SMS 2003 Settings

Templats Name
™ Deploy saftware updates to SMS 2003 clients

Collection

Display/Time Settings Specify the actions after Instaling softwars updates:

Restart Settings ™| Collect hardware inventary immediately

Event Generation

Download Settings Specify whether to download the update source files befare running the installation.
I . tuton ot s el bl

Summar;

# & pun update installation from distribution point
Frogress
G vl " Download updates from distribution point and thenrun installation

wihen no distribution point is avaiable locally:

€ Do nat run update instal stion

% Dovinload updates from & remste distribution point prior bo update instalation

 Run update instalstion From & remake distribttiog point

< Previous | Next > I Finish | Cancel |

9. Click Next. wizard

Template Name

Deployment Template Summary
Collection

Display/Time Settings
Restart Settings

Details:
Event Generation Femplate i
Download Settings + New template will be saved as: Test Clients (Manthly Update)
+ Template Description: Deployment Template For all software Updates offered to the Test
SMS 2003 Settings Clients (Monthly Update) callection,

(Computer Systems Targeted
Dswmmery " Callscion: Tt Clents (Wnthiy Ldate)
Progress Include members of sub-collections: Ves
Settings thak will be used by the targeted systems
Confirmation + Display balloon reminders and installation progress: Yes
+ Deployment schedules wil be based on: UTC
+ I arestart is required it wil be: Suppressed(Server)
+ IF & restart is required outside of a maintenance window it will be: Allowed
Mandatory instal time will, by default, be offset by: 1 Days
Generate Windows Event on Failure
+ O update installation error genersts a Window Event : Mo
+ Disable Window Event while updates install:No
Update Binary Dovnload J

To changs these settings, click Previous. To apply the settings, click Next.

< Previous | Next > I Firish | Cancel |

10.  Click Close. wizard

Repeat steps for each Deployment ;ﬂ wizard Completed
Template listed in Table 8.

Template Mame

Colect
allection /) The wizard completed suceessfully,
Display/Time Settings

Restart Settings Details:

Event Generation Template =
) + Mew template will be saved as: Test Clients (Monthly Update)

Dowinlnad Settings + Template Description: Deployment Templats For all software updates offered to the Test

Clients (Monthly Update) collection.

Il 2009 Zx ke Computer Systems Targsted

S « Collection: Test Clisnts (Manthly Update)
Include members of sub-collections: Yes
Progress Settings that wil be Used by the targeted systems

+ Display balloon reminders and installation progress: Yes
+ Deployment schedules wil be based on: UTC
+ I arestart is required it wil be: Suppressed(Server)
+ I arestart is required outside of a maintenance window it will be: Allowed
+ Mandatory install time wil, by default, be offset by: 1 Days
Generate Windows Event on Failure
On update installation error generate a Window Event : Mo
+ Disable Window Event while updates install:No
Update Binary Dovnload J

To close this wizard, click Close.

= Previous Iext = Firish | Close I

Table 14: Creating Deployment Templates
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6 OPERATE

During the Operate phase, solution components are proactively managed as an end-to-end IT
Service to ensure the service provides the required levels of solution functionality, reliability,
availability, supportability and manageability. Successfully bringing a well-designed service into a
production environment takes efficient planning to balance speed, cost and safety, while ensuring
minimum disruption to operations and supporting the 'business as usual' delivery of the
organisation's IT requirements.

Figure 9 acts as a high-level checklist, illustrating the critical components for which an IT
Professional is responsible for maintaining when using Configuration Manager for deploying
software updates:

Creating Update

Other Methods of

Deploying Creating Search Lists and Creating .
Software Updates Folders Deployment Deployments ™ Downloadlpg and
Deploying
Packages

L Creating

Compliance Report

Additional Tasks

Figure 9: Sequence for Operating Configuration Manager for Deploying Software Updates

6.1 Deploying Software Updates

The process for deploying software updates will vary depending on the update type and criticality.
Section 4.2 describes the various strategies a healthcare organisation can employ when deploying
software updates. The following sections will take the healthcare IT Administrator through the
process of creating a new software update deployment as an example. Once the process is
understood, this can be applied to all future software updates.

6.1.1

The first step in the process is creating a Search Folder to select the updates the healthcare IT
Administrator needs to review in a single window. Table 15 shows the process for creating an
example Search Folder to display all updates for Windows XP.

Creating Search Folders

Page 52
System Center Configuration Manager — Software Update Management Guide
Prepared by Microsoft, Version 1.0.0.0
Last modified on 26 February 2010

Microsoft



Prepared by Microsoft

Step Description Screenshot

1. Open the Configuration Manager
Administrator Console, right click on
Software Updates > Update Repository >

Software Updates
| L, Update Repository

=y

.
=

=

Iﬁ:‘»efl(;ch Folders, and select New Search + . : — B
- # [ Criticé Mew Search Folder

% [ Defini Give Feedback

= - Secu.r Mew Window from Here

# Lef Servid

# [ Tools|  Refresh

# [ Updal

@ G§ Updal_ HeP

[ PR [ S I

2. In Select object properties to select, search Folder Criteria %]
select the Product check box.
Step 1: Select ohject properties ta search

In Edit the property’s search criteria,

click Windows XP. [ hot Required -]

. Product i
Select Search all folders under this O required =
feature.

) Step 2: Edit the property's search criteria {click an undetlined walue)

Enter a name for the search folder in the
box provided. Product "windows XP"
Click OK.

Step 3: Specify search options
¥ Search all falders under this Feature

Step 4: Enter a name Far the search folder

ISearch Folder For wWindows XP

a4 I Zancel Help

-
A

Table 15: Creating Search Folders

6.1.2 Creating Update Lists and Deployment Packages

Table 16 shows the process for creating Update Lists which will allow the healthcare IT
Administrator to view compliance reports and keep a record of the updates that are associated with
a deployment. It also shows the process of creating Deployment Packages that contain all the
downloaded updates. Be aware that these two objects are not linked after the creation of the
Deployment Package, so adding or removing updates from either an Update List or a Deployment
Package will not affect the other.
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Step Description

1. Open the Configuration Manager
Administrator Console. Click on Software
Updates > Update Repository > Search
Folders, and then select the Search Folder
created in section 6.1.1.

2. Select all updates that require deployment
using CTRL + select.

Tip

Updates that are shown with a
yellow arrow have been
superseded by another update;

therefore these do not need to be
included in the deployment.

Once all the required updates have been
selected, drag and drop them on to the
Software Updates > Update Lists folder.

Note

To add updates to an existing
update list drag the updates to the
required list under the update lists
folder. to remove updates select
the update from within the list to be
removed and click delete

3. Select Create a new update list and enter
a Name and Description.

Select Download the files associated
with the selected software updates.

Click Next.

Tip

If the Download the files
associated with the selected
software updates option is not
selected, the Deployment Package
can be created later by right
clicking the Update List. This can
be useful if the healthcare IT
Administrator wants to start the
download process at the end of the
day, to be performed overnight.

Screenshot

=l @' Software Updates
= [& Update Repository
=l [= Search Folders
L7 Applications
L7 Critical Updates
73 Everything Else
7 Malicious
L7 Required updates
BS N Search Folder For YWindoy
L7 Security Updates
L7 Toals
L7 Updates
L7 windows Vista Updates
L= W3ll3 Infrastructure Updates

F B FH

F B FH

Bulletin IC Article ID | Title %o Campliank

04 v
FI0530 100.00 %

. urity pdate Fo I
@MSDQ-D&S 9947 Security Update for Win,,, 100,00 %
EMSDQ-D&E‘ 973039 Security Update For Win... 100,00 %
& 975364 Update For Internet Exp... 100,00 %

Update List Wizard [ ]

-
53 Updats List

The update lisk contains the information about the selected software updates and is used to initiate a

Deployment Package deplayment by dragging the list to a deployment or deployment template.

Downipad Location Select an update list, or create a new update list.

Language Selection

Security " Selact an update list

Summary I Browse,

Frogress (% Create a new update list

Canfirmation
Mame:

|AI\ Required Windows P updates (Sept 09)

Description:

Updats List containing all required updates for Windows %P that have ot been supersedsd.

¥ Download the files associated with the selected software updates

= Previous | Nest > I Finisfi Cancel

Page 54

- ) System Center Configuration Manager — Software Update Management Guide
M’C’OSO# Prepared by Microsoft, Version 1.0.0.0

Last modified on 26 February 2010



Prepared by Microsoft

Step Description

4. Select Create a new deployment package
and enter a Name, Description, and
specify the Package source.

Click Next.
Note
The Package source location

should be a subfolder of the folder
described in section 5.1.3

5. Select the DPs that the updates should be
copied to using the Browse button.

Click Next.

6. Select Download software updates from
the Internet.

Click Next.

Screenshot

Update List Wizard
—
i")l‘g Deployment Package
Update List
The deployment: package contains the software update files that will be available ko dients as part of
Distribution Points Select a package, of creats a new deployment package.
Download Location
. Select deployment package
Language Selsckion
Summary * Create a new deployment package:
Progress sme]
i IAII Required Windows %P (Sept 09)
Description:
| Al required updates For Windows ¢ a5 of Sept 2009
Package source:
[SCM-SRY-014SCCM_Updates_Content\Windows P
Example: \iservernametshare
Sending pricrity:
[Medium =
I™ Enatle binary differential replication
< Previous | Next = | Firiish | Cancel |
Update List Wizard
Distribution Poinks
Update List
The: Following distribution points will be used to host the deployment package files.
Deployment Package
[ smbumnrones | Mame | site [ Type | Browse. |
Download Location WSCCM-SRY-01 CEN Server
Language Selsckion
Security
Surmmary
Progress
Confirmation
To select additional distribution points, click Browss.
< Previous | Next = | Firiish | Cancel |
Update List Wizard
—
Download Location
Update List
TF your site server does not have an Internet connection, you can download the software updates
Deployment Packags Fram a different computer and save them ko a netwark location accessible by the sits sarver.
Distribution Points
INECESHTGEREEI ...t oo ocston For ot pdats:
Language Selection
S ' Download software updates from the Internet
Summary " Download software updates from a lacation on the local network
Progress BrowsE. .
Confirmation
Hote:
When the deployment package contains all required software updates, select the "Download
software updatss from the Internet” option. The software updates Flles will be validated, but wil not
be downloaded again.
< Previous | Next > I Firist Cancel
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Step Description Screenshot

7. Deselect all languages except English. [ttt Wizesd
Click Next. 3)]3 —
Update List

Deployment Package
Distribution Foinks
Download Location
[ Lengusge Selectin |
Security
Summary
Progress

Confirmation

Software Updats files are downloaded for each language specified in the Update Fils calumn.

Language | Update File []

Arahic

Chinese (Hong Kong 5.4.R.)
Chinese {Taiwan)

Chinese {People's Republic of China)
Caech

Danish

Dutch

English

Finnish

French

GErman

OO0O0OddO000000

Gresk

<previous [ mewts |

Frish | cancel |

Update List Wizard

gg Security

Update List

8. Click Next.
Note
If additional users need instance

rights to this Update List, they can
be specified here.

Deployment Package
Distribution Points
Dovinload Location
Language Selsction
Dsearty ]
Summary
Progress

Confirmation

Specify the security rights that users have on this objsct class or instance.

Class security rights:

| %

Mame Permissions

NT AUTHORITYISYSTEM  Read, Madify, Delete, Distribute, Ad

(]

Instance security rights:

| Permissions |
Fisad, My, Delete, Distribute, M.

Mame
CONTOSO) administrator

< Previous | Next > I Finish | Cancel |
9 . C||Ck Next. Update List Wizard
Update List
The wizard will craate an updats list with the Follawing ssttings.
Deployment Package
Distribution Points
Download Location e
Language Selection [Selected softwars updates -
Securty Update for Windows 7P (KB916846)
Uipdate For Windows ¥P (KB352267)
PEERE [security Update for Windows P (KB952954)
Security Update For Windows XP (KB9S(374)
Progress Security Update for Windows P (KB956802)
Security Updake for Windows XP (KB9SE667)
Senfirination Security Lipdate for Windaws 3P (KBS54600)
Security Update for Windows P (KB944338)
Security Update For Windows XP (KB9S1748)
Security Update far Windows P (KB958644)
Security Update For Windows XP (KBISTIS7)
Security Update far Microsaft %ML Core Services 6.0 Service Pack 2 (KB354459)
Security Update for Outlook Express For Windows P (KB9S1065)
Security Update for Windows ¥P (KB946648)
Security Update for Windows XP (KB9SS069)
Security Update for Windows P (KB960859) =
Ta thange these settings, click Previous. To apply the settings, click hext,
<pravious [ mer= | Fnit Cancel

Microsoft
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Step Description

10.  Once the updates have been downloaded,

click Close.
Note

Depending on the number of
updates and the speed of the
internet connection, this can take a
number of hours. The healthcare
IT Administrator should plan to
perform this task well in advance
of deploying the updates to the
clients.

Table 16: Creating Update Lists and Deployment Packages

6.1.3

Creating Deployments

Screenshot

Update List Wizard

.

\
,‘)\g Wizard Completed
=

Lpdate List

Depl t Packa r

BRynalkacans i@ The Updats List Wizard completed successfuly.
Distribution Paints

Details:

Gelected software updates -
Uipdate For Windows %P (KE916646)

ipdate For Windaws XP (KE9S2267)

Security Update for Windows sP (KB252954)

Security Update for Windows 2P (KB350974)

Security Update for Windows =P (KBI56802)

Security Update for Windows 5P (KB955687)

Security Update for Windows 2P (KB354600)

Security Update for Windows =P (KB344338)

Security Update for Windows 2P (KB351748)

Security Update for Windows 5P (KB958644)

Security Update for Windows 5P (KBI57037)

Security Updake For Microsoft XML Core Services 6.0 Service Pack 2 (KB954453)

Security Update for Outlook Express for Windows %P (KB951068)

Security Update for Windows 5P (KB346648)

Security Update for Windows 2P (KB355063)

Security Update for Windows =P (KB950859) LI
To chose his wizard, dlick Close,

Download Location

Language Selection
Secirity

Summary

Progress

< Previous: [ext > Firiishi

(=]

Table 17 shows the process for creating Deployments. Deployments allow the healthcare IT

Administrator to:

®  Make the updates in the Deployment Package available to client machines

m  Specify which Deployment Template should be used

m  Specify schedule settings, such as when to make the updates available to clients and when

the update must be installed by
Step Description

1. Open the Configuration Manager
Administrator Console, right click on the
Update List to be deployed under Software
Updates > Update Lists, and select Deploy
Software Updates.

Screenshot

= @ Software Updates
L= Update Repositary
= [ Update Lists
Eg'j Update
= Deploymen
= Deploymen
L= Deploymen
F ¥ Cineratinn Swst

Al Required Windows 2P undates (Senk 0191
Deploy Software Updates
Cownload Software Updates
Give Feedback

Wiew g

Microsoft
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Step Description Screenshot
2. Select Accept License Terms. License Terms
Click OK.

License Terms |

Review the Microsoft Software License Terms For this software update,

IMPORTANT: You have selected to approve multiple updates, ;I
There may be additional license kerms For one or mare of the

updates vou selected. You can review the additional license terms

by selecting each update individually,

|

Specify whether ko accept or decline the License Terms:

" Dedline License Terms
Export

= Accept License Terms

[o]3 I Cancel | Help |

3. Enter a Name and Description for the Devkovialtix e pdateaiizard
deployment. 3)3 —
Click Next.
Do
= S Enter a unique name and detailed description that will help identify the software update deployment
eploymenk Template
Schedule e
::;:: 14l required Windows P Lipdates (Sep 09)
Confirmation TEGR
Deployment of Base package conkaining all Windows XP updats to Sep 09 =]
]
< Previgus | Mext = I Finishi Cancel
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Step Description Screenshot
4. Select the appropriate Deployment Template
from the list of existing templates provided. . _‘1 g Deployment Templete
Click Next.
el Templates can be used b define deployment properties, such as target collection, package, and client
Note IS EREETEEE -ctting:. The properties can also be manually canfigured within the wizard and optianally saved asa
iR template for fubure use in other deployments.,
. Summary
If no deployment Te.mplate contains Progress Select a template or define new properties For the software update deployment:
the appropriate settings a new one confimatin
can be created by selecting Create a " Create a new deployment defnton
new deployment definition. & Lss an sxisting cemplats Detalls:

el T st Clients (Monthly Update) Collection: -
Test Clients (Monthly Update)

User Notification:

Enabled

Deplogment Schedule:

utc

Suppress Restart:

Servers

Allow spstem restart outside of main!
Disabled

Windows Event Generation: _,;I
4 »

< Previous | Nzt > I Finish i Cancel |

5. Select the date and time the software updates

will be made available. This can be As soon b st stese

as possible or a specific Date and time in S

the fUtU re. E:::;‘nent o Select the date and time that software updates wil be made available to clerts:
Decide whether to Set a deadline for [SEEI ¢ e e pente

software update installation. Enter the Date oo Firrons = =

and tlme fOr the deadline Or, alte rnatively, Confirmation ;zz‘tn\i;fmv;:tegv:;dtl:zqutware updates should automatically install on clients at a configured

use the default deadline settings of the
present time plus the deadline setting in the
Deployment Template used.

" Donat set a deadline for software update installation

¥ Set a deadline for software update installation

) . [zi0siz00s | paiss = |
If Wake On LAN has been implemented in the Specy et o ook L il 0 snd ke e o oo
. . . that requirs updates in this deployment.
healthcare organisation, selecting Enable
Wake On LAN will configure the deployment T Enable ek 0n LaN
. . IF the saftware update is urgent, it can be installed immediately at the deadiing, regardiess of

to remotely turn on any machines targeted in configuration matenance windows.
the deployment that have not installed the T Ignare maintenance windsws and instal immediately at deadline
update before the deadline time.
If maintenance windows are configured and e ||_teee || Cancel
the update is urgent, specify Ignore
maintenance windows and install immediately
at deadline.

Note

This option should be used with

caution if targeting clinical

applications or servers.
Click Next.
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Step Description Screenshot

6 Cl |Ck NeXt Deploy Software Updates Wizard
iGeneral

The wizard wil create a deployment that has the following ssttings.
Deployment Template

Schedule

IS o

Frogress

[Ipdates Targeted: =
Update for Windows &P (KE916846) 916846

whindows Media Player 11 925850

Whindows Internet Explorer 7 For Windows XP 940767

Security Updats for Flash Player (KB923769) 923789

Undate For Windows P (KE396461) 886461

Security Lipdate For Windows KP (KB9S0762) 950762

Security Lipdate for Windows XP (KB9S1376) 951376

Security Lipdate for Windows XP (KB9S1748) 951748

Security Update for Windows XP (KBI44338) 944338

Security Update for Outlook Express For Windows 2P (KE951066) 951066

Security Updats for Windows KP (KE946548) 946648

Security Updats for Windows XP (KE952954) 952954

Security Lpdats For Windows KP (KB9S0574) 950974

Undate For Windows KF (KB952267) 952267

Security Lipdate For Windows KP (KBISE644) 956644

Security Lipdate for Windows XP (KBIS5069) 955069

Security Lipdate for Microsoft %ML Core Services .0 Service Pack 2 (KB954459) 954459
Security Lpdate for Windows XP (KB957097) 957097

Security Update for Windows KP (KBIS4500) 954600

Security Updats for Windows KP (KE9S6602) 956602

v Update For Wi P Service Pack 2 (KB952065) 952069 =l

Corfirmation

To changs these settings, click Previous, To apply the settings, click Next,

<previoss [ met> | Frish | canes |

7. C| ICk Close_ Deploy Software Updates wizard

;J)g Wizard Completed

General

Deployment Template P
( The Deploy Software Updates wizard completed successfully,

Schedule

Summary Details:

Progress pdates Targeted; -
Update for Windows XP (KE916846) 916846

‘windows Media Player 11 925850

windows Internet Explarer 7 for Windows XP 940767

Security Lipdats For Flash Flayer (KB923753) 923789

Update For Windows XP (KBG38461) 838461

Security Lipdate For Windows XP (KB950762) 950762

Security Lpdate For Windows XP (KB9S1376) 951376

Security Lipdate For Windows XP (KB951748) 951745

Security Update for Windows XP (KB344338) 944338

Security Update for Outlook Express For Windows %P (KEIS1066) 951066

Security Update for Windows XP (KB946648) 946646

Security Lipdats For Windows XP (KB952954) 952954

Security Lipdats For Windows XP (KBIS0574) 950974

Update For Windows XP (KB952267) 952267

Security Lpdate For Windows XP (KE9S8544) 956644

Security Lpdate For Windows XP (KB9S5069) 955069

Security Lpdate For Microsoft XML Core Services 6.0 Service Pack 2 (KE9S4459) 954459
Security Update for Windows %P (KBIS7097) 957097

Security Update for Windows XP (KB9S4600) 954600

Security Update for windows XP (KB9S6802) 956802

Security Lipdats For Windows XF Service Pack 2 (KB952063) 952069 =

Ta close this wizard, click Clase.,

= Frevious st > mrish [ _cose |

8 . ;‘:] System Center Configuration Manager Software Updates

= L5 Site Database (CEM - SCCM-SRY-01, Contosc
) site Management UookFor: l—

Note =] _15‘ Computer Management

= Collections

- 1S
54 Conflicting Records BuletinID__ | Article ID_| Title [ % compiiant
Once the deployment paCkage has = % Software Distribution s 966389 Update for Windows ¥P .., 54,55 %
=l 2] Software Updates SIMS09-046 956844 Security Update for Win... 81.82 %
been created updates can be CEUNRAEIORANTE, Blae
p £5) Update Repository i 890830 Windows Malicious Soft... 100,00 %
removed from the package by B i3 ;_Ed:TIER';:jwed —— %MSU?-MS 971961  Security Update for Jscr... 81.82%
. C = || Elms00-045 971961 Security Update for Jscr... 72,73 %
] i LT
selecting the update and clicking o oy % U || ]wsos-0% 560016 Securty Updte forwin... 1.027%
[} . 2 - - 5

delete. Updates can be added by i £z}, Deployment Management %MSDQ M ZmE e el i
. . = [3 Deployment Packages @ pateforincO s et e
dragging the required update from an E1 G Al Required windows wp (sep || /103028 961371 Securicy Updats for Win... 81,82 %
I [#, Access Accounts E 44036 Internet Explorer 3 For ... 81,82 %
update list or search folder and £, Distribution Points %MSUB-UW 971032 Security Update for Win... 81.82%
g [ 5M52003 Pragrams SMS00-038 971557 Security Update for Win... 51,82 %
dropplng it on the deployment ) ms0a-037 973540 Security Update for Win... 81.82 %
package :_I'h Package Status @MSU?-US? 973869 Security Update for Win,.. 81,82 %
‘% October Required Updates Pa EMSDQ—DH 956744 Security Update for Win 273 Y
[ 4 Operating System Deployment G ms0a-044 958470 Security Update for Win... 81.82 %
[# [ Asset Inteligence 5|Ms09-037 973354 Security Update for Win,.. 81,82 %
[# & Software Mekering S{Ms09-037 973507 Security Update for Win... 81,62 %
= ] Reporting B 5 Ms0s-042 960853 Security Update for Win...  81.82 %

Table 17: Creating Deployments

Page 60
System Center Configuration Manager — Software Update Management Guide

M’C’OSO# Prepared by Microsoft, Version 1.0.0.0

Last modified on 26 February 2010



Prepared by Microsoft

6.1.4  Other Methods of Downloading and Deploying

Sections 6.1.1 to 6.1.3 describe one of the ways it is possible to deploy updates using the
Configuration Manager Administrator Console. Using Update Lists and Search Folders ensure that
the healthcare IT Administrator is able to access the most complete information regarding the
deployment. Other possible ways to deploy software updates via the Configuration Manager
Administrator Console include:

E  Single or multi-selecting any number of updates from the Update repository, right clicking
and selecting Deploy Software Updates (this will launch the Software Update Wizard and
allow a Deployment Package to be created without the Update List)

B Launching the Software Updates Wizard from the Software Updates home page

6.1.5 Creating Compliance Report

Once the Deployment has been triggered, the healthcare IT Administrator can track the compliance
of the client machines using one of the Software Update Compliance Reports that are included with
Configuration Manager, or by creating custom reports. Table 18 shows the steps required to run
the Overall Compliance report using the Update List created in Table 16.

Step Description Screenshot
1. Open the Configuration Manager R %DlnS e Tt (et Updete)
Administrator Console, select Reporting > £ Dashboards SIS MU core
. i s p g :i'.ll s Compl?ance 4- Deplé}:’ment {per upda Export Objects
Reports, and right click the report named @ B3 Reporting services Comnlgance £ - Specific computer Run
Comp"ance 1 - Overall Comp"ance |59 Desired Configuration Manage Comp:!ance 5- Upda.:fes b: "e”dml'l"; Move Ikems
N [y Gueries Compliance 2 - Specific software up
Select Run §¥ Mobile Device Management Managemert 2 - Updates in a depioyy  C4F
’ W Metwork Access Protection Management & - Computers missing o DElete
[# [ System Status Management 3 - Deployments that ta Refresh
2. Using the Values buttons, specify the Update Microsoft: C - mEE B
List ID and Collection ID. System Center ConfigMgr Report Viewer
Configuration Manager 2007 B
Click Display. O
Report Information
Report Category
Software Updates - A, Compliance
Report Name @
Compliance 1 - Overall Compliance Ly
Report Comment Display

This repart returns the overall compliance data for an Update List,

Update List ID {Required)
{Reduce Yalues set with wildcards: HeStlo W _rld%e)

ISCDpEId_B4442998- 1F71-4DAF-AS4B-301504A3CF43 /AuthList_FFE: Values. .. |

Collection ID {Required)
(Reduce Yalues set with wildcards: He%lo W _rld%e)

jcENDOD11 values.. |
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Step Description

3. The report shows the number of machines
that are compliant or non-compliant in the
specified collection. To see more detailed
information for each client in the
collection.Use the linked report button

|

Table 18: Creating Compliance Reports

6.2 Additional Tasks

Report Name: Compliance 1 - Overall Compliance
Category: Software Updates - A. Compliance
Comment: This report reburns the overall compliancs data For an Update List.
Updats List ID Scopeld_B4442556-1F71-4DAF-AS4E-301504A3CF48/AULList_FFB4A105-FD0-45F3-

Parameters: (Reqriied)

9F17-C16CA6A810CY

Callection 1D
(Required)

CEMOOA11

21/09/2009 10:33:31

(Humber of Records: 1)

Collection Name

| Total Count in Collection [ mNonClients | 9 of Total

[ Test Clients (Manithly Update}

[x [o E

21/09/2009 10:33:32

(Humber of Records: 1)

Collection State
D Count

Name

% of

Total AuthListID

MNan-
(7| CENOOn11 e

Scopeld_B4442998-1F7 L-4DAF-A948-301504A3CF48/ AuthList_FFB4A105-9F00-

4D 43F3-9F17-C16CHEAG10CH

This document has taken the healthcare IT Administrator through the basic tasks for planning and
implementing software updates in Configuration Manager. Table 19 contains links to tasks that
were out of scope for this documentation, but may need to be considered if implementing software

updates in a more complex environment.

Task Description Link to Further Information
Review current best This document contains the latest source for best practices http://technet.microsoft.com/en-
practices when deploying a Configuration Manager SUP. It should be us/library/bb932162.aspx

reviewed prior to performing the installation of the SUP.

How to Add the Web Server If SSL is required on the WSUS SUP, these steps must be http://technet.microsoft.com/en-

Certificate to the Custom followed.
WSUS Web Site

us/library/bb680861.aspx

How to Configure the If SSL is required on the WSUS SUP, these steps must be http://technet.microsoft.com/en-

WSUS Web Site to Use followed.
SSL

us/library/bb633246.aspx

How to Create and If the healthcare organisation is using Internet Based Client http://technet.microsoft.com/en-
Configure an Active Management (IBCM), an Internet based software update us/library/bb694182.aspx

Internet-Based Software should be configured to support clients that connect to the site

Update Point over the Internet.

How to Configure the Active If the healthcare organisation requires an additional SUP for ~ http://technet.microsoft.com/en-
Software Update Point scaling or resilience purposes a Network Load Balancing (NLB) us/library/bb633165.aspx
Component to Use an NLB  Cluster will need to be configured.

Cluster
How to Install and If the healthcare organisation has any SMS 2003 clients that  http://technet.microsoft.com/en-
Configure the Inventory cannot be upgraded and need to receive software updates an  us/library/bb632814.aspx

Tool for Microsoft Updates  updated version of the Inventory Tool for Microsoft Updates
(ITMU) that was previously used in Systems Management
Server (SMS) 2003 will need to be used.

Tasks for Software Updates These articles contain more information on the tasks required  http://technet.microsoft.com/en-
for deploying software updates. This guide acts as a shortcut to us/library/bb693776.aspx
enable the healthcare IT Administrator to quickly become
familiar with the technology but it is recommended that this
information is reviewed when possible.

Table 19: Additional Tasks
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APPENDIX A SKILLS AND TRAINING RESOURCES

The tables in PART | of this appendix list the suggested training and skill assessment resources
available. This list is not exhaustive; there are many third-party providers of such skills. The
resources listed are those provided by Microsoft. PART Il lists additional training resources that
might be useful.

PART | TRAINING RESOURCES

For further information on System Center Configuration Manager, see
http://www.microsoft.com/sccm

Skill or Technology Resource Location Description

Area

Configuration Manager http://www.microsoft.com/systemcenter/configurationmanager/en/  Links to Learning resources available

Training us/learning-resources.aspx from Microsoft and Microsoft Learning
Partners

Configuration Manager Product http://www.microsoft.com/systemcenter/configurationmanager/en/  Links to product documentation and
Documentation us/product-documentation.aspx whitepapers

Table 20: Microsoft System Center Configuration Manager 2007 Training Resources

PART Il SUPPLEMENTAL TRAINING RESOURCES

Title Link
Microsoft TechNet System Center Configuration http://technet.microsoft.com/en-gb/configmgr/default.aspx
Manager TechCenter

MyITforum.com (forum site focusing on Configuration  http://www.myitforum.com
Manager)

Table 21: Supplemental Training Resources
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APPENDIX B DOCUMENT INFORMATION

PART | TERMS AND ABBREVIATIONS

Abbreviation Definition

ACL Access Control List

BITS Background Intelligent Transfer Service
Cul Common User Interface

DP Distribution Point

EXE Executable File

FQDN Fully Qualified Domain Name

IBCM Internet Based Client Management

IEC International Electrotechnical Commission
IM&T Information Management & Technology
ISO International Organization for Standardization
ITMU Inventory Tool for Microsoft Updates

LAN Local Area Network

MP Management Point

MPS Windows Installer Patch File

MSI Microsoft Installer File

NLB Network Load Balancing

Configuration Manager

System Center Configuration Manager

SCUP System Center Updates Publisher
SMS Systems Management Server

SP Service Pack

SUP Software Update Point

uTC Coordinated Universal Time
WSUS Windows Server Update Services

Table 22: Terms and Abbreviations
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PART Il REFERENCES

Reference Document Version

R1. System Center Configuration Manager 2007 Deployment Guide: 1.0.0.0
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