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1. Deploy Environment Introduction :

This operations process including four servers.

1.

DC:

Role : ADDS + ADCS

OS : Windows Server 2008 R2 Enterprise Edition with SP1
IE:IE9.0

IP :192.168.0.100/24

DNS: 192.168.0.100

DB :

Role : Domain Member and SC2012 ConfigMgr RTM Database
OS : Windows Server 2008 R2 Enterprise Edition with SP1
IE:IE9.0

IP:192.168.0.101/24

DNS :192.168.0.100

ConfigMgr2012 :

Role : SC2012 ConfigMgr RTM

OS : Windows Server 2008 R2 Enterprise Edition with SP1
IE:IE9.0

IP:192.168.0.102/24

DNS :192.168.0.100

4. Console :
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Role : Domain Member and SC2012 ConfigMgr RTM Remote Console
OS : Windows 7 Enterprise Edition with SP1 x64

IE:IE 9.0

IP:192.168.0.103/24

DNS :192.168.0.100
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2. System Requirements :

About System Center 2012 Configuration Manager RTM system requirements ,
you can access this link to reference :

http://technet.microsoft.com/en-us/library/gg682077.aspx
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3. Deploy Active Directory :

1) Logon to DC server , installing ADDS and ADCS . Domain name is
Contoso.msft . Active Directory forest functional level is Windows Server 2008 R2.

This process is no longer described in this part.
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4. Deploy SC2012 ConfigMgr RTM Database :

1) Logon to DB server, installing SQL Server 2008 R2 enterprise edition with

SP1. Because SC2012 ConfigMgr RTM site system need to replication data through

SQL Server Replication , so in Feature Selection step when you install SQL Server

phase , you need to select SQL Server Replication, Reporting Services and

Management Tools - Basic :

-

i SOQL Server 2008 R2 Setup

Feature Selection

Select the Enterprise features to install.

=101x|

Setup Support Rules

Setup Role

Feature Selection
Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Reporting Services Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Features:

Description:

Instance Features
Database Engine Services
SQL Server Replication
[ Full-Text Search
[ analysis Services
Reporting Services
Shared Features
[ Business Inteligence Development Studio
[[] client Tools Connectivity
D Integration Services
[ client Tools Backwards Compatibility
[ client Tools 50K
[]5qQL Server Books Orline
Management Tools - Basic
Management Tools - Complete
|:| SQL Client Connectivity SDK
[ Microsoft Sync Framework
Redistributable Features

Select All | UnselectAIIl

Server features are instance-
aware and have their own
registry hives. They suppart
multiple instances on a computer.

Shared feature directory:

IC: \Program Files\Microsoft SQL Server),

Shared feature directory (x86): IC:'n,Drogram Files {x88)Microsoft SQL Server),

-
N

< Back |

Next = | Cancel | Help

)

2) In Server Configuration step , You must configure all SQL Server

services(engine , agent, etc.) to run under the LOCAL SYSTEM account . If you use

another account (e.g. NETWORK SERVICE or a domain user account) , database

replication will fail with certificate issues :
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%% SQL Server 2008 R2 Setup 1o ]

Server Configuration

Specify the service accounts and collation configuration.

Setup Support Rules Service Accounts | Collation |
Setup Role
ErlrmEsT Microsoft recommends thatyou use a separate account for each SQL Server service.
Installation Rules Service Account Name Password Startup Type
Instance Configuration SQL Server Agent NT AUTHORITY\SYSTEM Manual ﬂ
Disk Space Requirements SQL Server Database Engine | NT AUTHORITY\SYSTEM Automatic j
Server Configuration SQL Server Reporting Servi... | NT AUTHORITY\SYSTEM Automatic v
Database Engine Configuration S0L Server Browser NT AUTHORITY\LOCAL SERVICE Disabled =l
Reporting Services Configuration
Error Reporting
Installation Configuration Rules Use the same account for all SQL Server services |
Ready to Install
Installation Progress
Complete

< Back Next = | Cancel | Help |

Vi

3) In Collation step , You must use a case-insensitive collation(e.g.
SQL_Latinl_General_CP1_CI_AS) and it must be consistent throughout your

hierarchy :
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1% SQL Server 2008 R2 Setup _ ol x|

Server Configuration

Specify the service accounts and collation configuration.

Setup Support Rules "Service Accounts  Collation
Setup Role
Feature Selection

Installation Rules SQL_Latinl_General_CP1_CI_AS Cu stomize...l

Instance Configuration Latini-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-ins ensitive
Disk Space Requirements for Unicode Data, SQL Server Sort Order 52 on Code Page 1252 for non-Unicode Data

Database Engine:

Server Configuration
Database Engine Configuration
Reporting Services Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

< Back | Mext = | Cancel | Help |
Y

4) Other steps you can based on your requirements to setting, and finished to
install . After setup , don’ t forget installing SQL Server 2008 R2 SP1 and
Cumulative update package 4 for SQL Server 2008 R2 Service Pack 1.

5) Updated Version is 10.50.2796 :
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l'-_;:_,_:. Microsoft SQL Server Management Studio - |EI|5|
File Edit View Debug Tools Window Community Help

o New query | [y | 0 M |y |5 H S | ) o

Ohject Explarer [ ¥

3
[ Security

[ Server Ohjects
[ Replication

[ Management

& SQL Server Agent

Ready o

Cumulative update package 4 for SQL Server 2008 R2 Service Pack 1 download

link : http://support.microsoft.com/kb/2633146/en-us
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5. Configure Active Directory Permissions :

1) Logon to DC server, Open ADSI Edit mmc snap-in console , right-click

ADSI Edit and click Connect to ... :

¥’ ADSI Edit : -0l x|
File Acton View Help
€=zl
[ [Actions
CEectiin o @® welcome to ADST Edit m'
E ; i More Actions »
fresh Active Directory Services Interfaces Editor (ADSI Edit) is a low-evel editor for Active
Refre: Directory Domain Services [ Active Directory Lightweight Directory Services. It allows
Help you to view, modify, create, and delete any object in Microsoft's AD DS/LDS.

To create a connection to AD DS/LDS, on the Action menu, dick Connect To.

|Connect to an LDAP path

2) Display Connection Settings :
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|

Mame: I Default naming context

Path: I LDAP://DC. Contoso. msft/Default naming context

— Connection Point
™ Select or type a Distinguished Name or Naming Context:

&+ select a well known Naming Context:

-

IDEfauIt naming context

=~

— Computer

™ select or type a domain or server: (Server | Domain [:port])

¥ Default {Domain or server that you logged in to)
[~ Use 55L-based Encryption

-

Advanced... |

o]

Cancel |

3) Click OK , Expand Domain <computer fully qualified domain name>,

expand <distinguished name>, click CN=System :

¥’ ADSI Edit

File  Action

View  Help

L IR ENEEN 7 e

2 ADSI Edit

= ﬂ Default naming context [DC.Contoso.msft]
= || DC=Contoso,DC=msft

CN=Builtin

CN=Computers

OU=Domain Controllers
CN=ForeignSecurityPrincipals
CN=LostAndFound
CN=Managed Service Accounts
CMN=NTDS Quotas
CM=Program Data

Name

| cN=AdminsDHolder

| cN=ComPartitions

| CN=ComPartitionSets

| cN=Default Domain Palicy
| cN=Dfs-Configuration

| cN=DFSR-Globalsettings
| cN=DomainUpdates

| cN=File Replication Service
| CN=FileLinks

| EN=TP Security

| CN=Meetings

| CN=MicrosaftDNS

| cN=Password Settings Contai...

| cN=Polices
| cN=PsPs

| CN=RAS and IAS Servers Act...

| CN=RpcServices
| cN=WinsockServices
| cN=WMIPalicy

§:| CN=BCKUPKEY_S5c4031f1-bec...
é:l CN=BCKUPKEY_7cc329eb-81...

5] CN=BCKUPKEY_P Secret

é:l CN=BCKUPKEY_PREFERRED ...

é:l CN=RID Manager$
é:l CN=Server

=101 %]
| Class | Distinguished Name |

container CN=Admin5DHolder, CN=System,DC=Contoso,DC=msft
container CM=ComPartitions, CN=System,DC=Contoso, DC=msft
container CMN=ComPartitionSets,CN=System, DC=Contoso, DC=msft
domainPalicy CMN=Default Domain Policy, CN=System,DC =Contoso, DC=msft
dfsConfigur... CN=Dfs-Configuration,CN=System,DC=Contoso,DC=msft
msDFSR-Glo... CN=DFSR-GlobalSettings, CM=5ystem,DC =Contoso, DC=msft
container CMN=DomainUpdates,CN=5ystem,DC=Contoso,DC=msft
nTFRSSettings  CM=File Replication Service, CN=System,DC=Contoso,DC=msft
fileLinkTrack... CMN=FileLinks,CN=5ystem,DC=Contoso,DC=msft
container CN=IP Security, CN=System,DC=Contoso,DC=msft
container CN=Meetings,CN=5ystem,DC=Contoso,DC=msft
container CN=MicrosoftDNS, CMN=System,DC=Contoso, DC=msft
msD5-Pass... CMN=Password Settings Container, CN=System,DC=Contoso,DC...
container CM=Polices,CN=System,DC =Contoso,DC=msft
msImaging-... CM=PSPs,CN=5ystem,DC=Contoso,DC=msft
container CM=RAS and IAS Servers Access Chedk,CN=System,DC=Cont...
rpcContainer CM=RpcServices, CN=System,DC=Contoso,DC=msft
container CN=WinsockServices, CN=5ystem,DC=Contoso, DC=msft
container CN=WMIPolicy,CN=System,DC=Contoso, DC=msft
secret CMN=BCKUPKEY_5c4031f1-bccb-4112-8f4a-ed 75 16afe7ad Secr...
secret CMN=BCKUPKEY_7cc329eb-81e4-4662-a327-98938c0174b8 Secr...
secret CN=BCKUPKEY_P Secret,CN=System,DC=Contoso,DC=msft
secret CM=BCKUPKEY_PREFERRED Secret,CN=5ystem,DC=Contoso,...
rIDManager CN=RID Manager§,CN=System,DC=Contoso, DC=msft
samServer CM=Server,CN=5ystem,DC=Contoso,DC=msft

|
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4) Right-click CN=System, click New, and then click Object... :

¥ ADSI Edit 1ol x|

File Acton View Help

&5 [ FEIXRE = HE

2 ADSI Edit Name | Class | Distinguished Mame |
£l F Default naming context [DC.Contoso.msft] | CN=AdminSDHolder container CN=AdminsDHolder, CN=System,DC=Contoso,DC =msft
=N D;:Conboso,DC:msft | CN=ComPartitions container CM=ComPartitions,CN=5ystem,DC =Contoso,DC=msft
.—_ CN=Builtin | CN=ComPartitionSets container CMN=ComPartitionSets,CN=System, DC=Contoso, DC=msft
.—_ Ch=Computers ~| CN=Default Domain Policy domainPaolicy CMN=Default Domain Policy, CN=System,DC =Contoso, DC=msft
:— OU=D0m.ain Conh.'oller.s X | cN=Dfs-Configuration dfsConfigur... CN=Dfs-Configuration,CN=System,DC=Contoso,DC=msft
= E::E:;;i'f:ﬁ;:yp”””"als _ CN=DF5R-Globalsettings msDFSR-Glo...  CN=DFSR-GlobalSettings, CN=System,DC=Contoso, DC=msft
= . _| CN=DomainUpdates container CMN=DomainUpdates,CN=5ystem,DC=Contoso,DC=msft
_| CN=Managed Service Accounts - . N X X . N i
“ CN=NTDS Quotss 4 CMN=File Replication Service nTFRSSettings  CM=File Replication Service, CN=System,DC=Contoso,DC=msft
| CN=Program Data | CN=FileLinks fileLinkTrack... CMN=FileLinks,CN=5ystem,DC=Contoso,DC=msft
_ | CN=IP Security container CN=IP Security, CN=System,DC=Contoso,DC=msft
Move FMeetings container CN=Meetings,CN=5ystem,DC=Contoso,DC=msft
Mew Connection from Here =MicrosoftDNS container CN=MicrosoftDNS,CN=System,DC=Contoso, DC=msft
a5 Contai,.. msDS-Pass... CMN=Password Settings Container, CN=System,DC=Contoso,DC...
container CM=Polices,CN=System,DC =Contoso,DC=msft
View * EPSPs msImaging-... CM=PSPs,CN=5ystem,DC=Contoso,DC=msft
FRAS and IAS Servers Acc... container CM=RAS and IAS Servers Access Chedk,CN=System,DC=Cont...
2::::;& =RpcServices rpcContainer CM=RpcServices, CN=System,DC=Contoso,DC=msft
EWWinsockServices container CN=WinsockServices, CN=5ystem,DC=Contoso, DC=msft
:joeriist. . =WMIPolicy container CN=WMIPolicy,CN=System,DC=Contoso, DC=msft
FBCKUPKEY_5c4031f1-bec... secret CN=BCKUPKEY_5c4031f1-boch-4112-8f4a-ed7516afe7ad Secr...
Properties FBCKUPKEY_7cc329eb-81...  secret CMN=BCKUPKEY_7cc329eb-81e4-4662-a327-98938c0174b8 Secr...
LECKUPKEY_P Secret secret CN=BCKUPKEY_P Secret,CN=System,DC=Contoso,DC=msft
R _ LBCKUPKEY_PREFERRED ... secret CN=BCKLUPKEY_PREFERRED Secret,CN=System,DC=Contosa, ...
é—l CN=RID Managers rIDManager CN=RID Manager§,CN=System,DC=Contoso, DC=msft
é—l CM=5Server samServer CM=Server,CN=5ystem,DC=Contoso,DC=msft

|create a new object [ [

5) In the Create Object dialog box, select container :

Create Object x|

Select a dass:

addressTemplate
applicationEntity
applicationVersion
certificationAuthority
dassStore
comConnectionPoint
contact

1tainer
controlAccessRight
cRLDistributionPoint
device

dfsConfiguration
AHC B laee j

L I

= Barck I Mext = I Cancel Help

6) Then click Next, iIn the Value box, type System Management :
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x|
Attribute: o
Syntax: Unicode String
Description: Common-Mame
Value: I System Management
< Back I Mext = I Cancel Help
7) Click Next, display finish phase :
Rl

To complete the creation of this object, click Finish.

To set more attibutes, click More Attributes.

< Back Finish Cancel Help

8) Click Finish, you can see created new container:
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B ADS! dit -0l x|
File Action View Help
ol Al ] SERERER ? o
Z ADSI Edit Name | Class | Distinguished Mame |
B F Default naming context [DC. Contoso.msfi] | CN=AdminSDHolder container CN=AdminsDHolder, CN=System,DC=Contoso,DC =msft
=L D;:Conboso,DC:msft | CN=ComPartitions container CM=ComPartitions,CN=5ystem,DC =Contoso,DC=msft
= CN=Builtin | CN=ComPartitionSets container CMN=ComPartitionSets,CN=System, DC=Contoso, DC=msft
= CN=C0mp|?mErs ~| CN=Default Domain Policy domainPaolicy CMN=Default Domain Policy, CN=System,DC =Contoso, DC=msft
- OU=D0m.a|n Conh.'oller.s inal | cN=Dfs-Configuration dfsConfigur... CN=Dfs-Configuration,CN=System,DC=Contoso,DC=msft
- E:::;;i'f:ﬁ;:ypnmpas | CN=DFSR-Globalsettings msDFSR-Glo...  CN=DFSR-GlobalSettings, CN=System,DC=Contosa,DC =msft
= CN:Mana ed Service Accounts “| CN=Domainlipdates container CMN=DomainUpdates,CN=5ystem,DC=Contoso,DC=msft
= CN=NTDSgQuotas “| CN=File Replication Service nTFRSSettings  CN=File Replication Service, CN=System,DC=Contoso, DC=msft
= CN=Program Data | CN=FileLinks fileLinkTrack... CMN=FileLinks,CN=System,DC=Contoso,DC=msft
: CN=System _ CN=IP Security container CN=IP Security, CN=System,DC=Contoso,DC=msft
“| CN=Users _| CN=Meetings container CN=Meetings,CN=5ystem,DC=Contoso,DC=msft
| CN=MicrosoftDNS container CN=MicrosoftDNS, CMN=System,DC=Contoso, DC=msft
| CN=Password Settings Contai... msDS-Pass... CMN=Password Settings Container, CN=System,DC=Contoso,DC...
| CN=Policies container CM=Polices,CN=System,DC =Contoso,DC=msft
| CN=PsPs msImaging-... CMN=PSPs,CN=System,DC=Contoso,DC=msft
| CN=RAS and IAS Servers Acc... container CM=RAS and IAS Servers Access Chedk,CN=System,DC=Cont...
| CN=RpcServices rpcContainer CM=RpcServices, CN=System,DC=Contoso,DC=msft
| CN=WinsockServices container CN=WinsockServices, CN=5ystem,DC=Contoso, DC=msft
| CN=WMIPolicy container CN=WMIPolicy,CN=System,DC=Contoso, DC=msft
ner n Mai
é—l CN=BCKUPKEY_5c4031f1-bec... secret CN=BCKUPKEY_5c4031f1-boch-4112-8f4a-ed7516afe7ad Secr...
§—| CN=BCKUPKEY_7cc32%9eb-81... sedet CMN=BCKUPKEY_7cc329eb-81e4-4662-3327-9893600174b8 Sear...
é—l CN=BCKUPKEY_P Secret secret CMN=BCKUPKEY_P Secret,CN=System,DC=Contoso,DC=msft
§—| CN=BCKUPKEY_PREFERRED ... secret CMN=BCKUPKEY_PREFERRED Secret,CN=5ystem,DC=Contoso,...
é—l CMN=RID Managers rIDManager CM=RID Manager$,CMN=5ystem, DC=Contoso, DC=msft
§—| CN=5erver samServer CMN=5erver,CN=5ystem,DC=Contoso,DC=msft

9) Close ADSI Edit mmc snap-in console .

10) Open Active Directory Users and Computers mmc snap-in console . Point

to View and choose Advanced Features item :

Active Directory Users and Computers

=101

View Help
Add/Remove Columns... "a}‘
] Active Direc  Large Icons | Type | Description |
~| Savedt  Small Icons builinDomain
List Container Default container for upar. ..
® Detail Us... Organizational ...
Users, Contacts, Groups, and Computers as contsiners nt... Organizational ...  Default container for dom. ..
Eur. .. Container Default container for secu...
Filter Options er... Container Default container for man...
Container Default container for upar...
Customize...

|Enab|esfdisables advanced features and objects | |

11) Expand the System container, right-click System Management, and then
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click Properties:

B Active Directory Users and Computers o [ P

File Action View Help

$$|ﬂ’_|n€|:||xm._ﬂ._=?|.-|%§5 TI®R

: Active Directory Users and Computers [DC.Contoso.msft] A | Name | Type | Description |
* || Saved Queries
= 3."3 Contoso.msft

There are no items to show in this view.

| Builtin
| Computers
27 ConfigMgr Users Delegate Control...
2| Domain Controllers Move...
| ForeignSecurityPrincipals  Find...
:J:LostnndFound_ — R
LJ_ Managed Service Accour All Tasks 5
_| Program Data
B[] System T N
| AdminSDHolder
| ComPartitions Cut
| ComPartitionSets Delete
| DomainUpdates Rename
~ TP Security Refresh
| Meetings Export List...
| MicrosoftDNS :
| Policies
j RAS and IAS Servers  popy |
| em Managemen
| WinsockServices |
; WMIPalicy

£=f Default Domain Policy

| Dfs-Configuration

| DFSR-Globalsettings

—h - - N

-4 File Replication Service
[y}

. Eilal inle LI

HEEHEEEE

|O|:|er|s the properties dialog box for the current selection. |

12) System Properties is display , click Security page :
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System Management Properties ilil

‘General | Object  Security | Attribute Editor

GI‘GIIJD ar user names:

‘-_'fv?‘;’-'-.l.rthenticated Users
!?3‘ SYSTEM

i‘?‘ Domain Admins (CONTOSCYDomain Admins)

'!_':3__ Enterprise Admins [CONTOSOEnterprise Admins)

2, Administrators (CONTOSO"\Administrators) d
Add... | Remove |
Permizsions for SELF Allow Dery
Full contral =
Read
Write

Create all child objects
Delete all child objects

00000
00000

-

For special pemmissions or advanced settings, click et |
Advanced.

Leam about access control and pemissions

ok | canesd | ip | Hem |

13) Click Add..., Display Select Users , Computers ,Service Accounts , or

Groups box :
Select Users, Computers, Service Accounts, or Groups ﬂﬂ
Select this object type:
Il._lsers. Groups, or Builtin security principals Object Types...

From this location:
ICurrtnsu msft Locations...

Enter the object names to select (examples):

Check Hames

ik

Advanced. .. | ] I Cancel

i

14) Click Object Types...item , just choose Computers in Object Types box :
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Object Types : ﬂ EI

Select the types of objects you want to find.

Ohject types:

O #2, Buittin security principals
O % Service Accounts

[::l:ll'l'lpl_l‘tEFE
O #2, Groups
O 2 Uses

QK I Cancel

15) Click OK and fill SC2012 ConfigMgr site server NetBIOS name :

Select Users, Computers, Service Accounts, or Groups ﬂﬂ
Select this object type:
ICumerte.-rs Object Types...

From this location:
ICurrtusu.msﬁ Locations...

Enterthe object names to select (e@mples):
CONFIGMGR2012 Check Names

43

Advanced. .. | Ok I Cancel

o

16) Click Check Names to confirm, and click OK , return to System Properties

box , and point just added computer name and choose all Allow items :
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System Management Properties il El

‘General | Object  Security | Attribute Editor

GI‘GIIJD ar user names:

5 SELF -
‘-_'fv?_,;’-'-.l.rthenticated Users
COMNFIGMGR2012 {CONTOSONCOMFIGMGR20128)
\.'s‘i_' SYSTEM
'!_':34_ Domain Admins (CONTOSODomain Admins)
52, Erterprise Admins {CONTOSO"Enterprise Admins) ;I
Add... | Remove |
Permizsions for COMFIGMGR2012 Allow Dery

Full control O =
Fead O

Wite D
Create all child objects O _
Delete all child objects o .

For special pemmissions or advanced settings, click et |
Advanced.

Leam about access control and pemissions

ok | Cancel | mppy | Hen |

17) Click Advanced will display Advanced Security Settings for System box :

Justin Gao 5i%
yanga@microsoft.com
http://blogs.technet.com/b/justin_gao



System Center 2012
Configuration Manager RTM
Advanced Security Deployment Document

l Advanced Security Settings for System Management x|

Pemissions |F.|_|d'rtir1g I Owﬂerl Effective Permissions I

To view or edit details for a permission entry, select the entry and then click Edit.

Permission entries:

Type I Mame I Pemission I Inherted From I Apply Ta -

Allow Autherticated Users Special <not inherted> This object onhy

Allow CONFIGMGH2012 (CONT...  Full cortrol  <not inherted: This object anly

Allow SYSTEM Full contral <not inherted:> This object onhy

Allow Domain Admins (CONTOS...  Full control <not inherted:> This object onhy

Allow Enterprise Admins ({COMTQ...  Full control DC=Contoso,DC=...  This object and all desce. ..

Allow Administrators (CONTOSD...  Special DC=Contoso,DC=...  This object and all desce. ..

Allow Pre-Windows 2000 Compa... Lst conte... DC=Cortoso,DC=..  This object and all desce... |-

Allow SELF Special DC=Contogo,0C=...  Thiz object and all desce...

Allow Pre-Windows 2000 Compa... Special DC=Contoso,DC=...  Descendant User objects

Allow Pre-Windows 2000 Compa...  Special DC=Contoso,0C=..  Descendant Group ohjects

Allmas Oem (Al A im W T e Commmi=l | T e R o T I Po— A Jom T Do LI
Add... Edit ... Remove Restore defaults |

¥ Include inheritable permissions from this object’s parent

Managing permission entries

ok | cence | ip

18) Double-click SC2012 ConfigMgr site server name , will display Permission

Entry for System :
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l Permission Entry for System Manage ﬁl

Object | Properties I

Mame: ILZUE{CDNTDSD\,CDNFIGMGRZUH} Change... |

Apply to: IThis object only j

Permissions:

3

Full contral
List contents
Read all properties

Write all properties
Delete

Delete subtree

Read permissions
Modify permissions
Modify owner

All validated writes
Create all child objects

-

r Apply Ehese permissions to objects and/ar Clear all |

containers within this container ol

[o]slslsislslslslslslslG
[u]u]ululs]=]=]=]=]=]=]

Managing permissions

| QK I Cancel |

19) You need to choose This object and all descendant objects In Apply to ,

and confirm all Allow items was choose :
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l Permission Entry for System Manage ﬁl

Object | Properties I

Mame: ILZUE{CDNTDSD\,CDNFIGMGRZUH} Change... |

Apply to: is object and all descendant objects

Permissions:

Full control

List contents

Read all properties
Write all properties
Delete

Delete subtree
Read permissions
Modify permissions
Modify owner

All validated writes
Create all child objects

[o]slslsislslslslslslslG
[u]u]ululs]=]=]=]=]=]=]

-

r Apply these permissions to objects andfor Clear all |

containers within this container only

Managing permissions

| QK I Cancel |

20) Click OK and back to Advanced Security Settings for System box :
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n Advanced Security Settings for System Management il

Pemmissions |A|.|d'rtir1g | Owner | Efective Pemissions |

To view or edit details for a pemmission entry, select the entry and then click Edit.

Permizsion entries:

Type | Mame | Permi... | Inherted From | Apply Ta | -
Allow Autherticated Users Special  <not inherted > This object only
CONFIGMGR2012 (C... <not inherted: Thiz object and all descendant objects
Allow SYSTEM Fullc...  znot inherted> This object only
Allow Domain Admins (COMN...  Fullc...  <not inherted: This object only
Allow Erterprise Admins {C...  Fullc... DC=Contoso,D...  This object and all descendant ohjects
Allow Administrators (COMT...  Special DC=Contoso,D...  This object and all descendant objects
Allow Pre-Windows 2000 C... Listc... DC=Conteso,D... This object and all descendant objects |-
Allow SELF Special  DC=Contoso,D...  This object and all descendant objects
Allow Pre-Windows 2000 C... Special DC=Contoso,D... Descendant User objects
Allow Pre-Windows 2000 C... Special DC=Contoso,D... Descendant Group objects

-
Allmsae Diem U fiem A mranm THWON i i | | D™ i b mimm, T Chim mmmms, A= lmimd iTirm Domrmmem b momdim _I

Add. | Edit ... I Remove Festore defaults |

¥ Include inheritable permissions from this object’s parent

Managing permission entries

ok | cenced | ey |

21) Two consecutive hits OK will finish setting AD permission , close ADUC

mmc snap-in console.
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6. Installing SC2012 ConfigMgr RTM requirement

Windows components :

1) Logon to ConfigMgr2012 Server, Open Server Manager , Click Features :

E,: Server Manager

. =101 x|
File Action View Help

&= 7= H

5.: Roles

p”
@ Diagnostics

View the status of features installed on this server and add or remove features.
_—'_ﬁ'& Configuration 1
=5 Storage

! Features Summary E Features Summary Help

~) Features: 0 of 42 installed Eﬂ: Add Features

EE_;, Remove Features

;:“ Last Refresh: Teday at 4:39 AM  Configure refresh

2) Click Add Features , display Select Features page :
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Add Features Wizard

i Select Features
gt

Features Select one or more features to install on this server,
Confirmation Features:

Progress [ENM .1ET Framework 3.5.1 Features

Results | .MET Framewark 3.5.1

[ weF Activation
[] Background Inteligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] Branchcache
D Connection Manager Administration Kit
[ Desktop Experience
|:| DirectAccess Management Console
[ Failover Clustering
|:| Group Policy Management
[] tnk and Handwriting Services
[] 1nternet Printing Client
|:| Internet Storage Name Server
[] LPR Port Monitor
[[] Message QueLing
[ multipath 1/0
[ Metwork Load Balancing
] Peer Name Resolution Protocol
[ ouality Windows Audio Video Exnerience

| Microsoft .NET Framework 3.5.1

More about features

< Previous |

Description:

combines the power of the .NET
Framework 2.0 APIs with new
technologies for building applications
that offer appealing user interfaces,
protect your customers' personal
identity information, enable seamless
and secure communication, and
provide the ability to model arange of
business processes.

| Install | Cancel I

3) Choose .Net Framework 3.5.1 and WCF Activation , will display related

components needed prompt box :

Add Features Wizard

)
~

“Y= Features?

You cannot install NET Framework 3.5.1 Features unless the required role services and features are also

installed.
Riole Services: Description:
= Web Server (|15} wieb Server (115] provides a reliable,
B Web Server manageable, and scalable Web application

infrastructure.

Application Development
Security

= Windows Process Activation Service
Process Model
.NET Environment
Configuration APls

Add role services and features required for NET Framework 3.5.1

[ Add Required Role Services | Cancel |

'ii:' Why are these role services and features required ?

4) Click Add Required Role Services and return to Select Features :
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Add Features Wizard x|

i Select Features
gt

Features Select one or more features to install on this server,
Web Server (1I5) Features: Description:
Role Services Y amework 3.5.1 Features | Microsoft NET Framework 3.5.1
DRk b el combines the power of the NET
Confirmation {MET Framewark 3.5.1 Framework 2.0 APIs with new
Progress WCF Activation technologies for building applications
4 [] Background Inteligent Transfer Service (BITS) that offer appealing user interfaces,
Results [ BitLacker Drive Encryption !Jrote.ct \(our custlomers personal
[ Eranchcache identity information, enable seamless
i i . and secure communication, and
E Connection Manager Administration Kit provide the ability to model arange of
Desktop Experience business processes.
|:| DirectAccess Management Console —

[ Failover Clustering
|:| Group Policy Management
[] tnk and Handwriting Services
[] 1nternet Printing Client
|:| Internet Storage Name Server
[] LPR Port Monitor
[[] Message QueLing
[ multipath 1/0
[ Metwork Load Balancing
] Peer Name Resolution Protocol
( [ ouality Windows Audio Video Exnerience [ _>|;I

More about features

= Preyious | MNext > I Install | Cancel |

5) Choose Background Intelligent Transfer Service(BITS), will display

related components needed prompt box :

Add Features Wizard x|

Add role services and features required for Background Intelligent
“ Y= Transfer Service (BITS)?

You cannot install Background Intelligent Transfer Service (BITS) unless the required role services and features
are also installed.

Role Services: Description:
= Web Server (1S} wleb Server (115) provides a relizble,
Web Server managesable, and scalable \Web application

infrastructure.
Management Tools

= Remote Server Administration Tools
Fole Administration Tools

[ Add Required Role Services | Camcsl |

'ii:' Why are these role services and features required ?

A

6) Click Add Required Role Services and will return to Select Features page :
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Add Features Wizard

"

i Select Features
gt

Features

Web Server (1I5)
Role Services

Confirmation

Progress

Results

Select one or more features to install on this server,

Features:

Description:

= MET Framework 3.5.1 Features
JMNET Framework 3.5.1
WECF Activation
Background Inteligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] Branchcache
D Connection Manager Administration Kit
[ Desktop Experience
|:| DirectAccess Management Console
[ Failover Clustering
|:| Group Policy Management
[] tnk and Handwriting Services
[] 1nternet Printing Client
|:| Internet Storage Name Server
[] LPR Port Monitor
[[] Message QueLing
[ multipath 1/0
[ Metwork Load Balancing
] Peer Name Resolution Protocol
[ ouality Windows Audio Video Exnerience

Backaround Intelligent Transfer

— Service (BITS) asynchronously
transfers files intheforeground or
background, throttles the transfers to
preserve theresponsiveness of other
network applications, and
automatically resumes file transfers
after network disconnects and
machine restarts.

—J1 The server components (below) allow
files to behosted for BITSclientto
download as well as provide the path
touploadfiles.

| of

More about features

= Preyious | MNext > I Install | Cancel

7) Choose Remote Assistance and Remote Differential Compression :

Add Features Wizard

"

i Select Features
Ol

Features

Web Server (1I5)
Role Services

Confirmation

Progress

Results

Select one or more features to install on this server,

Features:

Description:

|:| Internet Storage Mame Server
[[] LPR Part Manitar
[[] Message QueLing
] multipath 1/0
[ Metwork Load Balanding
] Peer Name Resolution Protocol
[ Quality Windows Audio Video Experience
Remote Assistance
lemate Differential pression
[E remote Server Administration Tools
[ RPC aver HTTP Praxy
] simple TCP/IP Services
[ sMTP Server
[] sNMP Services
[] storage Manager for SANS
[] sSubsystem for UNIX-based Applications
[] Telnet Client
[] Telnet Server
[] TFTP Client
[] windows Biometric Framewark

;| Remote Differential Compression
computes and transfers the

differences between two objects over

a network using minimal bandwidth.

| of

More about features

= Preyious | MNext > I Install | Cancel |
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8) Click Next , go to Web Server (IIS) step:

Add Features Wizard

1,:_[;[;::‘3 Web Server (I1S)

Features Introduction to Web Server (IIS)

VWeb Server (IIS) Web servers are computers that have spedific software that allows them to accept requests from dient

: computers and return responses to those requests. Web servers let you share information over the Internet, or
through intranets and extranets. The Web Server role indudes Internet Information Services (IIS) 7.0, a unified
) Web platform that integrates IIS 7.0, ASP.NET, and Windows Communication Foundation. II5 7.0 also features
Confirmation enhanced security, simplified diagnostics, and delegated administration.

Role Services

Progress
Things to Note
Results i Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web server
traffic, espedally when there are multiple roles on this computer.

i~ The default installation for the Web Server (1IS) role indudes the installation of role services that enable
you to serve static content, make minor customizations (such as default documents and HTTP errors),
monitor and log server activity, and configure static content compression.

Additional Information

Overview of Web Server (II5)

Overview of Available Role Services in IIS 7.0
1IS Checklists

Common Administrative Tasks in IS
Overview of WSRM

< Previous | MNext > I Install Cancel

9) Click Next will display Select Role Services step :
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Add Features Wizard x|

"

B Select Role Services
e

Features Select the role services to install for Web Server (115):
Web Server (1I5) Role services: Description:
=1 [ Web Server e et e e s wimpet

Confirmation & @ Commen HTTP Features for ASP.NET, ASP, and Web server
oy Static Content extensions. You can use the Web

Default Document server to host an internal or external
Results Directory Browsing Web site or to provide an environment

HTTP Errors forcll_eve_lopers to create Web-based

HTTP Redirection TN

[ webDav Publishing

= [E Application Development |

] asp.NET

.NET Extensibility

[ asp

[] car

ISAPI Extensions

[] 1sAPI Filters

[] server Side Indudes
= [@ Health and Diagnostics

HTTP Legging

Logging Tools

Request Monitor

[¥] Tracina LI

More about role services

< Previous | MNext > I Install | Cancel |

10) Choose ASP.NET . Windows Authentication . Dynamic Content

Compression and IIS 6 Metabase Compatibility items for WSUS 3.0 SP2 :
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Add Features Wizard x|

- Select Role Services
e

Features Select the role services to install for Web Server (IIS):
Web Server (1I5) Role services: Description:

FTP Service enables FTP publishing on
a'Web server.

= [E web server

| v

Confirmation = @ Common HTTF Features
Static Content

Frigrzes Default Document

Resultz Directory Browsing

HTTP Errors
HTTP Redirection
[ webDav Publishing
= E‘ Application Development |
ASP.NET
MET Extensibility
[] asp
[ car
ISAPI Extensions
ISAPI Filters
[] server side Indudes
= [@ Health and Diagnostics
HTTP Logging
Logging Tools
Request Monitor
[¥] Tracina LI

More about role services

< Previous | Next > I Inst=ll Cancel |

Add Features Wizard x|

aﬁ Select Role Services

Features Select the role services to install for Web Server (I1S):
Web Server (1I5) Role services: Description:
- FTP Service enables FTP publishing on
& @ Searity il a'Web server.
Confirmation [] Basic Authentication

Windows Authentication
[] Digest Authentication
Results ] client Certificate Mapping Authentication
[] 1S Client Certificate Mapping Authentication
] URL Authorization
Regquest Filtering
[] 1P and Domain Restrictions
= Performance
Static Content Compression
Dynamic Content Compression
= [E Management Toals
115 Management Console
[] 115 Management Scripts and Tools
|:| Management Service
= [E 115 6 Management Compatibility
IIS 6 Metabase Compatibility
[] 115 & WMI Compatibility
[[] 115 & Seripting Tools
["1 115 & Management Console LI

More about role services

Progress

< Previous | MNext > I Install | Cancel |

11) Choose IIS6 WMI Compatibility items for SC2012 ConfigMgr RTM :

Justin Gao 5i%
yanga@microsoft.com
http://blogs.technet.com/b/justin_gao



System Center 2012
Configuration Manager RTM

Advanced Security Deployment Document

Add Features Wizard

B Select Role Services
e

Features

Web Server (1I5)

Select the role services to install for Web Server (IIS):
Role services:

Description:

= [E security

Confirmation [] Basic Authentication
Windows Authentication
Frogrs [] Digest Authentication
Results ] client Certificate Mapping Authentication

[] 1S Client Certificate Mapping Authentication
] URL Authorization
Regquest Filtering
[] 1P and Domain Restrictions
Performance
Static Content Compression
Dynamic Content Compression
= [E Management Toals
115 Management Console
[] 115 Management Scripts and Tools
|:| Management Service
= [E 115 6 Management Compatibility
IIS 6 Metabase Compatibility
115 & WMI Compatibility
[[] 115 & Seripting Tools
["1 115 & Management Console

More about role services

= W

< Previous | Mext = I

1IS 6 WMI Compatibility provides
Windows Management
Instrumentation (WMI) scripting
interfaces to programmatically
manage and automate tasks for IS
7.0 Web server, from a set of scripts
that you created in the WMI provider.
This service includes the WMI CIM
Studio, WMI Event Registration, WMI
Event Viewer, and WMI Object
Browsertools to manage sites.

Install | Cancel

12) Click Next , display Confirm Installation Selections step :

Add Features Wizard

ﬁgﬂ? Confirm Installation Selections

Features

Web Server (1I5)

To install the following roles, role services, or features, dick Install.

Fay . -
1) 2infermational messages below

Role Services

Progress ~| Web Server (IIS)
Results

~ CPU usage

Web Server

Common HTTP Features
Static Content

Default Document
Directory Browsing
HTTP Errors

HTTP Redirection

Application Development
ASP.MNET

JMET Extensibility
ISAPI Extensions
ISAPI Filters

Health and Diagnostics
HTTF Logging
1 anninn Tanls

Print, e-mail, or save this information

< Previous

(i) This server might need to be restarted after the installation completes.

(i) Find out more about Windows System Resource Manager (WSRM) and how it can help optimize

ext > | Install I

Cancel |
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13) Make sure that all components have been selected to complete , click

Install , go to Installation Progress page :

Add Features Wizard

"

= %:;E Installation Progress

a

Features The following roles, role services, or features are being installed:
Web Server (IIS)

Web Server (IIS)
Role Services
.MET Framework 3.5.1 Features
Confirmation
Background Intelligent Transfer Service (BITS)

Progress

Remote Assistance
Results
Remote Differential Compression

Remote Server Administration Tools

Windows Process Activation Service

3_

Installing...

= Preyious | Mext = | Install | Cancel

14) Please wait some minutes , display Installation results page :
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Add Features Wizard il
jﬁ Installation Results
Features
The following roles, role services, or features were installed successfully:
Web Server (IIS)
) ! 1warning message below
Role Services S
Confirmation 1, Windows automatic updating is not enabled. To ensure that your newly-installed role or feature is
~ automatically updated, turn on Windows Update in Contral Panel.
Progress ~
E © testallation suooeeded
The following role services were installed:
Web Server
Commaon HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors
HTTP Redirection
Application Development
ASP.NET
NET Extensibility
ISAPI Extensions
ISAPI Filters
Health and Diagnostics
HTTP Logging LI
Print, e-mail, or save the installation report
= Preyious | ext > | Close I Cancel

15) Click Close will go to Server Manager homepage :
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=[]

E== Server Manager

File  Action View Help

&= |2z |H

R Server Manager (CONIGHGR2012)
i.r Roles e 1

reouees
.

= Diagnostics . View the status of features installed on this server and add or remove features.
it Configuration N
23 Storage

[~ Features Summary ? Features Summary Help

(] Features: & of 42 installed &% Add Features

ﬂ Remove Features
Background Inteligent Transfer Service (BITS)

Compact Server
115 Server Extension
Remote Assistance
Remote Differential Compression
Remote Server Administration Tools
Role Administration Tools
Web Server (IIS) Tools
Feature Administration Tools
BITS Server Extensions Tools
Windows Process Activation Service
Process Model
.NET Environment
Configuration APIs
.MET Framework 3.5.1 Features
.MET Framework 3.5.1
WCF Activation
HTTF Activation
MNon-HTTF Activation

%:; Last Refresh: Today at 4:50 AM  Configure refresh

16) Last don’ t forget install .Net framework 4.0 tool,

17) By default, IIS blocks several file extensions and folder locations from
access by HTTP or HTTPS communication. If your package source files contain
extensions that are blocked in IIS, you must configure the requestFiltering section
in the applicationHost.config file on distribution point computers. The following

file extensions are used by Configuration Manager for packages and applications.

Allow the following file extensions on distribution points:
» PCK

> PKG
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» STA

» TAR

1. QOpen the applicationHost.config file located in
the %Windir%\System32\Inetsrv\Config\ directory , Search for the
<requestFiltering> section , determine the file name extensions and folder
names that you will have in the packages on this distribution point. For each

extension and folder name that you require, perform the following steps:

e Ifitis listed as a fileExtension element, set the value for allowed to
true.
For example, if your content contains a file with an .mdb extension,
change the line <add fileExtension=".mdb" allowed="false" /> to
<add fileExtension=".mdb" allowed="true" />.

Allow only the file name extensions required for your content.

o Ifitis listed as a <hiddenSegments> element, delete the entry that
matches the file name extension or folder name from the file.
For example, if your content contains a folder with the label of bin,

remove the line <add segment=" bin” /> from the file.
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7. Installing WSUS 3.0 SP2 :

1) Logon to ConfigMgr2012 server ,installing WSUS 3.0 SP2, Because already
installed Database on DB, So you can using this database for WSUS 3.0 SP2. In
Database Options step , you can choose Using an existing database server on a

remote computer and fill in database server name :

I'5 windows Server Update Services 3.0 5P2 Setup Wizard X|

Database Options £l
You can specify where to store data for Windows Server Update Services 3.0 SP2. ﬁ I
J

You can choose to have Windows Intemal Database installed, or you can use an exdsting
database server.

You should install the database on an MTFS drive with a minimum of 2 GE of free disk space.

" Install Windows Intemal Database on this computer

IE: WSUS Browse... |
£ UUse an existing database server on this computer
| -

£+ |sing an existing database server on a remote computer {(Machinename'\Instancename)

IDB

< Back Mest = Cancel

2) In Web Site Selection step you can base on your requirement to choose ,
In this deployment , I will choose Create a Windows Server Update Services 3.0

SP2 Web site :
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F:—! Windows Server Update Services 3.0 SP2 Setup Wizard |

Web Site Selection
You can specify which Web site to use forthe Windows Server Update Services 3.0 5P2 H'J
Web services. H

Web site preference:

™ Use the existing 115 Default Web site {recommended)
¥ Create a Windows Server Update Services 3.0 SP2 Web site

Corfigure your client computers to access Windows Server Update Services 3.0 5P2 at:
http: /A CONFIGMGR2012:8530
Inthe WSS Administrative Console, set Server Name as CONFIGMGR2012, and Port as 8530.

< Back Mest = Cancel

3) Click Next and complete the installation.
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8. Configure SC2012 ConfigMgr RTM Certificates :

1) This procedure I will create two certificates. One is Web Server Certificate,
one is client certificate.
2) Logon to DC server , create a security group that contains the member

servers to install SC2012 Configuration Manager site systems that will run IIS.

ConfigMgr IIS Servers Properties ilil
General Members | I'H'IernberO’r'I Mznaged E"_.rl

Members:

Mame | Active Directory Domain Services Folder |
IR CONFIGMGR2012 Contoso msft/Computers

QK I Cancel Apphy

3) Open Certification Authority mmc snap-in console, right-click Certificate

Templates choose Manage :
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E_ certsrv - [Certification Authority

Local)\Contoso-DC-CA\Certificate Templates

=10l x|

File Acton View Help

e |2|lo= | H

Il Certification Authority (Local)
=l g Contoso-DC-CA

| Revoked Certificates
Issued Certificates
Pending Regquests
Failed Requests

Certificate Template

Mame

| Intended Purpose

E Directory Email Replication

] Domain Controller Authentication
E EFS Recovery Agent

& Basic EF5

] Domain Controller

Directory Service Email Replication

Client Authentication, Server Authenticatio. ..
File Recovery

Encrypting File System

Client Authentication, Server Authentication
Server Authentication

Client Authentication, Server Authentication
Encrypting File System, Secure Email, Clien...

Microsoft Trust List Signing, Encrypting File. ..

Er

New 4

View b hate Certification Authority <All=
rator

Refresh

Export List...

Help

e

|S'arts Certificate Templates snapin

4)

template , and then click Duplicate Template :

E certificate Templates Console

Fle Action View Help

Certificate Templates Console will opened , right-click Web Server

=101 x|

&m0 HE

_E Certificate Templates (DC.Contoso.msft)

5 Workstation Authentication

Template Display Mame ~

E User Signature

| Minimum Supported CAs

| Version | Intended Purposes -

win U
Windows 2000

Windows Server 2003 Ent...

1010 Client Authentication

& user Windows 2000 31
E Trust List Signit Windows 2000 3.1
] subordinate ¢ Properties Windows 2000 5.1
' smartcard Use Help Windows 2000 11.1
E Smartcard Logarm—————————— Windows 2000 6.1
E Router {Offline request) Windows 2000 4.1
E Root Certification Autharity Windows 2000 5.1
E RAS and IAS Server Windows Server 2003 Ent...  101.0 Client Authentication, Server AL
E OCSP Response Signing Windows Server 2008 Ent... 1010 QCSP Signing —
E Key Recovery Agent Windows Server 2003 Ent...  105.0 Key Recovery Agent
E Kerberos Authentication Windows Server 2003Ent...  110.0 Client Authentication, Server AL
E IPSec (Offiine request) Windows 2000 7.1
] 1psec Windows 2000 8.1
E Exchange User Windows 2000 7.1
E Exchange Signature Only Windows 2000 6.1
E Exchange Enrollment Agent (Offine request)  Windows 2000 4.1
E Enrollment Agent (Computer) Windows 2000 5.1 -
J of
|Using this template as a base, creates a template that supports Windows Server 2003 Enterprise CAs
5) Display Duplicate Template dialog box :
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Duplicate Template x|

You can create certificate templates with advanced properties. However,
not all Windows CAs support all certificate template properties.Select the
wersion of Windows Server (minimumn supported CAs) for the duplicate
certificate template.

& Windows Server 2003 Enterprise
" Windows Server 2008 Enterprise

Learn more about Certificate Template Versions.

QK I Cancel

6) Ensure that Windows Server 2003 Enterprise is selected , and then click
OK. In the Properties of New Template dialog box , on the General tab, enter a
template name to generate the Web certificates that will be used on Configuration

Manager site systems , such as ConfigMgr Web Server Certificate :
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Properties of New Template E 5[

' lssuance Requirements I Superseded Templates I BExdensions | Security
General | Reguest Handling I Subject Name I Server

Template display name:
CorfigMar Web Server Certfficate

Minimum Supported CAs: Windows Server 2003 Enterprize

Template name:
ICl:unfig MarWebServerCedificate

Walidity period: Renewal perod:

I 2 I‘,fears j I & Iweeks j

[ Publish certficate in Active Directory
™| Do ot automatically reenrollif & duplicate certificate exists in Sctive
[Nirecton

For automatic renewal of smart cand cerfficates, use the existing key
ff a new key cannot be created

QK I Cancel Apphy Help

7) Click the Subject Name tab , Click Build from this Active Directory
Information is selected , and then select one of the following for the Subject name
format , Common name or Fully distinguished name , if you select Common

name , you need to unselect User Principal name(UPN) :
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Properties of New Template ﬂ

' lssuance Requirements I Superseded Templates | BExensions | Security
General |  Request Handing Subject Name | Server

" Supply in the request

r [ ze subject information fiam existing certificates far autoennallment
renewal regquests,

¥ Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify centificate administration.

Subject name format:
ICDmmDn name j

[ Include e-mail name in subject name

Include this information in altemate subject name:
[~ Email name

[T DNS name

[~ User prinicipal name (UPN)

[ Service principal name {SPN)

oK | Cancel |  Apoly Help

8) In the Security tab, remove the Enroll permission from the security
groups Domain Admins and Enterprise Admins, click Add ,enter ConfigMgr IIS
Servers in the text box , select the Enroll permission for this group , and do not

clear the Read permission:
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Properties of New Template ﬂ

General I Request Handling I Subject Name I Server I
Issuance Requirements I Superseded Templates | Exensions  Securty

GI'CIIJD ar user Nnames:

82, Authenticated Users
;‘ Administrator

CorfigMar 115 Servers (CONTOSON onfigMar 115 Servers)
??3_, Domain Adming (CONTOSCYDomain Admins)
!"f»?_, Enterprise Admins (COMNTOS0Enterprise Admins)

Add... | Remove |
Permizsions for ConfigMar 115 Servers Allow Dery
Full Cortrol O O
Fead O
Wite D D
Enroll O
Autoenroll O O

For special pemmissions or advanced settings, click el |
Advanced.

Leam about access control and pemissions

ok [ cancel | Aoy | Hen |

9) Click OK, return to Certificate Templates Console , you can see your just

created template :
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] certificate Templates Console 10l =|

Fle Action View Help

¢ EIXE =
_E Certificate Templates (DC.Contoso.msft) Template Display Mame = | Minimum Supported CAs | Version | Intended Purposes =
‘5'1 Administrator

Windows 2000 4.1
] Authenticated Session Windows 2000 31
E Basic EFS Windows 2000 31
E CA Exchange Windows Server 2003 Ent...  106.0 Private Key Archival
E CEP Encryption Windows 2000 4.1
E Code Signing Windows 2000 31
3 computer Windows 2000 5.1
\ Certificate Windo 03Ent... 100.2 r Authentication
E Cross Certification Authority Windows Server 2003 Ent...  105.0
E Directory Email Replication Windows Server 2003 Ent...  115.0 Directory Service Email Replicati
5 Domain Contraller Windows 2000 4.1
E Domain Controller Authentication Windows Server 2003 Ent...  110.0 Client Authentication, Server AU
E EFS Recovery Agent Windows 2000 6.1
E Enrolment Agent Windows 2000 4.1
E Enrollment Agent (Computer) Windows 2000 5.1
@ Exchange Enrollment Agent (Offline request)  Windows 2000 4.1
E Exchange Signature Only Windows 2000 6.1
E Exchange User Windows 2000 7.1
] 1psec Windows 2000 8.1
Ell IPsec (Offine request) Windows 2000 7.1 _lj
] | 3

|33 certificate templates | |

10) Close the Certificate Templates Console. In the Certification Authority
console , right-click Certificate Templates , click New , and then click Certificate

Template to Issue :

ertsrv - [Certification Authority (Local)\Contoso-DC-CA\Certificate Templates] i ] 4

File Acton View Help

| 7| 0= | H

Il Certification Authority (Local) Name | Intended Purpose |
=l g Contoso-DC-CA ]| Directory Email Replication Directory Service Email Replication
_ Revoked Certificates E‘ Domain Controller Authentication Client Authentication, Server Authenticatio. ..
| Issued Certificates 5| EFS Recovery Agent File Recovery
| Pending Requests ] Basic EF5 Encrypting File System
- Faile Requests E‘ Domain Controller Client Authentication, Server Authentication
Bl Certificate Templates =

Server Authentication

(Client Authentication, Server Authentication
Template to Issue ncrypting File System, Secure Email, Clien...

ate Certification Authority <All=

ator Microsoft Trust List Signing, Encrypting File. ..

Manage

Refresh
Export List...

Help

|Enab|e additional Certificate Templates on this Certification Authority | |

11) In the Enable Certificate Templates dialog box , select the new template

you have just created, ConfigMgr Web Server Certificate :
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[l enable Certificate Templates " x|

Select one Certificate Template to enable on this Certffication Authaority.

Mote: f a cerificate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the cedificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

Mame | Intended Pumpase -
¥ Authenticated Session Client Authentication

& CA Exchange Private Key Archival

E CEP Encryption Cerificate Request Agent

E Code Signing Code Signing T

CorfigMar Web Server Cedfficate Server Authentication
& Cross Certffication Awuthority <All=
E Enrollmert Agernt Cerificate Request Agent
E Enrollmert Agert (Computer) Cerificate Request Agent
E Exchange Enrollment Agent (Offline request) Certfficate Request Agent
Fll Exchanae Sianature Onhe Secure Email | _PILI

12) Click OK , you can see this template already added :

?.,_ certsrv - [Certification Authority (Local)\Contoso-DC-CA\Certificate Templates - |E||5|

File Acton View Help

&5 | »|XE=H

Il Certification Authority (Local) Intended Purpose
=l g Contoso-DC-CA ConfigMar Web Server Certificate Server Authentication
— Revoked Certificates ]| Directory Email Replication Directory Service Email Replication
| Issued Certificates 5] Domain Controller Authentication Client Authentication, Server Authenticatio...
- Pending Requests E‘ EFS Recovery Agent File Recovery
= Failed Requests E‘ Basic EF5 Encrypting File System
| E‘ Domain Controller Client Authentication, Server Authentication
E‘ Web Server Server Authentication
E Computer Client Authentication, Server Authentication
E‘ User Encrypting File System, Secure Email, Clien...
E‘ Subordinate Certification Autharity <All=
E Administrator Microsoft Trust List Signing, Encrypting File. ..

13) If you do not need to create and issue any more certificate , close
Certification Authority . Restart the member server that runs IIS (ConfigMgr2012
server), to ensure it can access the certificate template with the configured

permission.
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14) Logon to ConfigMgr2012 server , in the Certificate snap-in dialog box,
select Computer account, In the console , expand Certificates(Local Computer),

and then click Personal :

= Consolel - [Console Root\Certificates {(Local Computer)\Personal] - IEllil
File —Action View Favorites Window Help | &=l
&= |2mlolle=HE
| Console Root Object Type |
= Certificates (Local Computer)
E = There are no items to show in this view.
| ersonal
| Trusted Root Certification Authorities
| Enterprise Trust

| Intermediate Certification Authorities

| Trusted Publishers

| Untrusted Certificates

~| Third-Party Root Certification Authorities
| Trusted People

| Smart Card Trusted Roots

| Trusted Devices

HHEEHBEEBE

|Persona| store contains no certificates. | |

15) Right-click Personal, click All Tasks , and then click Request New

Certificate... :
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= Consolel - [Console Root\Certificates {(Local Computer)\Personal] - IEllil
File —Action View Favorites Window Help | &=l
&= [rElale=HE

| Console Root Object Type |

= E Certificates (Local Computer)

= There are no items to show in this view.
| ersonal

| Trusted | Find Certificates... |

| Enterpris
= P All Tasks 3 Find Certificates. ..
| Intermec

;Trushedl View (M Request New Certificate. ..
I Untrust®  pey Window from Here Import...
_| ThirdPal
=] Trusted | Mew Taskpad View... Advanced Operations 4
| Smart Ce
- Refresh
S Trusted]
Export List. ..
Help

|Request a new certificate from a certification authority (CA) in your domain

16) Display Certificate Enrollment wizard :

I Certificate Enrollment o ]

= Certificate Enrollment

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless netwarks,
protect content, establish identity, and do other securityrelated tasks.

Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right to obtain the certificate

Learn more about digital certificates

Mext I Cancel |

17) On the Before You Begin page, click Next, you can see Select Certificate

Enrollment Policy page :
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I Certificate Enrollment -0 x|
= Certificate Enrollment

sSelect Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate templates, Certificate
enrollment policy may already be configured for you.

Configured by your administrator

Active Directory Enrollment Policy

Configured by you Add New

Learn more about certificate enrollment policy

Mext I Cancel |

18) Click Next , On the Request Certificates page , select ConfigMgr Web

Server Certificate from the list of displayed certificates :

I Certificate Enrollment

o ]
= Certificate Enrollment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then dick Enroll.

Active Directory Enroliment Policy

[~ Computer

1) STATUS: Available Details (&)

¥ ConfigMgr Web Server Certificate er STATUS: Available

The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature
Key endpherment
Application polices:  Server Authentication

Validity period (days): 730

Details &)

Properties |

[~ Show all templates

Learn more about certificates

Enroll I Cancel |
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19) Click Enroll , on the Requesting certificates page:

I Certificate Enrollment o ]

[=] Certificate Enrollment

Requesting certificates. Please wait...

The enrollment server is being contacted to obtain the certificates you have requested.

Active Directory Enroliment Policy

[¥ ConfigMar Web Server Certificate _%_) STATUS: Enralling. ..

Cancel |

20) Wait until the certificate is installed :

I Certificate Enrollment o ]

[=] Certificate Enrollment

Certificate Installation Results

The following certificates have been enrolled and installed on this computer.

Active Directory Enroliment Policy

[¥ ConfigMar Web Server Certificate J STATUS: Succeeded Details (&)
The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature

Key endpherment
Application polices:  Server Authentication

Validity period (days): 730
View Certificate
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21) Click Finish , you can see a new certificate :

= Consolel - [Console Root\Certificates {Local Computer)\Personal\Certificates] 3 ;Iﬂlll
% File Acton View Favorites Window Help |;|i|i|

N EEIEE s
| Console Root Issued To * | Issued By | Bz | Intended ... | [P | S..| Certificate Template I

= Certificates (Local Computer) CONFIGMGR2012.Contoso.msft  Contos...  3/1.. Server Au... <. ConfigMgr Web Server Certificate

[ ] Trusted Root Certification Authorities
|| Enterprise Trust

[ ] Intermediate Certification Authorities
[ | Trusted Publishers

7] Untrusted Certificates

7] smart Card Trusted Roots
|| Trusted Devices

|Persona| store contains 1 certificate, | |

22) Close Certificates(Local Computer). Open Internet Information

Services(IIS) Manager , Right-click Default Web Site and then select Bindings :

"’E Internet Information Services (IIS) Manager = | Dlﬂ
@G! [@j » CONFIGMGR2012 * Sites » Default Web Site » ]i'ﬂ < @ -

File  View Help

=i Default Web Site Home
e’v ] | val |&, 2 Explore
-~ Start Page Edit Permissions. ..
5-€5 CONFIGMGR2012 (CONTOSO Administrator) | | TS v [fice - Giyshow al | Groupby: :
-2} Application Poos ASP.NET Al b
‘% Bindings...
.:% \\Q 0 B Basic Settings...
fa | ClientWebService MET NET .MET Error MET View Applications
-] Selfupdate Authorizati...  Compilation Pages Globalization View Virtual Directories
=} WSS Administration I = P
=3 ApRemoting30 B \/ 9 IE 2 Manage Web Site (~
[#-2¥ ClientiebService A = @ 2 Restart
-4 Content MET Profile  .NET Roles MET Trust  NET Users ’
Level — Start
- DssAuthWebService SvEs =
9 Inventory | 5 Shm:.l_.
ReportingWebService ab| i Browse Web Site
) Application  Connection  Machine Key ~ Pages and Browse *:80 (http)
=¥ ServerSyncWebService Settings Strings Controls -
? SimpleAuthWebService Advanced Settings. ..
Y
g ; &
%?} @I Configure
Providers ~ Session State  SMTP E-mail Failed Request Tracing. ..
Limits...
s @ Help
Online Help
) & = =
[ = | Features View |/ - Content View
Ready € .

23) In the Add Site Binding box , click the https entry, and then select the
certificate that you requested by using the ConfigMgr Web Server Certificates

template certificate:
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Add Site Binding 2=
Type: IF address: Port:
Ihth:us j I.ﬁ.ll Unassigned j |443
Host name:
SSL certificate:

|conFIGMGR 2012, Contoso.msft | view... |

24) Click OK, You need to use the same step to binding this certificate to WSUS

virtual directory :

Edit Site Binding d |
Type: IF address: Fort:
Ihttps j I.ﬁ.ll Unassigned j |8531
Host name:
SSL certificate:

|conFIGMGR 2012, Contoso.msft | view... |

[ o |

Cancel

25) Click OK and close to IIS Manager,

26) Web certificate request finished . We will go to setting certificate for Client.

Logon to DC server. Open Certification Authority console, right-click Certificate

Template , and then click Manage to load the Certificate Templates management

console :
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E!j certsry - [Certification Authority (Local)\Contoso-DC-CA\Certificate Templates - |E||5|

File Acton View Help

| 7| 0= | H

Il Certification Authority (Local) Name | Intended Purpose |
=l g Contoso-DC-CA ]| ConfigMar Web Server Certificate Server Authentication
_: Revoked Certificates E‘ Directory Email Replication Directory Service Email Replication
sl Issued Certificates E‘ Domain Controller Authentication Client Authentication, Server Authenticatio. ..
| Pending Requests ] EFS Recovery Agent File Recovery
| Failed Requests 5 BasicEFS Encrypting File System
) Certificate Templates = _'| = o Controller Client Authentication, Server Authentication
=== rver Server Authentication
Mew L Client Authentication, Server Authentication
— N Encrypting File System, Secure Email, Clien...
_____ nste Certification Authority <All=
Refresh trator Microsoft Trust List Signing, Encrypting File. ..
Export List...
Help

—

|S'arts Certificate Templates snapin | |

27) In the Certificate Templates Console , right-click the entry that displays
Workstation Authentication in the column Template Display Name, and then

click Duplicate Template :

B Certificate Templates Console =10l =l
File Action View Help
(L J[Eall=RES
E Certificate Templates (DC.Contoso.msft) Template Display Name Minimum Supported CAs Version | Intended Pu
Workstation Authentication DoE 1010 Client Authe
5 web server 4.1
E User Signature Only Reenroll All Certificate Holders 41
E User All Tasks 3 3.1
5 Trust List Signing 3.1
5 subordinate Certification Aui__ Properties 5.1
5 Smartcard User Help 111
E Smartcard Logon T OOwS 200 6.1 o
E Router (Offline request) Windows 2000 4.1
E Roat Certification Authority Windows 2000 5.1
E RAS and IAS Server Windows Server 2003Ent... 1010 Client Authentication, Server Autt
E QCSP Response Signing Windows Server 2008 Ent...  101.0 QCSP Signing
E Key Recovery Agent ‘Windows Server 2003Ent...  105.0 Key Recovery Agent
E Kerberos Authentication Windows Server 2003 Ent...  110.0 Client Authentication, Server Autt
E IPSec (Offline request) Windows 2000 7.1
H psec Windows 2000 8.1
B Fxchanne |ser Windows 2000 7.1 _ILI
< | »
|Using this template as a base, creates a template that supports Windows Server 2003 Enterprise CAs | |

28) In the Duplicate Template dialog box, ensure that Windows Server 2003

Enterprise is selected:
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Duplicate Template x|

You can create certificate templates with advanced properties. However,
not all Windows CAs support all certificate template properties.Select the
wersion of Windows Server (minimumn supported CAs) for the duplicate
certificate template.

& Windows Server 2003 Enterprise
" Windows Server 2008 Enterprise

Learn more about Certificate Template Versions.

QK I Cancel

29) Click OK , in the Properties of New Template dialog box, On General tab,
enter a template name to generate the client certificates that will be used on

Configuration Manager client computers , such as ConfigMgr Client Certificate :
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Properties of New Template x|

' lssuance Requirements I Superseded Templates I BExdensions | Security
General | Reguest Handling I Subject Name I Server

Template display name:
CorfigMar Client Cerificate

Minimum Supported CAs: Windows Server 2003 Enterprize

Template name:
ICanig MarClientCertfficate

Walidity period: Renewal perod:

I 1 I‘,fears j I 6 Iweeks j

[ Publish certficate in Active Directory
™| Do ot automatically reenrollif & duplicate certificate exists in Sctive
[Nirecton

For automatic renewal of smart cand cerfficates, use the existing key
ff a new key cannot be created

QK I Cancel Apphy Help

30) Click the Security tab , select the Domain Computers group, and select

the additional permissions of Read and Autoenroll . Do not clear Enroll :
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Properties of New Template ﬂ

General I Request Handling I Subject Name | Server I
Issuance Requirements I Superseded Templates | Exensions  Securty

Group or USer Names:
52 Autherticated Users

3; Administrator
i.'?_, Domain Adming (CONTOS0%Domain Admins)

Domain Computers (CONTOS0%Domain Computers)
i?_, Enterprise Admins (COMNTOS0Enterprise Admins)

Add... | Remove |
Permizsions for Domain Computers Allow Dery
Full Cortrol O O
Fead O
Wite D D
Enrall O
Autoenroll O

For special pemmissions or advanced settings, click el |
Advanced.

Leam about access control and pemissions

ok [ cancel | Aoy | Hen |

31) Click Apply and OK , you can see this new template in Certificate

Templates Console :
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ConfigMgr Client Certificate
E ConfigMgr Web Server Certificate
E Cross Certification Authority
E Directory Email Replication
5] Domain Controller
5 Domain Contraller Authentication
E EFS Recovery Agent
E Enrolment Agent
E Enrollment Agent (Computer)
ﬁl Fyrhanne Frrollment Anent (Offine ...

B Certificate Templates Console 1Ol x|
File Acton View Help
e |mXE S|
E Certificate Templates (DC.Contoso.msft) Template Display Name = | Minimum Supported CAs | ersion | Intended Purposes -
5 Administrator Windows 2000 4.1
5 Authenticated Session Windows 2000 3.1
E Basic EFS Windows 2000 3.1
E CA Exchange Windows Server 2003 Ent...  106.0 Private Key Archival
E CEP Encryption Windows 2000 4.1
E Code Signing Windows 2000 3.1
E Computer Windows 2000 5.1

Windows Server 2003 Ent...
Windows Server 2003 Ent...
Windows 2000
Windows Server 2003 Ent...
Windows 2000
Windows 2000
Windows 2000
Windows 2000

100.1
100.2
105.0
115.0
4.1
110.0
6.1
4.1
5.1
4.1

Client Authentication
Server Authentication

Directory Service Email Replicatior

Client Authentication, Server Auth

il

|35 certificate templates

32) Close Certificate Templates Console , in the Certification Authority

Console , right-click Certificate Templates, click New , and then click Certificate

Template to Issue :

File

Action

View Help

E!j certsry - [Certification Authority (Local)\Contoso-DC-CA\Certificate Templates

=10l x|

= |

¥ |la = H

Il Certification Authority (Local)
=l g Contoso-DC-CA
| Revoked Certificates
| Issued Certificates
| Pending Requests
| Failed Requests

Certificate Templates

Mame

| Intended Purpose |

E ConfigMgr Web Server Certificate
E‘ Directory Email Replication

E‘ Domain Controller Authentication
E‘ EFS Recovery Agent

5 Basic EFS
Monage I:onh'oller
ver

Certificate Template to Issue

View »
ate Certification Authority
Refresh ator
Export List...
Help

Server Authentication

Directory Service Email Replication

Client Authentication, Server Authenticatio. ..
File Recovery

Encrypting File System

Client Authentication, Server Authentication
Server Authentication

lient Authentication, Server Authentication
Encrypting File System, Secure Email, Clien...

<All=

Microsoft Trust List Signing, Encrypting File. ..

|Enab|e additional Certificate Templates on this Certification Authority

33) In the Enable Certificate Templates dialog box , select the new template

you have just created , ConfigMgr Client Certificate :
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[N enable Certificate Templates : x|

Select one Cerificate Template to enable on this Cerffication Authaority .

Mote: I a cerificate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the cedificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

Name | Intended Pumpaose -

#] Authenticated Session Client Authentication

& CA Exchange Private Key Archival

E CEP Encryption Cerificate Request Agent

E Code Signing Code Signing

E ConfigMagr Client Cerificate Client Authentication b
& Cross Certification Autharity <All=

E Enrollmert Agernt Cerificate Request Agent

E Enrollmert Agert {Computer) Cerificate Request Agent

E Exchange Enmollmert Agent (Offline request) Certfficate Request Agent

E Exchange Signature Onby Secure Email

& Fechanoe | lser Secure Fmail LI

ok | Cancel |

34) Click OK , you can see this template has already added :

E certsrv - [Certification Authority (Local)\Contoso-DC-CA\Certificate Templa - |E||5|

File Acton View Help

&5 | »|XE=H

Il Certification Authority (Local)
=l g Contoso-DC-CA

Intended Purpose
Client Authentication

ConfigMgr Client Certificate

— Revoked Certificates ]| ConfigMgr Web Server Certificate Server Authentication
sl Issued Certificates | Directory Email Replication Directory Service Email Replication
- Pending Requests E‘ Domain Controller Authentication Client Authentication, Server Authenticatio. ..
= Failed Requests E‘ EFS Recovery Agent File Recovery
| E‘ Basic EFS Encrypting File System
E‘ Domain Contraller Client Authentication, Server Authentication
] web Server Server Authentication
E‘ Computer Client Authentication, Server Authentication
E‘ User Encrypting File System, Secure Email, Clien...
E‘ Subordinate Certification Authority <All>
E‘ Administrator Microsoft Trust List Signing, Encrypting File. ..

35) On the DC server ,Open Group Policy Management , Navigate to your
domain , right-click the domain , and then select Cteate a GPO in this domain ,
and Link it here. In the New GPO dialog box , enter a name for the new Group

Policy , such as Autoenroll Certificates , and click OK. In the results pane , on the
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Linked Group Policy Objects tab , right- click the new Group Policy , and then click
Edit . In the Group Policy Management Editor, expand Polices under Computer
Configuration , and then navigate to Windows Settings---Security

Settings---Public Key Polices , double-click Certificate Services Client - Auto -

Enroliment :

l'-Group Policy Management Editor ;IEIEI

File Action View Help

L A EalENE 7l

_: Autoenroll Certificates [DC.CONTOS0.MSFT] Policy 4| | Object Type
=] & Computer Configuration ~|Encrypting File System
B clicies ~|BitLocker Drive Encryption
_| Software Settings “| Automatic Certificate Request Settings
El ] Windows Settings | Trusted Root Certification Authorities
_| Name Resolution Policy “|Enterprise Trust
g -i_;; :S;Eiﬁsst:i:'nlzf hutdawn) _ Intermediate Certification Authorities
| Trusted Publishers

= Account Policies =
-j_'ﬂ Local Polidies _|Untrusted Certificates
= | Trusted People

f Eventlog ) ) ) ) _
| Restricted Groups 7 Certificate Services Client - Certificate Enrollment Palicy
7 System Services ol Certificate Path Validation Settings

A Registry Certificate Services Client - Auto-Enrollment

4 File System

o] Wired Network (IEEE 802, 3) Policies

| Windows Firewall with Advanced Security
j Metwork List Manager Polices

;@f Wireless Metwork (IEEE 802. 11) Policies

= | Public Key Policies -

| Encrypting File System

| BitLocker Drive Encryption

| Automatic Certificate Request Settings

“| Trusted Root Certification Authorities

| Enterprise Trust

| Intermediate Certification Authorities

~| Trusted Publishers

~| Untrusted Certificates -
| B _'IJ

HH

36) Display Certificate Services Client — Auto-Enrollment Properties , from
the Configuration Model drop-down list , select Enabled , and select Renew
expired certificates , update pending certificates ,and remove revoked

certificates and Update certificates that use certificate templates:
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Certificate Services Client - Auto-Enrollment| ied

Enrollment Policy Configuration

Enroll user and computer certificates automatically

Configuration Model: IEnabled j

¥ Renew expired certificates, update pending certificates, and remove
revoked certificates

¥ Update certificates that use certificate templates
™| Expiration notification

Show expiry notifications when the percentage of remaining certificate
lifetime is

Learn more about Automatic certificate management

OK I Cancel Apply

37) Click OK, Right-Click Automatic Certificate Request Settings , click New

and then click Automatic Certificate Request...
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B Group Policy Management Editor 10l x|

File Action View Help

&= 2mlc= |

_Ej Autoenroll Certificates [DC, CONTOS0.MSFT] Policy | | Automatic Certificate Request =
= & Computer Configuration . R
= [ Folices There are no items to show in this view,
| Software Settings
El Windows Settings

B L

| Name Resolution Palicy

& Scripts (Startup/Shutdown)
i Security Settings

2] Account Policies

j Local Policies

| Eventlog

‘4 Restricted Groups

‘4 System Services

|

'3 Regisiry

4 File System

o) Wired Network (IEEE 802.3) Policies

B || Windows Firewall with Advanced Security

j Metwork List Manager Folicies

;_jgj Wireless Network (IEEE 802, 11) Policies

| Public Key Policies —

| Encrypting File System
| BitLocker Drive Encryption

Automatic Certificate Request Settings

=
=

[+]

0=

| Trusted Root Certification Authorities riificate Request...
| Enterprise Trust View »
| Intermediate Certification Autherities
| Trusted Publishers Refresh
| Untrusted Certificates Export List...
| | Help | —'I

|Create a new Automatic Certificate Request object and add it to the Security Configuration Editor | |

38) Display Automatic Certificate Request Setup Wizard :

Automatic Certificate Request Setup Wizard x|

Welcome to the Automatic
Certificate Request Setup
Wizard

This wizard helps you set up automatic certificate requests
for computers.

|Using automatic cerificate requests, an administrator can
specify which types of cedificate can be automatically
requested by a computer.

To cortinue, click Mext.

< Back Mexdt = Cancel
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39) Click Next , in the Certificate Template page :

Automatic Certificate Request Setup Wizard x|

Certificate Template P
The next time a computer logs on, a certfficate based on the template you selectis <= (2]
provided. Ly

A certfficate template is a set of predefined properties for cerificates issued to
computers. Select a template from the following list.

Cerificate templates:
MName | Intended Purposes
Client Authentication, Server Authentication
Domain Controller Cliert Authentication, Server Authentication
Enrollment Agert (Computer) Cerificate Request Agent
IPSec |P securty IKE intermediate

< Back Mext > Cancel

40) Select Computer and click Next until Complete :

Automatic Certificate Request Setup Wizard x|

Completing the Automatic
Certificate Request Setup
Wizard

Il

You have successfully completed the Automatic Cerificate
Regquest Setup wizard.

-

The cerificate template you selected is listed below:
MName Computer

<] | i

<Back | Fmsh |  Cancel |
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41) Click Finish :

l' Group Policy Management Editor ;IEI il

File Action View Help

ke AN ] RENERN  foe

_: Autoenroll Certificates [DC. CONTOSO.MSFT] Policy | | Automatic Certificate Request =
[ & Computer Configuration E'Compuher
El [ Policies

| Software Settings
El || Windows Settings
| Name Resclution Palicy
= Scripts (Startup/Shutdown)
=l G Security Settings
_j_5_| Account Polices
5| Local Policies
5| EventLog
& Restricted Groups
& System Services
& Registry
o File System
i Wired Network (IEEE 802.3) Policies
| Windows Firewall with Advanced Security
j Metwork List Manager Policies
=__m.£' Wireless Metwork (IEEE 802, 11) Policies
=[] Public Key Policies —
| Encrypting File System
“| BitLocker Drive Encryption
Bl Automatic Certificate Request Settings
~| Trusted Root Certification Authorities
“| Enterprise Trust
| Intermediate Certification Autherities
| Trusted Publishers

_| Untrusted Certificates -
< B _’|_I

|Automatic Certificate Reguest Settings store contains one automatic certificate request. | |

FHEEEKEE

42) Close Group Policy Management, To automatically enroll the workstation
authentication certificate and verify its installation on the client computer. Restart
the Client computer , and wait a few minutes before logging on. Logon with an
account that has administrative privileges. Open Certificate snap-in mmc, select
Computer account . In the console , expand Certificates(Local Computer) ,
expand Personal , and then click Certificates , in the results pane , confirm that a
certificate is displayed that has Client Authentication displayed in the Intended
Purpose column , and that Configmgr Client Certificate is displayed in the

Certificate Template column :
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E Consolel - [Console Root\Certificates (Local Computer)\Personal\ Certificates]

File Action View Favorites Window Help

e 70§ LI XD =B

=nEon )|

— (] %

| Console Root
4 ﬂ Certificates (Local Computer)
4 | Personal
| Certificates
> || Trusted Root Certification Authorities
» | Enterprise Trust
- || Intermediate Certification Authaorities
» | Trusted Publishers
> | Untrusted Certificates
» [ | Third-Party Root Certification Authorities
» | Trusted People
» [ Certificate Enroliment Requests
> | Smart Card Trusted Roots
[»

| Trusted Devices

Issued To

| CONSOLE.Contoso.msft
FZ] CONSOLE.Contoso.msft

Issued By

Contose-.. 3/13.. Client Au.. <Mo.. . ConfigMgr Client Certificate

Contoso-...

Expi.. Intended.. Frien.. 5. Certificate Template

3/13.. Client Au.. <MNeo.. .. Computer

Personal store contains 2 certificates,

43) Close Certificates(Local Computer), You can repeat these steps to verify

that the server that will be configured as the management point also has a client

certificate.
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9. Install SC2012 ConfigMgr RTM Primary Site

Server :

1) First, logon to DB server, add ConfigMgr2012 computer account to local

administrators group :

Administrators Properties il b4

Description: Administrators have complete and unrestricted access
to the computer/domain
Members:
A Adminiistrator

&I CONTOSOMCONFIGMGR2012
2 CONTOS0"Domain Admins

Changes to a user’s group membership

Add... I FRemove | are not effective until the next time the

user logs on.

oK | Cancel | Apply Help

2) open Microsoft SQL Server Management Studio , click Logins node, you

can see CONFIGMGR2012$ account :
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I'_:_!_:_ Microsoft SQL Server Management Studio -10] x|

File Edit Wiew Debug Tools Window Community Help

PR Newquery | [}y | 5 i G | [y |5 M S | &)

Object Explorer -~ 1 %

Connect'ﬂ!E [ | ?5
= LB DB (SQL Server 10,50, 2796 - CONTOSO\Administrator)
[ Databases
El L@ Security
= 3 Logins
&, ##MS_PolicyEventProcessingLogin##
&, ##M5_PolicyTsqExecutionLogin#
AL CONTOSO\Administrator
OSOVCOMFIGMGR 20125
AL NT AUTHORITY\SYSTEM
NT SERVICE\MSSQLSERVER
NT SERVICE\SQLSERVERAGENT
&, sa
[ Server Roles
[ Credentials
[ Cryptographic Providers
[ Audits
[ server Audit Spedifications
[ Server Objects
[ Replication
[ Management
@ S0L Server Agent

Ready

3) Right-click this account and click Properties :
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I'.;:_!_:_ Microsoft SQL Server Management Studio -10] x|

File Edit Wiew Debug Tools Window Community Help

PR Newquery | [}y | 5 i G | [y |5 M S | &)

Object Explorer -~ 1 %

Connect'!§!g L] ?5
= LB DB (SQL Server 10,50, 2796 - CONTOSO\Administrator)
[ Databases
El L@ Security
= 3 Logins
&, ##MS_PolicyEventProcessingLogin##
&, ##M5_PolicyTsqExecutionLogin#
AL CONTOSO\Administrator

OSOVCONFIGMGR 20124 )
A NT AUTHORITY\SYSTEM ST, D
NT SERVICEWMSSQLSERVER Script Login as ’
NT SERVICE\SQLSERVERAGEN
& sa Policies 3
[ Server Roles Facets
[ Credentials
[ Cryptographic Providers Start PowerShell
3 Audits
[ server Audit Spedifications e 2
[ Server Objects Rename
[ Replication
[ Management Delete
=+ SQLS Agent
[# ﬁ QL Server Agen Refresh
| Properties
Ready o

4) The Login Properties will display , click Server Roles item and select

appropriate privilege can create database in the future , like sysadmin:
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F Login Properties - CONTOSO\CONFIGMGR2012% [ 4

15 Seript ~ [ Help

Server role is used to grant server-wide security privileges to a user.

_2? User Mapping
12 Securables

L2 Status Server roles:

[ bulkkadmin
[] dbereator

[] diskadmin

[] processadmin
[w] public

[ securtyadmin
[] serveradmin
[] setupadmin

™ sysadmin

Server:
DB

Connection:
CONTOSONAdministrator

3_‘% View connection properties

ok | cancel |

5) Click OK to finish . Right-click root node and click Properties :
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t_::_,_:. Microsoft SQL Server Management Studio - |EI|5|
File Edit Wiew Debug Tools Window Community Help

P D NewQuery | [0y [ 05 06 G [ |5 H & |5

Object Explorer

Comect- 33 ) w T (7] &

Connect...

[ Security Disconnect
[ Server Objects
[ Replication

[ Management Mew Query
& SGL Server Agent

Register...

Activity Monitor

Start
Stop
Pause
Resume

Restart

Deploy Data-tier Application. ..

Policies [
Facets
Start PowerShell
Reports 3
Refresh

[ properses ]

Ready o

6) Click Memory page:
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=101 x|

15 Seript ~ [ Help

General

Processors Server memory options

[~ Use AWEto allocate memory

lig,

%A Database Settings

L2 Advanced Minimum server memory (n MB):

&' Permissions

II{J II%

0 :

Mapdmum server memory {in MB):

2147483647

Other memary options
Index creation memary {n KB, 0 = dynamic memany):

ID 3:
Minimum memary per guery (in KB):
Server: |1{|'24 > I
DB

Connection:
CONTOSONAdministrator

3J View connection properties

{* Corfigured values " Running values

ok | cancel |

4

7) Fix Minimum server memory and Maximum server memory items to

appropriate capacity :
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E Server Properties - DB

B emory:

5" Processors

12 Security

[ Connections

1% Database Settings
15 Advanced

5 Pemissions

Server:
DB

Connection:
CONTOSONAdministrator

44 Miew connection properties

15 Seript ~ [ Help

=101 x|

Server memory options

[~ Use AWEto allocate memory

Minimum server memory (n MB):

8152 :

Mapdmum server memory {in MB):

[e3ee =

Other memary options

Index creation memary {n KB, 0 = dynamic memany):

h =

Minimum memary per guery (in KB):

I 1024 3:

{* Corfigured values

" Running values

8) Click OK and close this console.

9) Logon to DC server, I will need to extend AD schema before install SC2012

ConfigMgr RTM. Insert SC2012 ConfigMgr RTM image , find extadsch.exe tool :
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=101]
‘ G( :,o | .~ DVD Drive (D:) SCCMSCEP'12_7711 ~ SMSSETUP » BIN = X64 ~ v |23 | searchxe4 [:]‘
Organize ~ Open = ~ [ '@J
- Favorite 21 MName ~ Diate modified | Type | Size | I;I
- ravorites 5] CasDEC,Tn 20720 L 0T AT APPCI OO EXET TSTOTT TS5 5
Desktol "
B Deskiop %) enrolisry.dil 2/2042012 4:00 AM Application extension 141KB
& Downloads
5] Recent Places 5 enrallery 2/20/2012 4:00 AM  Windows Installer P... 2,680 KB
%) enrollweb.dll 2/2042012 4:00 AM Application extension &0 KB
- Libraries EE! enrollweb_enu 2/2042012 4:00 AM Windows Installer P... 3,372KB _I
3 Documents %) EPCtriMagr.dil 2/2042012 4:00 AM Application extension 35KE
cJ‘- Music %] EPMgr.dll 2/20/2012 4:00 AM Application extension 50 KB
[ Pictures 0 M Application
E Videos :
] %) extriprov.dil 2/20/2012 4:00 AM Application extension 312KB
18 Computer [m7 ExtractContent 2/20/2012 4:00 AM Application 2,286 KB
i.'-{ Local Disk (C:) || FreeDiskSpace 1/12/2012 12:39PM XML Document 5KB
[t DD Drive (D7) scC 5 fep 2/20/2012 4:00 AM  Windows Installer P... 3,252 KB
4 = “, fspmar. - pplication extension =
AUTORUN %) s dil 202012 4:00 AM  Application exte 24KB
. 3| extadsch Date modified: 2/20/2012 4:00 AM Date created: 2/20/2012 4:00 AM
Application Size: 246 KB

10) Double-click to run this tool , and you can check the ExtADSch.txt log file

to verify operation successes :

| ExtADSch - Notepad

File Edit Format View Help

=10l

<03-13-2012
«03-13-2012
«03-13-2012
«03-13-2012
«03-13-2012
<03-13-2012
«03-13-2012
«03-13-2012
«03-13-2012
<03-13-2012
«03-13-2012
«03-13-2012
«03-13-2012
«03-13-2012
«03-13-2012
«03-13-2012
<03-13-2012
«03-13-2012
«03-13-2012
«03-13-2012
<03-13-2012

«03-13-2012
«03-13-2012
<03-13-2012
«03-13-2012
«03-13-2012

152
152
153
153
153
153>
153
153
153
153>
153
153
153
153
153
153
HE T =g
154
154
154
154>

154
154
154>
154
154

Modifying Active Directory Schema - with sMs extensions.

DS ROOT
pefined
pefined
pefined
pDefined
pefined
pefined
pefined
pefined
pefined
pefined
pefined
pefined
pefined
pefined
pefined
pefined
pefined
pefined

:CN=5chema,

attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute

CN=Configuration,DC=Contoso,DC=msft
cn=Ms-sM5-5ite-Code.
cn=ms-5M5-Assignment-5ite-Code.
cn=Ms-sM5-5ite-Boundaries.
cn=M5-5M5-Roaming-Boundaries.
cn=Ms-sM5-Default-MP.
cn=ms-5M5-Device-Management-Point.
CN=M5-5M5-MP-Name.
cn=M5-5M5-MP-Address.
cn=ms-sM5-Health-state.
CN=m5-5M5-50urce-Forest.
cn=Ms5-5M5-Ranged-IP-Low.
cn=Ms-sM5-Ranged-IP-High.
cn=ms-sM5-version.
cn=ms-sM5-Capabilities.

class cn=M5-SMS5-Management-Point.

class cn=M5-5M5-Server-Locator-Point.
class cn=M5-5M5-5ite.

class cn=M5-5M5-Roaming-Boundary-Range.
successfully extended the Active Directory schema.

Please refer to the configMgr documentation for instructions on the manual
configuration of access rights in active directory which may still

need to be performed. (Although the AD schema has now be extended,

AD must be configured to allow each configMgr site security rights to
publish in each of their domains.)

L4 7

11) Open ADSIEdit.msc , you can see all SC2012 ConfigMgr RTM create

attributes and classes :
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=10l x|
File —Action View Help
@ | #=XE =] HE
2 ADSIEdit Name | Class | Distinguished Name -]
Bl F Schema [DC.Contoso.msft] =] CN=m5-5M5-Assignment-Site-Code attributeSch...  CN=mS-SMS-Assignment-Site-Code, CN=Sche
-] 1ema, figurati gl | 5] cn=ms-sMs-Capabilities attributesch...,  CN=mS-5MS-Capabilities, CN=5chema, CN=Cc
§_ CN=M5-5M5-Default-MP attributeSch... CM=MS-SM5-Default-MP,CM=5chema, CN=Co
=] CN=mS-5MS-Device-Management-Point attributeSch...  CN=mS-SMS-Device-Management-Point, CN="
§_ CM=mS5-5M5-Health-State attributeSch,.. CM=mS-5M5-Health-State, CN=5chema,CN=C
§_ CN=M5-5M5-Management-Point dassSchema CN=MS-5M5-Management-Point, CN=Schema_
§_ CN=M5-5M5-MP-Address attributeSch... CN=MS-5MS-MP-Address,CN=5Schema,CN=Ci
= CN=M5-5M5-MP-Name attributeSch...  CN=MS-SMS-MP-Name,CN=5chema, CN=Con’
§_ CN=M5-5M5-Ranged-IP-High attributeSch... CN=MS-5M3-Ranged-IP-High,CN=5Schema, Ch
= cN=M5-5MS-Ranged-TP-Low attributeSch... CN=I'~"I5-5M5-Rangel:I—IP-Lmn\',CN=5Ehema,CI\l_l
§_ CN=M5-5M5-Roaming-Boundaries attributeSch... CN=MS-5MS-Roaming-Boundaries, CN=Schem
§_ CN=M5-5M5-Roaming-Boundary-Range dassSchema CN=M5-5M5-Roaming-Boundary-Range, CN=:
§_ CN=MS-5MS-Server-Locator-Point dassSchema CN=MS-5MS-Server-Locator-Point, CN=Schen
é_ CN=M5-5M5-5ite dassSchema CN=MS-5M5-5ite, CN=5chema,CN=Configura
§_ CN=M5-5M5-5ite-Boundaries attributeSch... CN=MS-SMS-Site-Boundaries, CN=5chema, Ch
§_ CN=M5-5MS-Site-Code attributeSch,.. CN=MS-5M5-Site-Code,CN=Schema,CN=Con
=] CN=m5-5M5-SourceForest attributeSch...  CN=mS-5MS-Source-Forest,CN=5chema,CN=
§_ CN=mS5-5M5-Version attributeSch... CN=m5-SM5—\u'ersion,CN=Schema,CN=Co|iglL|
1] »
| \ |

12) Logon to ConfigMgr2012 server , insert SC2012 ConfigMgr RTM image ,

auto-run and display install page :

™ System Center 2012 Configuration Manager Setup - |EI|5|

Vi Microsoft-
~  System Center2012
Configuration Manager

Install

|ﬂ| Restart may be required

@ EBefore you begin

Tools and Standalone Components Additional Resources

Assess server readiness Release Motes

Get the latest Configuration Manager updates Read Documentation

Install Configuration Manager console Dbtain Installation Assistance
Download System Center Updates Publisher Configuration Manager Community

Configuration Manager Home

Browse the Installation Media

€ 2012 Microsoft Corporation. All ights reserved. Exit

13) First , I will click Get the latest Configuration Manager updates to

download SC2012 ConfigMgr RTM needed updates , Configuration Manager
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Product Updater box will display :

Configuration Manager Setup Downloader 5'

Select a path where updated installation files will be downloaded:

Browse...

| Download I Cancel

14) Click Browse... to define path , click Download will downloading all

needed updates :

Configuration Manager Setup Downloader 5'

Downloading Server_CHS.cab ... 1 of 41 files

Cancel

15) Please wait some minutes , you can see all downloaded updates in define

path :
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=10l x|
‘ o \:Dv | . = Computer + Mew Volume (E:) - Updates ~ - IQI I Search Updates \ﬂ
Organize *  Indudeinlibrary =+  Share with *  New folder == - m I@I
¢ Favorites Mame + Date modified | Type | Size | I;
B Desktop | LanguagePack 3/13/2012 6:13 AM File folder
.* Downloads [ client_cHs 3/13/2012 6:11 AM Cabinet File 973KB
&l Recent Places [ client_cHT 3/13/20126:11AM  CabinetFie 574KB
=5 Libraries j Client_CSY 3/13/2012 6:11 AM Cabinet File 979 KB
3 Documents j Client_DAN 3/13/2012 6:11 AM Cabinet File 970 KB
& Music [ client_pEU 3/13/2012 6:11 AM Cabinet File 997 KB
[ Pictures [ client_e1L 3/13/2012 6:11 AM Cahinet File 939 KB
BE videos [ client_Esn 3/13/2012 6:11 AM Cabinet File 991KB =
. j Client_FIN 3/13/2012 6:11 AM Cabinet File 975 KB
M Computer
j Client_FRA 3/13/2012 6:11 AM Cabinet File 995 KB
.&"‘F Network j Client_HUM 3/13/2012 6:11 AM Cabinet File 981KE
[ client_rra 3/13/2012 6:11 AM Cahinet File 991KE
j Client_JPN 3/13/2012 6:11 AM Cabinet File 987 KB
j Client_KCR 3/13/2012 6:12 AM Cabinet File 932 KB
j Client_NLD 3/13/2012 6:12 AM Cabinet File 977 KB
j Client_NOR 3/13/2012 6:12 AM Cabinet File 970 KB
j Client_PLK 3/13/2012 6:12 AM Cabinet File 978 KB
j Client_FTB 3/13/2012 6:12 AM Cabinet File 975 KB
1 client PTG 3137017 £:12 AM Cahinet File 977 KR LI
J 44 ftems

16) Now, I will officially begin installing SC2012 ConfigMgr RTM :
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™ System Center 2012 Configuration Manager Setup - |EI|5|

X Microsoft”

E@} System Center2012

Configuration Manager

Install

|@| Restart may be required

@ EBefore you begin

Tools and Standalone Components Additional Resources

Assess server readiness Release Motes

Get the latest Configuration Manager updates Read Documentation

Install Configuration Manager console DObtain Installation Assistance
Download System Center Updates Publisher Configuration Manager Community

Configuration Manager Home

Browse the Installation Media

€ 2012 Microsoft Corporation. All ights reserved. Exit

17) Click Install will display welcome page :
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Microsoft System Center 2012 Configuration Manager Setup Wizard

Flh'.J Before You Begin

This wizard walks you through the steps necessary to install or upgrade Configuration Manager 2012,
Setup also provides you with options to recover a site, perform site maintenance, and uninstzll the site.

Before starting this wizard, you should.

1. Have a supported Microsoft SQL Server installation available for Configuration Manager.
2. Obtain the name of the computer that is running Microsoft SQL Server,

3. Ensure that your computer systems mest the minimum system requirements.

4. Review the Release Notes.

WARNING: This program is protectsd by copyright law and international treaties.
Unauthorized reproduction or distribution of this program, or any portion of it, may result in severe civil and criminal

penalties, and will be prosscuted to the maximum extant possible under law.

To continue, click Next.

< Previous | Mext > I Cancel

18) Click Next , into Getting started page :

Microsoft System Center 2012 Configuration Manager Setup Wizard

Getting Started

Available Setup Options

Setup has not detected an existing installation of a primary site server, secondary site server, site system, or Configuration
Manager console on this computer,

(% Install a Configuration Manager primary site
[~ Use typical installation options for a stand-alone primary site

- Install a Configuration Manager primary site
- Use default installation path
- Configure local SQL Server with default settings
- Enable a local management point for Configuration Manager
- Enable a local distribution point for Configuration Manager

€ Install a2 Configuration Manager central administration site

€ Upgrade an existing Configuration Manager 2012 installation

" Recover a site

€ Perform site maintenance or reset this Site

€ Uninstall a Configuration Manager site

< Previous | Mext > I Cancel |
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19) You can choose Install a Configuration Manager Primary Site server or
Install a Configuration Manager Central Administration Site based-on your
needed . Now I will install SC2012 ConfigMgr RTM Primary Site server , so I will
select Install a Configuration Manager Primary Site server , and unselect Use

typical installation options for a single server installation, click Next , display

Product Key page :

Microsoft System Center 2012 Configuration Manager Setup Wizard

Product Key

€ Install this product as an evaluation

The product can be installed in Evaluation mode. It will be a fully functional version of the product for 130 days. It can be
converted to a full version by entering a product key after installation.

%' Enter your 25-character product key:

I ———— )

< Previous | Mext > I Cancel |

20) You can input product key or select Install this product as an evaluation
to evaluate this product , click Next , display Microsoft Software License Terms

page :

Justin Gao =%
yanga@microsoft.com
http://blogs.technet.com/b/justin_gao



System Center 2012
Configuration Manager RTM

Advanced Security Deployment Document

Microsoft System Center 2012 Configuration Manager Setup Wizard

Microsoft Software License Terms

MICROSOFT EVALUATION SOFTWARE LICENSE TERMS ﬂ
MICROSOFT SYSTEM CENTER 2012 STANDARD EVALUATION

These license terms are an agreement between Microsoft Corporation (or based on where you
live, one of its affiliates) and you. Please read them. They apply to the evaluation software named
above, which includes the media on which you received it, if any. The terms also apply to any

Microsoft
. updates,
. supplements,
. Internet-based services, and
. support services

for this software, unless other terms accompany those items. If so, those terms apply.

By using the software, you accept these terms. If you do not accept them, do not use

the software.
As described below. using some features also operates as vour consent to the ;l
Print License Terms ™ 1 accept these license terms.

< Previous | Mext = | Cancel |

21) Select I accept these license terms , and click Next , into Prerequisite

Licenses page :
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Microsoft System Center 2012 Configuration Manager Setup Wizard

Prerequisite Licenses

During Setup, Configuration Manager will download and store the following software on the site server and then automatically
install the software on the site systems or dient computers as required. See the Configuration Manager Privacy Statement for
mare information.

Microsoft SQL Server 2008 R2 Express
Wiew the Microsoft SQL Server 2008 R2 Express Licenss Terms

1 accept these License Terms

Microsoft SQL Server 2008 Native Client
View the Microsoft SQL Server 2008 Native Client License Terms

[ I accept these License Terms

Microsoft Silverlight 4
This software will automatically update after installation.
View the Microsoft Silverlight 4 License Terms online
View the Microsoft Silverlight 4 Privacy Statement online
[~ 1 accept thess License Terms and automatic updates of Silverlight

< Previous Mext = Cancel

22) Select all items :

Microsoft System Center 2012 Configuration Manager Setup Wizard

Prerequisite Licenses

During Setup, Configuration Manager will download and store the following software on the site server and then automatically
install the software on the site systems or dient computers as required. See the Configuration Manager Privacy Statement for
mare information.

Microsoft SQL Server 2008 R2 Express
Wiew the Microsoft SQL Server 2008 R2 Express Licenss Terms

V1 accept these License Terms

Microsoft SQL Server 2008 Native Client
View the Microsoft SQL Server 2008 Native Client License Terms

[ I accept these License Terms

Microsoft Silverlight 4
This software will automatically update after installation.
View the Microsoft Silverlight 4 License Terms online
View the Microsoft Silverlight 4 Privacy Statement online
[¥ 1 accept thess License Terms and automatic updates of Silverlight

< Previous | Mext > I Cancel |
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23) Click Next, into Prerequisite Downloads page :

Microsoft System Center 2012 Configuration Manager Setup Wizard

Prerequisite Downloads

Setup requires prerequisite files. Setup can automatically download the files to a location that you specify, or you can use files
that have been downloaded previously.

*' Downlozad required files

Example: \\SarverName!\ShareName or C:\Downlcads

Path: I % ] Browse... |

™ Use previously downloaded files

Example: \\SarverName!\ShareName or C:\Downlcads

Path: I Browse...

i

< Previous | Mext > I Cancel |

24) Because we already downloaded all updates , so we can select Use

previously downloaded files and click Browse...to specify path :
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Microsoft System Center 2012 Configuration Manager Setup Wizard

Prerequisite Downloads

Setup requires prerequisite files. Setup can automatically download the files to a location that you specify, or you can use files
that have been downloaded previously.

" Downlozad required files

Example: \\SarverName!\ShareName or C:\Downlcads

Path: I Browse... |

¥ Use previously downloaded files

Example: \\SarverName!\ShareName or C:\Downlcads
Path: IE:\Jdeahes

I

< Previous Mext > Cancel

25) Click Next , start to verifying updates:

Configuration Manager Setup Downloader 5'

Verifying downloaded prerequisite components ... 8 of 14 files

Cancel

26) Wait some minutes, into Server Language Selection page :
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Microsoft System Center 2012 Configuration Manager Setup Wizard

Server Language Selection
-—. | | | J

Select the server languages that Configuration Manager displays in the Configuration Manager conscle and reports.

Configuration Manager installs support for the languages that you select and uses the display language of the server that runs
the Configuration Manager console or reports. English is the default language and it is used when Configuration Manager does
not support the display language.

You can madify the server languages if you run sstup again and select the Site Maintenance option.

Currently Supportad Languagas:

| Name Availability State | |
[  English Mot Downloaded Installed
[T French Downloaded Not Installed
[T German Downloaded Nat Installed
[T  cChiness Simplified Downloaded Not Installed
[T Japaness Downloaded Not Installed
[T Russian Downloaded Not Installed

< Previous | Next> | Cancel

27) You can choose your needed language :

Microsoft System Center 2012 Configuration Manager Setup Wizard

Server Language Selection
-—. | | | J

Select the server languages that Configuration Manager displays in the Configuration Manager conscle and reports.

Configuration Manager installs support for the languages that you select and uses the display language of the server that runs
the Configuration Manager console or reports. English is the default language and it is used when Configuration Manager does
not support the display language.

You can madify the server languages if you run sstup again and select the Site Maintenance option.

Currently Supportad Languagas:

| Name Availability State | |
[  English Mot Downloaded Installed
[T French Downloaded Not Installed
[T German Downloaded Nat Installed
¥  Chinese simplified Downloaded Pending Install
[T Japaness Downloaded Not Installed
[T Russian Downloaded Not Installed

< Previous | Mext > I Cancel |
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28) Click Next , into Client Language Selection page:

Microsoft System Center 2012 Configuration Manager Setup Wizard

Client Language Selection

Select the dient languages for Configuration Manager to support.

‘When you select a dient language and it matches the display language of a dient computer, the Configuration Manager client
displays that language. English is the default language and it is us=d when Configuration Manager does not support the
display language.

You can madify the dient languages if you run setup again and select the Site Maintznance option.

Currently Supportad Languagas:

| Name Avzilability State -
[  English Mot Downloaded Installed
[T French Downloaded Not Installed
[T German Downloaded Nat Installed
[T  cChiness Simplified Downloaded Not Installed
[T Japaness Downloaded Not Installed
[T Russian Downloaded Not Installed
[T cChinese Traditionzl Downloaded Nat Installed
[T Czech Downloaded Nat Installed
[T Danish Downloaded Nt Installed
[T Gresk Downloaded Not Installed
[~ Spanish Downloaded Not Installed =

[~ Enable all languages for mobile device dients

< Previous | Mext > I Cancel

29) You can choose language that your managed client :
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Microsoft System Center 2012 Configuration Manager Setup Wizard

Client Language Selection

Select the dient languages for Configuration Manager to support.

‘When you select a dient language and it matches the display language of a dient computer, the Configuration Manager client
displays that language. English is the default language and it is us=d when Configuration Manager does not support the
display language.

You can madify the dient languages if you run setup again and select the Site Maintznance option.

Currently Supportad Languagas:

| Name Avzilability State -
[  English Mot Downloaded Installed
[T French Downloaded Not Installed
[T German Downloaded Nat Installed
¥  Chinese simplified Downloaded Pending Install
[T Japaness Downloaded Not Installed
[T Russian Downloaded Not Installed
[T cChinese Traditionzl Downloaded Nat Installed
[T Czech Downloaded Nat Installed
[T Danish Downloaded Nt Installed
[T Gresk Downloaded Not Installed
[~ Spanish Downloaded Not Installed =

[~ Enable all languages for mobile device dients

< Previous | Next> | Cancel

30) Click Next, into Site and Installation Settings page :

Microsoft System Center 2012 Configuration Manager Setup Wizard

Site and Installation Settings

—— 00000
The sits code will be used to uniguely identify this Configuration Manager site in your hierarchy.
Site code: [ Q

Specify a site name that helps to identify the sits, (Example: Contoso Headquarters Sita)

Site name: | 0

Note:
The sitz code must be unigue in the Configuration Manager hierarchy and cannot be changed after you install the sits.

Installation folder: IC:\Program Files\Microsoft Configuration Manager Browsa... |

Specify whether to install the Configuration Manager conscle to manage the Configuration Manager site from this computer. You
can remotely manage the site when you do nat install the configuration Manager consola.

¥ Install the Configuration Manager conscla

< Previous | Next> | cancel |

Justin Gao 5i%
yanga@microsoft.com
http://blogs.technet.com/b/justin_gao



System Center 2012
Configuration Manager RTM
Advanced Security Deployment Document

31) In Site code box, you need to assign site code, and setting site name in the

Site name box , in Installation folder box , you need to setting install path :

Microsoft System Center 2012 Configuration Manager Setup Wizard

Site and Installation Settings

—— | 2 @

The sits code will be used to uniguely identify this Configuration Manager site in your hierarchy.

Site code: MCM

Specify a site name that helps to identify the sits, (Example: Contoso Headquarters Sita)

Site name: | SC2012_ConfigMgr_Primary_Site

Note:
The sitz code must be unigue in the Configuration Manager hierarchy and cannot be changed after you install the sits.

Installation folder: IE: \Program Files\Microsoft Configuration Manager Browsa... |

Specify whether to install the Configuration Manager conscle to manage the Configuration Manager site from this computer. You
can remotely manage the site when you do nat install the configuration Manager consola.

¥ Install the Configuration Manager conscla

< Previous | Mext > I Cancel

32) Click Next , into Primary Site Installation page :
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Microsoft System Center 2012 Configuration Manager Setup Wizard

Primary Site Installation
—— 2

Specify whether to join the primary site to an existing Configuration Manager hierarchy or install the primary site as a stand-alone
site.

= Jgin the primary site to an existing hierarchy

Cantral administration site server (FQDN): (Example: serverl.corp.contoss.com)

| 9

{~ Install the primary site as a stand-alone site

< Previous | Mext > I Cancel |

33) Because this deployment just have standalone Primary site , so I will select

Install the primary site as a stand-alone site :
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Microsoft System Center 2012 Configuration Manager Setup Wizard

Primary Site Installation
——— |

Specify whether to join the primary site to an existing Configuration Manager hierarchy or install the primary site as a stand-alone
site.

€ Jain the primary site to an existing hierarchy

Cantral administration site server (FQDN): (Example: serverl.corp.contoss.com)

% Install the primary site as a stand-alone site

< Previous | Next> | Cancel

34) Click Next , will display this information box :

Configuration Manager |

. 'fou have selected to install this site as a stand-alone primary site,
,»"I You will not be able to join this primary site to a hierarchy after
== this site installs. Do you want to continue?

35) Click Yes, into Database Information page :
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Microsoft System Center 2012 Configuration Manager Setup Wizard

Database Information

e — | |

Configuration Manager primary sites require a Microsoft SQL Server database to store site settings and data.

Specify the database server's fully qualified domain name, the instance name, and the database name. Maks sure the
instance you specify is configured to use a static TCP port. Dynamic ports are not supported.

Server nams: {Example: Serverl.contoso.com)

| ConfigMgr2012.Contosa.msft

Instance name (leave blank for default): {Evample: MyInstance)

Database name: {Example: CM_XYZ)

| oM mcm

Configuration Manager usss SOL Server Service Broker (SSB) to replicate data between parent and child site database servers
in the hierarchy. You must specify a TCP port number for the SQL Server Sarvice Broker to use. This port is different from the
SQL Server service port, which is detected automatically.

558 Part:

[0 =

< Previous | Mext > I Cancel

36) You can setting based on your requirement :

Microsoft System Center 2012 Configuration Manager Setup Wizard

Database Information

e — | |

Configuration Manager primary sites require a Microsoft SQL Server database to store site settings and data.

Specify the database server's fully qualified domain name, the instance name, and the database name. Maks sure the
instance you specify is configured to use a static TCP port. Dynamic ports are not supported.

Server nams: {Example: Serverl.contoso.com)

| DB.Contoso.msft

Instance name (leave blank for default): {Evample: MyInstance)

Database name: {Example: CM_XYZ)

| oM mcm

Configuration Manager usss SOL Server Service Broker (SSB) to replicate data between parent and child site database servers
in the hierarchy. You must specify a TCP port number for the SQL Server Sarvice Broker to use. This port is different from the
SQL Server service port, which is detected automatically.

558 Part:

[0 =

< Previous | Mext > I Cancel |
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37) click Next , into SMS Provider Settings page :

Microsoft System Center 2012 Configuration Manager Setup Wizard

SMS Provider Settings

e —— | |

The SMS Provider is used by the Configuration Manager consols to communicats with the site databasa.

Enter the FQDN of the server where the SMS Provider is to be installed:

Example: Serverl.corp.contoso.com

| ConfigMar2012.Contoso.msft

Note: The SMS Provider cannot be installed on a server configured for SQL Server clustering.

< Previous | Mext > I Cancel

38) Click Next , into Client Computer Communication Settings page :
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Microsoft System Center 2012 Configuration Manager Setup Wizard

Client Computer Communication Settings

e ——— | |

Configuration Manager site system roles can accept HTTP or HTTPS communication from clients. Specify whether to require
2ll site system roles to accept only HTTPS communication or allow the communication method to be configured on each site
system role.

(* Al site system roles accept only HTTPS communication from dients
" Configure the communication method on each site system role

[~ dients will use HTTPS when they have a valid PKI certificate and HTTPS-enabled site roles are availablz

Mote: HTTPS communication requires dient computers to have a valid PKI certificate for dient authentication.

< Previous | Mext > I Cancel |

39) Because I already configured all certificates for SC2012 ConfigMgr RTM, so
please confirm select All site system roles accept only HTTPS communication

from clients , and click Next , display this information box:

Configuration Manager |

% HTTPS communication will require valid PKI certificate for the site
) roles and dients to function correctly, Make sure that the
appropriate certificates are configured. Do you want to continue
with these settings?

40) Click Yes into Site System Roles page :
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Microsoft System Center 2012 Configuration Manager Setup Wizard

Site System Roles
e —————

Specify whether to have Setup install 8 management point or distribution point.

A management point provides clients with policy and content location information. It also receives configuration data from
dlients.

[+ Install a management paint.

FQDM: Client connection:

[ configMarz012.Contoso.msft HTTPS =

A distribution point contains source files for clients to download and lets you control content distribution by using bandwidth,
throttling, and scheduling controls,

[+ Install a distribution point.

FQDN: Client connection:

[ configMarzo12.Contoso.msft HTTPS =

The site server's computer account is used to install the selected site system roles. Ensure that this account is a member of
the local administrators group for the specified servers,

You can install additional site system roles from the Configuration Manager console after Setup finishes.
Site system roles configured to use HTTPS must have a valid PKI server certificate.

< Previous | Mext > I Cancel |

41) Click Next , into Customer Experience Improvement Program

Configuration page :
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Microsoft System Center 2012 Configuration Manager Setup Wizard

Customer Experience Improvement Program Configuration

Do you want to join the Customer Experience Improvement Program (CEIF)?

The program collects information about computer hardware and how you use Configuration Manager, without interrupting you.
This helps Microsoft to improve Configuration Manager features, No information collected is usad to identify or contact you.

Read the CEIP privacy statement online

Read the privacy statement conline

= Join the Customer Experience Improvement Program

" 1 don't want to join the program at this time

< Previous | Mext = | Cancel |

42) Select your needed item and click Next , into Settings Summary page :

Microsoft System Center 2012 Configuration Manager Setup Wizard

Settings Summary

Setup will install Configuration Manager with the following settings.

You have selected to install this site as a stand-alone primary site. If you continue this installation, you will not be able to join
this primary site to a hierarchy after this site installs.

Setup Component I Compeonent Details I;
Setup Type Primary site installation
Site Code MCM
Site Name 5C2012_ConfigMgr_Primary_5Site
Rale Communication Protocol Client configured to communicate over HTTPS anly
Clients Use PKI Certificate No
Product Kay EVAL
Installation Directory E:\Program Files\Microsoft Configuration Manager
External Fila Folder E:\Updates
S0L Server DE.Contoso.msft =
55E Port 4022
Database Name CM_MCM
SMS Provider ConfigMgr2012.Contosa.msft
Management Point ConfigMgr2012.Contoso.msft
Protocal for Management Paint HTTPS ;I

Ta change these settings, dick Previous. To apply the settings and start the installation prerequisite chedk, click Next.

< Previous | Next> | cancel |
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43) You can verify again and click Next , into Prerequisite Check progress :

Microsoft System Center 2012 Configuration Manager Setup Wizard

Prerequisite Check
[ —— —

Setup is checking for potential installation problems. If installation problems are found, Setup will display details about how to

resohve tham.

Details:

Prerequisite Status System | |
Checking...
Run Check |
< Previous Mext = | Cancel |

44) Please wait some minutes check completed :

Justin Gao 5i%
yanga@microsoft.com
http://blogs.technet.com/b/justin_gao



System Center 2012
Configuration Manager RTM
Advanced Security Deployment Document

Microsoft System Center 2012 Configuration Manager Setup Wizard

Prerequisite Check

Setup is checking for potential installation problems. If installation problems are found, Setup will display details about how to
resohve tham.

Details:

Prerequisite Status System | |

All prerequisite rules pass successfully,

Run Check |
= Previous | Begin Install I Cancel |

45) No warning and No error , you can check ConfigMgrPrereq.txt log file :

] ConfigMgrPrereq - Notepad o ]
File Edit Format View Help
«03-13-2012 06:56:32> <<<RuleCategory: Access Permissionsss>> |

<03-13-2012 06:56:32> <<<CategoryDesc: Checking access permissions...>>>

<03-13-2012 06:56:32> <<<RuleCategory: Sﬁstem Requirementsss>>

«03-13-2012 06:56:32> <<<CategoryDesc: Checking system requirements for Configmgr...>>>
<03-13-2012 06:56:32> INFO: The rule 'unsupported site server operating system version for S¢
=03-13-2012 06:56:32> INFO: The rule 'Domain membership’ has been run on server 'Configmgr201
<03-13-2012 06:56:32> INFO: The rule 'Pendﬁng system restart’ has been run on server 'Configh
<03-13-2012 06:56:32> <<<RuleCategory: Dependent Components>>>

=03-13-2012 06:56:32> <<<categoryDesc: Checking dependent components for ConfigMmgr...>==
<03-13-2012 06:56:32> INFO: The rule 'Microsoft XML Core Services 6.0 (MSXMLGU?' has been rur
=03-13-2012 06:56:32> INFO: The rule 'IIS serwvice running’ has been run on server 'ConfigMgr:
=03-13-2012 06:56:32> INFO: The rule 'IIS HTTPS Configuration’ has been run on server 'Confic
<03-13-2012 06:56:32> INFO: The rule 'Primary FQDN' has been run on server “ConfigMgr2012.cCor
«03-13-2012 06:56:32> INFO: Prerequisite Type & Server: UIL:ConfigMgr2012.cContoso.msft =
<03-13-2012 06:56:32> <<<RuleCategory: Access Permissions>>>

=03-13-2012 06:56:32> <<<CategoryDesc: Checking access permissions...==>

«03-13-2012 06:56:32> <<<RuleCategory: System Requirements>>>

<03-13-2012 06:56:32> <<<CategoryDesc: Checking system requirements for configmgr...>>>
=03-13-2012 06:56:32> Configmgr2012.cContoso. msTt; Unsuﬁported configuration Manager conso’
<03-13-2012 06:56:32> INFO: The rule 'Domain membership’” has been run on server 'ConfigMgrz0l
<03-13-2012 06:56:32> INFO: The rule 'Pending system restart’ has been run on server 'Configh
<03-13-2012 06:56:32> <<<RuleCategory: Dependent Components:>>

<03-13-2012 06:56:32> <<<CategoryDesc: Checking deEendent components for ConfigMgr...ss>
«03-13-2012 06:56:32> INFO: Checking .NET framework versions 4.0...

«03-13-2012 06:56:32> INFO: .NET 15 installed

<03-13-2012 06:56:32> ConfigMgr2012.cContoso.msft; Minimum .NET Framework version for Conf:
«03-13-2012 06:56:32> INFO: The rule 'Microsoft XML Core Services 6.0 (MSxXMLED)' has been rur
<03-13-2012 06:56:32> INFO: The rule 'windows Remote Management (winrM) v1.1" has been run or
{03_13_2012 06: 56 H 32} R R R R N R R R R R R R R R R R R R A AR R R R R R R R R e w

«03-13-2012 06:56:32> ®*w¥w#%% prarequisite checking is completed. ###esss
<03_13_2012 06:56.32} AR R R R R R R R R R R R R R AR
<03-13-2012 06:56:32> INFO: Updating Prerequisite checking result into the registry
<03-13-2012 06:56:32> INFO: Connecting to confi?Mgrzolz.contoso.msft registry
=03-13-2012 06:56:32> INFO: Setting registry values

4 | oz
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46) Click Begin Install to starting installing progress :

Microsoft System Center 2012 Configuration Manager Setup Wizard

Install
—————

Overall progress

n

Elapsed time: 00:00:04

{; Evaluating sstup environment

View Log

< Previous Mext = Cancel

Microsoft System Center 2012 Configuration Manager Setup Wizard

Install
—————

Overall progress

Elapsed time: 00:01:57

b Evaluating setup environment

(b Evaluating and installing Configuration Manager dependencies

¢ Generating public key and SQL Server certificate

) Removing pre-existing Configuration Manager services and registry keys
b Setting up server accounts

{» Updating registry

4 Setting up the SQL Server database

View Log

< Previous Mext = | Cancel |
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Microsoft System Center 2012 Configuration Manager Setup Wizard

Install

Overall progress

Elapsed time: 00:11:59

4 Installing Component Monitor |
4 Installing SM5 Exscutive

4 Installing Database Netification Monitor

4 Installing Site Control Managar

4 Installing Hierarchy Manager

4 Installing Inbox Manager

4 Installing policy provider

4 Installing management point contral manager

1:‘ Setting up management point
4 Installing boot image package

< Previous Mext = Cancel

47) Wait 10-20 minutes , setup completed :
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Microsoft System Center 2012 Configuration Manager Setup Wizard

Install

Core setup has completed

Elapsed time: 00;13:21

£ Installing Site Control Manager ;I
¢ Installing Hierarchy Manager

& Installing Inbox Manager

& Installing policy provider

b Installing management point control manager

0 Setting up management point

b Installing boot image package

b Configuring data replication service

b Installing Configuration Manager conscle

() Creating program group Rd|

j ' You can closs the wizard while Setup completes site installation in the background. For a list of tasks to help you configurs
your site, see Post-Setup Configuration Tasks in the Configuration Manager Documentation Library.

< Previous Mext = Close

48) Click View Log can open ConfigMgrSetup.log file :

] configMgrSetup - Notepad o ]
File Edit Format View Help

INFO: End monitoring - SMS_HIERARCHY_MANAGER. $3<Configuration Manager Setup><03-13-2012 07 «|
INFO: Begin monitoring - SMS_INBOX_MANAGER. $$<Configuration manager Setup><03-13-2012 07:1
INFO: successfully completed monitoring. $$<configuration Manager setup><03-13-2012 07:11:3
INFO: End monitoring - SM5_INBOX_MANAGER. S$§<Configuration Manager Setup><03-13-2012 07:11:
INFO: Begin monjtoring - SMS_POLICY_PROVIDER. 3$3<configuration Manager setup><03-13-2012 07
INFO: successTully completed monitoring. $%<Configuration Manager Setup»<03-13-2012 07:11:3
INFO: End monitoring - SM5_POLICY_PROVIDER. 3%<Configuration Manager setup><03-13-2012 07:1
INFO: Begin monitoring - SMS_MP_CONTROL_MANAGER. $$<Configuration manager Setup><03-13-2012
INFO: successTully completed monitoring. $%<Configuration Manager Setup»<03-13-2012 07:11:3
INFO: End monitoring - SMS_MP_CONTROL_MANAGER. $$<Configuration Manager Setup=<=03-13-2012 0
INFO: Service Broker configuration complete. $%<Configuration Manager Setup><03-13-2012 07:
INFO: Registered type SMS_ACCESS for DB.Contoso.msft cv_mcMm $3<Configuration Manager Setup:>
INFO: 5QL Connection succeeded. Connection: SM5_ACCESS, Type: Secure §3%<Configuration Mana
INFO: Sitestatus set to 105 on ConfigMmgr2012.cContoso.mstt 3$<Configuration Manager Setup><0
INFO: Configuration Manager console s being installed with ”E:\Program Files'Microsoft conf
INFO: Configuration Manager console installed successfully. $3<configuration Manager Setup:

INFO: Creating SM5_PATH system environment variable ... $$<Configuration Manager Setup><03-
INFO: creating confi?uration Manager start menus... $$<configuration manager Setup><03-13-2
INFO: Attempting to load resource DLL... S$%<Configuration Manager Setup><03-13-2012 07:12:0

INFO: Attempting to delete Configuration Manager 2012 sub-program group $S$<Configuration Ma
INFO: File C:\ProgramData‘\Microsoft'\Windows\Start Menu\Programs'Microsoft System Center 2012
INFO: successTully deleted Configuration mManager group file C:“Programbata“Microsoft'\windows
INFO: Creating directory c:\ProgramData\Mﬁcrosoftgwﬁndows\start Menu'Programs‘\Microsoft Syst
INFO: CreateDirectory for C:\Programbata'Microsoft\windows\Start Menu‘Programs'Microsoft S¥5
INFO: Program group directory C:%Programbata‘\Microsofti\windows\start Menu%Pro rams"Microsoft
INFO: Creating directory C:\Programbata‘Microsoftiwindows\start Menu\Programs'Microsoft Syst
INFO: CreateDirectory for C:\Programbata'Microsoft\windows\Start Menu‘Programs'Microsoft Sys
INFO: Program group directory C:%Programpata‘\Microsofti\windows\start Menu%Pro rams\Microso¥t
INFO: Failed to locate the exe path gor icon Configuration Manager console, SEip it.~ $%<Co
INFO: AddItem(E:“.WProgram Files‘'Microsoft Configuration manager‘\bin\x64%\SETUF.EXE, Configurat
INFO: Shortcut string is C:\Programbata‘Microsoft'windows‘start mMenu\Programs'Microsoft Syst
INFO: Failed to locate the exe path for icon Configuration Manager Documentation, skip it.-

WARN: Failed to begin Automatic Updates detection task - IAutomaticUpdates->DetectNow faile
Completed Configuration Manager 2012 Server Setup

-

< | v s
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49) Click Close and click Start , click Configuration Manager Console

shortcut :

| Microsoft System Center 2012
, Configuration Manager

{;_l] Remate Contral Viewer
| Microsoft Windows AIK
| Startup

1 Back

I |search programs and files @

|f.' Start _EI%H g’ n__.J

50) System Center Configuration Manager management console opened ,

will display Assets and Compliance tab :
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System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMgr_Primary_Site) (Evaluation, 180 days left) -|& 1'
~ @
o = =
2 B H B X
All Saved  Search Save Current Save Current Clear
Objects Searches = Settings Search Search As
Scope Options Save Active Search
S
-

|§' Y\ »  Assets and Compliance  »  Overview »

Assets and Compliance
4| ® Overview
3_, Users

Devices

# User Collections

4 Navigation Index

Assets and Compliance Overview

i Device Collections
User State Migration

3‘? 9 Users: Manage users and user groups for the hierarchy.

| Asset Intelligence

E Software Metering

"I Compliance Settings

User Collections: Manage user collections for the hisrarchy.

User State Migration: Manage user state migration for
when you deploy operating systems.

Software Metering: Configure rules to monitor software
application usage.

_1 Endpoint Protection

Endpoint Protection: Manage Antimalware and Firewall
policies.

# Assets and Compliance
]‘ﬁ Software Library
... Monitaring

T. Administration

Devices: Manage devices for the hierarchy.

Device Collections: Manage device collections for the
higrarchy.

Asset Intelligence: Manage the Assst Intelligence catalog,
import license files, and synchronize with System Center
‘Online to recondile software licenses.

Compliance Settings: Manage configuration items and
configuration baselines to assess and remediate the
compliance of settings on devices.

* Recent Alerts (0) - Last updated: 3/13/2012 7:18:25 AM

Ready

51) Click Administration tab :

|5’ System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMor_Primary_Site) (Evaluation, 180 days left) =& ll
Search B
= e S
d BE W # X
All Saved Search Save Current  Save Current Clear
Objects Searches = Settings Search Search As

Scope Options Save Active Search

| 6 - | A5\ » Administration »  Overview » -z

Administration <

4|} Overview Administration Overview
1 Hierarchy Configuration
~ Site Configuration

Client Setti L
R Navigation Index

~1 Security

Site C i Manage servers and site system roles,

Distribution Points R R . .
Hierarchy Configuration: Manage boundaries, site-to-sit:
communication, discovery methods, Active Directory forest

and Exchange Server connection sattings.

B8 Distribution Point Groups
"1 Migration

Client Settings: Configure default and custom client

settings.

Distribution Points: Manage individual distribution points

and configuration properties, and view disk space capacity.

Migration: Manage data migration from Configuration
Manager 2007 sites to Configuration Manager 2012 sites.

‘¢; Assets and Compliance
ﬁ Software Library
- Monitoring

f. Administration

‘components, site maintenance, and status configurations.

Security: Manage administrative users, security roles,
security scopes, certificates, and accounts that you configure
in the Configuration Manager console.

Distribution Point Groups: Manage distribution points as a
group.

Recent Alerts (0) - Last updated: 3/13/2012 7:19:15 AM

Ready

52) Click Site Configuration --- Sites :
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| System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMgr_Primary_Site) (Evalual -|& 1'
Home ~ @
2 e - e 35 ¥ show Install Status N [ D
5 ) s [ | IR 4 5 Bl
o # s (U Refresh
Add Site Creats Site Hierarchy Saved Add Site Create Site Create Retry Upgrade Setii Set Security Properties
System Roles System Server Settings Searches ~ System Roles System Server Secondary Site Secondary Site Delete vngs Scopes
Create Sites Search Site. Classify Properties
[ 6 - | f%g \ » Administration » Overview #  Site Configurstion »  Sites - :
Administration < Sites 1 items
4 B Overview Search X| §) Search | Add Criteria ~
» [ Hierarchy Configuration Ion | Name Type  Server Name State  Site Code  Parent Sits Code
4[] Site Configuration ﬁ MCM - 5C2012_ConfigMgr_Primary_Site  Primary  ConfigMgr2012.Contoso.msft  Active MCM
E‘E Sites.

Ei Servers and Site System Roles

ki Client Settings

» [ Security

Distribution Points

B8 Distribution Point Groups

» [ Migration

5C2012_cConfigMgr_Primary_Site v
Genaral Related Objects
\#‘ Assets and Compliance Site Code: MM & Discovery Methods
@ Erfirrr Server Name: ConfigMar2012.Centoso.msft [l Addresses
Install Directory: E:\Program Files\Microsoft Configuration Manager
Bl Monitoring Build Number: 7711
- State: Active

T Administration

Ready
53) Right-click site name select Properties :
=18

- Home e 'ﬁ'
le 7 _Q 1% [EE! ﬁ'-':.! 5 ;i::;rstallstatus P @ B

Add Site Create Site Hierarchy Saved Add Site Create Site Create Retry Upgrade __ Setti Set Security Properties
System Roles System Server Settings Searches * System Roles System Server Secondary Site  Secondary Site Delete: 'ngs Scopes
Create Sites Search Site. Classify Properties
| (— - |[§g Y » Administration » Overview »  Site Configuration »  Sites - ‘;‘,
Administration ¢ | Sites 1 items
4 Ef] Overview K| | Jo Search | Add Criteria ~
* LI Hierarchy Configuration Icon Name Type Server Name State  Site Code  Parent Site Code
4 ] Site Configuration ﬁ MCM - 5C2012_ConfigMar_Primary_Sil 1= mfiahleenls e e MCM
Eg Sites [l Add Site System Roles
E Servers and Site System Roles i Create Site System Server
K Client Settings Wy Create Secondary Site
* |1 Security Retry Secondary Site

Distribution Points Upgrade

= Distribution Point Groups Show Install Status
» 1 Migration (3 Refresh F5
Delete Delete
[ Configure Site Components 3
SCZDIZ_ConﬁgMgr_P rimary_site “&  Client Installation S=ttings 3 w
ﬁ Site Maintenance
= General l—ﬁ'- Status Summarizers Related Objects
Assets and Compliance } ~
Site Code: MCM % Status Filter Rules & Discovery Methods
i Server Name: ConfigMar201, 1
Software Library gMg i Ll Addresses
Install Directory: E:\Program Fi @ Set Security Scopes L]
Monitoring Build Number: 771 i
State: Active B Properties

Administration

54) Display SC2012_ConfigMgr_Primary_Site Properties :
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Bl sc2012_configMor_Primary_Site Properties x|

Signing and Encryption |
General |Wake On LAN | Ports I Senderl Publishing | Client Computer Cnmmunicationl Alerts I Securit)rl

Ig MCM - 5C2012_ConfigMgr_Primary_Site

Comment: ;I
[~

Type: Primary

Parert site: MNone

Wersion: 5.00.7711.0000

Build number: m

Site server: CorfigMgr2012 Contoso msft

Installation directory: EProgram Files"Microsoft Configuration Manager

S0L Server computer: DB Contoso msft

5SMS Provider location: COMFIGMGR2012 CONTOS0 MSFT

'@' 0K I Cancel | Poply |

55) Now we can see about SC2012 ConfigMgr RTM version and other
information, Click Client Computer Communication page , we can see about

security settings:
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[B] sc2012_configMgr_Primary_Site Properties x|

Signing and Encryption I
'General | Wake On LAN | Potts | Sender | Publishing Cliient Computer Communication | Alerts | Securty |

Site system settings

Select the client computer communication method (HTTP or HTTPS) for the site systems that use 1IS. To use
HTTP5, the servers must have a valid PKl web server certficate (server authentication capability).

& HTTPS only
 HTTPS or HTTP

Client computer settings
Specify settings for client computers when they communicate with site systems that use 115.

¥ | Uzse PKl client cerificate (client authentication capability) when avaiable

Client cerificate selection:

Location: Modify...
Criteria: Client authentication capability
Multiple Cedificates: Select any cerificate that matches

W Clients check the certfficate revocation list (CRL) for site systems

Trusted Root Certification Authorities

|Root CA speciied Set... |

'ﬁ' oK I Cancel | Applhy |

56) Click OK to close . Click Servers and Site System Roles node , you can see

all site server and holding roles:
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|8’ System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMgr_Primary_Site) (Evaluation, 180 days left) -|&] x|
x Home ~ @
3 ¥ D
Create Site Servers Saved
System Server with Role ~ Searches ~
Create View Search
& b |p; \ » Administration » Overview » Site Configuration »  Servers and Site System Roles 2
Administration < Servers and Site System Roles 2 items
i E{ﬁ T Search ﬂ Search dd Criteria
1 Hierarchy Configuration Icon | Name Site Code Count of roles
4[] Site Configuration Ej \\ConfigMgr2012.Contoso.msft  MCM 5
3 Sites 5] DB Contose.msft McM 3
EL Servers and Site System Roles
K Client Settings
] Security
=1 Distribution Points
55 Distribution Point Groups
* 1 Migration
# Assets and Compliance
ﬁ Software Library
-. Monitoring
T. Administration
-
Ready
H .
57) Software Library page :
&' System Center 2012 Configuration Manager (Connected to MCM - SC2012_ConfigMor._Primary_Site) (Evaluation, 180 days left) =|& x|
e @
= . - T
g R H 2 X
All Saved  Search Save Current  Save Current Clear
Objects Searches * Settings Search Search As
Scope Options Save Active Search
[ & - | &\ » SoftwareLibrary »  Overview » E 2

Software Library ¢

Software Library Overview

= ﬁO\renﬂ'ew
_| Application Management
_| Software Updates
_| Operating Systems . Navigation Index

Application Management: Manage application deployments for Software Updates: Manage software updates, software update
users and devices, and configure global conditions for all groups, deployment packages for software updates, and
applications in the site hierarchy. automatic deployment rules.

Operating Systems: Manage drivers, aperating system images,
installers, boot images, and task sequences to deploy operating
systems.

* Recent Alerts (0) - Last updated: 3/13/2012 7:23:24 AM

# Assets and Compliance
ﬁ Software Library
-‘ Monitoring

T. Administration

Ready

58) In Monitoring page, you can monitor all site roles status in the Site Status
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L8l x|
~ @
Saved
Searches ~
Search
‘? v | % Y » Monitoring » Overview » System Status »  Site Status - :
Monitoring ¢ Site Status 8 items
4 [ Overview 2| Search LI Search Add Criteria ~
Pl Alerts Status | SiteSystem Sitz System Role | Storage Object Total Site Code
~ Queries [o]4 1\ConfigMgr2012,Contoso.msft Distribution point \\ConfigMgr2012,Contoso.msf\CS 55.5 GB MCM
v Reporting QK 1\ConfigMgr2012,Contoso.msft Distribution point \\ConfigMgr2012,Contoso.msft\ES 127 GB MCM
ﬁiﬂ Site Hierarchy 0K \ConfigMgr2012.Contoso.msft Management point  \\CONFIGMGR2012.CONTOS0.MSFT. 127 GB MCM
4 | | System Status oK \\ConfigMgr2012.Contoso.msft Site server \\ConfigMgr2012.Contoso.msf\E$\P... 127 GB MCM
% Site Status = OK OONFIGMGR2012.CONTOSQ.MSFT  Component server VCONFIGMGR2012.CONTOSO.MSFT. 127 GB MCM
L_é' Component Status oK 1\DB.Contaso.msft Site databasa sarver CM_MCM Transaction Log 214.1 MB MCM
Lx Conflicting Records oK \DE.Cantoso.msft Site databass ssrver  CM_MCM Database 5 GB MCM
§—i| Status Message Queries QK \DE.CONTOSC.MSFT Component server V\DE.CONTOSO.MSFT\C$\SMS_CON... 55,5 GB MCM
5 Deployments
* | Client Status
& Database Replication

» [ Distribution Status

E Software Update Point Synchroniza «
# Assets and Compliance
ﬁ Software Library

Moenitoring

f. Administration

iR

Ready

59) In Component Status node you can monitoring all site services status :

I8 System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMgr_Primary_Site) (Evaluat 180 days left) =& x|
.4 Home e |, : )
3 . ) (3 Refresh
2 9 0D E
Saved Show Resst Start Properties
Searches ~ Messages ~ Counts + -
Search Component Properties
‘? - | '] 1 » Monitoring » Owverview » System Status »  Component Status - :
Monitoring < Component Status 50 items
4 [l Overview -l LI i Search Add Criteria
b Alerts Status Component Site System Type Site Code -
# Queries K SMS_REPLICATION_COMFIGURATION_MONITOR ~ CONFIGMGR2012.CO... Monitored Thread Comp... MCM
' B Reporting oK SM5_POLICY_PROVIDER CONFIGMGR2012.CO...  Monitored Thread Comp...  MCM
ETE Site Hierarchy OK SM>_PACKAGE TRANSFER_MANAGER CONFIGMGR2012.CO...  Monitored Thread Comp...  MCM
4 | | System Status oK SMS_SCHEDULER CONFIGMGR2012.CO... Monitored Thread Comp... MCM
% Site Status = OK SM5_RULE_EMNGINE CONFIGMGR2012.CO...  Monitored Thread Comp...  MCM
L_é' Component Status oK SMS_REPLICATION_MANAGER CONFIGMGR2012.CO Monitored Thread Comp MCM
Lx Conflicting Records OK SMS_OFFER_MANAGER CONFIGMGR2012.CO Monitored Thread Comp. MCM
{3 Status Message Queries aK SMS5_OBJECT_REPLICATION_MANAGER CONFIGMGR2012.C0 . Monitored Thread Comp.. MCM
5 Deployments OK SM5_NETWORK_DISCOVERY CONFIGMGR2012.00-.  Unmonitorad Thread Co.. MCM
» [ Client Status oK SM5_OUTBOX_MONITOR CONFIGMGR2012.00...  Monitored Thread Comp... MCM
@ Database Replication oK EM5_OFFLINE_SERVICING_MAMAGER COMFIGMGR2012,C0...  Unmonitored Thread Co...  MCM
» [ Distribution Status B K SM5_OFFER_STATUS_SUMMARIZER CONFIGMGR2012.CO...  Monitored Thread Comp...  MCM
% Software Update Point Synchroniza « aK SMS_SITE_BACKUP CONFIGMGR2012.CO...  Unmonitored Service Co...  MCM
- K SM5_STATUS_MANAGER CONFIGMGR2012.CO...  Monitored Thread Comp...  MCM
*¢ Assets and Compliance oK SM5_STATE_SYSTEM CONFIGMGR2012.CO...  Monitored Thread Comp...  MCM
ﬁ Software Library oK SMS_SOFTWARE_METERING_PROCESSOR CONFIGMGR2012.CO... Monitored Thread Comp... MCM
. Monitaring OK SM5_WsUSs_SYNC_MANAGER CONFIGMGR2012.CO...  Monitored Thread Comp...  MCM
= OK SM5_WsUs_CONFIGURATION_MANAGER CONFIGMGR2012.CO...  Monitored Thread Comp...  MCM
T. Administration oK SMS_WINNT_SERVER_DISCOVERY_AGENT CONFIGMGR2012.00 ~ Unmonitored Thread Co . MCM
- 0K SMS5_SITE_SQL_BACKUP_CONFIGMGR2012.CON DB.CONTOS0.MSFT Monitored Service Comp. MCM
s CME_SITE FOMTDAL MAMACED FAMEISMARINIY FO Thrazd nar

Ready
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60) Message ID 4911 will indicate MP object will created successfully in AD:

Status Message Details x|
Date: 3132012 Type: Milestone
Time: 7:11:35.307 AM Severity: Information
Site code: MCHM Message ID: 4911
System: ConfigMar2012.Contost  Process ID; 2732
Source: SMS Server Thread ID: 2668
Component: SMS_SITE_COMPOMENT MAMAGER
Description:

Configuration Manager successfully created the object “ti=5SMS-MP-MCM-
COMFIGMGR. 2012, COMNTOS0.MSFT " in Active Directory (Contoso.msft).

Properties:

N I

N O

# Previous e Mext Ok

61) Open Services.msc , you can see all SC2012 ConfigMgr RTM all services :

=10l x|

File Action Wiew Help

& |F|Ec=HFE > ® 0 »

. Services (Local) Mame | Description | status | startupType | Logonas | 4]
51.5M5S Agent Host Provides change ...  Started Automatic Local System
54.5M3_EXECUTIVE Started Automatic Local System
£/.5M5_SITE_BACKUP Manual Local System  __§
-&?‘; SMS_SITE_COMPONEMT _MAMAGER Started Automatic Local System
‘Ch5MS_SITE_WSS_WRITER Started Automatic Local System ;I

Extended }\ Standard

62) Open SQL Server Management Studio , you can see SC2012 ConfigMgr

RTM database CM_MCM :
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I'-_g:.,_:. Microsoft SQL Server Management Studio -|O] x|
File Edit View Debug Tools Window Community Help
dNewQuery | [ [BR MR MG |5 H & |5
Object Explorer -~ O =
Comect~ 33 23 w T 2] B

= [_a DB (SQL Server 10,50,2796 - CONTOSO\Administrator)
[l [ Databases
[ System Databases
[l Database Snapshots

ReportServer

ReportServerTempDB
| susoBe

[ Security

[ Server Objects

3 Replication

[ Management

@ S0L Server Agent

H FHHH

S

Ready S

63) Logon to DC server , open ADUC snap-in console , in System container

you can see System Management container :

B Active Directory Users and Computers =10] x|
File Acton View Help

R EREE EEE EEE R R

3 Active Directory Users and Computers [DC.Contoso.msft] 4|

‘ [Type - | Description |
[] saved Queries @ 5M5-MP-MCM-CONFIGMGR 2012, CONTOSO.MSFT mSSMSManagementPaint
= 3 Contoso.msft =] sms-site-mcm mSSMSSite

[ Builtin
] Computers
|2 ConfigMgr Users
|| Domain Controllers
|| ForeignSecurityPrincipals
] LostAndFound
|| Managed Service Accounts
| Program Data
=[] System
"] AdminSDHolder
7] ComPartitions
| ComPartitionSets
|| DomainUpdates
] IP Security
| Meetings
| MicrosoftDNS
# || Polices
= .:l RAS and IAS Servers Access Check

tem Management
B [ WinsockServices
B [ WMIPglicy
= _—
52| Default Domain Policy LI

64) Now SC2012 ConfigMgr RTM Site server deployment finished.
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10. Installing SC2012 ConfigMgr RTM Remote

Console :

1) Use Administrator logon to Console computer, install .Net Framework 4.0
tool.

2) Insert SC2012 ConfigMgr RTM image , will auto display :

| Systern Center 2012 Configuration Manager Setup EI = @

T Microsoft:
- System Center2012
Configuration Manager

Install
[ﬁ] Restart may be required

iﬁ] Before you begin

Tools and Standalone Components Additional Resources

Assess server readiness Belease Motes

Get the latest Configuration Manager updates Read Documentation

Install Configuration Manager console Obtain Installation Assistance
Download System Center Updates Publisher Configuration Manager Community

Configuration Manager Home

Erowse the Installation Media

& 2012 Microsoft Conporation. All rights resered. E&it

3) Click Install Configuration Manager console , display this wizard :
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-

ﬁ Configuration Manager Conscle Setup @

o, Microsoft-
- System Center2012
Configuration Manager

This wizard will install the Configuration Manager 2012 console.

The software you are about to install is provided as part of System Center
Corfiguration Manager and as such, is subject to the Software License
Agreement accompanying System Center Corfiguration Manager. You must
accept the terms of the System Center Configuration Manager Software
License Agreement to use this software.

Cancel
4) Click Next , into Site Server page :
ﬁ Configuration Manager Conscle Setup @
Site Server K‘_I;’,&;
Specify a Corfiguration Manager site server name l::‘#: :

Specify the site server name to which the Configuration Manager console connects
when it opens.

Site server name (FQDM): Example: server].comp .contoso.com

< Back e = Cancel

5) Enter SC2012 ConfigMgr RTM site server FQDN name in Server name :
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ﬁ Configuration Manager Conscle Setup @
Site Server ‘:'I:‘;:-?_‘i

Specify a Corfiguration Manager site server name

Specify the site server name to which the Configuration Manager console connects
when it opens.

Site server name (FQDM): Example: server].comp .contoso.com

|C|:ur|fig Magr2012 Cortoso msft

< Back e = Cancel

6) Click Next , into Installation Location page :

[ o

ﬁ Configuration Manager Conscle Setup @

Installation Folder “?.I:gz;
Specify the installation folder for the Configuration Manager console.

Setup will install the Configuration Manager console in following installation folder. To

select a different folder, click Browse.

Installation folder:

C:"\Program Files fcB86)"Microsoft Corfiguration Manager'AdminConsole™, Browse. .. |

Cancel

7) Click Next , into Customer Experience Improvement Program page :
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ﬁ Configuration Manager Conscle Setup @
Customer Experience Improvement Program "-‘,;.-@
Select to particate in Customer Experience Improvement Program. r:}--

Do you want to join the Customer Experience Improvement Program (CEIP)?

The program collects information about computer hardware and how to use Corfiguration
Manager, without intermupting you. This helps Microsoft to improve Configuration Manager
features. Mo information collected is used to identify or contact you.

Bead the CEIP privacy statement online

Read the privacy statement anline

" Join the Customer Experience Improvement Program

" | don't want to join the program at this time

< Back

8) Select your needed and click Next, into Ready to Install page :

ﬁ Configuration Manager Conscle Setup @
Ready to Install \',;.-&1
Setup is ready to install the Configuration Manager consaole. l::‘#:--

To change installation options, click Back. To apply the settings and install the
Configuration Manager console, click Install.

< Back Cancel

9) Click Install starting install progress :
Justin Gao =%
yanga@microsoft.com
http://blogs.technet.com/b/justin_gao



System Center 2012
Configuration Manager RTM

Advanced Security Deployment Document

ﬁ Configuration Manager Conscle Setup @

Pleasze Wait ;@‘
&

Setup is configuring your system.

Copying new files
File: Copying new files, Directory: ., Size:

10) Please wait some minutes , display finished page :

ﬁ Configuration Manager Conscle Setup @

“Fon Microsoft:
- System Center2012
Configuration Manager

The Configuration Manager Console Setup Wizard finished successfully

[v Start the Configuration Manager console after you close the Setup Wizard.

11) Click Finish will open SC2012 ConfigMgr RTM Administration Console, the
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same you can point Windows Button and click Configuration Manager Console to
open :

Configuration Manager Conscle

P All Programs

| |555'r':h programs and files e |

12) SC2012 ConfigMgr RTM remote console will display :

[ System Center 2012 Configuration Manager (Connected to MCM - SC2012_ConfigMgr_Primary,_Site) (Evaluation, 180 days left) = =R )
Search | ~ @
2@ H B X
All Saved  Search Save Current Save Current Clear
Objects Searches v Settings Search Search As
Scope Options Save Active Search
| B\ » Assetsand Compliance »  Overview » || 2
Assets and Compliance <
“| B Ovenview Assets and Compliance Overview
5 Users
& Devices

# User Collections
i Device Collections
& User State Migration

Navigation Index

B . Users: Manage users and user groups for the hierarchy. Devices: Manage devices for the hierarchy,
b |1 Asset Intelligence
E Softw User Collections: Manage user collections for the . .
= Software Metering hierarchy. Device Collections: Manage device collections for the
» 7] Compliance Settings hierarchy.
. . . User State Migration: Manage user state migration for .
* || Endpoint Protection when you deploy operating systems Asset Intelligence: Manage the Asset Intelligence

catalog, import license files, and synchronize with System
Software Metering: Configure rules to monitor software Center Online to reconcile software licenses,

application usage. ) . .
Compliance Settings: Manage configuration items and

Endpoint Protection: Manage Antimalware and Firewall configuration baselines te assess and remediate the
policies. compliance of settings on devices.

# Assets and Compliance
] Software Library * Recent Alerts (0) - Last updated: 3/13/2012 7:45:34 AM
-_. Monitoring

T. Administration

Ready

13) Now System Center 2012 Configuration Manager RTM Advanced Security

deployment fully finished.
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