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1. Deploy Environment Introduction :

This operations process including three servers.

1.

DC:

Role : ADDS + ADCS

OS : Windows Server 2008 R2 Enterprise Edition with SP1
IE:IE9.0

IP :192.168.0.100/24

DNS: 192.168.0.100

ConfigMgr2012 :

Role : SC2012 ConfigMgr RTM + SC2012 ConfigMgr Database
OS : Windows Server 2008 R2 Enterprise Edition with SP1
IE:IE9.0

IP:192.168.0.101/24

DNS :192.168.0.100

Client :

Role : Domain Member and SC2012 ConfigMgr RTM Client
OS : Windows 7 Enterprise Edition with SP1 x64

IE:IE9.0

IP :192.168.0.200/24

DNS :192.168.0.100
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2. Deploy Active Directory :

1) Logon to DC server , installing ADDS and ADCS . Domain name is
Contoso.msft . Active Directory forest functional level is Windows Server 2008 R2.

This process is no longer described in this part.
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3. Deploy and Configure SC2012 ConfigMgr RTM :

1) This process is no longer described in this part. You can reference {System
Center 2012 Configuration Manager RTM Deployment Document) .

2) Default as you have already deployed and no any error.

3) SC2012 ConfigMgr RTM need to configuration , about this part, you can
reference { System Center 2012 Configuration Manager RTM Configure

Document)
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4. Enabling Endpoint Protection and Deploy Client :

1) Logon to ConfigMgr2012 server , on the Start menu , point to All
Programs , point to Microsoft System Center 2012 , point to Configuration
Manager , and then click Configuration Manager Console . Click the
Administration workspace , in the navigation pane , expand Site Configuration ,
and then click Servers and Site System Roles , right-click site server and click Add

Site System Roles :

lalx]

- Home Site Role -~ @
= [F

Remove Properties

Role
Site Role Properties
(— = "r.- \ » Administration » Owverview » Site Configuration »  Servers and Site System Roles = =

Administration Servers and Site System Roles 1 items

4 B} Overview Search _I Search | Add Criteria ~

1 Hierarchy Configuration Ion  Name Site Code Count of rales
4[] Site Configuration hd W\ConfigMar2012 Contoso.msft AR 1
Bz Sites [ Add Site Systam Roles
B Servers and Site System Roles b start 4
R Client Settings 3 Refresh F5
1 Security /< Delete Deletz

Distribution Points l:l

- Properties
=5 Distribution Point Groups
| Migration Site System Roles v
Icon Role Name Role Description
_5| Application Catalog web service point A site system role that serves as an Application Catalog web service point
5 Application Catalog websits point A site system role that serves as an Application Catalog website point
_E| Component server Any server that runs the SMS Executive service.
_E| Distribution point A Configuration Manager server role that stages packages for distribution to dients,
B pssets and Compliance j Fallback status point A site system role that receives messages from ConfigMar clients that cannot communicat...
=
T{_ﬁ 2 Management point A site system role that replies to Configuration Manager dient requests and accepts mana...
Software Librai -
= & ] Reporting services point A site system role that provides integration with SQL Server Reporting Services to create..
.‘ Monitoring i Site databasa servar A site system role that runs Microsoft SQL Server and hosts the Configuration Manager sit.
2 o X _:| Site server The main site system role that hosts the Configuration Manager components and services.
r Administration - ) . .
. 2 Site system A server or server share that hosts one or more site system roles for a Configuration Man...
- j Software update point A site system role that runs Microsoft Windows Server Update Services (WSUS) and allow...

Ready

2) The Add Site System Roles Wizard General dialog box appears :
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£® Add site System Roles Wizard

gj General

Select a server to use as a site system

System Role Selection

Summary
Progress e Name: Example: server] corp contoso.com
Completion e —

P IConfigI'v'lgrzC‘I 2 Contoso msft

Site code: II'v1CI'v1 - SC2012_ConfigMgr_Primary_Site j

[~ Specify an FQDN for this site system for use on the Intemet

Intemet FQDN: Bxample: intemetsrv2 contoso .com

™ Require the site server to initiate connections to this site system

Mterthe installation of the site system roles, the site server initiates all connections to the site system server by using the Site System
Installation Account.

— Site System Installation Account
' Use the site server's computer account to install this site system

" Use ancther account for installing this ste system

I Sef... -

— Active Directory membership
Active Directory forest IContoso.msf‘t

Active Directory domain IContoso.msf‘t

'ﬁ' < Previous | Mext > I Summary | Cancel |

3) Click Next to accept the default configuration , the System Role Selection

dialog box appears :
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£® Add site System Roles Wizard x|
g\g System Role Selection
e Specify roles for this server
System Role Selection
Summary
Progress Available roles:
Completion [] Asset Inteligence synchronization point
[] Endpoirt Protection poirt
[] Enrollment poirt
[] Enrollment proxy point
[] Out of band service point
[] State migration point
[] System Health Validator point
7]
Description:
'@' < Previous | Next > I Summary | Cancel |
4) Under Available roles , select Endpoint Protection point , a

Configuration Manager warning dialog box appears :

Configuration Manager x|

Endpoint Protection by default is configured to use Software
I % Updates Management to deploy definition updates. Prior to
~ deploying Endpoint Protection, Software Updates Management
needs to be properly configured, or Antimalware Policy needs to
be modified to remove Configuration Manager as an update
source.

5) Click OK, will display select result :
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¥ Add Site System Roles Wizard x|
g)\g System Role Selection
e Specify roles for this server
Endpoint Protection
Microsoft Active Protection Mvailable roles:
Summary
Progress
. [] Enrollment poirt
Completion [] Enrollment proxy point
[] Out of band service point
[] State migration point
[] System Health Validator point
Description:
The Endpoint Protection point provides the default settings for all antimalware policies and installs the Endpoint Protection client
on the site system server to provide a data source from which the Corfiguration Manager database resolves malware |Ds to
names. When you install this site system role, you must accept the license terms for System Center 2012 Endpoint Protection.
'@' < Previous | Mext = I Summary Cancel
Ej— [

6) Click Next, the Endpoint Protection dialog box appears :
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¥ Add Site System Roles Wizard x|
ij)\g Endpoint Protection
= Endpoint Protection License Terms

System Role Selection

Endpoint Protection

Microsoft Active Protection Use of the Endpoint Protection features in Corfiguration Manager 2012 is subject to agreement with the Endpoint Protection
Summary License Temms. Review the License Terms below.  you agree with the Endpoint Protection License Terms below, click |
accept the Endpoint Protection license temms, otherwise click Cancel. Agreement with the license terms enables the Endpoint
Progress Protection client to be installed on client computers.
Completion

Endpoint Protection License Tems:

MICROSOFT EVALUATION SOFTWARE AND ONLINE SERVICE LICENSE TERMS ﬂ
MICROSOFT SYSTEM CENTER 2012 ENDPOINT PROTECTION

These license terms are an agreement between Microsoft Corporation (or based on where you live,

one of its affiliates) and you. Flease read them. They apply to the evaluation software and online
service named above, which includes the media on which you received it, if any. The terms also

apply to any Microsoft

* updates,

* supplements,

» Internet-based services, and

Print License Terms

I | accept the Endpoint Protection license terms 0

9 < Previous | Next > I Summary | Cancel |
Ej— [

7) Select I accept the Endpoint Protection license terms , and click Next ,

the Microsoft Active Protection Service dialog box appears :
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&mid Site System Roles Wizard x|

g}g Microsoft Active Protection Service

General

System Role Selection

Endpoint Protection

Summary
Progress

Completion

i B

(7]

Specify Microsoft Active Protection Service membership type

The Microsoft Active Protection Service (MAPS) membership type you choose will be applied to all EndPoint Protection
antimalware policies. MAPS is a worldwide online community that includes System Center Endpoint Protection users. By joining
MAPS System Center Endpoint Protechon will automatically send information to Microsoft to help Microsoft determine which

toir for | threats and to help improve System Center Endpoint Protection's effectiveness. This
community also helps stop the spread of new malicious software infections.

You can choose to join the MAPS community with either a Basic or Advanced membership. The type of information that is sent in
reports to Microsoft depends on your level of MAPS m hip. Insome | information might unintentionally
be sent to Microsoft. However, Microsoft will not use this information to identify you or tD contact you.

For more information about MAPS and the information collected for reports, please read the MAPS membership levels below and
the Privacy Statement at hitp.//go. microsoft. com/fwlink/?Link|D=223678.

Do not join MAPS
Mo information will be sent to Microsoft. You will not be alerted if unclassified soft is detected running on your computer.

% Basic membership

Send information to Microsoft when System Center Endpoint Protection detects software or changes to your computer by software
that has not yet been analyzed for risks. This information may include the actions that you apply to such software orthat System
Center Endpoint Protection applies automatically, according to your settings.

" Advanced membership

In addition to the information sent to Microsoft under the Basic membership, Advanced membership reports may include additional
details about the software System Center Endpoint Protection detects, including the location of such software, file names, how the
software operates, and how it has impacted your computer.

< Previous | Mext = | Summary | Cancel

8) Select any item and click Next , the Summary dialog box appears :
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&Add Site System Roles Wizard

gg Summary

General Confirm the settings

System Role Selection

Endpoint Protection
Microsoft Active Protection Details:
e 2 ot oo oo e oo
Progress Site System Name
« ConfigMgr2012 Contoso msft
Completion Settings
= Public FQDN Name: Not specified
=+ |nstallation Account: Computer Account
« Microsoft Active Protecion Service: Basic membership
Roles
« Endpoint Protection point
To change these settings. click Previous. To apply the settings, click Nesxt.
'@' < Previous | Mext = I Summary | Cancel |
| | ©

9) Click Next, the Completion dialog box appears indicating that the wizard

completed successfully :
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?Add Site System Roles Wizard

QJg Completion

General You have successfully completed the Add Site System Roles Wizard with the following
System Role Selection settings
Endpoint Protection

Microsoft Active Protection —
[0] The Add Site System Roles Wizard completed successfully

Summary

Progress

T -
Create a site server with the fing setti
_0 Success: Site System Name

= ConfigMgr2012 Contoso msft

o Success: Settings
= Public FQDN Name: Not specified
= Installation Account: Computer Account
= Microsoft Active Protection Service: Basic membership

& Success: Roles
= Endpoint Protection point

To exit the wizard, click Close.

'@' < Previous | Iext = | Summary | Close I
[El—

10) Click Close . You may need to refresh the list of Site System Roles on the

site system to view the Endpoint Protection point site system role :
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Systemn Center 2012 Configuration Manager (Connected to MCM - SC2012_ConfigMgr_Primary_5Site) (I -8 él
- Home Site Role ~ @
= D
Remave Properties
Role
Sitz Role Properties
| €= - \ » Administration » Overview »  Site Configuration »  Servers and Site System Roles E 2
Administration ¢ | Servers and Site System Roles 1 items
4 E{” T ,\l () Search | Add Criteria v
71 Hierarchy Configuration Teon Name Site Code Count of roles
4 | 7] Site Configuration Ej \ConfigMgr2012.Contoso.msft MCM 12

B sites

B Servers and Site System Roles
K Client Settings

7 Security

Distribution Paints

B Distribution Point Groups

“I Migration

Icon

#

j.

j.

j.

E

B

E l;‘ Assets and Compliance ?
j.

Software Library 5

Monitoring ?

W— 4

| Administration F

Site System Roles

Role Name

Application Catalog web service point
Application Catzlog website point
Component server

Distribution point

Endpeint Protection point
Fallback status point
Management point

Reporting services point

Site database server

Site server

Site system

Software update point

Rolz Description

A site system role that serves as an Application Catalog web service point

A site system role that serves as an Application Catalog website point

Any server that runs the SMS Executive service.

A Configuration Manager server role that stages packages for distribution to dients.

A site system role that serves as a endpoint protection point.

A site system role that receives messages from ConfigMar clients that cannot communicat...

A site system role that replies to Configuration Manager dient requests and accepts mana...
A site system role that provides integration with SQL Server Reporting Services to create.
A site system role that runs Microsoft SQL Server and hosts the Configuration Manager sit..
The main site system role that hosts the Configuration Manager components and services.
A server or server share that hosts one or more site system roles for a Configuration Man...
A site system role that runs Microsoft Windows Server Update Services (WSUS) and allow...

11) Open EPSetup.log, you can see the installation was successful :
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5.' SMS Trace - [E:\Program Files\\Microsoft Configuration Manager\Logs\EPSetup.log — |E||i|
&4 Fle Tools Window Help — &) xl
(BES =Ml

Log Text |
i»i<03-25-2012 07:24:48> =================c====ccsscsscsscocsscssosoososssssosossssssooososes

10§<03-25-2012 07:24:48> SMSEP Setup Started....

i <03-25-2012 07:24:48> Parameters: E:\Program Files \Microsoft Corfiguration Manager'bin'w&4 rolesstup exe finstall /siteserver.CONFIGMGR2012 SM:
10f<03-25-2012 07:24:48> Instaling Pre Reqgs for SMSEP

12 <03-25-2012 07:24:48> ======== |nstalling Pre Regs for Role SMSEP ========

¢ <03-25-2012 07:24:48> Found 1 Pre Regs for Role SMSEP

in{<03-25-2012 07:24:48> Pre Req SqlNativeClient found.

10 <03-25-2012 07:24:48> SqlNativeClient already installed (Product Code: {8C151AB3-ASFC-4E48-BABE-AFBOTEIEACZ4}). Would not install again.

¢ <03-25-2012 07:24:48> Pre Req SqlNativeClient is already installed. Skipping it.

12 <03-25-2012 07:24:48> ========Completed Installation of Pre Regs for Role SMSEP ========

i9£<03-25-2012 07:24:48> Installing the SMSEP

g <03-25-2012 07-24:48> Passed 05 version check.

12 <03-25-2012 07:24:48> File E:\Program Files"Microsoft Configuration Manager\Client\SCEP Install exe version is 2.2.503.0.

[ n(,- 03-25-2012 07:24:48> Unable to query reglstrj.r key (SOFTWARE Microsoft  Windows “Cumrent Version\Uninstall\Microsoft Security Client), retum (000
&> Invoking process "E:\Program Files“\Microsoft Configuration Manager'Client'\SCEPInstal exe” /5 /q /noreplace /policy "E:\Progi

i <03-25-2012 07:25:.00= Hole Setup().

Date/Time: Component -
Thread: Source:
%4 £03-25-2012 07:25:00 > Installation was successful, d

L]
4

12) Click the Monitoring workspace , in the navigation pane , expand System
Status , and then click Component Status , click

SMS_ENDPOINT_PROTECTION_MANAGER , and the on the Ribbon , click Show

Messages, click All :
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i System Center 2012 Configuration Manager (Connected to MCM - SC2012 ConfigMgr_Primary_Site) (Evaluation, 178 days left) -8 él
~ @
s-\ D (i Refresh D
v
Resat Start Properties
[Counts ~ <
pnent Properties
| Error
Py - g b Overview »  System Status »  Component Status - :
A, Waming
Menitoring ® Information ¢ Component Status 59 items

ﬂ Search | Add Criteria v

4 B Overview e | Bkl

b Alerts Teon Status Component - Site System Type Site Code *
) Queries v oK SM5_DESPOOLER CONFIGMGR2012.CONTOSQWMSFT Mornitored Thread Comp...  MCM
» [ Reporting o SMS_DISCOVERY_DATA_MANAGER CONFIGMGR2012.CONTOSO.MSFT Moritored Thread Comp...  MCM
i Site Hierarchy oK SMS_DISTRIBUTION_MANAGER CONFIGMGR2012.CONTOSO.MSFT Mornitored Thread Comp.. MCM
4 [ System Status oK SMS_EN_ADSERVICE_MONITOR CONFIGMGR2012.CONTOSO.MSFT Monitored Thread Comp.. MCM
E site Status oK SMS5_ENDPOINT_PROTECTION_MANAGER ~ CONFIGMGR2012.CONTOSQ.MSFT Monitored Thread Comp...  MCM
L_d' Component Status oK SMS_EXECUTIVE CONFIGMGR2012,CONTOS0.MSFT Monitored Service Comp...  MCM
| Conflicting Records oK SM5_FALLBACK_STATUS_POINT CONFIGMGR2012. CONTOSQ.MSFT Mornitored Thread Comp...  MCM
£1! Status Message Queries (V] o SMS_HIERARCHY_MANAGER CONFIGMGR2012.CONTOSO.MSFT Mornitored Thread Comp...  MCM
5® Deployments oK SMS_INBOX_MANAGER. CONFIGMGR2012.CONTOSO.MSFT Mornitored Thread Comp.. MCM
» [ Client Status oK SMS_INBOX_MONITOR CONFIGMGR2012.CONTOSO.MSFT Monitored Thread Comp.. MCM
(& Database Replication oK SMS_INVENTORY_DATA_LOADER CONFIGMGR2012.CONTOSQLMSFT Monitored Thread Comp...  MCM
» [ Distribution Status B oK SM5_INVENTORY_PROCESSOR CONFIGMGR2012.CONTOSQWMSFT Mornitored Thread Comp...  MCM
5 Software Update Point Synch = OK SMZ_LAN_SEMDER CONFIGMGR2012.CONTOS0.MSFT Monitored Thread Comp...  MCM
= o SMS_MIGRATION_MANAGER CONFIGMGR2012.CONTOSO.MSFT Moritored Thread Comp...  MCM
# Assetsand Compliance oK SMS_MP_CONTROL_MANAGER CONFIGMGR2012.CONTOSO.MSFT Monitored Thread Comp.. MCM
ﬁ Software Library oK SMS_MP_FILE_DISPATCH_MANAGER CONFIGMGR2012.CONTOSO.MSFT Monitored Thread Comp.. MCM
B Monitoring oK SM5_NETWORK_DISOOVERY CONFIGMGR2012.CONTOSQLMSFT Unmonitored Thread Co..  MCM
= oK SM5_OBJECT_REPLICATION_MANAGER CONFIGMGR2012.CONTOSQWMSFT Mornitored Thread Comp...  MCM
T. Administration (/] oK SM5_OFFER_MANAGER CONFIGMGR2012.CONTOSO.MSFT Mornitored Thread Comp...  MCM
.9 o SMS_OFFER_STATUS_SUMMARIZER CONFIGMGR2012.CONTOSO.MSFT Mornitored Thread Comp...  MCM

i e SME NEEITNE SEDUTCTAIE MAMAZED FONEIEMERINI Y FOATASA MEET . fherad Theaad wcn -

Ready

13) The Status Messages : Set Viewing Period dialog box appears prompting

for the age of status messages to display :

Status Messag

Set a date and time or select a preset date and time. The viewer will
indude anly messages on or after this time,

—Value
" Spedfy date and time
| 32572012 x| | 7:3s:13am =
I (UTC-08:00) Padfic Time (US & Canada) -
¥ Select date and time
|1 day ago -
0K I Cancel Skip
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14) Click OK to view messages for the past 24 hours . Notice a message with an
ID of 500 , this message indicates that the component was started . This is an

indication that the Endpoint Protection point has been installed successfully :

¥, Configuration Manager Status Message Viewer for <MCM> <5C2012_ConfigMgr_Primary_Site> — | Ellil
File Edit View Help

HH§|X |®7|®||Driginalﬂuew j
Severity | Type | 5it... | Date /Tme | System | component | Mess... | Description

’ Milest... MCM 3/26/2012... ConfigMgr... SMS_EMDPOINT_PROTECTIOM_MAMAGER 500 This component started.

@ Milest,.., MCM  3/26/2012... ConfigMgr... SMS_ENDPOINT_PROTECTIOM_MAMAGER 502 This component stopped.

@ Milest... MCM  3/26/2012 ... ConfigMgr... SMS_ENDPOINT_PROTECTIOM_MAMAGER 501 This component was signalled to stop E
« | A

Command Query : 3 of 3 messages displayed. 1 selected. v

15) On the Start menu, click System Center 2012 Endpoint Protection , the
System Center 2012 Endpoint Protection window appears , the status is

Computer status — At risk :

&% System Center 2012 Endpoint Protection 18] =i
Computer status - At risk

@8 update

System Center Endpeint Protection requires up-to-date virus and spyware definitions. Scar aptions:
You'll need to install the latest definition updates before scanning your computer,

& Cuick
€ Ful

€ Custom,.,

€3 Real-time protection: Disabled

O Virus and spyware definitons:  Out of date SCar mow |

Scan details
Scheduled scan: Mot defined | Chanos my scan schedule
Last scan: Mo scheduled scan performed

g
o
%‘
aY
n
N
N
[\
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16) Close the System Center 2012 Endpoint Protection window . In the
following procedure ,you will enable the Endpoint Protection client , which will
allow scanning for malware and viruses on client computers. Click the
Administration workspace, click Client Settings node, click Create Custom Client

Device Settings on the Ribbon :

] System Center 2012 Configuration Manager {Connected to MCM - SC2012 ConfigMgr_Primary_Site) (Evaluation, 176 days lel —| & EI
Home ~ @
) ) R B
Create Custom Client [Create Custom Client Saved Properties
Device Settings User Settings Searches ~
Create Search Properties
(— - ‘ B\ »  Administration »  Overview »  Client Settings - ;
Administration < Client Settings 1 items
4 B} Overview Search x | Search | Add Critesia «
1 Hierarchy Configuration Icon Name Type Priority  Deployments
7 Site: Configuration ) Default Clisnt Settings Default 10,000 0

K Client Settings
| Security
éf Distribution Points
£ Distribution Peint Groups

| Migration

’\-" Assets and Compliance
]‘% Software Library

.‘ Monitoring

r Administration
Ready

17) The Create Custom Client Device Settings window displayed :
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Create Custom Client Device Settings

Custom Device Settings

< to a collection.

Specify the settings for devices. These settings overide the default settings when they are assigned

Mame: I

Description:

Select the custom settings to be enforced on client devices

[ Background Inteligent Transfer
[] Client Policy

[] Compliance Settings

[] Computer Agent

[] Computer Restart

[ Endpoint Protection

[] Hardware Inventory

[ Metwork Access Protection (MAF)
[] Power Management

[] Remote Tools

[ Software Deployment

[[] Software Inventory

[ Software Metering

[] Software Updates

[] State Messaging

[ Userand Device Affinity

ok | cancel |

4

18) Enter a name in the Name box , and then select Endpoint Protection in

Select the custom settings to be enforced on client devices box :
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Create Custom Client Device Settings x|

| General |

Custom Device Settings

Endpeint Protection

iﬂ Specify the settings for devices. These settings ovemde the default settings when they are assigned
“ to a collection.

Mame: IContoso Device Settings

Description: ;I

Select the custom settings to be enforced on client devices

[ Background Inteligent Transfer
[] Client Policy

[] Compliance Settings

[] Computer Agent

[] Computer Restart
™| Endpoint Protection
[] Hardware Inventory

[ Metwork Access Protection (MAF)
[] Power Management

[] Remote Tools

[ Software Deployment

[[] Software Inventory

[ Software Metering

[] Software Updates

[] State Messaging

[ Userand Device Affinity

19) In the navigation pane, click Endpoint Protection :
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Create Custom Client Device Settings x|

General . .
Enere Custom Device Settings

[ Endpaint Protection | =
i;.-"_T Specify the settings for devices. These settings overide the default settings when they are assigned
“ to a collection.

Select whether to manage existing Endpoint Protection clients orto install Endpoint Protection on clients.
Installing Endpaint Protection might uninstall an existing antivirus solution.

Device Settings

g Manage Endpoint Protection client on client IFaIse vl

~—[|l computers
Install Endpoirt Protection client on client computers ITrue 'l
Automatically remove previously installed True -
antimalware software before Endpoint Protection is
installed
Suppress any required computer restarts after the True -

Endpoint Protection client is installed

Allowed period of time users can postpone a
required restart to complete the Endpoint Protection
installation (hours)

Disable atemate sources (such as Microsoft True -
Windows Update, Microsoft Windows Server

Update Services, or UNC shareg) for the initial

definition update on client computers

[}
=

20) In the Manage Endpoint Protection client on client computers box, click

True . The others settings , you can keep default :
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Create Custom Client Device Settings x|

General . .
e Custom Device Settings

[ Endpoint Protection [l =
iﬂ Specify the settings for devices. These settings overide the default settings when they are assigned

“ to a collection.

Select whether to manage existing Endpoint Protection clients or to install Endpeint Protection on clients.
Instaling Endpoint Protection might uninstall an existing antivirus solution.

i':,f Manage Endpoint Protection client on client True -
¥
|| computers

Install Endpoint Protection client on client computers ITn.le 'I

Automatically remove previously installed
antimalware software before Endpoint Protection is
installed

ITn.le 'I
Suppress any required computer restarts after the ITn.le vI

Endpoint Protection client is installed

Allowed period of time users can postpone a Iz; 3:

required restart to complete the Endpoint Protection
installation fhours)

Disable atemate sources (such as Microsoft True -
Windows Update, Microsoft Windows Server

Update Services, or UNC shareg) for the initial

defintion update on client computers

@ ok | conesl |

i 4

21) Click OK , will back to Client Settings node , click just created Device

Settings , click Deploy on the Ribbon :
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|’ System Center 2012 Configuration Manager (Connected bo MCM - 5C2012_ConfigMgr_Primary_Site) (Evaluation, 176 days left) -|& 5‘
4 Home ~ @
i [t 4 [l £ Copy I
E=r ég < & p
5 -48 = . () Refresh
Create Custom Client Create Custom Client Saved Deploy Rcreass Decreass Set Security Properties
Device Settings User Settings Searches © riority  Priority ?( Delete Scopes
Create Search Client Sattings Classify Properties
| - - ‘ &\ » Administration b  Querview b Client Settings B2
Administration < Client Settings 2 items
4 ] Overview Search AI Search | Add Criteria v
| Hierarchy Configuration Ion  Name Type Priority | Deployments
_1 Site Configuration Contoso Device Settings Device 1 0
l,_- Client Settings Default Client Settings Default 10,000 0
1 Security
20 Distribution Points
55 Distribution Point Groups
_| Migration Contoso Device Settings v
Description File Properties
Date Created: 3/27/2012 6:41 AM
Created By: CONTOSO\Administrator
Date Modified: 3/27/2012 6:41 AM
Modified By: CONTOSO\Administrator
t:'- Assets and Compliance
ﬁ Software Library
-. Monitoring
T. Administration
T Summary I Deployments |

Ready

22) The Select Collection dialog box appears :

Select Collection

j Filter...

IDevice Collections

1 Root
All Desktop and 5
¥ All Mobile Devices

o Al Systems
& All Unknown Computers

Member Count

0
5
2

Cancel |

ok |

4

23) Click All Desktop and Server Clients , click OK , you can see this client
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settings will deployed :
=lelx]
- Home Deplayment ~ -é-

Remove
Deployment
(— - ‘ B\ »  Administration »  Overview »  Client Settings - z
Administration < | Client Settings 2 items
4 Bl overview Seardh /\l Search | Add Criteria ~
| Hierarchy Configuration Icon Name Type Prioity  Deployments
7 Site: Configuration _"] ‘Contoso Device Settings Device 1 1
K Client Settings | Default Client Settings Default 10,000 ]
| Security
== Distribution Points
Distribution Point Groups
| Migration Contoso Device Settings v

Date Assigned Collection ID

Icon Collection
3/27/2012 6:46 AM SMSDMO03

=) All Desktop and Server Clients

a\-" Assets and Compliance
Tﬁ Software Library
.‘ Monitoring

T. Administration

¥ Summary Dep\oymenlﬁl

Ready

24) Logon to Client computer, in Control Panel , click System and Security ,
and then start Configuration Manager , Click the Actions tab , click Machine

Policy Retrieval & Evaluation Cycle , and then click Run Now :
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F ]

F;... Configuration Manager Properties @
Cache | Corfigurations | Metwork
General I Components | Actions | Site:

Select an action to run a client cycle independenthy from schedules that are
configured in the Corfiguration Manager console.

Actions:

Application Deployment Evaluation Cycle
Discovery Data Collection Cycle

File Collection Cycle

Hardware Inventory Cycle

Software Inventary Cycle

Software Metering Usage Report Cycle
Software Updates Deployment Evaluation Cycle
Software Updates Scan Cycle

IUser Policy Retrieval & Evaluation Cycle
Windows Installer Source List Update Cycle

[ Fun Mow

[ OK J[ Cancel ] Apply

25) A Machine Policy Retrieval & Evaluation Cycle message box appears

indicating the action was initiated :

s 4

A Machine Policy Retrieval & Evaluation Cycle @

I The selected cycle will run and might take several minutes to finish.

26) Click OK . The System Center 2012 Endpoint Protection agent is

installed on the Client computer . On the Start menu, click System Center 2012
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Endpoint Protection , the System Center 2012 Endpoint Protection window

appears displaying the current status of the Endpoint Protection client :

2 System Center 2012 Endpoint Protection
Computer status - At risk

@¥ Update

System Center Endpoint Protection requires up-to-date virus and
spyware definitions, You'll need to install the latest definition updates
befare scanning your computer,

Scan options:

@ Quick
Full
Custom...

€ Real-time protection: Off

) o Scan now
€ Virus and spyware definitions:  Out of date

Scan details
Scheduled scant Saturday around 2:00 AM (Quick scan) | Change my scan schedule

Last scan: Mo scheduled scan performed

C LA LA LVUNNRNGAE 77

i

27) Close the System Center 2012 Endpoint Protection window.
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5. Synchronize Endpoint Protection Updates :

1) Click Administration workspace , expand Site Configuration, click Sites,

right-click site server name , and then click Configure Site Components ---

Software Update Point :

] System Center 2012 Configuration Manager (Connected to MCM - SC2012 ConfigMgr_Primary_Site) (Evaluation, 176 days left] —| & EI
Home ~ @
P | — ) Show Install Status - |
B 9 B O oM | 8 E
L ¥ ’E l AE‘ [ . j ,w' Refrash h‘u [
Add Site Create Site Hierarchy Saved Add Site Create Site Create Retry Upgrade Setti Set Security Properties
System Roles System Server Sattings Searches ~ System Roles System Server Serondary Site Secondary Site Delete ‘I'ng Scopes
Create Sites search Site. Classify Properties
(— - ‘ !ia % » Administration »  Overview »  Site Configuration »  Sites = =2
Administration € Sites 1 items
4 Bf] Overview Search (5] ) sesrch | add ciiteria ~
1| Hierarchy Configuration Icon Name Type Server Name State Site Code | Parent Site ¢
4 [ Site Configuration E MCM - 5C2012_ConfigMar_Primary_Site - - msft Active MCM
[ Add Site System Roles
% Sites -
= N 5 Create Site System S
[ Servers and Site System Roles ] SRR
K Client Settings 4y Create Secondary Site
3 Security Retry Secondary Site
== Distribution Points Upgrade
=5 Distribution Point Groups Show Instzll Status
| Migration W Refresh F5
Delste Delete
5C2012_ConfigMgr_Primary_Site | v
_ﬁ Configure Site Components » System Health Validator Point
General & Client Installation Settings 3 Software Distribution
Site Code: McM E Site Maintenance Software Update Point
,- Server Name: ConfigMgr201 l.[_]fﬁ Status Summarizers Management Point
™ Assets and Compliance Install Directory: E:\Program Fi -
(=] Build Number: 7711 'f? Status Filter Rules Status Reporting
£ Software Library State: Active § |setsecuriy Scopes B Out of Band Management

.‘ Monitoring Email Notification

T. Administration

|:| Properties

Ready

2) The Software Update Point Component Properties dialog box appears ,

click Products tab and select Forefront Endpoint Protection 2010 :
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. Software Update Point Component Properties ﬂ

Languages |
General I Sync Settings I Classfications  Products | Synec Schedule | Supersedence Rules I

Products:

=~ ] Forefront ;I
- [ Forefront Client Security

8 ™ | Forefront Endpaoint Protection 2010
- ] Forefront Protection Category

- ] Forefront Server Security Categony

- ] Forefront TMG MBE J
- ] Forefront TMG

- ] Forefront Threat Management Gateway, Definition Updates for HTTP Malwai

- ] Forefront code named Stiding Beta version

- TMG Firewall Client

- ] Threat Management Gateway Definition Updates for Metwork Inspection Sys

- ] Forefront Idertity Manager 2010

=-[JHPC Pack

- [J Compute Cluster Pack

- ] HPC Pack 2008

=[] Intemet Security and Acceleration Server

I { LT Firewall Clisnt for 158 Server I _ILI
4 3

QK I Cancel Apphy

3) Click OK, click Software Library workspace , expand Software Updates ,
click All Software Updates , and then click Synchronize Software Updates in the

Ribbon :
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ystem Center 2012 Configuration Manager (Connected to MCM - SC2012_ConfigMgr_Primary_Site) (Evalus -8 él
Foldar ~ @

9 g = . & v /" Edit Membership E:" T_ D
o v &
Run

«

Synchronize
Software Updates

All Software Updates Reports Search Update Deployment Mave Properties

€|

54 Review License
Schedule Saved Download Create Software Deploy Move Properties
Summarization Summarization Searches Update Group

|
=l

\ » Software Library » Owerview » Software Updatss » All Software Updates -

-
Software Library < All Software Updates 564 items
4 fj Tr=nf=m Search AI () Search | Add Criteria v
8 -
_| Application Management Icon Title Bulletin 1D Required  Installed  Percent Compliant Downloaded Deployed :
4 [ Software Updates @ Windows Malicious Software Re... 3 0 0 Yes No
5 All Software Updates E[ Security Update for Windows Ser...  M511-085 2 L1} 33 No Mo
5] Software Update Groups @ Update for Windows Server 2008 2 [} 33 No Mo
Deployment Packages @’ Security Update for Windows Ser...  MS11-083 2 L1} 33 Yes Yes
|2 Automatic Deployment Rules @ Security Update for Windows Ser... M511-097 2 o 33 No Mo
_| Operating Systems @ Update for Windows Server 2003 2 0 33 No Mo
@ Update for Windows Server 2008 2 [1] 33 No Na
E[ Security Update for Windows Ser... MS11-043 2 o 33 Yes Yes
& Security Undate for Windows Ser.. MS11-063 2 (1] 33 No Mo -
Windows Malicious Software Removal Tool x64 - March 2012 (KB890830) ~
Detail Statistics
Severity: MNone I Compliant: 0
= Bulletin 1D: M Required: 3
# Assets and Compliance Article ID: 890830 = Mot Reauired. 0
Date Released: 3/13/2012 10:00 AM menem
ﬁ Software Library Date Released or Revised:  3/13/2012 10:00 AM Total Asset Count: 3 (Last Updats: 3/23/2012 9:21:02 AM)
Supersaded: No
. Monitoring Expired: No
. Update Classification: "Update Rollups™
[, Administration NAP Evaluation: No

T Summary | Deployment |

Ready

4) A Configuration Manager dialog box appears :

Configuration Manager ]

Run Synchronization

You can review the synchronization process by checking the
SMS_WSUS_SYMC_MAMAGER. component in the Component
Status node of the Monitoring workspace.

Are you sure that you want to initiate a site-wide synchronization
of software updates?

5) Click Yes , the synchronization will started , you can check the

wsyncmgr.log :
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C* SMs Trace - [E:\Program Files\Microsoft Configuration Manager\Logs\wsyncmgr.log] =101l
& Fle Tooks Window Help =8|

(E=8 @Al
Log Text [

Skipped update bbbch 846-145a-4a1b-a788-331106d4aff4 - Definition Update for Microsoft Endpoint Protection - KB2461484 (Definition 1.123.325.0) becau ;l

Synchronized update 06577758-9b0c-4512-a5654b2abeeeelec - Defintion Update for Microsoft Endpoint Protection - KB2461484 (Defintion 1.123.403.0).

Synchronized update dSbdbe 1d-634-44a3-8517-a74c51831a0e - Definition Update for Microsoft Endpoint Protection - KB2461484 (Definition 1.123.430.0).

Synchronized update 010a5556ba35-4ae?ac1e-9a94806250c8 - Defintion Update for Microsoft Endpoint Protection - KB2461484 (Definttion 1.123.445.0)

Synchronized update 4da7ab21-3cc8-400fbe 17-0a83581a65¢h - Definition Update for Microsoft Endpoint Protection - KB2461484 (Defintion 1.123.485.0).

Synchronized update 61141%a7-aaf4-4962-adco-8211cacabas? - Definition Update for Windows Defender - KBS15557 (Definition 1.123.445.0).

sync: SMS synchronizing updates, processed 140 out of 140 tems (100%)

sync: SM5 synchronizing updates, processed 140 out of 140 tems (100%)

Done synchranizing SMS with WSUS Server corfigmgr2012 contoso msft

STATMSG: ID=6702 SEV=| LEV=M SOURCE="SMS Server" COMP="SMS5_WSUS_SYNC_MANAGER" 5YS=ConfigMgr2012 Contoso msft SITE=MCM PI

Sync succeeded. Setting sync alert to canceled state on site MCM

Updated 99 tems in SMS database, new update source content version is 2

Set content version of update source {01305950-3142-44C4-86BB-2236ECSEDCEZ] for site MCM to 2

Sync time: 0d00h05m31s j
Date/Time: 1f1/1501 12:00:00 AM Component:  SM5_WSUS_SYNC_MANAGER
Thread: 3940 (0xFod) Source:
Sync time: 0d00h0OMO2s =]
I
A
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6. Create Automatic Deployment Rules :

1) Click Software Library workspace , expand Software Updates , click

Automatic Deployment Rules , click Create Automatic Deployment Rule in the

Ribbon :

e System Center 2012 Configuration Manager (Connected to MCM - SC2012 ConfigMgr_Primary_Site) (Evaluation, 176 days lef —| & 5'
~ @
=)
W =
Create Automatic Saved
Deployment Rule Searches ~
Create Search
e - ‘ o\ » softwareLibrary » Overview » Software Updates »  Automatic Deployment Rules - z
Software Library < Automatic Deployment Rules 1 items
4 & Overview Search | Search | Add Criteria v
| Application Management Icon Name Description Enabled Last Error Code Last Error Description Last Error T
4 | | Software Updates g Patch Critical Updates Rule to automatically deploy any. Yes 0X00000000 Success

':z All Software Updates

& Software Update Groups

(4l Deployment Packages

|=]" Automatic Deployment Rules

| Operating Systems

’\-" Assets and Compliance
]@ Software Library
.‘ Menitoring

r Administration

Ready

2) The Create Automatic Deployment Rule Wizard General dialog box

appears , you can type or select some settings :
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s Create Automatic Deployment Rule Wizard 1[

gg General

Specify the settings for this automatic deployment rule
Deployment Settings
Software Updates
Evaluation Schedule Name: IEndpoint Protection Updates
eplyjuizie zizdls Description: System Center 2012 Endpoint Protection Updates ;I
User Experience
Alerts LI
Download Settings Select a previously saved deployment template that defines configuration settings for this depl 1t. Before you lete this wizard you
have the option to save the cument configurations as a new deployment template.
Deployment Package

Download Location
Language Selection
Summary
Progress

Completion

Select Deployment Template...

Specify the target collection for the softy update depl .

Collection:

Browse... |

All Desktop and Server Clients

Automatic deployment rules define the criteria for what software updates are added to a software update group. Choose whether to add this
rule to an existing or new software update group.

" Add to an existing Software Update Group

& {Create a new Sofware Lipdate Group |

Choose whether to enable the deployment after this rule runs for the associated software update group. When this setting is not selected, you
must manually deploy the software update group

[V Enable the deployment afterthis rule is un

Cancel

< Previous | Next = I

Summary |

3) Click Next, the Deployment Settings dialog box appears :
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E Create Automatic Deployment Rule Wizard 1[
g)g Deployment Settings
fEEn Specify the settings for this Automatic Deployment Rule

Deployment Settings
Software Updates

Evaluation Schedule

[ Use Wake-on-LAN to wake up clients for required deployments

Deployment Schedule

User Experience State message detail level

iz You can specify the state message detail level retumed by clients for this software update deployment. A detail level of Nommal retums all
Download Settings state messages that are related to the deployment. A detail level of Minimal retums only the enforcement success, and critical emor
Deployment Package messages.

Download Location
Detail level: I Minimal 'l

Language Selection

Some software updates include a license agreement. Software updates that you choose to deploy automatically will not display any license

STLER agreement to you, regardless of whether those software updates include a license agreement. You can review the Microsoft Software
Progress License Terms in the Al Updates list in the Software Updates node of the console.
Completion

. HAutomatically deploy only software updates found by this rule that do not include a license agreement, or for which the license
agreement has already been approved.

& Automatically deploy all software updates found by this rule, and approve any license agresments

@ < Previous | Mext > I Sum

| Cancel |

4) Click Next , the Software Updates dialog box appears , select Product in
Property filters , and select Forefront Endpoint Protection 2010 in Search

criteria :
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s Create Automatic Deployment Rule Wizard

gg Software Updates

s Select the property filters and search criteria
Deployment Settings
Software Updates
The software updates that meet the specified criteria are added to the associated software update group.
Evaluation Schedule
Deployment Schedule Property filters:
User Experience O Aticle ID -
icle
Alerts O Bulletin ID
Download Settings O Custom Severity
TErmE e [ Date Released or Revised
O Description
Download Location 0 Language
Language Selection
Summary D Required
Sever
Progress D Svety LI
Search criteria:
Completion

Product “Forefront Endpoint Protection 2010°

@ < Previous | Mext > I Summary Cancel

5) Click Next, the Evaluation Schedule dialog box appears :
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i Create Automatic Deployment Rule Wizard x|

%g Evaluation Schedule

e Specify the recurring schedule for this rule
Deployment Settings

Software Updates

Evaluation Schedule Specify a schedule to run this rule. You can manually run this rule regardless of any corfigured scheduled.
Deployment Schedule
User Experience
Alerts

Download Setti |
ARSI Oceurs every 30 days effective 3/27/2012 7:58 AM Customize. .
Deployment Package

Download Location

¥ Enable nule to run on a schedule

Language Selection

Summary

Progress Because automatic deployment rules are dependent on a cument software update point synchronization, recuning schedules should not
< exceed the frequency of your software update point synchronization schedule.

Completion

Current software update point synchronization schedule:

Occurs every 7 days effective 2/1/1570 12:00 AM

@ < Previous | Mext > I Summary | Cancel

6) Click Next, the Deployment Schedule dialog box appears :
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i Create Automatic Deployment Rule Wizard x|

gﬂ Deployment Schedule

s Configure schedule details for this deployment

Deployment Settings
Software Updates

r— Schedule evaluation

Evaluation Schedule

Deployment Schedule
User Experience
Alerts

Download Settings
Deployment Package

Specify if the schedule for this deployment is evaluated based upon Universal Coordinated Time (UTC) or the local time of the client.

Time based on: Cliert local time j

r— Software avaiable time

Specify when software updates are available. After this rule is run, software updates are distributed to the content server. Then the
software updates are available to install as soon as possible or scheduled to install &t a configured period of time after the rule is run.

T e e Note: You must enable this d 1t before softy updates are ilable to install.
Language Selection

¥ As soon as possible
Summary
Progress " Specific time: ¥ Z’ IDa;.-s j
T e Available time:

r— Installation deadline

Specify an deadline for required software updates. The deadline is determined by adding the deadine time to the installation time. When
the deadline is reached, required software updates are installed on the device and the device is restarted if necessary.

™ As soon as possible
& Specific time: 7 ::I IDays j
Deadine Time from deployment available time):
4/3/2012 7:58:00 AM |

@ < Previous | Next > I Summary Cancel

7) Click Next, the User Experience dialog box appears :
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i Create Automatic Deployment Rule Wizard x|
%g User Experience
General Specify the user experience for this deployment
Deployment Settings
Software Updates
Evaluation Schedule — User visual experience
Deployment Schedule User notifications: Hide in Software Center and all notifications j

User Experience

r— Deadline behavior

Alerts
Download Settings When the installation deadline is reached, allow the following activities to be performed outside of any defined maintenance windows
Deployment Package
Download Location [~ Software Installation
Language Selection [~ System restart {f necessary)
Summary
Progress
Completion — Device restart behavior
i(;nﬂ'l‘estsatog\::re updates require a system restart to complete the installation process. You can suppress this restart on servers and

Suppress the system restart on the following devices:

[ Servers
[~ Workstations

@ < Previous | Mext > I Summary | Cancel |

8) Click Next , the Alerts dialog box appears , you can select Generate an

alert when the following conditions are met :
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s Create Automatic Deployment Rule Wizard 1[

98 -

General

Deployment Settings
Software Updates
Evaluation Schedule
Deployment Schedule
User Experience
Download Settings
Deployment Package
Download Location
Language Selection
Summary

Progress

Completion

Specify software update alert options for this deployment

— Configuration Manager alerts
Specify the criteria for generating a Configuration Manager alert.

¥ Generate an alert when the following conditions are met

Client compliance is below the following percent: IED 3

Offset from the deadline: I 7 ﬁ IDEW j
Mlerts are generated after the installation deadline is

reached. 4/10/2012 7:53:00 AM
Deadline time:

— Operations Manager alerts

System Center Operations Manager might generate alerts when a device installs a software update. To avoid receiving alerts for planned
maintenance, you can disable these alerts during the duration of the software update installation process.

[™ Disable Operations Manager alerts while software updates run

[~ Generate Operstions Manager alett when a software update installation fails

< Previous | Next = I Summary | Cancel |

9) Click Next , the Download Settings dialog box appears , under

Deployment options, click Download software updates from distribution point

and install :
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s Create Automatic Deployment Rule Wizard 1[

g)ﬁ Download Settings

General

Deployment Settings
Software Updates
Evaluation Schedule
Deployment Schedule
User Experience
Alerts

Download Settings

Deployment Package

Download Location
Language Selection
Summary
Progress

Completion

Specify the software updates download behavior for clients on slow site boundaries.

Select the deployment option to use when a client is within 2 slow or unreliable network boundary, or when the client uses a fallback source
location for content.

Deployment options:
~ Do not install software updates

¢ Download software updates from distribution point and install

When software updates are not available on any prefered distribution points, clients can download and instal software updates from a
fallback source location for content.

Deployment options:
= Do not install software updates

' Download and install software updates from the fallback cortent source location

¥ Mlow clients to share contert with other clients on the same subniet

< Previous | Next = I Summary | Cancel |

10) Click Next , the Deployment Package dialog box appears , click Create a

new deployment package and input some information :
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s Create Automatic Deployment Rule Wizard 1[
gg Deployment Package
Sl Select deployment package for this automatic deployment rule
Deployment Settings
Software Updates
Evaluation Schedule The deployment package cortains the software update files associated with this rule that will be available to clients as part of the
Deployment Schedule deployment. You can select an existing deployment package or create a new one.
User Experience
Alerts
{” Select deploymert package
Download Settings
Deployment Package I
Distribution Points & Create a new deployment package:
Download Location Mame:
Language Selection ISC2DW2 Endpoint Protection Updates
Summary Description:
Triges 5C2012 Endpeirt Protection Updates 1=l

Completion

Package source (BEample)\\<server:\«folder path:=

I"-"-J:ordigmngD'I2'-.SoﬂwareUpdatas"-.SCZD‘IZEF‘ Browse. . |

Sending priority:

I Medium j

@ < Previous | Mext > I Summary | Cancel |

11) Click Next , the Distribution Points dialog box appears , click Add to

adding a DP:
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§ Create Automatic Deployment Rule Wizard 1[
g\g Distribution Points
s Specify the distribution points or distribution point groups to host the content
Deployment Settings
Software Updates
Evaluation Schedule Distribution points or distribution point groups:
Deployment Schedule
User Experience Filter... + Add v
Alerts Name | Description | Associgtions | Remove |
Download Settings ““CorfigMar2012 Contoso.msft  Distribution point
Deployment Package

Distribution Points

Download Location
Language Selection
Summary
Progress

Completion

(7] < Previous | Next = I Summary Cancel

12) Click Next , the Download Location dialog box appears :
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s Create Automatic Deployment Rule Wizard x|

g)g Download Location

s Specify download location for this Automatic Deployment Rule
Deployment Settings

Software Updates

Evaluation Schedule If your site server does not have an Intemet connection, you can download the software updates from a different computer and save them to
a network location accessible by the site server.

Deployment Schedule

User Experience

Alerts @ Download software updates from the Intemet

Download Settings

Deployment Package " Download software updates from a location on my networkc:

Distribution Paints
Example: “\<server:\folder path>

oad Location

Language Selection

Summary
Note:

Progress

Completion When the d '_ t pack ritain all required soft: _updates. select "Download software updates from the Intemet™ The software
updates files will be validated, but will not be downloaded again.

':9' < Previous | Mext > I Summary Cancel

13) Click Next, the Language Selection dialog box appears :
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s Create Automatic Deployment Rule Wizard x|
g.-)g Language Selection
e Select languages for which software update files are downloaded
Deployment Settings
Software Updates
Evaluation Schedule Specify the languages for the software update files that you want to download. The software updates are downloaded only if they are
Deployment Schedule available in the selected languages. Software updates that are not language-specific are always downloaded.
User Experience
Alerts
Download Settings Language | Update File -
Deployment Package
Distrbution Pants Chinese (Hong Kong 5.A.R.) -
Download Location Chinese (Tatwan) r
Language Chinese {People’s Republic of China) -
Summary Czech r
Progress Danish r
Completion Dutch r —
English 5
Finnish [l
French [l
Geman I
Greek I
Hebrew r
Hungarian r
ltalian r
Japanese r
Korean |l i

'@' < Previous | MNext = I Summary Cancel

14) Click Next , the Summary dialog box appears :
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1 Create Automatic Deployment Rule Wizard x|

Summary

e Confirm the settings
Deployment Settings
Software Updates
Evaluation Schedule Details: Save As Template...
Deployment Schedule General el
User Experience . Autématic Deployment Rule: Endpaint Protection Updates

» Collection: All Desktop and Server Clients
Alerts « Action that rule should create: Create Mew Update Group

X » Enable Deployment on successful execution of rule: Yes

Download Settings Deployment Setfings:

= Send wake-up packets: No
TR mTEEEATE « Verbosity Level: Minimal

Distribution Points + Only deploy software updates that do not require a license agreement: No
Software Updates:
Download Location » Product: "Forefront Endpoint Protection 20107
X Evaluation Schedule:

Language Selection « Use a custom schedule to evaluate this rule: Occurs every 30 days effective 3/27/2012 7:58 AM

el « Deployment schedules will be based on: Computer local time

Progress « Time between rule run and deployment available: As soon as possible
= Time between deployment available and deadline: 7 Days
Completion \User Experience:
= User Notifications: Hide in Software Center and all notifications
« Install software updates outside the maintenance window when deadline is reached: No
= Restart system outside the maintenance window when deadline is reached: Suppressed
« If & restart is required it will be: Allowed
Alerts:
» On update installation error generate & Window Event: No
« Disable Window Event while updates instzll: No
Download Settings:
« Computers can refrieve content from remate distribution points: Yes
» Download and install software updates from the fallback content source location: Yes =

The software updates will be placed in 2 new package:
« SC2012 Endpoint Protection Updates -
FETY

P

To change these settings, click Previous. To apply the settings, click Mext.

@ < Previous | Next > I Summary, | Cancel

15) Confirm and review all settings and click Next to complete :
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s Create Automatic Deployment Rule Wizard

gj Completion

General
Deployment Settings
Software Updates
Evaluation Schedule
Deployment Schedule
User Experience
Alerts
Download Settings
Deployment Package
Distribution Points
Download Location
Language Selection
Summary

Progress

Details:

) The Create Automatic Deployment Rule Wizard completed successfully

General:
= Automatic Deployment Rule: Endpoint Protection Updates
« Collection: All Desktop and Server Clients
= Action that rule should create: Create New Update Group
= Enable Deployment on successful execution of rule: Yes
Deployment Setiings:
= Send wake-up packets: Na
« Verbosity Level: Minimal
= Only deploy software updates that do not require a license agreement: No
Software Updates:
» Product "Forefront Endpoint Protection 20107
Evaluation Scheduls

Deployment Schedule:
« Deployment schedules will be based on: Computer local time
« Time between rule run and deployment available: As soon as possible
= Time between deployment available and deadline: 7 Days
User Experience:
» User Notifications: Hide in Software Center and all notifications
« Install software updates outside the maintenance window when deadline is reached: No
« Restart system outside the maintenance window when deadline is reached: Suppressed
« If @ restart is required it will be: Allowed
Alerts:
= On update installation error generate & \Window Event: No
«+ Disable Window Event while updates install: No
Download Settings:
» Computers can refrisve content from remote distribution points: Yes
« Download and install software updates from the fallback content source location: Yes

| Package

« Use a custom schedule to evaluate this rule: Occurs every 20 days effective 3/27/2012 7:58 AM

To exit the wizard, click Close.

< Previous | Next =

| Summary. | Close I

16) Click Close , right-click just created automatic deployment rule , click Run

Now :
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[i8' System Center 2012 Configuration Manager (Connected te MCM - 5C2012_ConfigMgr_Primary_Site) (Evaluation, 176 days left) -8 5'
Home ~ @
j _Q ? »)Enable ¢ Delete D
= & Diszble
Create Automatic Saved Run Properties
Deployment Rule searches ~ Now L Refresh
Create Search Automatic Deployment Rule Properties
»  Automatic Deployment Rules - ‘;

.

Software Library

-

= ﬁ Overview
_| Application Management
4 [ Software Updates
= @’ All Software Updates
SC2012 Endpeint Protection
) Software Update Groups
Deployment Packages

|2 Autematic Deployment Rules

| Operating Systems

# Assets and Compliance
ﬁ Software Library
_.‘ Monitoring

T. Administration

v ‘_” \ » Software Library » Owerview » Software Updates

Automatic Deployment Rules 2 items

Search
Icon Name

n

Description

-_,(I () search | Add Criteria

Last Error Description Last
Success

Last Error Code
0X00000000

Enabled

Endpoint Protection Updates

. .
[ Patch Critical Updates

[ RunNow
Enable
Disable
Refrash F5

Delete Delete

i Xe

Properties

0. Yes

Yes (0X00000000 Success

Ready

17) A Configuration Manager dialog box appears :

Configuration Manager

. You have initated an action to run the selected rule. When new
|l zoftware updates are found by the rule, the software updates wil
be added to the software update group spedified in the rule,

[ o< |

18) Click OK will start to run this rule . Wait some minutes, you can see the

result :
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) e e Al Sl o] System Cenmter 2012 Configuration Manager (Connected to MCM - SC2012_ConfigMgr._Primary_Sif |8 %
Home Package Close ~ @
; E. Create Prestage Content File % g}i} I D
EP  Xoekte ] ) 8
Manage Access Distribute Update Set Security Properties
Accounts Content  Distribution Points Scopes
Deployment Package Deployment Classify Properties
| (— - ‘ E \ » Software Library » Owerview » Software Updates »  All Software Updates »  5C2012 Endpoint Protection Updates - ‘;

Software Library < SC2012 Endpoint Protection Updates 4 items

4 & Overview Saarch [5] [0 Search | add crteria -
» L Application Management Ion | Title N Bulletin 1D Required  Installed  Percent Compliant Downloaded Deployed
4 [ Software Updates @ Definition Update for Microsoft End. 1} L] 0 Yes Yes
4 @’ All Software Updates ﬁ Definition Update for Microsoft End... o L] 0 Yes Yes
SC2012 Endpoint Protection ﬂ Definition Update for Microsoft End... [} 0 ] Yes Yes
51| Software Update Groups ﬂ Definition Update for Microsoft End... [1] 0 ] Yes Yes
Deployment Packages

** Automatic Deployment Rules

_| Operating Systems

Definition Update for Microsoft Endpoint Protection - KB2461484 (Definition 1.123.489.0)

v
Detail Statistics
Severity: Mane I Compliant: 0
- Bulletin 1D: I Required: 0
Assets and Compliance Article ID: 2461484 M ot Required: 0
Date Released: 3/27/2012 6:49 AM Unknowm: 3
Software Library Date Released or Revised:  3/27/2012 6:49 AM Total A.sset Count: 3 (Last Update: Never)
Superseded: No
Monitoring Expired: No
Update Classification: "Definition Updates”
| Administration NAP Evaluation: No

Summary | Deployment |

Ready
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7. Configure Custom AntiMalware Policies and

deploy Policy and updates :

1) Click the Assets and Compliance workspace , expand Endpoint
Protection , click Antimalware Policies , click Create Antimalware Policy on the

Ribbon :

w System Center 2012 Configuration Manager (Connected to MCHM - 5C2012_ConfigMgr_Primary_Site) (Evaluation, 176 days lef =& ﬂ
~ -@.
p E
P =
Saved Merge Properties
Searches ~
Search Client Settings | Properties
& v M \ » AssetsandCompliance » Overview » EndpointProtection » Antimalware Policies E 2
Assets and Compliance < | Antimalware Policies 1 items
4 B Overview Search X Search Add Criteria v
“: Users Icon Name Type Order Deployments = Description
ik Devices || Default Client Antimalware Policy Default 10,000 0O Settings that apply to all dients in the hierarchy, and can be madified...

# User Collections

& Device Collections

2; User State Migration
| Asset Intelligence

\_=.l. Software Metering
| Compliance Settings

4 | | Endpoint Protection

K Antimalware Policies

Bl Windows Firewall Policies

’\-' Assets and Compliance
‘ﬂ Software Library

.. Monitoring

r Administration

Ready

2) The Create Antimalware Policy dialog box appears :
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[l Create Antimalware Policy x|

|Generd |

Endpoint Protection Antimalware Policy

Scheduled scans
Specify the name and a description for this Endpeint Protection antimalware policy. The settings

Scan settings defined in this policy overide the default settings when this policy is assigned to a collection.

Default actions

Real-time protection Name: I o
Exclusion settings Description: ;I
Advanced _I

Threat overrides
Microsoft Active Protection Service
Definition updates

@ ok | conesl |

3) Inthe Name box, type name, and then click Scheduled scans :
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FE Create Antimalware Policy x|
General
Scheduled scans
_ The settings that you specify in this policy apply to all Endpoint Protection clients in the hierarchy.
Scan settings Custom policies ovemides the default policy.
Default actions
Real-time protection
Exclusion settings
Specify scheduled scan settings
Advanced ||
Threat overrides M—L Run a scheduled scan on client computers: True
Microsoft Active Protection Service Scan typs: IO”iCk scan j’
Definition updates Scan day: ISaturday vl
Scan time: 2AM 5
Run a daily quick scan on client computers: IFaIse 'l
Daily quick scan schedule time: 2 AM =
Check for the latest definition updates before I,:E||5E vl
running a scan:
Start a scheduled scan only when the computer  [1,¢ -
is idla:
Randomize the scheduled scan start times I False - l
(within 30 minutes):
Force a scan of the selected scan type f client True -
computer is offine during two or more scheduled
scans:
Limit CPU usage during scans to (%): IED 'I
@ ok | cames |
Y
4) In the Scan day box click Daily , in the Scan time box , click 12AM , you

are configuring additional settings for visual confirmation of the implementation of

the custom policy :
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FEi Create Antimalware Policy

General

Scan settings

Default actions

Real-time protection

Exclusion settings

Advanced

Threat overrides

Microsoft Active Protection Service

Definition updates

Scheduled scans

The settings that you specify in this policy apply to all Endpoint Protection clients in the hierarchy.
Custom policies ovenide the default policy.

Specify scheduled =can settings

Run a scheduled scan on client computens: Im
Scan type: Im
Scan day: Im
Scan time: I‘I 2AM 3:
Run a daily quick scan on client computers: m
Daily quick scan schedule time: Im
Check for the latest definition updates before Im
running a scan:

Start a scheduled scan only when the computer

T -
is idle: e
Randomize the scheduled scan start times I Falee - l
(within 30 minutes):

Force a scan of the selected scan type f client
computer is offine during two or more scheduled
scans:

Limit CPU usage during scans to (%)

5) In the navigation pane, click Definition updates :
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[ Create Antimalware Policy x|
General s
Definition updates
Scheduled scans
) The settings that you specify in this policy apply to all Endpoint Protection clients in the hierarchy .
Scan settings Custom policies overmide the default policy.
Default actions
Real-time protection
Exclusion settings
Ad d Configure how Endpoint Protection clients will receive definition updates
vance
[¥ Check for Endpaint Protection IE 3:
Threat overrides |"’_»L definitions at a specific interval thours):
(0 = dizable check on interval)
Microsoft Active Protection Service . .
Check for Endpoint Protection 2 AM
Definition updates | definitions daily at:
{Only corfigurable if interval-based
check iz disabled)
Force a definition update if the client m
computer is offline for mare than two
consecutive scheduled updates:
Set sources and order for Endpoint |
Protection definition updates: 4 sources selscted Seifties
ff Corfiguration Manager is used as a lm
source for definition updates, clients wil
only update from attemative sources if
definition is older than (hours):
ff UNC file shares are selected as a
definition update source, specify the (none) 5 EE
UNC paths:
@ ok | canca |
Y

6) Click Set Source , the Configure Definition Update Sources dialog box

appears , you can select your needs update source and priority :

Configure Definition Update Sources

This setting allows you to define the order in which different definition update sources should be

contacted.

[w] Updates distributed from Configuration Manager

[w] Updates distibuted from WSS

[w] Updates distribited from Microsoft Update

[w] Updates distributed from Microsoft Malware Protection Certer
[] Updates from UMC file shares

OK I Cancel

] p
[Hown |

7) Click OK twice . In the results pane , click just created policy , and then on
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the Ribbon, click Deploy :

] System Center 2012 Configuration Manager (Connected to MCM - SC2012 ConfigMgr_Primary_Site) (Evaluation, 176 days left) -8 1'
3 . 7 2 Copy (3 Refrash
? Yy g v = " » & El
. 7% Delete
Create Import Sawved Increase Decrease Export Merge Deploy Set Security Properties
Antimalware Policy Searches ~ Priority  Priority Scopes
Create Search dient Settings Deployment Classify Properties
| (— - ‘ l: % » Assets and Compliance »  Owerview »  Endpoint Protection »  Antimalware Policies - ‘;
Assets and Compliance < Antimalware Policies 2 items
d 9. Frommnam Search il () search | Add Criteria «
3_; Users Icon Name Type COrder Deployments  Description
& Devices Contoso Antimalware Policy Custom 1 0
& User Collections Default Client Antimalware Palicy Default 10,000 0O Settings that apply to all dients in the hierarchy, and can be modified...
\'? Device Collections
b User State Migration
* [ Asset Intelligence
E Software Metering
~| Compliance Settings
4 [ Endpoint Protection
K Antimalware Policies
B8 Windows Firewall Policies Contoso Antimalware Policy v
Properties Description
Priority: 1
= Deployments: o
¢' Assets and Compliance
ﬁ Software Library File Properties
Bl Monitoring Date Created: 3/27/2012 B:47 AM
— Created By: CONTOSOAdministrator
r Administration Date Modified: 3/27/2012 8:47 AM
' Modified By: CONTOSO\Administrator -
v Summary | Deployments |
Ready
. .
8) A Select Collection dialog box appears :
Select Collection %|

Device Collections j Filter. . d

Root

All Desktop and Server Clients
& All Mobile Devices

& All Systems
& Al Unknown Computers

[RERE =T L.
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9) Select any Device Collections and click OK, you can saw this policy having

been deployed to one collection :

| EECaetls=e] System Center 2012 Configuration Manager (Connected to MCM - S5C2012_ConfigMor_Prims =18 x|
- Home Deployment - @

x

Remove
Deployment
(— - ‘ B\ » Assetsand Compliance »  Owerview »  Endpoint Protection »  Antimahware Policies =
Assets and Compliance < Antimalware Policies 2 items
4 B Overview Saarch [%] [0 sesrch | add criteria ~
.24 Users Icon Mame Type Order Deployments  Description
& Devices \i:] Contoso Antimahware Policy Custom 1 1
15’/ User Collections ) Default Clisnt Antimalware Palicy Default 0,000 0O Settings that apply to all dients in the hierarchy, and can be modified...
¥ Device Collections
;; User State Migration
| Asset Intelligence
ﬁ Software Metering
“| Compliance Settings
4 [ Endpoint Protection
& Antimalware Policies
B8 Windows Firewall Policies Contoso Antimalware Policy v
Tcon Collaction Date Assigned Collection ID
[FE'} All Desktop and Server Cliants 3/27/2012 8:50 AM SMSDMO02

’\-' Assets and Compliance
T@ Software Library
.‘ Monitoring

T. Administration

7 Summary Deploymentsl
Ready

10) Logon Client computer, in Control Panel, click System and Security , and
then start Configuration Manager , click the Actions tab , click Machine Policy

Retrieval & Evaluation Cycle , and then click Run Now :
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[ =

F;... Configuration Manager Properties @
Cache | Corfigurations | Metwork
General I Components | Actions | Site:

Select an action to run a client cycle independenthy from schedules that are
configured in the Corfiguration Manager console.

Actions:

Application Deployment Evaluation Cycle
Discovery Data Collection Cycle

File Collection Cycle

Hardware Inventory Cycle

Software Inventary Cycle

Software Metering Usage Report Cycle
Software Updates Deployment Evaluation Cycle
Software Updates Scan Cycle

IUser Policy Retrieval & Evaluation Cycle
Windows Installer Source List Update Cycle

[ Fun Mow

[ OK ][ Cancel ] Apply

11) A Machine Policy Retrieval & Evaluation Cycle message box appears :

P 4

A Machine Policy Retrieval & Evaluation Cycle @

I The selected cycle will run and might take several minutes to finish.

12) Click OK . On the Start menu , click System Center 2012 Endpoint
Protection , The System Center 2012 Endpoint Protection window appears ,

under Scan details , it indicated that the scan schedule is now for daily quick scans,
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around midnight :

" System Centes 212 Encipoint Protection
Computer status - At risk

@# Update

System Center Endpoint Protection requires up-to-date virus and Scan options:
spyware definitions, You'll need to install the latest definition updates

befare scanning your computer, © Quick

Full \
Custom...
€ Real-time protection: Off I
) o Scan now
€ Virus and spyware definitions:  Out of date a
Scheduled scan: around 12:00 AM [-uickscan} | Change my scan schedule “
Last scan: Mo scheduled scan performed !
. g
L 1\ \ \ |

13) This process has not initiated a definition update cycle which occurs
automatically every eight hours. You will force it to occur in the next
procedure .Close the System Center 2012 Endpoint Protection window.

14) Logon to ConfigMgr2012 server , click the Assets and Compliance
workspace , click Device Collections , click All Desktop and Server Clients , and

then on the Ribbon, click Endpoint Protection , click Download Definition :
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w L] System Center 2012 Configuration Manager (Connected to MCM - SC2012 ConfigMgr_Primary_Site) (Eval -8 5'
Home Folder ~ @
&= ! p _’ z% L:E:.} (1, Manage Affinity Requests f&| Update Membership ¥ Export Delete J l:r’ e D
! 4 = EEiManage Out of Band ~ L Add Resources - Copy - !
Create Saved Show Add Install i ‘= Simulate  Deploy Move Properties
32 ooorches = | Members Selected Items = Client 5 Clear Required PXE Deployments) [l Endpoint Protection -| G Afresh Deployment =
Search Collection [ Full Sean Deployment Move Properties
[ (& Assets and Compl Overvi Device Collecti & Qucksen 2
- » 3 3
(— =\ and Compliance Werview ice ions E T - 2
Assets and Compliance ¢ Device Collections 4 items
4 B Overview Search il search | Add Criteria ~
3_; Users Icon Name Limiting Collection Member Count Members Visible on Site 3
& Devices w All Desktop and Server Clients All Systems 3 3
& User Collections g All Mobile Devices All Systems o 0
i Device Collections |:-‘ All Systems 5 5
S? User State Migration e All Unknown Computers All Systems 2 2
_| Asset Intelligence
12 Software Metering
“| Compliance Settings
4 [ Endpoint Protection
K Antimalware Policies “ n
B8 Windows Firewall Policies All Desktop and Server Clients v
Summary
MName: All Desktop and Server Clients
= Update Time: 3/27/2012 4:02 AM
’i’. Assets and Compliance Member Count: 3
Members Visible on Site: 3
ﬁ Software Library Referenced Collections: il
Comment: All Desktop and Server Clients
_.‘ Monitoring
T Administration
v Summary | Deployments | Custom Client Settings
Ready
. . .
15) A Configuration Manager message box appears :
Configuration Manager Xl

. This Download Definition action will apply to all managed Endpoint
' Protection dients in collection "All Desktop and Server Cliente” and
might result in high CPU usage on these dients and also generate
significant network traffic. Click OK to continue; otherwise, didk
Cancel.

QK I Cancel

16) Click OK , clients will need to retrieve policies in order to process the
request to download definitions . You can force policy retrieval in the next
procedure. Logon to Client computer , in Control Panel, click System and Security,
and then start Configuration Manager, click the Actions tab, click Machine Policy

Retrieval & Evaluation Cycle , and then click Run Now :
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[ =

F;... Configuration Manager Properties @
Cache | Corfigurations | Metwork
General I Components | Actions | Site:

Select an action to run a client cycle independenthy from schedules that are
configured in the Corfiguration Manager console.

Actions:

Application Deployment Evaluation Cycle
Discovery Data Collection Cycle

File Collection Cycle

Hardware Inventory Cycle

Software Inventary Cycle

Software Metering Usage Report Cycle
Software Updates Deployment Evaluation Cycle
Software Updates Scan Cycle

IUser Policy Retrieval & Evaluation Cycle
Windows Installer Source List Update Cycle

[ Fun Mow

[ OK J[ Cancel ] Apply

17) A Machine Policy Retrieval & Evaluation Cycle message box appears :

P 4

A Machine Policy Retrieval & Evaluation Cycle @

I The selected cycle will run and might take several minutes to finish.

18) Click OK . The Endpoint Protection definition will be downloaded on the
Client computer . Waiting some minutes , on the Start menu, click System Center

2012 Endpoint Protection , the System Center 2012 Endpoint Protection window
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Appears displaying current status of the Endpoint Protection client , which now
should be Protected . Notice that Virus and spyware definitions shows a status

with a newer definition file :

| System Center 2012 Endpoint Protection
Computer status - Protected

@¥ Update

System Center Endpoint Protection is menitoring your computer and Scan options:
helping to protect it.

@ Quick

) Full

() Custom...

® Real-time protection: On
& Virus and spyware definitions:  Up to date

Scan details
Scheduled scant Daily around 12:00 AM (Quick scan) | Change my scan schedule
Last scan: Today at 4:25 AM (Quick scan}

C LA LA LUNRONGAS

19) Click Help , you can see about information :
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-

@ System Center 2012 Endpoint Protection @

System Center 2012 Endpoint Protection

Copyright © 2012, Microsoft Corporation. All rights reserved.

System information:

System Center Endpoint Protection Version: 2,2.903.0 "
Antimalware Client Version: 3.0.3410.0

Engine Yersion: 1.1.8202.0

Antivirus definition: 1.123.489.0

Antispyware definition: 1.123.489.0

Metwark Inspection System Engine Version: 2.0.3001.0
Metwork Inspection System Definition Version: 11.0.0.0
Policy Mame: Contoso Antimalware Policy e

m

‘iew more information about this program online
View license agreement

Warning: This software program is protected by copyright law and international treaties.
Unauthorized reproduction or distribution of this program, or any portion of it may result in severe
civil ar criminal penalties, and will be prosecuted to the fullest extent of the law.

20) Click OK to close . Click the Monitoring workspace , click System Center
2012 Endpoint Protection Status , you can see the newest Security State and

Operational State :
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i3’ System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMgr_Primary_Site) (Evaluation, 174 days left) =18 x|

Home | Search ~ @
=

P

Run Schadule

Summarization Summarization

System Center 2012 Endpoint Protection Status

| €& « [Ed \ » Monitoring » Overview » System Center 2012 Endpaint Protection Status E 2
Monitoring <
4 B Overview System Center 2012 Endpoint Protection Status
L Alerts
# Queries
Fl ] R rti .
—Ee “ Collection:
\=1, Reports
5] Subscriptions
ﬁTE Er Collection: IAII Desktop and Server Clients j
_| System Status
5° Deployments
1 Client Status + Security State - Last Updated 3/28/2012 5:03:57 AM
& Database Replication
~1 Distribution Status dooi . I | ediati
5} Software Update Point Synchronizatic Endpoint Protection Client Status Malware remediation status
System Center 2012 Endpaint Protect
[ system center Lt 0 Total active dlients in this collection protected o 0/3 (0.0%) affected by malware. Clients can be
with Endpeint Protection: 66.7% in multiple states.
& Assets and Compliance Total devices in this collection: 3
E@ iz A Clients in this collection that are active: 3 Hemerhaiion mledi [0
Bl Monitoring @  Active clients protect=d with Endpoint Protection: 2 Full scan required | 0
T. T e €3 Active clients at risk: 1 e
- Clients in this collection that are inactive or not ) }
. Mreerbm Offline scan required{ 0 b
Ready
i3’ System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMgr_Primary_Site) (Evaluation, 174 days left) =18 x|
Home Search @
[l
P
Run Schadule
Summarization Summarization
System Center 2012 Endpoint Protection Status
| €& « [Ed \ » Monitoring » Overview » System Center 2012 Endpaint Protection Status E 2
Monitoring <
4 M Overview System Center 2012 Endpoint Protection Status
L Alerts
# Queries
4 [ Reporting 4 Operational State - Last Updated 3/28/2012 5:03:57 AM
|1, Reports
= Subscriptions Operational status of clients Definition Status on Computers
[ Site Hierarchy
1 System Status o 0/3 (0.0%) have operational issues. Clients canbe - 3/3 (100.0%) clients in this collection have the
3 Deployments in multiple states. Endpaint Protection client enabled.
=] Client Status @  cument: 0(0.0%)
(5 Database Replication Endpeoint Protection client | i! Upto3 days old: 2 (66.7%)
- installation failed
—| Distribution Status i,  From 3 through 7 days old: 0 {0.0%)
= Antimal |
2 Software Update Point Synch “"ameﬁc';:’jn'?;;ga’ 0 €3  Older than 7 days: 0 (0.0%)

E System Center 2012 Endpoini
Restart required fo complete € No definitions found on the dient: 1 (33.3%)
Endpoint Protection client install

=}

# e e Endpoint Protection clients 0

failing Confighlgr client check
ﬁ Software Library

_.,‘ Menitoring 0 1 2

T. Administration

Ready

21) Expand Reporting , expand Reports, and then click Endpoint Protection,

in the results pane, click Dashboard , and then on the Ribbon click Run :
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/'8 System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMgr_Primary_Site) (Evaluation, 174 days left) =& zl

= Home

,.9 9 / Edit 7% Delete D

¥|Create Subscription

-~ @

_| Client Status

_| Compliance and Settings M

_| Device Management

_| Driver Management

_| Endpoint Protection

_| Hardware - CD-ROM -

t" Assets and Compliance

ﬁ Software Library
... Monitoring

T. Administration

Ready

Saved Run Properties
Searches ~ (W Refresh
Search Report Group Properties
é - | % » Monitoring » Overview » Reporting b Reports »  Endpoint Protection - z
Monitoring ¢  Endpoint Protection 6 items
4 [ Overview = || search X Search | Add Criteria ~
1> Alerts = Icon Name Category Date Modified
» Queries &l Antimalware Activity Report Endpoint Protection 3/22/2012 5:03 AM
4[] Reporting & Computer Malware Details Endpaint Protection 3/22/2012 5:03 AM
4 &l Reports (=] Dashboard Endpoint Protection 3/22§2012 5:03 AM
_| Administrative Security & Infected Computers Endpaint Protection 3/22/2012 5:03 AM
| Alerts &1 Top Users By Threats Endpoint Protection 3/22/2012 5:03 AM
_| Asset Intelligence ] User Threat List Endpoint Protection 3/22j2012 5:03 AM
I Client Push

22) The Dashboard window appears . After Collection , click Values... , the

Parameter Value dialog box appears , under Collection , click All Desktop and

Server Clients , and then click OK :

Justin Gao 5%

yanga@microsoft.com

http://blogs.technet.com/b/justin_gao



System Center 2012
Configuration Manager RTM
Endpoint Protection Document

E Dashboard

_iol x|
} To view the report, provide values for the parameters below, then click View Report
Report Category
Endpaint Protection
Report Name
Dashboard
Repaort Description
Endpeint Protection dashboand

=
= oa
Collection: |AII Desktop and Server Clients Values... View Report |
Start Date: [3rz1/202 x| Valuss..
End Date: [ 372872012 x| Values.
< Back ~
l:l = =] Qg H- | [00% - | | Find | Next

23) Click View Report , the Dashboard Report window appears :
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—18] ]

1 To view the report. provide values for the parameters below. then click View Report.

«

< Back

<«

1 of 1 | @ | E A B~ | % - Find | Mext

-

S, Microsaft
.~ System Center2012
Configuration Manager

Dashboard

Description

Overall Endpoint Protection status Overall Endpoint Protection status history

N Protected
Afrisk 2
I Motyetinstalled
B Clientnotsupported
Inactive
Gnr!ﬁguratmn Manager client 3 0
notinstalled

3/2712012 3/28/12012

Malware remediation status Malware remediation status history

N Remediation failed
Full scan required 1
I Restart required
B Offline scan required
Manual steps required
E Cleaned inthe last24 hours

Fl

7040 JLTLY.EL

Dashboard

=18

} To view the report, provide values for the parameters below, then click View Report.

< Back

«| «

1 of 1 | @ | Bl A - | 1w00% - Find | Mext

Operational status of Endpoint Protection clients Operational status history of Endpoint Protection clients

B nstallation failed
Antimalware policy application 1
failed
s | Restartrequired to complete
Endpoint Protection installaion
Configuration Manager client
- fﬂiledgevaluﬂtinn ¢

32712012 3/28/2012

Definition status on computers Definition status history on computers

B Current

From 1through 3 days 1
B From 3through 7 days
Il Clderthan 7 days

Ma definition found

3272012 3/28/2012

Antimalware Policy Application status on p s Antimalware Policy Application status history on computers

B 200

succeeded
Antimalware policy application p—

Antimalware policy application 3‘<
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B Dashboard 18] x|
1 To view the report. provide values for the parameters below. then click View Report. hA
< Back ¥
L1 of 1 p M ':, h@] Q 3 b{v 100% Find | MNext
v [~
3/2712012 3/28/2012
Definition status on computers Definition status history on computers
I Current
From 1 through 3 days 1
I From 3through 7 days
I Olderthan 7 days
Mo definition found
3— —0
0+
3/272012 3/28/2012
Antimalware Policy Application status on p 5 Antimalware Policy Application status history on computers
Antimalware policy application
B Succested 3
Antimalware policy application
failed
2
1
0

3272012 3/28/2012

24) Now I have finished System Center 2012 Configuration Manager RTM

Endpoint Protection document .
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