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1. Deploy Environment Introduction :

This operations process including four servers.

1.

DC:

Role : ADDS + ADCS

OS : Windows Server 2008 R2 Enterprise Edition with SP1
IE:IE9.0

IP :192.168.0.100/24

DNS: 192.168.0.100

DB :

Role : Domain Member and SC2012 ConfigMgr RTM Database
OS : Windows Server 2008 R2 Enterprise Edition with SP1
IE:IE9.0

IP:192.168.0.101/24

DNS :192.168.0.100

ConfigMgr2012 :

Role : SC2012 ConfigMgr RTM

OS : Windows Server 2008 R2 Enterprise Edition with SP1
IE:IE9.0

IP:192.168.0.102/24

DNS :192.168.0.100

4. Client:
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Role : Domain Member and SC2012 ConfigMgr RTM Client
OS : Windows 7 Enterprise Edition with SP1 x64

IE: IE 9.0

IP:192.168.0.200/24

DNS :192.168.0.100
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2. Deploy Active Directory :

1) Logon to DC server , installing ADDS and ADCS . Domain name is
Contoso.msft . Active Directory forest functional level is Windows Server 2008 R2.

This process is no longer described in this part.
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3. Deploy and Configure SC2012 ConfigMgr RTM :

1) This process is no longer described in this part. You can reference {System
Center 2012 Configuration Manager RTM Deployment Document) .

2) Default as you have already deployed and no any error.

3) SC2012 ConfigMgr RTM need to configuration , about this part, you can
reference { System Center 2012 Configuration Manager RTM Configure

Document)
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4. Import Configuration Manager 2007

Configuration Packs :

1) Logon to ConfigMgr2012 server , on the Start menu , point to All

Programs , click Configuration Manager Console shortcut , into Assets and

Compliance workspace , expand Compliance Settings :

8" System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMor_Primary_5ite) (Evaluation, 176 days lel =& 5'
Search ~ @
I — > %
2 @ H B X
All Saved  Search Save Current Save Current Clear
Objects Searches ~ Settings search Search As
Scope Options Save Active Search
(— - ‘ Y » Asselsand Compliance »  Owerview »  Compliance Ssttings » = 2
Assets and Compliance <
4 B Overview Compliance Settings
_24 Users
& Devices

& User Coliections « Navigation Index

& Device Collections

1_;, User State Migration

Configuration Items: Manage configuration items that contain Configuration Baselines: Manage the configuration baselines that
| Asset Intelligence sattings for computers or mobile devices. You can create your own «contain the configuration items that you want to deploy to a collection
X oty M . cenfiguration items or download them from a software vendar. for compliance evaluation. You can create your own configuration
LA Software Metering baselines or download them from a software vendor.
4| ] Compliance Settings
fl Configuration Items
E Configuration Baselines
| Endpoint Protection ¢+ Recent Alerts (0) - Last updated: 3/19/2012 6:57:07 PM

’\-' Assets and Compliance
]‘% Software Library
.‘ Monitoring

T Administration
Ready

2) Point to Configuration Baselines , on the Ribbon zone , click Import

Configuration Data :
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System Center 2012 Configuration Manager
Home Folder

Create Import Saved
Configuration Baseling] Configuration Data Searches -

Create Search

(— A |H Y v Assets and Compliance » Owerview »  Compliance

Assets and Compliance <  Configuration Baselines 0 items

4 B Overview —EEr

3_, Users

(=1
)
[=]
=

=
Bl
=
o
[

b Devices
# User Collections
& Device Collections
& User State Migration
_ Asset Intelligence

|4 Software Metening
4 [ | Compliance Settings

|3} Configuration Items
é Configuration Baselines

_| Endpoint Protection

#‘:': Assets and Compliance

3) The Import Configuration Data Wizard Select Files dialog box appears

allowing you to add data to be imported :
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& Import Configuration Data Wizard 5'
gﬂ Select Files
ssnlia Specify the files from which to import configuration items and
Summary configuration baselines
Progress
Confirmation Import corfiguration items and configuration baselines from best-practices Configuration Packs and

from other configuration data sources.

Files that contain configuration tems or configuration baselines:

Fitter...
Name | Date Modified I Size I

There are no items to show in this view.

Add... Remove

[~ Create a new copy of the imported configuration basslines and corfiguration items

'@' < Previous | MNext > I Summary | Cancel |

4) Click Add... , specify the configuration pack path and click Open , the

Configuration Packs will be imported :
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4 Import Configuration Data Wizard

=l
95 Select Files

Specify the files from which to import configuration items and
ZIr ) configuration baselines

Progress
Confirmation

Import configuration items and corfiguration baselines from best-practices Configuration Packs and
from other corfiguration data sources.

Files that contain corfiguration items or corfiguration baselines:

Fitter...

Name

| Date Modified | Size |
3182012 ... 6119 KB
318/2012 .. 452 KB
3182012 .. 3012 KB

Win75P1 Computer Security Compliance-Beta_DCM.CAB
Win75P1 Domain Securty Compliance-Beta_DCM CAE
IES Computer Security Compliance_DCM.CAE

Add... Remove
[~ Create a new copy of the imported configuration basslines and corfiguration items
'@' < Previous | Mext = I Summary Cancel

5) Click Next, into Summary page :
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3 Import Configuration Data Wizard

gﬂ Summary

= Confirm the configuration data to be imported:
Progress
I The wizard will import the following configuration data.

Details:

[=I- Configuration Baselines (3)
C - Win7SP1 Computer Security Compliance-Beta
- Win75P1 Domain Securty Compliance-Beta
i |ES Computer Security Compliance
= Configuration kems (25)
- Win7SP1 Computer Security Compliance-Beta-Event Logaing
- Win7SP1 Computer Securty Compliance-Beta-ldentity Management
- Win7SP1 Computer Security Compliance-Beta-Encryption Corfiguration
- Win7SP1 Computer Security Compliance-Beta-Log Access Limitation
- Win75P1 Computer Securty Compliance-Beta-Least Privilege
- Win7SP1 Computer Securty Compliance-Beta-System Inteqrity
- Win7SP1 Computer Security Compliance-Beta-Protocol Configuration
- Win7SP1 Computer Securty Compliance-Beta-Password Attributes
- Win75P1 Computer Security Compliance-Beta-File System
- Win75P1 Computer Security Compliance-Beta-Key Management
- Win75P1 Computer Security Compliance-Beta-Session Configuration

To change these settings, click Previous. To apply the settings, click Nesd.

ﬂ' < Previous | Mext > I Summary

| Cancel |

6) Click Next , into Progress page , the configuration data is imported into

the Configuration Manager 2012 site database. This process takes a moment to

complete :
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3 Import Configuration Data Wizard

Q)g Progress

Select Files

Status: Working...
Summary
Confirmation | -

.9

= Previous | Mext = I Summary | Cancel |

7) When complete , the Import Configuration Data Wizard Confirmation

dialog box appears indicating that the import was successful . Notice the white

checks in green circles to indicate successful import on the individual items

imported :
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4 Import Configuration Data Wizard ! 5[
Confirmation
ekt Completing the Import Configuration Data Wizard
Summary
Progress
_ You have successfully completed the Import Configuration Data Wizard with the following details.
Details:

E--L-:JJ, Corfiguration Baselines (3) -

Win75P1 Computer Securty Compliance-Beta [Success]

Win75P1 Domain Security Compliance-Beta [Success]

|IES Computer Securty Compliance [Success]

-\g Corfiguration kems (25)

- Win7SP1 Computer Security Compliance-Beta-Evert Logging [Success]
&8 Win7SP1 Computer Security Compliance-Beta-ldertity Managemert [Success]
Z8 Win7SP1 Computer Security Compliance-Beta-Encryption Configuration [Success]

408 Win75P1 Computer Security Compliance-Beta-Log Access Limitation [Success] —

-8 Win75P1 Computer Security Compliance-Beta-Least Privilege [Success]
o
s
s
.

b Win75P1 Computer Security Compliance-Beta-System Integrity [Success]

B Win7SP1 Computer Security Compliance-Beta-Protocol Configuration [Success]

B Win7SP1 Computer Security Compliance-Beta-Password Aftributes [Success]

i Win7SP1 Computer Security Compliance-Beta-File System [Success]

i Win7SP1 Computer Security Compliance-Beta-Key Management [Success]

¥ Win75P1 Computer Security Compliance-Beta-Session Configuration [Success] LI

To close this wizard, click Close.

(2] < Previous | Mext = | Summary. I Close |

8) Click Close .The list of configuration baselines appears in the results pane :

] [ELEQ 5] System Center 2012 Configuration Manager (Connected to MCM - SC2012 ConfigMgr_Primary_Site) (I =g él
- Home Folder ~ @
=n N et
> || (
gy v &
Create Import Saved
Configuration Baseline Configuration Data Searches ~
Create Search
(- - | gy | »  Assetsand Compliance »  Overview »  Compliance Sattings »  Configuration Baselines > &
Assets and Compliance < Configuration Baselines 3 tems
4 B Overview Search X | {2 Search Add Criteria
3_; Users Icon Name Status Deployed  User Setting  Dates Modified Complianc... Moncompliance...  Failure Co...  Modified By
& Devices Q IE% Computer Security Compliance  Enabled  No No 3/18/20127:.. © 0 0 CONTOS0
35- User Collections Q Win75P1 Computer Security Com...  Enabled Mo No 3/18/20127:.. © 0 0 CONTOS0
& Device Collections Q Win75P1 Domain Security Compli... Enabled Mo No 3/18/20127:.. O 0 0 CONTOS0

3; User State Migration
_| AssetIntelligence
=

| =5 Software Metering

4 7] Compliance Settings

7 Configuration Items
é Configuration Baselines

“| Endpoint Protection

*—' Assets and Compliance

9) Right-click IE9 Computer Security Compliance configuration baseline ,
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click Properties :

RN cystem Center 2012 Configuration Manager (Connected to MCM - SC2012_ConfigMgr_Primary_Site) (Eval -8 x|
- Home Folder ~ v
== Y = b (5)schedule Summarization <" Enable = Copy [:‘ P ' . D
2 1= Pt
=) ¥ 2 -~ - e O P T Em
' [ Run Summarization ‘v Disable {3 Refresh
Create Import Saved Show . Deploy Maove Categorize Set Security Properties
Configuration Baseline Configuration Data | Searches v | Members | View Xml Definition /¥ Export X Delete . Scopes
Create Search Baseline Deployment Move Classify Properties
| e - ‘H % » Assets and Compliance »  Owerview » Compliance Settings »  Configurstion Baselines - 2
Assets and Compliance ¢ Configuration Baselines 3 items
4 B Overview Search d Search | Add Criteria v
3_; Users Icon Name Status Deployed ~ User Setting  Date Modified Complianc...  Noncompliance Failure Co... Modified By
& Devices g 1ES Computer Security Compliance — B a o o CONTOS0
& User Collections = Win75P1 Computer Security Com...| /" Showitenbers 7: 0 [} [} CONTOSO
\'.-l' Device Collections g Win75P1 Domain Security Compli o) Schedule Summarization v: (] 1] 1] CONTOSO
S;; User State Migration [ Run Summarization
| Asset Intelligence =] View Xml Definition
i Software Metering Enable
4[] Compliance Settings ‘ Disable
7l Configuration Items
:ﬁ: 9 : : o #¥ Export N
g3 Configuration Baselines % Copy
= : : IE9 Computer Security Complia = v
_| Endpoint Protection (3 Refresh F5
General 75 Delete Delete  |tatistics
Type: Configural = Deploy Courit: 0
Relationships: No i nce Count: ]
gi. Assets and Compllance Date Created: 3/19/2013 1= Move int: 0
L Date Modified: 3/19/2012 5 B
5 software Library Created By: CONTOSq BB Categonize '
Modified By: CONTOSC (g Set Security Scapes
Bl Monitoring Categories:
= Description: The IES of [=] Properties
|’ Administration includes setunys o Conmgure
U computers running Internat .
Comlocnr 0t

T Summary I Deployments |

Ready

10) The IE9 Computer Security Compliance Properties will opened , click
Evaluation Conditions tab , this dialog box appears displaying the configuration

items included in the configuration baseline :
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. IE9 Computer Security Compliance Properties il
'General  Evaluation Conditions Deployments I Secuﬁhrl

Select the configuration data (configuration items, configuration baselines, and software updates) to be evaluated for
compliance by this corfiguration baseline. This configuration baseline wil be assessed as compliant f all the tems
specified are compliant. Optional tems are evaluated only if the relevant application is present on the client devices.
Conrfiguration data:

Mame | Type | Purpose | Revision |

IES Computer Securty Compliance-Virus and Malware Protection  General Reguired Latest

|ES Computer Security Compliance-Least Privilege General  Required Latest

|IES Computer Securty Compliance-Cerificate Management General Reguired Latest

|IES Computer Securty Compliance-Key Management General  Required Latest

IES Computer Securty Compliance-Least Functionality General Reguired Latest

|IES Computer Securty Compliance-Authentication Types General  Required Latest

Add - Chanae Purpose L Change Bevisian vl Bemowve |
@ ok | camcs | sy |

11) Also notice that you cannot modify or configure any of the properties of
the baseline , although you can add or remove configuration items to be evaluated
by this baseline . If the import process had been configured to allow editing of the
imported data , you would have been able to do so , however the default
configuration is to import data in a read-only format . Click OK will close this

properties and click Configuration Items :
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Folder Tools | Search Tools et i Re sl g P i o MCM - 5C2012_ConfigMgr_Primary_Site) -8 5[
- Home Folder Search ~ @
. ] 2
= ts Current Node B
LM H . <
All Subfolders
All Name  Add Saved Search Save Current  Save Current Clear
Objects Criteria ~ Searches = Settings Search Search As
Scope Refine Options Save Active Search
| (— - ‘ g4\ »  Assetsand Compliance »  Owerview »  Compliance Seftings »  Configuration Items - :

Assets and Compliance

¢ Configuration Items 25 items

+ B Cuervew | IO o oo~
¢ ..a_a Users Icon Name Type Device Type Revision Child Relatior *
» 1% Devices &) 1ES Computer Security Compliance-Authentication Types General ‘Windows 1,000 No Yes
é User Collections lﬁ“ 1ES Computer Security Compliance-Certificate Management General ‘Windows 1,000 No Yes
\':f Device Collections :El“ 1ES Computer Security Compliance-Key Management General ‘Windows 1,000 No Yes
& User State Migration :ﬁl“ 1ES Computer Security Compliance-Least Functionality General Windows 1,000 No Yes
¥ |1 Asset Intelligence :El“ 1E9 Computer Sacurity Compliance-Least Privilege General Windows 1,000 No Yes
E Software Metering &) 1ES Computer Sacurity Compliance-Virus and Malware Protection General Windows 1,000 No Yes
4 3 Compliance Settings &) Win75P1 Computer Security Compliance-Beta-Authentication Types Operating System  Windows 1,000 No Yes
:ﬂ’_‘_ Configuration Items lﬁ“ ‘Win75P1 Computer Security Compliance-Beta-Encryption Configuration  Operating System  Windows 1,000 No Yes
fg: Configuration Baselines :ﬁl“ ‘Win75P1 Computer Security Compliance-Beta-Event Logging Operating System  Windows 1,000 No Yes
* |1 Endpoint Protection :ﬁl“ Win75P1 Computer Security Compliance-Beta-File System Operating System  Windows 1,000 No Yes
4 mn »
IE9 Computer Security Compliance-Authentication Types v
= Configuration Ttem Properties Configuration Ttem Status
¢' Assets and Compliance
- General Relationships:
£ Software Library No User Setting:
1,000 Status: Enabled
Bl Monitoring 3/19/2012 7:09 PM
Date Modified: 3/18/2012 7:09 PM
f. Administration Created By: CONTOSO\Administrator
Madified By: CONTOSO\Administrator
= Device Type: Windows -
Ready

12) You can see all imported configuration items .
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5. Create a Standard Desktop Configuration :
1) In this part , I will create custom configuration item and configuration
baselines that will represent a standard desktop configuration for a corporation.

The standard configuration will verify that Remote Desktop is enabled.

2) Right-click Configuration Items, click Create Configuration Item :

_ Folder Tools | Search Tools System Center 2012 Conf|

- Home Folder Saarch
]' L Current Node ﬁ E:ﬁ
All subfolders
All Mame Add Saved Search
Chjects Criteria = Searches = Settings
SCope Refine Options
6 b | SV v Assets and Compliance  » Owerview  » Com

Assets and Compliance <  Configuration tems 25 items

4 B Overview SEEr
2, Users Icon Name
1 Devices i 1E% Computer Security |
lj',« User Collections I‘_"ﬁj_'l IES Computer Security
¥ Device Collections :Eﬂ_', 1E9 Computer Security |
_1__,—3 User State Migration i IE9 Computer Security 1
| Asset Intelligence :ﬁj_', IES Computer Security
= Software Metering % IES Computer Security 1
4 [T Compliance Settings % Win75P1 Computer Sec

| LR, Pl o T o ok —

[#! Configuration Item
SET Configuration Basel

_| Endpoint Protection

il Create Configuration Item
".’jr Import Configuration Data

Folder 3

3) The Create Configuration Item Wizard General dialog box appears
allowing you to configure the name of the configuration item and the type of

configuration item (Windows or mobile device) to create :
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ﬁ{:reate Configuration Item Wizard x|
%g General
Specify general information about this configuration item
Supported Platforms
Settings
Compliance Rules Configuration tems define a configuration and associated validation criteria to be assessed for compliance on
client devices.
Summary
Progress Name: I Q
C et
Ll Description: ;I

Specify the type of configuration item that you want to create:

IWindows j

[~ This corfiguration item contains application settings

Assigned categories to improve searching and fittering:

’ ;I Categories...

L7 < Previous | Mext = I Summary | Cancel |

4) Type a name in Name field , confirm in the Specify the type of

configuration item that you want to create box, selected Windows :
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m{:reate Configuration Item Wizard x|
g\g General
Specify general information about this configuration item
Supported Platforms
Settings
Compliance Rules Configuration items define a configuration and associated validation criteria to be assessed for compliance on
client devices.
Summary
Frigres Name: Windows 7 64-bit
Ci leti
LRI Description: ;I

Specify the type of configuration item that you wart to create:
IWindows j

[~ This configuration item contains application settings

Assigned categories to improve seanching and fittering:

;I Cateqgories...

(7] < Previous | Next = I Summary Cancel

5) Click Next, will into Supported Platforms page :
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m{:reate Configuration Ttem Wizard

x|
gﬂ Supported Platforms

General

Specify the client operating systems that will assess this configuration item for
compliance

Supported Platforms

Settings

Compliance Rules

Summary % Selact the versions of Windows that will assess this corfiguration ttem for compliance:
Progress ¥ Selectal
Completion

- [ Windows XP

(- [l Windows Vista

Windows 7
(- ] Windews 2003
- [¥] Windows 2008
{”  Specify the version of Windows manually:
| Add..
'@' < Previous | Next = I Summary | Cancel |

Click to clear all operating systems except All Windows 7 (64-bit) :
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'?‘Create Configuration Item Wizard x|

g}g Supported Platforms

General

Specify the client operating systems that will assess this configuration item for
Supported Platforms compliance
Settings

Compliance Rules

Summary ¥ Select the versions of Windows that will assess this corfiguration item for compliance:
Progress

[¥ Select al
Completion

B O Windows P
- [ Windows Vista
- [@ Windows 7

All Windows 7 (64-bit)
- O Al Windows 7 (32bit)
- O Windows 7 (54-bit)

- O Windows 7 SP1 (54-bit)
- O Windows 7 (32-bit)

-- D Windows 2003
EH- D Windows 2008

{~ Specify the version of Windows manually:

| Add..

'9 < Previous | Mext = I Summary | Cancel |

7) Then click Next , the Settings dialog box appears allowing you to

configure the settings that this configuration item will validate :

Justin Gao 517
yanga@microsoft.com
http://blogs.technet.com/b/justin_gao



System Center 2012
Configuration Manager RTM
Settings Management Document

m{:reate Configuration Item Wizard x|

g\g Settings
EeEm Specify settings for this operating system

Supported Platforms

Compliance Rules Use settings to represent business or technical conditions to assess for compliance on client devices. The following

settings are associated with this configuration item.
Summary
Progress
. Fitter...
Completion
MName | Setting Type | Inherited | User Setting

There are no items to show in this view.

New. | e | peme |

(7] < Previous | Next = I Summary | Cancel |

8) Click New... , the Create Setting dialog box appears allowing you to

configure the settings for this configuration item :
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. Create Setting

General | Compliance Rules

Use settings to represent business or technical conditions to assess for compliance on client devices.

Specify details about this setting.

MName: i

Description: ;l
[

Setting type: |F~!eg|istr3.r value j

Data type: I j 9 ]

Specify the registry value to assess for compliance on computers.

Hive: HKEY_LOCAL_MACHINE =] Browse... |

Key: ﬂ

Value: I

[~ This registry value is associated with a 64-bit application

QK I Cancel

| ooy |

9) The Hive box, click Browse... , the Browse Registry dialog box appears

allowing you to the Registry setting to use for this configuration item . This feature

allows you to browse an existing ‘master’ or ‘reference’ computer for the

registry value to instead of requiring the administrator to manually enter the

information :
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Browse Registry

x|
Computer name: I Connect |
Registry tree: Registry Value:
=8 My Computer Name | Type | Data
Ju HKEY_CLASSES_ROOT There are no items to show in this view.
. HKEY_CURRENT_USEF
EI L HKEY_LOCAL_MACHINE
i BCOODODODOD0
, HARDWARE
SAM
SOFTWARE
J. SYSTEM
, HKEY_USERS
-, HKEY_CURRENT_CONF
Hive name: |
Key name: |
Walue name: I
Data type: I j
[ Select the mule that defines complianes forthe selected registny value:
% The selected registry valie must exist on client devices
{7 The selected registry value must not exist on client devices
I This registny value must satishy the following nile if present:
4] | 2l
ok | cones |
Y
10) Browse to and then click

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Terminal Server ,

under Registry Value, click fDenyTSConnections :
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Browse Registry

Computer name: | Connect |
Registry tree: Registry YValue:
-y PriortyControl ;I Name I Type I Data =
-1 ProductOptions | AllowRemoteRPC REG_DWORD 1
-y, Remate Assistance | DelayConMgrTimeout REG_DWORD 0
G- SafeBoot | Delete TempDireOnExit REG_DWORD 1
By Sesifort - iDeny TSConnections REG_DWORD 1
B gec”r?"l'feszr"e’s | FSingleSessionPerlser REG_DWORD 1
LS SECL_'”“"GW‘” o &3] InstancelD REG_SZ 2882872-5693-4—
i IM Socrrortor | Notffication TimeOut REG_DWORD ]
B | Session Manager | PerSession Temp Dir REG_DWORD 1
B 4. SHMP :I EF:E‘UCTVTEi:HQ ; EEE_‘?fu TI €7 i LD Curr Cagr
| SQMServicelst ‘..l anandant Canvicas = | ot P e,
H- 0 Sp
- j SpBdensionConfig Hive name: |HKEY_LOCJ\L_MJ“;CHINE
-}, Stilllmage
|| Storage Key name: |SYSTEM\CurrentCorrtrcISei\Comrol\Tenninal Server
- SystemResources Value name: IFDenyTSConnedions
[#- . Teminal Server
-4 TimeZoneInformation Data type: IInteger j
[+ |, usbflags
E% y :'{T;tor ¥ Select the rule that defines compliance for the selected registry value:
[ Video ¥ The selected registry value must exist on client devices
S ¥ $g| " The selected registry value must not exist on client devices
il Windows [ This registry value must satisfy the following rule if present:
-4 Winlogon
- p WMl I j
w0 hivelist b
- 11 Systemlrformation I
- Winresume ;I

11) Verify that The selected registry value must exist on client devices is
selected. Select This registry value must satisfy the following rule if present, set
the rule to Equals , and the value to 0 :

Note : To enable Remote Desktop , the registry value must exist and be set to a

value of 0 . To disable Remote Desktop , the value is setto 1.
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Browse Registry

Computer name: | Connect |
Registry tree: Registry YValue:
- 4. PriortyControl ;I MName I Type I Data -
- ProductOptions | AllowRemoteRPC REG_DWORD 1
-y, Remate Assistance | DelayConMgrTimeout REG_DWORD 0
G- SafeBoot | Delete TempDireOnExit REG_DWORD 1
- SesPort 4 Deny TSConnections REG_DWORD 1
B gECU?Pl'fE 33“’3’5 | FSingleSessionPerlser REG_DWORD 1
B SECL_'”“"G o 3] Instance|D REG_SZ 2882872-5693-4—
i IM Socrrortor | Notffication TimeOut REG_DWORD 0
B | Session Manager | PerSession Temp Dir REG_DWORD 1
B 4. SHMP :I E-TE\UCNT;iTQ ; EEE_r.Sfu TI €7 E LD Curr Cagr
| SQMServicelst ‘..l anandant Canvicas = | ot P e,
H- 0 Sp
- j SpBdensionConfig Hive name: |HKEY_LOCJ\L_MJ“;CHINE
-}, Stilllmage
Storage Key name: |SYSTEM\CurrentCorrtrcISei\Comrol\Tenninal Server
- 1 SystemResources Value name: IFDenyTSConnedions
[+~ . Teminal Server
-4 TimeZoneInformation Data type: IInteger j
[+ |, usbflags
E% y ;"j:rjtor ¥ Select the rule that defines compliance for the selected registry value:
[ Video ' The selected registry valus must exist on cliernt devices
S ¥ :‘:gl " The selected registry value must not exist on client devices
il Windows ¥ This registry value must satisfy the following rule if present:
-}, Winlogon
B WM | Equals =
w0 hivelist b
- 11 Systemlrformation ID
- Winresume ;I

12) Click OK , The Create Setting dialog box appears displaying the current
configuration for this configuration item. By browsing to a registry value, the
settings and rule definitions are configured automatically. Notice that the 'Name'
of the setting is "fDenyTSConnections" which was the name of the Registry value
selected. You certainly could change the name to something more user friendly as

desired :
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. Create Setting 1[

General | Compliance Rules

Use settings to represent business or technical conditions to assess for compliance on client devices.

Specify details about this setting.

Name: IfDerryTSConnedions

Description: ;I
L]

Setting type: IHegietr,- value j

Data type: IIl'ﬂeger j

Specify the registry value to assess for compliance on computers.

Hive: |HKEY_LOCAL_MACHINE =l

Key: 5 STEM'CumentControl Set'\Control\Terminal Server =]

WValue: IfDerr'_.rTSConnedions

™ This registry value is associated with a 64-bit application

ok | cancsl | Ay |

13) Click the Compliance Rules tab , there have two compliance rules for this

configuration item :
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. Create Setting 5[

'General Compliance Rules

Use compliance rules to specify the conditions that make a configuration item setting compliant on client devices. The
following compliance nules are associated with this configuration item.

MName | Condition | Severty | Remediate | Rule 1D | Setting ID
fDenyTSConnections Equals 0 Equals 0 Irformation Mo
fDenyTSConnections must exist  Must exist  Information Mo

New. | e | Deme |

ok | conce | Aemy |

14) Click fDenyTSConnections Equals 0, and then click Edit... , the Edit Rule

dialog box appears displaying :
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=
Specify rules to define compliance conditions for this setting
MName: IfDerr:,rTSCnnnections Equals 0
Description: ;l
Selected setting: I"Mndaws 7 64-bit * fDemyTSConnections
Rule type: I"»-"alue j
The setting must comply with the following rule:
fDemy TSCannections I Equals j
the following values: Iﬂ'
[T Remediate noncompliant rules when supported
™ Report noncompliance i this setting instance is not found
Moncompliance severty for reports: IIrdu::urrnatinn j
OK Cancel |
15) Click Remediate noncompliant rules when supported , in the

Noncompliance severity for reports box , click Warning :
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=
Specify rules to define compliance conditions for this setting
MName: IfDerr:,rTSCnnnections Equals 0
Description: ;l
Selected setting: I"Mndaws 7 64-bit * fDemyTSConnections
Rule type: I"»-"alue j
The setting must comply with the following rule:
fDemy TSCannections I Equals j
the following values: Iﬂ'
¥ Remediate noncompliant rules when supported
™ Report noncompliance i this setting instance is not found
Moncompliance severty for reports: IWaming j
Ok | Concel |

16) Click OK , will back to Compliance Rules tab :
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. Create Setting 1[

'General Compliance Rules

Use compliance rules to specify the conditions that make a corfiguration tem setting compliant on cliert devices. The
following compliance rules are associated with this corfiguration tem.

Name Condtion | Severi Remediate Rule 1D Setting ID

sEquals 0 Equals0  Waming
[DenyTSConnections must exist  Must exist  Information Ma

MNew.... | Edit... | Delete |

ok | cancsl | Ay |

17) Click Apply---OK, will display Settings page :
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m{:reate Configuration Ttem Wizard x|
gﬂ Settings
T Specify settings for this operating system
Supported Platforms
Compliance Rules Use settings to represent business or technical conditions to assess for compliance on client devices. The following
settings are associated with this configuration item.
Summary
Progress
) Filter...
Completion
MName I Setting Type I Inherted I LUser Setting
fDery TSConnections Registry value Mo Mo

New. | e | peee |

(7] < Previous | Next = I Summary | Cancel |

18) Click Next , the Compliance Rules dialog box appears displaying the two

compliance rules that this configuration item will validate :
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m{:reate Configuration Item Wizard x|
g\_g Compliance Rules
EeEm Specify compliance rules for this operating system

Supported Platforms

Settings

Compliance Rules Use compliance rules to specify the conditions that make a configuration item setting compliant on client devices. The

following compliance niles are associated with this configuration item.
Summary

Progress

Completion Name | Sefting Name | €I Name | Condition | Severty | Remediate | Rule
fDeny TSConnections Equals ' fDenyTSConnecti... Windows 7 ... Eguals 0  Waming Yes
fDeny TSConnections must exist [DenyTSConnecti... Windows 7 ... Must exdst  Informati..  No

a| | I

New. | e | peee |

(7] < Previous | Next = I Summary | Cancel |

19) Click Next , will display Summary dialog box :
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m{:reate Configuration Ttem Wizard x|
gﬁ Summary
EES The wizard will create an operating system configuration item with the following
Supported Platforms settings
Settings
Compliance Rules Details:
The wizard will create an operating system configuration item with the following settings:
Progress

Mew operating system configuration item will be saved as:
Completion « MName: Windows 7 64-bit

+ Description:

+ Categories:

The following \Windows versions are supported:
« Al Windows 7 (B4-bit)

The following compliance rules are added:
« {DenyTSConnections must exast
« fDenyTSConnections Equals 0

The following settings are added:
fDenyTSConnections

To change these settings, click Previous. To apply the settings, click Next.

'@ < Previous | Mext = I Summary. | Cancel |

20) Click Next , the Completion dialog box appears indicating that the

configuration item has successfully been created :
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m{:reate Configuration Item Wizard x|

gﬂ Completion
General

Supported Platforms . :

W' The Create Configuration Item Wizard completed successfully

Settings =

Compliance Rules Details:
Summary
Progress & Success: The Create Co nfiguration ltem Wizard completed successfully.

_ Mew operating system configuration item will be saved as:

= Name: Windows 7 64-bit
» Description:
« Categories:

The following \Windows versions are supported:
« Al Windows 7 (64-bit)

The following compliznce rules are added:
» fDenyTSConnections must exist
» fDenyTSConnections Equals 0

The following settings are added:
« fDenyTSConnections

To exit the wizard, click Close.

'@' < Previous | Next = | Summary | Close I

21) Click Close, you can see just created configuration item :
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[ el System Center 2012 Configuration Manager (Connected to MCM - SC2012_ConfigMgr_Primary_Site) (Eval -8 5'
Home Folder ~ @
3 : T a8 v i e £y s
2 iﬂl ')& ) ’le 2] Wigw Xml Definition .‘_- Refresh ‘ i “a @ D
U = = ¥ Export K Delate _
Create Imy Saved Create Child Revision Move Categorize Set Security Properties
Configuration Item Configuration Data Searches ~ Configuration Item  History = 9PY - Scopes
Create Search Configuration Item Move Classify Properties
(— * | %) \ » Assetsand Compliance »  Owerview »  Compliance Settings »  Configuration Items =
Assets and Compliance ¢ Configuration Items 26 items
4 B8 Overview Search il () Search | Add Criteria ~
?_; Users Icon Name Type Device Type Revision Child Relatior
& Devices &) Windows 7 64-bit Operating System  Windows 1 No Mo
a;- User Collections &) Win75P1 Domain Security Compliance-EBeta-Password Attributes Operating System  Windows 1,000 No Yes |=
& Device Collections .:E.L ‘Win75P1 Domain Security Compliance-Beta-Account Lock Operating System  Windows 1,000 No Yes
& User State Migration l‘_‘El‘J ‘Win75P1 Computer Security Compliance-Beta-System Integrity Operating System  Windows 1,000 No Yes
_| Asset Intelligence l‘_‘ﬂﬂ Win75P1 Computer Security Compliance-Beta-System Defaults Operating System  Windows 1,000 No Yes
i Software Metering :ﬁﬂ Win75P1 Computer Security Compliance-Beta-Session Configuration Operating System  Windows 1,000 No Yes
4 [ Compliance Settings &) Win75P1 Computer Security Compliance-Beta-Remote Access Operating System  Windows 1,000 No Yes
_‘{ﬂ Configuration Items &) Win75P1 Computer Security Compliznce-Beta-Protocol Configuration Operating System  Windows 1,000 No Yes
é Configuration Baselines .:E.L ‘Win75P1 Computer Security Compliance-Beta-Password Attributes Operating System  Windows 1,000 No Yes
| Endpoint Protection l‘_‘ﬂﬂ Win75P1 Computer Security Compliance-Beta-Network Protection Operating System  Windows 1,000 No Yes  «
< T »
Windows 7 64-bit ~
= Configuration Ttem Properties Configuration Ttem Status
’f- Assets and Compliance
= Type: Operating System Relationships: Mo
E—ﬁ Software Library Child: Ho User Setting: No =
Revision: 1 Status: Enabled
Bl Monitoring Date Created: 3/19/2012 10:23 PM
. Date Modified: 3/19/2012 10:23 PM
r Administration Created By: CONTOSO\Administrator
Modified By: CONTOSO\Administrator
- Device Type: ‘Windows -

Ready

22) On the Ribbon zone, click Create Configuration Item , in General dialog
box , type name in Name field , select This configuration item contains

application settings :
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m{:reate Configuration Item Wizard x|
%g General
Specify general information about this configuration item
Detection Methods
Settings
Compliance Rules Configuration items define a configuration and associated validation criteria to be assessed for compliance on
client devices.
Supported Platforms
Summary Name: [MesA
P
rugre Description: Microsoft Baseline Security Analyzer ;I
Completion

Specify the type of corfiguration item that you want to create:

I‘Nindows j

¥ This configuration tem contains application settings

Assigned categories to improve searching and fittering:

’ ;I Categories...

'@ = Previous | MNext > I Summary | Cancel |

23) Click Next , the Detection Methods dialog box appears allowing you to

configure how to validate that the application is installed on a client :
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m{:reate Configuration Item Wizard x|
gﬂ Detection Methods
B Specify how this application is detected on client devices

Detection Methods

Settings

Compliance Rules

LTI TT ¥ Mways assume application is installed
Summar
g " Use Windows Installer detection
Progress
Completion Product code: | Open... |

Version: |

™| This application is installed for one or more users

" Use a custom script to detect this application

Windows PowerShell j Open... |
;I Clear |

'@' < Previous | Next = I Summary Cancel

24) Click Use Windows Installer detection :
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'?‘Create Configuration Item Wizard x|

g}g Detection Methods

B Specify how this application is detected on client devices

Detection Methods

Settings
Compliance Rules

Supported Platfarms " Mways assume application is installed

Summar
K &+ Use Windows Installer detection
Progress
Completion Product code: | (7] Open...
Version: |

[ This application is installed for one or more users

" Use a custom script to detect this application

Windows PowerShell j Open...
;I Clear
I]

'9 < Previous | Mext = I Summary | Cancel |

25) Then after Product code, click Open... and specify MBSA 2.1.1 file, select

This application is installed for one or more users :
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'?‘Create Configuration Item Wizard x|

g}g Detection Methods

B Specify how this application is detected on client devices

Detection Methods

Settings

Compliance Rules

Supported Platforms " Mways assume application is installed
Summary &+ Use Windows Installer detection
Progress
Completion Product code: I{ATD EB250-4F AZ-4834-8A0D-FES44C4T326E} Open...
Version: {21211

¥ This application is installed for one or more users

" Use a custom script to detect this application

Windows PowerShell j Open...
;I Clear
I]

'9 < Previous | Mext = I Summary | Cancel |

26) Click Next, the Settings dialog box appears allowing you to configure the

settings that this configuration item will validate :
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m{:reate Configuration Item Wizard |
gg Settings
Eee Specify settings for this application

Detection Methods

Compliance Rules Use settings to represent business or technical conditions to assess for compliance on client devices. The following
settings are associated with this configuration item.

Supported Platforms
Summary
Filter...
Progress
. Mame | Setting Type | Inherited | User Setting
Completion

There are no items to show in this view.

New. | m | e |

(7] < Previous | Next > I Summary | Cancel |

27) Click New... , the Create Setting dialog box appears allowing you to

configure the setting that this configuration item will validate :
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. Create Setting 5[
General | Compliance Rules
Use settings to represent business or technical conditions to assess for compliance on client devices.
Specify details about this setting.
Mame: I ]
Description: ;I
[ -]
Setting type: IF{egistq.r value j
Data type: I j 2
Specify the registry value to assess for compliance on computers.
Hive: HKEY_LOCAL_MACHINE j Browse...
Key: :I
Q
[ -]
Walue: I
I This reqistry value is associated with a 64-bit application
oK I Cancel Apply

28) In the Setting type box, click File system :

Justin Gao 5%

yanga@microsoft.com

http://blogs.technet.com/b/justin_gao



System Center 2012
Configuration Manager RTM
Settings Management Document

. Create Setting 5'

General | Compliance Rules

Use settings to represent business or technical conditions to assess for compliance on client devices.

Specify details about this setting.

Mame: I ]
Description: ;I

[ -]
Setting type: IFlIe system j

Specify the file or folder to assess for compliance on computers.

Type: IF'IE j Browse... |
Path: I Q

File or folder name: I G

[™ Include subfolders

[~ This file or folder is associated with a 64-bit application

ok | cancsl | Ay |

29) Click Browse... , the Browse File System dialog box appears allowing you

select the file system attribute to validate :
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Browse File System x|
Computer name: Connect |
Folders: Files:
- My Computer Name | Date Modified | Type | Size |

There are no items to show in this view.

Path: |

File: or folder name: I

¥ Select the nule that defines compliancs forthe selected file
% The selected file must exist on client devices

" The selected file must not exst on client devices

I~ | The selected/file must be compliant with the following niles

Property | COperator | Valug | Add. . |

There are no items to show in this view. =
it...

Remove |

ok | cencel |

Y

30) In the Computer name box, type Client and then click Connect, and find

mbse.exe file :
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Browse File System x|
Computer name: Iclient Connect |
Folders: Files:
.!- My Computer ~| | Name | Date Modified I Type I Size I:I
E|A- client 4= |ipMRU xsl 10/15/2008 2:14...  X5L Styleshest 0.32 KB
H-a G #liprangeMRUxsl  10/19/2008 2:14...  XSL Stylesheet 047K
. |
- [ $Recycle Bin . *mbsa.exe ! 92:51... Application {]
i Documents and Seftings [ mbsaZmutdexe  10/19/2009 251... Applcation [
- :Ze”'-"gsﬂ B mbsaZnun@6exe  10/19/2009251...  Application
s “’gg"“ 'espl Embsa2ieEdene  10/19/2009 2551... Application
! VD Mok WmbsaZicsbexs  10/19/2009 251..  Application
Intemet Explorer (" mbsach exe 10/159/2008 2:51...  Application 28188 KB
-, Microsoft Bassline Securty Analyze anewversion.l'rtml 10/19/2009 2:14...  HTML Document 383 KB :I
, Css
| graphics Path: |C:\Pnogmm Files'Microsoft Baseline Securty Analyzer 2
B Help File: or folder name: |mbsa exe
By includes
-+ Microsoft Office

I e O o O O e O OO s W e DO e O e IO e O g B

Prox

Mlem

B

==}

<

, Microsoft Policy Platform
- 4. MSBuild

- ;. Reference Assemblies
, Uningtall Information

; Windows Defender

-1 Windows Joumal

-1 Windows Mail

, Windows Media Player
, Windows NT

- Windows Photo Viewer
- Windows Portable Devices
) Windows Sidebar

gram Files (<86)

PR W,

| of

¥ Select the nile that defines compliance for the selected file
& The selected file must exist on client devices

" The selected file must not exist on client devices

[~ The selected file must be compliant with the following rules

I Operator I Value
There are no items to show in this view.

Property Add.

Edit....

Remove |

i

[ ox |

Cancel |

Y

31) Select The selected file must be compliant with the following rules ,

click Add..., the Add File Property dialog box appears allowing you configure the

file system attribute to validate :

Add File Property

The selected file must be compliant with this file property rule.

Property:
Cperator:

Walue:

IDate modified

[
IEquaIs j
|1ﬂ,-’15f21]'|}92:51:14 PM

ok |

Cancel

32) In the Property box, click File version , in the Operator box, click Greater

Justin Gao 517
yanga@microsoft.com
http://blogs.technet.com/b/justin_gao



System Center 2012
Configuration Manager RTM

Settings Management Document

than or eq

ual to 2.0 :

Add File Property

The selected file must be compliant with this file property rule.

Property: IFiIe version j
Cperator: IGreaterthan or equal to j
Walue: |2.1]'

x|

Cancel

ok |

33) Click OK, will back to Browse File System dialog box :

Browse File System x|
Computer name: cliert Connect |
Folders: Filzs:
[ My Computer & | Name | Date Modiied | Type | Size | ]
E|.#! client 4= |ipMRU xsl 10/19/2009 214, X5L Styleshest 032 KB
BT 2 prangeMRUxsl  10/19/20092.14...  XSL Styleshest 047KB
[-igi SRecydeBn mbsa.exe 10/19/2009251...  Application 558,38 KB
- ) Documents and Seftings [EimbsaZmuoBdexs  10/19/2009251..  Application §3.88 KB J
[-igi Perlogs [Embsa2nin@6exe  10/19/2009251... Application 61.83 KB
H"' P“’gc'a'“ H'ESH [EmbsaZicédexe  10/19/2009251.. Application 73.33KB
58 VD M Bimbsa2Sfexe  10/13/2009251.. Application £7.32 KB
_ ] Intermet Explorer (" mbsacli axe 10/19/2009 2:51...  Application 28188 KB
E| . Microsoft Bassline Security Analyze: @newversion.l‘rtml 1041972009 2.14...  HTML Document 383 KB :I
| css
| graphics Path: IC:\F’mgmm Files“\Microsoft Baseline Securty Analyzer 2
- Help File or folder name: Imbsa e
J includes
B 1. Microsoft Cffice
B | Microsoft Policy Platform ¥ Select the rule that defines compliance for the selected file
-l MSBuid % The selected file must exist on client devices
B . Reference Assemblies
- |, Uninstall Information " The selected file must not exist on client devices
- |, Windows Defender
& Windows Joumal ¥ The selected file must be compliant with the following rules
B 1. Windows Mail
[+ Windows Media Player — .' __ = or — alue Add... |
Bl ) Windows NT File version Greater than or equal to 20 B
B 1. Windows Photo Viewer 4|
B, Windows Portable Devices E— |
B Windows Sidebar
[+~ ., Program Files {(x86) =
I I _’I_I
ok | cance |
A

34) Click OK, the Create Setting dialog box appears displaying the file setting

that this configuration item will validate , select This file or folder is associated
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with a 64-bit application item :

. Create Setting 1[

General | Compliance Rules

Use settings to represent business or technical conditions to assess for compliance on client devices.

Specify details about this setting.

Name: Imbsa.exﬁ

Description: ;I
=l

Setting type: IFiIe gystem j

Specify the file or folder to assess for compliance on computers.

Type: IFiIe j Browse... |

Path: IC:\ngmm Files"Microsoft Baseline Securty Analyzer 2

File or folder name: Imbsa_a}(ﬁ
[ Include subfolders

¥ This file or folder is associated with a 64-bit application

(0]4 I Cancel Apply

35) Click OK, will back to Settings page :
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ﬁ{:reate Configuration Ttem Wizard x|

gg Settings

General Specify settings for this application

Detection Methods

Compliance Rules Use settings to represent business or technical conditions to assess for compliance on client devices. The following
settings are associated with this configuration item.
Supported Platforms

Summary

Filter...
Progress sl
- Name | Setting Type | Inherited | User Setting |
Liglzten mbsa.exe File system Mo Mo

New. | e | oeme |

(7] < Previous | Next > I Summary | Cancel |

36) Click Next , the Compliance Rules dialog box appears displaying the

compliance rules that this configuration item will validate :
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m{:reate Configuration Ttem Wizard x|
gﬂ Compliance Rules
T Specify compliance rules for this application
Detection Methods
Settings

Compliance Rules Use compliance rules to specify the conditions that make a configuration item setting compliant on client devices. The
following compliance rules are associated with this configuration item.
Supported Platforms

Summary
Progress Name I Settin... | CIN... I Condition I Severty | Remediate
Completion mbsa.exe must exist mbsa.... MBSA Must exist Information Mo
mbsa.exe Version Greaterthan or equalto 20 mbsa... MBSA  Version Greater... Information Mo
1 | |
MNew... | Edit... | Delete |

(7] < Previous | Next > I Summary | Cancel |

37) Click Next , the Supported Platforms dialog box appears allowing you to
configure the operating systems that this configuration item is applicable for , in

here, I just select All Windows 7 (64-bit) item :
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il Create Configuration Ttem Wizard

gg Supported Platforms

General
Detection Methods
Settings

Compliance Rules

Supported Platforms

Summary
Progress

Completion

Specify the client operating systems that will assess this configuration item for

compliance

[¥ Select al

=- O Windows XF

- Windows Vista

- [E Windows 7

- [ Al Windows 7 (64-bit)

- O All Windows 7 (32+bit)

- O Windows 7 (54-bit)

- O Windows 7 SP1 (64-bit)
- O Windows 7 (32-bit)

- [ Windows 7 SP1 (32-hit)
- O Windows 2003

- 0 Windows 2008

[~ This application runs only on computers that have 64-bit hardware

Summary Cancel

< Previous | Mext = I

38) Click Next , will into Summary page :
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m{:reate Configuration Item Wizard x|
%g Summary
Bem The wizard will create an application configuration item with the following settings
Detection Methods
Settings
Compliance Rules Details:
ErErTiEL BEE The wizard will create an application configuration item with the following settings:
Mew application configuration item will be saved as:
Progress « Name: MBSA
. » Description: Microsoft Baseline Securnity Analyzer
Completion « Categories:
Detection Rule:

= Detection Rule: MSI
« Thiz M5| application is installed per-user: No

The following compliznce rules are added:
= mbsa.exe must exist
» mbsz.exe Version Greater than or equal to 2.0

The following settings are added:
= mbsa.exs

The following applicability critena are added:
« All'Windows 7 (64-bit)
» Thiz application runs on 64-bit computers only: Mo

To change these settings, click Previous. To apply the settings. click Mexdt.

'@ < Previous | MNext > I Summary. | Cancel |

39) Click Next , the Completion dialog box appears indicating that the

configuration item has successfully been created :
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m{:reate Configuration Item Wizard |
gg Completion
General

Petection Methods Iﬁaﬁl The Create Configuration Item Wizard completed successfully

Settings =
Compli Rul
ompliance Rules Details:
Supported Platforms
Summary & Success: The Create Co nfiguration ltem Wizard completed successfully.
Progress Mew application configuraticn item will be saved as:

T
+ Description: Microsoft Baseline Security Anabyzer

« Categones:

Detection Rule:
= Detection Rule: MSI
+ This MSI application is installed per-user: No

The following compliznce rules are added:
= mbsa.exe must exist
+ mbsa.exe Version Greater than or equalto 2.0

The following settings are added:
* mbsa.exe

The following applicability critenz are added:
« All'Windows 7 (B4-bit)
+ This application runs on 64-bit computers only: Mo

To exit the wizand, click Close.

(2] = Previous | Next > | Summary | Close I

40) Click Close , you can see just created configuration item :

Justin Gao 517
yanga@microsoft.com
http://blogs.technet.com/b/justin_gao



System Center 2012
Configuration Manager RTM
Settings Management Document

System Center 2012 Configuration Manager (Connected to MCM - SC2012_ConfigMgr_Primary_* 1 =18 x|
- Home Folder ~ @
i' > i T ] i i n sy i
» ! \\* = ":T ,l— | 2] view Xml Definition ( Refresh e d D
u ﬁ © b Export 75 Delete —
Create Import Saved Create Child Revision Move Categorize Set Security Properties
Configuration Item Configuration Data Searches ~ Configuration Item History - Scopes
Create Search Configuration Item Move Classify Properties
| (— * | %L \ » Assetsand Compliance »  Owverview »  Compliance Settings »  Configuration Items - 2
Assets and Compliance < Configuration ltems 27 items
4 B Overview Search £| () Search | Add Criteria v
-
\e_J Users Icon Name Type Device Type Revision Child Rela *
& Devices :E:" ‘Win75P1 Computer Security Compliznce-Beta-Encryption Configuration  Operating System  Windows 1,000 No Yes
a;: User Collections :E:" Win75P1 Computer Security Compliance-Beta-Authentication Types Operating System  Windows 1,000 No Yes
I;.-l' Device Collections :&" MBSA Application Windows 1 No No
&; User State Migration i) 1E9 Computer Security Compliance-Virus and Malware Protection General Windows 1,000 No Yes
] Asset Intelligence i) IE9 Computer Security Compliance-Least Privilege General Windows 1,000 No Yes
i Software Metering :EL" 1ES Computer Security Compliance-Least Funclionality General ‘Windows 1,000 Mo Yes
4 4 Compliance Settings :E:" 1E9 Computer Security Compliance-Key Management General Windows 1,000 No Yes
|} Configuration Items :E:" 1E9 Computer Security Compliance-Certificate Management General Windows 1,000 No Yes
é Configuration Baselines :&" 1E9 Computer Security Compliance-Authentication Types General Windows 1,000 No Yes
“| Endpoint Protection -
| m ] »
MBSA hd
Configuration Ttem Properties Configuration Ttem Status
L Assets and Compliance Type: Application Relaticnships: Mo
i Child: No User Sefting: Yes
ﬁ Software Library Revision: 1 Status: Enabled
L Date Created: 3/20/2012 5:07 AM
. Monitoring B .
= Date Modified: 3/20/2012 5:07 AM
& L Creatad By: CONTOSOAdministrator
(][} Administration Madified By: CONTOSO\Administrator
. Device Type: Windows
Categories: ~

41) Click Configuration Baselines , on the Ribbon , click Create

Configuration Baseline :
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F Sl S System Center 2012 Configuration Manager (Connected to
Folder

. & ) Schedule Summarization
p % 2 ~»°
’ [& Run Summarization
Import Saved Show i
Configuration Baseline fonfiguration Data Searches - Members = View Xml Definition
Create Search Baseline
—
(- d | gy | »  Assatsand Compliance »  Cwerview »  Compliance Sattings » €
Assets and Compliance < Configuration Baselines 3 items
4 B Overview Seard
2, Users Icon Name Status
ik Devices @ 1ES Computer Security Compliance  Enabled
% User Caollections @ Win75P1 Computer Security Com... Engbled
lI_:-’ Device Collections @ Win75P1 Domain Security Compli...  Enabled

.i} User State Migration
| Asset Intelligence
E Software Metering
4 [ | Compliance Settings
|7} Configuration Items

D"; Configuration Baselines

_| Endpoint Protection

42) The Create Configuration Baseline dialog box appears allowing you to

name the configuration baseline and add configuration items to the baseline :
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8 Create Configuration Baseline

Specify general information about this configuration baseline

<1l Name:

Description: ;I

[

Select the configuration data (configuration items, configuration baselines, and software updates) to be evaluated for
compliance by this configurstion baseline. This configuration baseline will be assessed as compliant if all the tems
specified are compliart. Optional items are evaluated only if the relevant application is present on the client devices.

Configuration data:
Fitter. ..
MName I Type I Purpose I Revision
There are no items to show in this view.
Add v Change Furpoze - [Chanoe Hewvizion L4 Femowve |

Assigned categories to improve searching and fittering:
I Categories. . |

@ ok | comesl |

43) Type a name in Name field :
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8 Create Configuration Baseline

Specify general information about this configuration baseline

<1l Name: |Standard Desktop Configuration

Description: ;I

[

Select the configuration data (configuration items, configuration baselines, and software updates) to be evaluated for
compliance by this corfiguration baseline. This configuration baseline will be assessed as compliant if all the items
specified are compliant. COptional items are evaluated only if the relevant application iz present on the client devices.

Configuration data:
Filter...
MName I Type I Purpose I Revision
There are no items to show in this view.
Add v Change Furpoze - Change Hevision L Femowve |

Assigned categories to improve searching and filtering:
I Categories... |

@ ok |  cancsl |

44) Click Add --- Configuration Items :
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8 Create Configuration Baseline

Specify general information about this configuration baseline

<1l Name: |Standard Desktop Configuration

-
[~

Description:

Select the configuration data (configuration items, configuration baselines, and software updates) to be evaluated for
compliance by this corfiguration baseline. This configuration baseline will be assessed as compliant if all the items
specified are compliant. COptional items are evaluated only if the relevant application iz present on the client devices.

Configuration data:

Filter...
MName I Type I Purpose I Revision
There are no items to show in this view.

Change Furpoze - Change Hevision L Femowve |

|| Configuration Items !
Software Updates arching and filtering:

Configuration Baselines Categories... |

2 ok | cames |

@

45) The Add Configuration Items dialog box appears allowing you to select

the configuration items to be added to the configuration baseline :
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Add Configuration Items x|

Select the configuration items that you want to add to this configuration
baseline

Available corfiguration items:

Filter. .. /
Mame | Tvpe | Latest Revisi... | Description | Status | -
|IES Computer Securty Compliance-Auth...  General Revision 1000 Enabled

|IES Computer Securty Compliance-Certifi... General Revision 1000 Enabled

|IES Computer Securty Compliance-Key ...  General Revision 1000 Enabled __|
|ES Computer Securty Compliance-Least... General Revision 1000 Enabled

|IES Computer Securty Compliance-Least... General Revision 1000 Enabled

|IES Computer Securty Compliance-Vinus ... General Revision 1000 Enabled
MESA Application Revision 1 Microsoft Baseline ...  Enabled
Win75P1 Computer Security Compliance... Operating System  Revision 1000 Enabled
Win75P1 Computer Security Compliance... Operating System  Revision 1000 Enabled
Win75P1 Computer Security Compliance... Operating System  Revision 1000 Enabled LI

Add | Remove |

Corfiguration items that will be added to this configuration baseline:

Filter. .. ’
Mame | Type | Latest Revision | Description | Status |
There are no items to show in this view.

o | canesl |

46) Under Available configuration items, click Windows 7 64-bit and MBSA

and then click Add :
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Add Configuration Items : x|

Select the configuration items that you want to add to this configuration
baseline

Available configuration tems:

Fitter... /
MName | Type | Latest Revision | Description | Status | il
Win¥5P1 Computer Securty Compli... Operating System  Revision 1000 Enabled

Win75P1 Computer Securty Compli... Operating System  Revision 1000 Enabled

Win75P1 Computer Securty Compli... Operating System  Revision 1000 Enabled

Win75P1 Computer Securty Compli... Opersting System  Revision 1000 Enabled

Win75P1 Computer Securty Compli... Operating System  Revision 1000 Enabled

Win75P1 Computer Securty Compli... Operating System  Revizion 1000 Enabled

Win¥5P1 Computer Securty Compli... Operating System  Revision 1000 Enabled

Win75P1 Domain Securty Complia... Operating System  Revision 1000 Enabled

Win75P1 Domain Securty Complia... Operating System  Revision 1000 Enabled

Add | Remove |

Corfiguration tems that will be added to this corfiguration baseline:

Filtter... /
MName | Type | Latest Revision | Description | Status |
MESA Application Revision 1 Microgoft Baseline Securty...  Enabled

Windows 7 64-bit Operating System  Revision 1 Enabled

ok | Cancel |

47) Click OK , the Create Configuration Baseline dialog box appears

displaying the two configuration items added to this configuration baseline :
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%8 Create Configuration Baseline x|

Specify general information about this configuration baseline

|| MName: IStandard Desktop Corfiguration

Description: ;I

[

Select the configuration data (corfiguration items, configuration baselines, and software updates) to be evaluated for
compliance by this configuration baseline. This configuration baseline will be assessed as compliant if all the tems
specified are compliant. Optional tems are evaluated only if the relevant application is present on the client devices.

Configuration data:
Fitter...
MName | Type | Furpose | Revigion
MESA Application Riequired Latest
Windows 7 64-bit Operating System Riequired Latest
Add - Change Furpose ¥ Change Hewvision L4 Femowve |

Assigned categories to improve searching and fittering:

I Categornies... |

@ oK | concer |

48) Click OK, the list of configuration baselines appears in the results pane :
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NEE
- Home Folder ~ @

> = (D Schedule Summarization - Enable Ef’_ @ D
N 4
* ““B [ Run Summarization - Disable (i Refresh
Create Import Saved Show . Deploy Maove Categorize Set Security Properties
Configuration Baseline Configuration Data | Searches » | Members | View Xml Definition /¥ Export X Delete - Scopes
Create Search Baseline Deployment Move Classify Properties
| (— - ‘H % » Assets and Compliance »  Owerview »  Compliance Settings »  Configuration Baselines - :
Assets and Compliance < Configuration Baselines 4 items
4 B Overview Search il Search | Add Critesia «
3_; Users Icon | Mame Status Deplo... UserS.. Date Mod.. Complianc.. Moncompliance... Failure Co... Modified By
& Devices Q 1ES Computer Sacurity Compliance  Enabled  No No 3/18/20L.. 0 0 L) CONTOSON...
& User Collections i  Standard Desktop Configuration  Enabled Mo Yes 3/20/201.. 0 [i] [} CONTOSON,..
\'.-t' Device Collections Q ‘Win75P1 Computer Security Com... Enabled No Na 3/18/201.. O 0 [1] CONTOSO...
3;; User State Migration @ Win75P1 Domain Security Compli... Enabled No No 3/18/201.. O 0 o CONTOSON...
_| Asset Intelligence
E Software Metering
4 [ Compliance Settings
[l Configuration Items
;’5 Configuration Baselines
_| Endpaint Protection
Standard Desktop Configuration v
General Compliance Statistics
¥ Assets and Compliance Type: Configuration Baseline Compliznce Count: 0 =
. Relationships: No Noncompliance Count: 0
Tf@ Software Library Date Created: 3/20/2012 5:11 AM Failure Count: o
. b Date Modified: 3/20/2012 5:11 AM
&4 Monitoring Created By: CONTOSO\Administrator
2 . X Maodified By: CONTOSOAdministrator
r. Administration Cateqories:
Desrrintinn: -

Summary | Deployments |

49) Now I will deploy this Configuration Baseline to collection . Click just

created configuration baseline and click Deploy in Ribbon :
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[y System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMgr_Primary._Site)

- Home Folder

&S ™ = - { D) Schedule Summarization Enable 52 Copy E:}
— - rF ) 2 LI’
* “‘E v [» Run Summarization ’ Disable () Refresh '
Create Import Saved Show . Deploy W
Configuration Baseline Configuration Data Searches* | Members =] View Xml Definition #¥ Export X Delete
Create Search Baseline Deployment [
I 6 - | gs |\ »  Assetsand Compliance »  Owverview »  Compliance Sattings »  Configuration Baselines
Assets and Compliance < Configuration Baselines 4 items
4 B Overview Seardh
3_; Users Icon  Name Status Deplo.. User5..  Dats Mod.. Complianc...
A Devices é 1ES Computer Security Compliance  Enabled  No No 3/15/201. 0
5’ User Collections gﬂ Standard Desktop Configuration Enabled MNo Yes 3/20/z01.. 0
& Device Collections g2)  Win7SPi Computer Security Com... Enabled No No 315201 0
&; User State Migration Q Win75P1 Domain Security Compli..  Enabled  No No 3/18/201. 0

| Asset Intelligence
E Software Metering
4[] Compliance Settings
|37 Configuration Items
;{_f; Configuration Baselines

| Endpoint Protection

Standard Desktop Configuration

Ganaral Compliance Statistc

_#' Assets and Compliance Type: Configuration Baseline Compliance Coun

LS BT T R

P U ER Y

50) The Deploy Configuration Baselines dialog box appears allowing you to

configure the deployment of the configuration baseline :
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& Deploy Configuration Baselines |

Select the configuration baselines that you want to deploy to a collection

Available configuration baselines: Selected configuration baselines:
Fitter... # Filter...
Win75F 1 Computer Securty Compliance-B... Add = | Standard Desktop Corfiguration
Win75F1 Domain Security Compliance-Beta
IES Computer Security Compliance < Hemove |

[~ Remediate noncompliant rules when supported
[T Allow remediztion outside the maintenznce window
[T Generate an aler:

When compliance is below: Ig: 3: kA
Date and time: | 372072012

M BEO=

" Genergte System Center Operdtions Manager alert

Select the collection for this configuration baseline deployment.

Collection: (] Browse...

— Schedule
Specify the compliance evaluation schedule for this configuration baseline:

¢ Simple schedule

Run every: IT-’ ﬁ IDa:.rs j

¢ Custom schedule

|Ho custom schedule defined. | Customize... |

@ ok |  cancel |

51) Click Remediate noncompliant rules when supported :
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B peploy Configuration Baselines =l

Select the configuration baselines that you want to deploy to a collection

Available configuration baselines: Selected configuration baselines:
Filter... b Filter... b
Win75F1 Computer Security Compliance-B... Add = | Standard Desktop Configuration
Win75F1 Domain Securty Compliance-Beta
|IES Computer Security Compliance < Remove |

¥ Remediate noncompliant rules when supported
[~ Alow remediation outside the mairtenance window

[T Generate an aler:

When compliance is below: IEC 3: %

Date and time: | 37200202 ~||513AM =

Pl

™| Generste System Center, Operations Manager alet

Select the collection for this configuration baseline deployment.

Collection: i Browse...

— Schedule
Specify the compliance evaluation schedule for this corfiguration baseline:

{&" Simple schedule

Run everny: I? ::I IDa'_.rs j

" Custom scheduls

|No custom schedule defined. | Customize... |

@ OK |  canca |

Note :Configuring this option will allow the client to be remediated to become
compliant. However, notice that by default, remediation occurs only during
applicable maintenance windows. This is because remediation could potentially
cause a system restart. In our lab environment, we don't have any maintenance
windows configured, so it is not applicable. In your production environments, you
may need to configure the option to allow remediation to occur outside

maintenance windows.
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52) Click Generate an alert , and then in the When compliance is below ,
verify that the compliance percentage is set to 90 . After Collection, click Browse ,

under Select Collection, click Device Collections , select All Systems collection:

& peploy Configuration Baselines |

Select the configuration baselines that you want to deploy to a collection

Available configuration baselines: Selected configuration baselines:
Win75P1 Computer Securty Compliance-B... Add = | Standard Desktop Configuration
Win75P1 Domain Securty Compliance-Beta
IES Computer Security Compliance < Remove |

¥ Remediate noncompliant rules when supported
[~ Allow remediation outside the maintenance window

¥ Generate an alert:
When compliance is below: a0 ==

Date and time: |32i2mz =l 1z14rm =

[~ Generate System Canter Operations Manager alert

Select the collection for this corfiguration baseline deployment.
Collection: [Al Systems

— Scheduls
Specify the compliance evaluation schedule for this configuration baseling:

(& Simple schedule
Run everny: I? ::I IDa'_.'s j

" Custom schedule

|Hu:- custom schedule defined. | Customize. . |

@ ok | caca |

53) Click OK , you can see just configured configuration baseline has

Deployed :
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:‘* Q p f: @ Schedule Summarization Enable |52 Copy E:\f

[P Run Summiarization 4 Disable ) Refresh

Create Import Saved Show . Deplay
Configuration Baseline Configuration Data | Searches * | Members || View Xml Definition #¥ Bxport X Delete
Create Search Baseline Deployms
I (— A | gs \ »  Assets and Compliance »  Owerview »  Compliance Seftings »  Configuration Baselines
Assets and Compliance < Configuration Baselines 4 items
4 B Overview e
3_; Users Icon  Name Status  Deployed User Setting
A Devices @ 1ES Computer Security Compliance Enabled Mo Mo
% User Collections ﬁ’;ﬂ Standard Desktop Configuration Enabled Yes Yes
n'_:l’ Device Collections @ Win75P1 Computer Security Compliance-Beta Enabled No No
& User State Migration é Win75P1 Domain Security Compliance-Beta  Enabled  No No

b

| Asset Intelligence
E Software Metering
4 [ 7] Compliance Settings

7] Configuration Items
n‘f: Configuration Baselines

» 1 Endpoint Protection

| 1

54) Click the Monitoring workspace , click Deployments , the Standard

Desktop Configuration baseline appears :

|I8' System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMgr_Primary_Site) (Evaluation, 174 days left) -8 5'
Home ~ @
2 @ b > B
Saved Vie'_w Run Properties
Searches ~ Status  Summarization
Search Deployment Properties
[ (— = ‘ 3" % » Monitoring » Overview » Deployments » = z
Monitoring < Deployments 3 items
4 Bl Overview Search il () Search | Add Criteria «
b Alerts Icon Software Collection Purpose Action Feature Type  Compliance %  Date Created
# Queries E[LD Microsoft Baseline Security Analyzer  All Users Available Install Application 100.0 3/18/2012 10:
b | Reporting 33 (Office Professional Plus 2010 All Users and U...  Available Install Application 100.0 3/18/2012 3:0...
ﬁi Site Hierarchy 39 Standard Desktop Configuration All Systems Required Remediate  Baseline 0.0 3/20/2012 5:1...
_| System Status
5* Deployments
» [T Client Status
(5 Database Replication
“| Distribution Status
% Software Update Point Synchroni;
E System Center 2012 Endpoint Pra
Standard Desktop Configuration Status to All Systems ~
General Compliance Statistics Related Objects
L pssets and Compliance - Collection
_# [ Software: Standard W Compliant: 0 o
ﬁ Software Librai DES:SI'DD i I Error: 0 4y Baseling
Y Configuratio Mon-Compliant: 0
n Unknown: 0
Bl Monitoring Collection: All Systems
= Feature Type: Baseling .
f. Administration Purpose: Required No Data (Last Update: Never)
Date Created: 3/20/2012
h 5:15 AM =
il
Ready
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55) On the Ribbon , click Run Summarization , a Configuration Manager
message box appears indicating that the summarization will occur throughout the

hierarchy :

Configuration Manager x|

S8 The summarization of this deployment has been scheduled to be
| updated throughout the hierarchy. Allow time for the system to
= perform this action, then refresh the view to see the results.

56) Click OK and then refresh the Standard Desktop Configuration baseline ,
The baseline compliance is summarized and the updated data is displayed in the
preview pane. Updated data will available after clients have run the evaluation of
the baseline. At this time, all systems are "Unknown" as they have not scanned for

or reported compliance with this baseline :
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L] System Center 2012 Configuration Manager (Connected to MCM - SC2012 ConfigMgr_Primary_Site) (Evaluation, 174 days left)

=l8lx|
Home ~ @
2 @ b o~ &
Zaved Vi;w Run Properties
Searches ~ Status  Summarization
Search Deployment Properties
e - ‘ j % » Monitoring » Overview # Deployments » - 2
Monitoring < Deployments 3 items
4 Bl Overview Search d Search | Add Criteria v
L= Alerts Icon Software Collection Purpose Action Feature Type  Compliance %  Date Created
) Quenes 39 Microsoft Baseline Security Analyzer Al Users Available Install Application 100.0 3/18/2012 10:...
=| Reporting 3‘3 Office Professional Plus 2010 All Users and U. Available Install Application 100.0 3/18/2012 3:0...
B Site Hierarchy 3‘9 Standard Desktop Configuration All Systems Required Remediate  Baseline 0.0 3/20/2012 5:1
_| System Status
3 Deployments
~| Client Status
& Database Replication
7| Distribution Status
Ei Software Update Point Synchroni:
E System Center 2012 Endpaoint Pra
Standard Desktop Configuration Status to All Systems v
General Compliance Statistics Related Objects B
& Assets and Compliance . + Collection
o P Software: gt:;k(:g;d B Compliant: 0 ¥
) M Error: 0 Baseline g
ﬁ Sl Ul Configuratio I Non-Compliant: 0 -
) n Unknown: 5
Bl Monitoring Collection: All Systems
e P Feature TYDE: Baseline Total Asset Count: 5 (Last Update:
(][} Administration Purpase: Required 3/20/2012 5:17:03 AM) View Status
Date Created: 3/20/2012
-

L Pomin b diGim

Ready

5:15 AM

57) Logon to Client computer , open Control Panel , click System and

Security , and then click Configuration Manager . In Actions tab , click Machine

Policy Retrieval & Evaluation Cycle , and then Run Now :
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[ =

F;l... Configuration Manager Properties @
Cache | Corfigurations | Metwork
General I Components | Actions | Site:

Select an action to run a client cycle independenthy from schedules that are
configured in the Corfiguration Manager console.

Actions:

Application Deployment Evaluation Cycle
Discovery Data Collection Cycle

File Collection Cycle

Hardware Inventory Cycle

Software Inventary Cycle

Software Metering Usage Report Cycle
Software Updates Deployment Evaluation Cycle
|User Paolicy Retrieval & Evaluation Cycle
Windows Installer Source List Update Cycle

[ Fun Mow

[ OK J[ Cancel ] Apply

58) A Machine Policy Retrieval & Evaluation Cycle message box appears

indicating that the action may take a few minutes to complete :

P

-

A Machine Policy Retrieval & Evaluation Cycle @

I The selected cycle will run and might take several minutes to finish.

59) Click OK . Then click Configurations tab :
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[ =

F;... Configuration Manager Properties @

General I Compaonents I Actions | Site

Cache | Corfigurations | Metwark

Assigned configuration baselines:
Mame Re.. Last Ev.. Complian... EBEvaluati...
Standard Desktop C... 1 MR Unknown  Idle
Evaluate ] [ '&'VIEW Report ] [ Refresh
| ok || caneel || ool

60) Under Name , click Standard Desktop Configuration , and then click
Evaluate , the baseline is evaluated on demand. Configuration Manager 2012
automatically implements a random cycle for initial baseline evaluation of up to
two hours. This is to prevent a flood of compliance state messages upon new
baseline deployment. When complete, the Configuration Manager Properties
dialog box appears displaying the compliance state for the "Standard desktop
configuration” baseline has been evaluated. This should be listed as being
"Compliant” for the client computer. If you run the baseline evaluation on the site

server, it will report "Non-Compliant”.
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61) Then click Refresh will display “"Compliant” :

[ =

F;l.\ Configuration Manager Properties
General I Components I Actions | Site
Cache | Configurations | Network

Assigned configuration baselines:

Mame R.. L. Complia.. Evalu..
Standard Desktop Configuration 1 3., Compliant Idle

Evaluate | | /ViewRepot ||  Refresh |

| ok || canea || ool

62) Click View Report, you can see details information :
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-

—r—
[Fe== '| 2] C:\Users\Justin. CONTOSO\AppData\Local\ Temp\compliance_re O = & X ” (2 Compliance Report | |

J Report View | ‘ Xml View

COMPUTER NAME:
EVALUATION TIME:

BASFLINE NAME:
REVISION:
COMPLIANCE STATE

CLIENT
3/20/2012 5:18:37 AM

Standard Desktop Configuration
1

NON-COMPLIANCE SEVERITY: None L
DESCRIPTION:
Summary:
Non- Non-
i L  coTert
Name Revision Type B - Comp Compliance Dls?m ery Compliant
Policy State .. | Failures
Severity Rules
Standard Deskiop Configuration 1 Baseline None 0 0
MBSA 1 Application Configuration | Required None 0 0
- - . Operating System . -
Windows 7 64-bit 1 Configuration Item Required None 0 0
Details:
NAME: Standard Desktop Configuration
TYPE: Baseline
REVISION: 1
COMPLLANCE STATE: | Compliant |
Nnn Coasr ianet Qevep v Nans AL
4 1 +
=) [E] Csers\lustin CONTOSOVAppData\Locah Temp\compliance re 2 = & X || @ Compliance Report | |
NON-COMPLIANCE SEVERITY: None 9
DESCRIPTION:
NAME: MBSA
TYPE: Application Configuration
REVISION: 1

None

COMPLIANCE STATE:
NON-COMPLIANCE SEVERITY:

DESCRIPTION: Microsoft Baseline Security Analyzer
NAME: Windows 7 64-bit
TYPE: Operating System Configuration [tem
REVISION: 1
COMPLIANCE STATE: | Compliant |
NON-COMPLIANCE SEVERITY: None
DESCRIPTION:
Remediated Rules:
Remediated Rule:
_ Rule Setting Sefting| Setting
Rule Name Description Name Type |Description Tnstance
. Instance
Expression Source
DenyTSConnections DenyTS Connections Re'gstr_x' Location =
Equals 0 Value Equals 0 |[Is64Bit=false ]JHKEY LOCAL MACHINE'SYSTE}
Server, Property = fDenyTS!
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o lie =

v Analyzer

ration Item

m,

Setting | Setting

Type |Description Instance Data

E . Instance Previous | Remediated
Xpression Source Value Value
ctions Re'gism.' Location =
Value Equals 0 |[Is64Bit=false]HKEY _LOCAL_MACHINE'\SYSTEM\CurrentControlSet\Control\ Terminal 1 0
Server, Property = fDenyTSConnections

63) Open Regedit.exe , find fDenyTSConnections value , confirm this

REG_DWORD data is changed to 0 :

2 Registry Editor =N SR>
File Edit View Favorites Help
-l PnP [«]| Name Type Data
- ':'D_WE’ ab| (Default) REG_SZ (value not set)
> -l Print 24| AllowRernoteRPC REG_DWORD 0x00000000 (0)
' E:’;;Hfg::;ris £ DelayConMgrTimeout REG_DWORD 000000000 (0)
 Remote Acsistance #%| DeleteTempDirsOnExit REG_DWORD 0x00000001 (1)
' SafeBoot REG_DWORD 000000000 (0)
- ScsiPort ‘.’.'.%]fSingIeSessionPerUser REG_DWORD 000000001 (1)
o 1k SecurePipsServers al']Instance_ID REG_SZ d3b854ff-e083-454 e-alfee
».) SecurityProviders 2% NotificationTimeOut REG_DWORD 000000000 (0)
| ServiceGroupOrder ‘-’-'.%]PerSessionTempDir REG_DWORD 000000000 (0)
o | ServiceProvider ab| ProductVersion REG_SZ 51
> || Session Manager £4%| RailShowallNotifylcons REG_DWORD 000000001 (1)
b , SHMP ab]RCDependentSer\rices REG_MULTL SZ CertPropSvc SessionEnv
|| SQMServiceList 74| RDPVGClnstalled REG_DWORD 0x00000001 (1)
. Srp aI']Sr'lara5I*10t|'\|'10nit0r5 REG_SZ 1
. SrpbxtensionCenfig %] StartRCM REG_DWORD 0:400000000 (0}
. Stilllmage 4| TSAdvertise REG_DWORD 000000000 (0)
| Storage % TSUserEnabled REG_DWORD 000000000 (0)
| SystemInformation
> - |u SystemResources
- |l TabletPC
a. . Terminal Server |
H AdATAe
« | [l 3 < | [l 3

Computer\HKEY_LOCAL_MACHINE\SYSTEMY CurrentControlSet\Control\Terminal Server
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64) Logon to ConfigMgr2012 server , click Assets and Compliance
workspace , in the results pane, click Standard Desktop Configuration, and then

on the Ribbon, click Run Summarization :

geic @l ) System Center 2012 Configuration Manager (Connected to MCM - SC2012 ConfigMor,

Folder
=l » A /._“, -) Schedule Summarization Enable |52 Copy
== * ‘48 r [P Run summarization J pisable () Refresh
Create Import Saved Show — -
Configuration Baseline Configuration Data Searches Members || View Xml Definition #¥ Export K Deleta
Create Search Bassline [
(- - | g \ ¢ Assetsand Compliance »  Overview »  Compliance Settings  »  Configuration Baselines
Assets and Compliance < Configuration Baselines 4 items
4 g" Owverview Search
3_; Users Icon  Name Status  Deployed User Set
1 Devices Q IES Computer Security Compliance Enabled Mo Mo
g- User Callections Q Standard Desktop Configuration Enabled Yes Yes
E* Device Collections Q Win75P1 Computer Security Compliance-Beta Enabled Mo Mo
&;x User State Migration Q Win75P1 Domain Security Compliance-Beta  Enabled  No No

| Asset Intelligence
i Software Metering
4 [ Compliance Settings
[%#l Configuration Ttems
£ Configuration Baselines

_| Endpoint Protection

‘| i

65) Refresh the Configuration Baselines node, in the results pane, click the
Standard Desktop Configuration , in the preview pane , click the Deployments

tab :
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e Cllle o] System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMgr_Primary_Site) (Evaluation,

Home Folder

\* Q //"’ @SchaduleSummarizatun

[} Run Summiarization

& Disable (i Refresh

Enable

w

~180x]
-~ @

8 B

Create Import Saved Show . Deploy Maove Categorize Set Security Properties
Configuration Baseline Configuration Data | Searches = | Members (=] View Xml Definition /¥ Export X Delete - Scopes
Create Search Baseline Deployment Move Classify Properties
| (— - ‘H % » Assets and Compliance »  Owerview » Compliance Settings »  Configuration Baselines - ‘;
Assets and Compliance < Configuration Baselines 4 items
4 B Overview :I () Search | Add Criteria
3_; Users Icon  Name Status | Deployed | User Setting Cate Mod... Complianc...  Nencompliance... Failure Co...  Modif
& Devices @ 1ES Computer Security Compliance Enabled No No 3/15/201 0 1] [1} CON
g= User Collections ﬁ Standard Deskiop Configuration Enabled ‘Yes ‘Yes 3/20/201.. © 0 0 CON
\':f Device Collections g Win75P1 Computer Security Compliance-Beta Enabled No Mo 3/18/201.. 0O i} [1] CON
& User State Migration @ ‘Win75P1 Domain Security Compliance-Beta Enabled No Mo 3/15/201.. 0O i} [1] CON
* ] AssetIntelligence
E Software Metering
4[] Compliance Settings
fl Configuration Items
n’; Configuration Baselines
» [ Endpoint Protection
< il 8
Standard Desktop Configuration ~
General Compliance Statistics
# Assets and Compliance Type: Configuration Baseline Compliance Count: ]
i Relationships: No Noncompliance Count: 0
ﬁ Software Library Date Created: 3/20/2012 5:11 AM Failure Count: o
. b Date Modified: 3{20/2012 5:11 AM
&4 Monitoring Created By: CONTOSO\Administrator
E L Modified By: CONTOSO\Administrator
r. Administration Cateqories:
Dascrintion: -
Summary | Deployments §
Ready
.
o/ -
66) In Deployments tab , you can see Compliance % :
(B RSO ELERET System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMgr. Primary,_ 5i -8 x|
- Home Deployment Folder -~
CJ Refresh B
7( Delete
View Properties
Status 3 Create New Collection +
Deployment Properties
| (— - ‘H % » Assets and Compliance »  Owerview » Compliance Settings »  Configuration Baselines - ‘;
Assets and Compliance < Configuration Baselines 4 items
4 B Overview rcht d () Search | Add Critesia ~
3_; Users Icon | Name Status  Deployed User Setting Date Mod... Complianc...  Nencompliance... Failure Co...  Modif
& Devices @ 1E9 Computer Security Compliance Enabled No No 3f1gf201.. 0 0 0 COoN
é User Collections Q Standard Desktop Configuration Enabled Yes Yas 3f20/201.. 2 [1] 0 CON
\':f Device Collections ﬁ Win75P1 Computer Security Compliance-Beta Enabled No Mo 3/18/201.. 0O i} [1] CON
& User State Migration @ ‘Win75P1 Domain Security Compliance-Beta Enabled No Mo 3/15/201.. 0O i} [1] CON
* ] AssetIntelligence
E Software Metering
4 [ Compliance Settings
fl Configuration Items
n’; Configuration Baselines
» [ Endpoint Protection
< il 8
Standard Desktop Configuration ~
Icon Collection Compliance % Deployment Start Time
i All Systems 20.0 3/20/2012 5:15 AM

=
=i
L
2

Assets and Compliance
Software Library
Monitoring

Administration

7 Summary Dep\nymantsl

Ready

67) Click the Monitoring workspace , click Standard Desktop Configuration ,

Justin Gao 517
yanga@microsoft.com
http://blogs.technet.com/b/justin_gao



System Center 2012
Configuration Manager RTM
Settings Management Document

the compliance statistics for the Standard Desktop Configuration baseline

appears in the preview pane, in numerical and graphical format :

] System Center 2012 Configuration Manager (Connected to MCM - SC2012 ConfigMgr_Primary_Site) (Evaluation, 174 days left) —| & 5'
Home ~ @
L2 @ » ™ H
Saved Vi;w Run Properties
Searches ~ Status  Summarization
search Deployment Properties
(— - ‘ j % » Monitoring » Overview » Deployments » - :
Monitoring < Deployments 3 items
4 B Overview Search (5] ) sesrch | add ciiteria ~
L= Alerts Icon Software Callection Purpose Action Feature Type  Comgpliance % Date Created
~ Queries ii’ Microsoft Baseline Security Analyzer  All Users Available Install Application 100.0 3/18/2012 10:...
=] Reporting 39 Office Professional Plus 2010 All Users and U. Available Install Application 100.0 3/18/2012 3:0...
B Site Hierarchy 39 Standard Desktop Configuration All Systems Required Remediate Baseline 20.0 3/20/2012 5:1...
_| System Status
5 Deployments
71 Client Status
& Database Replication
1 Distribution Status
‘3 Software Update Point Synchroni;
E System Center 2012 Endpoint Pra
Standard Desktop Configuration Status to All Systems v
General Compliance Statistics Related Objects N
P Assets and Compliance - ¥ Collection
o ? Software: gts;k‘:géd M Compliant: 1 &
. . I Error: 0 - Baseline =
ﬁ S ) Configuratio B Non-Compliant: 0 -
n Unknown: 4
Bl Monitoring Collection: All Systems
\~ T Feature TYDE: Base\.lne Total Asset Count: 5 (Last Update:
[, Administration Purpose: Required 3/20/2012 5:25:19 AM) View Status
Date Created: 3/20/2012
- 5:15 AM =
il
Ready

68) Expend Reporting , expend Reports , and then click Compliance and

Settings Management , there are 15 reports available :
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Iy System Center 2012 Configuration Manager

nected to MCM - S5C2012_ConfigMgr Site) (Evaluation, 176 days left)

=l8lx|
-~ @

Monitoring » Owerview » Reporting » Reports »  Compliance and Settings Management = -

Monitoring % Compliance and Settings Management 15 items
4 W Overview * | search ﬂ {0 Search | Add Criteria ~
¥l Alerts | Icon Name - Category Date Mod
~ Queries I |} Compliance history of a configuration baseline Compliance and Settings Management 3/15/201
4 | | Reporting || Compliance history of 2 configuration item Compliance and Settings Management 3/15/201
4 5| Reports &l Details of compliant rules of configuration items in a configuration baseline for an asset Compliance and Settings Management 3/15/201
| Administrative Security || Details of cenflicting rules of configuration items in a configuration baseline for an assat Compliance and Settings Management 3/15/201
1 Alerts || Details of errors of configuration items in a configuration baseline for an asset Compliance and Settings Management 3/15/201
] Asset Intelligence || Details of non-compliant rules of configuration items in a configuration baseline for an assat Compliance and Settings Management 3/15/201
| Client Push 7 Details of remediated rules of configuration items in & configuration baseline for an asset Compliance and Settings Management 3/15/201
_| Client Status List of assets by compliance state for a configuration bassline Compliance and Settings Management 3/15/201
_| Compliance and Settings N List of assets by compliance state for a configuration item in a configuration baseline Compliance and Settings Management 3/15/201
| Device Management List of rules conflicting with a specified rule for an asset Compliance and Settings Management 3/15/201
| Driver Management || List of unknown assets for a configuration baseline Compliance and Settings Management 3/15/201
= Endpoint Protection || Rules and emrors summary of configuration items in a configuration baseline for an asset Compliance and Settings Management 3/15/201
| Hardware - CD-ROM -~ & Summary compliance by configuration baseline Compliance and Settings Management 3/15/201
- F5 Summary compliance by configuration items for a configuration baseline Compliance and Settings Management 3/15/201
g!‘ Assets and Compliance j— X ) 5 ) )
L |} Summary compliance of a configuration baseline for a collection Compliance and Settings Management 3/15/201

ﬁ Software Library
_._‘ Monitoring

T. Administration

Ready

69) Right-click Summary compliance by configuration baseline , and click

Run:

[i8' System Center 2012 Configuration Manager (Connected te MCM - 5C2012_ConfigMgr_Primary_Site) (Evaluation, 176 days left)

=le|

Home !
_Q ' g / Edit 7< Delete B
' :é‘ Create Subscription
Saved Run Properties
Searches + (¥ Refresh
Search Report Group Properties
| (— - ‘ % » Monitoring » Overview » Reporting » Reports »  Compliance and Settings Management - ‘;
Monitoring < Compliance and Settings Management 15 items
/ Overview ‘ ® | () Search | Add Criteria
¥ > Alerts Icon Name Category Date Mod
# Queries |} Summary compliance of a configuration baseline for a collection Compliance and Settings Management 3/15/201
4 [ Reporting || Summary compliance by configuration items for a configuration baseline Compliance and Settings Management 3/15/201
4 |5 Reports |} Summary compliance by configuration baseline @ Compliance and Settings Management 3/15/201
- Run
_| Administrative Security &) Rules and errors summary of configuration item| Compliance and Sefttings Management 3/15/201
| Alerts || List of unknawn assets for a configuration baszl / EdL Compliance and Settings Management 3/15/201
. . N ¥ Create Subscription .
| Asset Intelligence || List of rules conflicting with a specified rule forg — Compliance and Settings Management 3/15/201
= Client Push B List of assets by compliance state for a configurl (#  Refresh F5 Compliance and Settings Management 3/15/201
| Client Status |} List of assets by compliance state for a configur| 7% Delete Delete: Compliance and Settings Management 3/15/201
= Compliance and Settings N Details of remediated rules of configuration iten| D Praperties Compliance and Settings Management 3/15/201
| Device Management Details of nan-compliant rules of configuration items e ConmyUranoNT CESENTE TOr & asser Compliance and Settings Management 3/15/201
_| Driver Management Details of errors of configuration items in 2 configuration baseline for 2n asset Compliance and Settings Management 3/15/201
_| Endpoint Protection Details of cenflicting rules of configuration items in a configuration baseline for an assat Compliance and Settings Management 3/15/201
| Hardware - CD-ROM - Details of compliant rules of configuration items in a configuration baseline for an asset Compliance and Settings Management 3/15/201
5 Compliance history of 2 configuration item Compliance and Settings Management 3/15/201
= Assets and Compliance
|} Compliance history of a configuration baseline Compliance and Settings Management 3/15/201

ﬁ Software Library
.,‘ Monitoring

T Administration

Justin Gao 5%

yanga@microsoft.com

http://blogs.technet.com/b/justin_gao



System Center 2012
Configuration Manager RTM
Settings Management Document

70) The Summary compliance by configuration baseline window appears :

E Summary compliance by configuration baseline

- o] x|
} To view the report, provide values for the paameters below, then click View Report.
Report Categaony
Compliance and Settings Management
Report Name
Summary compliance by configuration baseline
Report Description
Displays a summary of the overall compliance of deployed corfiguration baselines in the hierarchy. ﬁ -
_
Corfiguration Baseline Name: |:AII Values> Values... View Report |
Category: | <All Values> Values...
Minimum Severity: |:A|| Values> Values...
< Back b
1 of 1 @ | & B O H- | 100% - Find | Next
Summary compliance by configuration baseline
Description
Configuration Baseline Name - Configuration Baseline Revision - Sewverity - Compliant
Standard Desktop Configuration 1 None 1

4

71) Under Configuration Baseline Name

Configuration :

, click Standard Desktop
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B summary compliance by configuration baseline

10| x|
} To view the report, provide values for the parameters below, then click View Report.

Report Category

Compliance and Settings Management

Repart Mame

Summary compliance by configuration baseline

Report Description

Displays a summary of the overall compliance of deployed configuration baselines in the hierarchy. j ~

~

Corfiguration Baseline Mame: IStandard Desktop Corfiguration Values... View Report |
Category: |:A|| Valuess Values ..
Minimum Severty: |:A|| Values> Values...
< Back A
I:I 1 of .1 @ | B A3 W~ | 100% - Find | Next

Summary compliance by configuration baseline

Description
Configuration Baseline Name - Configuration Baseline Revision - Severity - Compliant
Standard Desktop Configuration 1 None i

72) Click View Report , will display result :
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E Summary compliance by configuration baseline

1Ol =]
1 To view the report. provide values for the parameters below. then click View Report.
Report Categony
Compliance and Settings Management
Report Name
Summary compliance by configuration baseline
Report Description
Displays a summary of the overall compliance of deployed corfiguration baselines in the hierarchy. ﬁ -
-
Corffiguration Baseline Name: IStandan:I Desktop Corfiguration Values . e Eet |
Category: | <All Values> Values...
Minimum Severity: |:Aj| Values> Values ...
< Back 2~
1 of 1 % i E) A3 - | 100% - Find

Summary compliance by configuration baseline

Description
Configuration Baseline Name - Configuration Baseline Revision - Severity - Compliant
Standard Desktop Configuration 1 Mone 1

4 |

73) Now I have finished System Center 2012 Configuration Manager RTM

Settings Management .
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