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1. Deploy Environment Introduction： 

This operations process including four servers. 

1. DC： 

Role：ADDS + ADCS  

OS：Windows Server 2008 R2 Enterprise Edition with SP1 

IE : IE 9.0 

IP : 192.168.0.100/24 

DNS: 192.168.0.100      

2. DB： 

Role：Domain Member and SC2012 ConfigMgr RTM Database 

OS：Windows Server 2008 R2 Enterprise Edition with SP1 

IE : IE 9.0 

IP : 192.168.0.101/24 

DNS : 192.168.0.100 

3. ConfigMgr2012： 

Role：SC2012 ConfigMgr RTM 

OS：Windows Server 2008 R2 Enterprise Edition with SP1 

IE : IE 9.0 

IP : 192.168.0.102/24 

DNS : 192.168.0.100 

4. Client： 
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Role：Domain Member and SC2012 ConfigMgr RTM Client 

OS：Windows 7 Enterprise Edition with SP1 x64 

IE : IE 9.0 

IP : 192.168.0.200/24 

DNS : 192.168.0.100 
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2. Deploy Active Directory： 

1) Logon to DC server , installing ADDS and ADCS . Domain name is 

Contoso.msft . Active Directory forest functional level is Windows Server 2008 R2. 

This process is no longer described in this part. 
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3. Deploy and Configure SC2012 ConfigMgr RTM： 

1) This process is no longer described in this part. You can reference《System 

Center 2012 Configuration Manager RTM Deployment Document》. 

2) Default as you have already deployed and no any error.  

3) SC2012 ConfigMgr RTM need to configuration , about this part , you can 

reference 《 System Center 2012 Configuration Manager RTM Configure 

Document》  
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4. Import Configuration Manager 2007 

Configuration Packs： 

1) Logon to ConfigMgr2012 server， on the Start menu , point to All 

Programs , click Configuration Manager Console shortcut , into Assets and 

Compliance workspace , expand Compliance Settings : 

 

2) Point to Configuration Baselines , on the Ribbon zone , click Import 

Configuration Data : 
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3) The Import Configuration Data Wizard Select Files dialog box appears 

allowing you to add data to be imported : 
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4) Click Add… , specify the configuration pack path and click Open , the 

Configuration Packs will be imported : 
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5) Click Next , into Summary page : 
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6) Click Next , into Progress page , the configuration data is imported into 

the Configuration Manager 2012 site database. This process takes a moment to 

complete : 
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7) When complete , the Import Configuration Data Wizard Confirmation 

dialog box appears indicating that the import was successful . Notice the white 

checks in green circles to indicate successful import on the individual items 

imported : 
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8) Click Close .The list of configuration baselines appears in the results pane : 

 

9) Right-click IE9 Computer Security Compliance configuration baseline , 
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click Properties : 

 

10) The IE9 Computer Security Compliance Properties will opened , click 

Evaluation Conditions tab , this dialog box appears displaying the configuration 

items included in the configuration baseline : 
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11) Also notice that you cannot modify or configure any of the properties of 

the baseline , although you can add or remove configuration items to be evaluated 

by this baseline . If the import process had been configured to allow editing of the 

imported data , you would have been able to do so , however the default 

configuration is to import data in a read-only format . Click OK will close this 

properties and click Configuration Items : 
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12) You can see all imported configuration items . 
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5. Create a Standard Desktop Configuration： 

1) In this part , I will create custom configuration item and configuration 

baselines that will represent a standard desktop configuration for a corporation. 

The standard configuration will verify that Remote Desktop is enabled.  

2) Right-click Configuration Items , click Create Configuration Item : 

 

3) The Create Configuration Item Wizard General dialog box appears 

allowing you to configure the name of the configuration item and the type of 

configuration item (Windows or mobile device) to create : 
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4) Type a name in Name field , confirm in the Specify the type of 

configuration item that you want to create box , selected Windows : 
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5) Click Next , will into Supported Platforms page : 
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6) Click to clear all operating systems except All Windows 7 (64-bit) : 
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7) Then click Next , the Settings dialog box appears allowing you to 

configure the settings that this configuration item will validate : 
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8) Click New… , the Create Setting dialog box appears allowing you to 

configure the settings for this configuration item : 
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9) The Hive box , click Browse… , the Browse Registry dialog box appears 

allowing you to the Registry setting to use for this configuration item . This feature 

allows you to browse an existing ‘master’or ‘reference’computer for the 

registry value to instead of requiring the administrator to manually enter the 

information : 
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10) Browse to and then click 

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Terminal Server , 

under Registry Value , click fDenyTSConnections : 
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11) Verify that The selected registry value must exist on client devices is 

selected. Select This registry value must satisfy the following rule if present , set 

the rule to Equals , and the value to 0 : 

Note : To enable Remote Desktop , the registry value must exist and be set to a 

value of 0 . To disable Remote Desktop , the value is set to 1 . 
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12) Click OK , The Create Setting dialog box appears displaying the current 

configuration for this configuration item. By browsing to a registry value, the 

settings and rule definitions are configured automatically. Notice that the 'Name' 

of the setting is "fDenyTSConnections" which was the name of the Registry value 

selected. You certainly could change the name to something more user friendly as 

desired : 
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13) Click the Compliance Rules tab , there have two compliance rules for this 

configuration item : 
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14) Click fDenyTSConnections Equals 0 , and then click Edit… , the Edit Rule 

dialog box appears displaying : 
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15) Click Remediate noncompliant rules when supported , in the 

Noncompliance severity for reports box , click Warning : 
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16) Click OK , will back to Compliance Rules tab : 
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17) Click Apply---OK , will display Settings page : 
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18) Click Next , the Compliance Rules dialog box appears displaying the two 

compliance rules that this configuration item will validate : 
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19) Click Next , will display Summary dialog box : 
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20) Click Next , the Completion dialog box appears indicating that the 

configuration item has successfully been created : 
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21) Click Close , you can see just created configuration item : 



System Center 2012 

Configuration Manager RTM 

Settings Management Document 

Justin Gao 高扬 

yanga@microsoft.com 

http://blogs.technet.com/b/justin_gao 

 

22) On the Ribbon zone , click Create Configuration Item , in General dialog 

box , type name in Name field , select This configuration item contains 

application settings :  
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23) Click Next , the Detection Methods dialog box appears allowing you to 

configure how to validate that the application is installed on a client :  
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24) Click Use Windows Installer detection : 
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25) Then after Product code , click Open… and specify MBSA 2.1.1 file , select 

This application is installed for one or more users : 
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26) Click Next , the Settings dialog box appears allowing you to configure the 

settings that this configuration item will validate : 
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27) Click New… , the Create Setting dialog box appears allowing you to 

configure the setting that this configuration item will validate : 
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28) In the Setting type box , click File system : 
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29) Click Browse… , the Browse File System dialog box appears allowing you 

select the file system attribute to validate : 
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30) In the Computer name box , type Client and then click Connect , and find 

mbse.exe file : 
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31) Select The selected file must be compliant with the following rules , 

click Add… , the Add File Property dialog box appears allowing you configure the 

file system attribute to validate : 

 

32) In the Property box , click File version , in the Operator box , click Greater 
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than or equal to 2.0 : 

 

33) Click OK , will back to Browse File System dialog box : 

 

34) Click OK , the Create Setting dialog box appears displaying the file setting 

that this configuration item will validate , select This file or folder is associated 
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with a 64-bit application item : 

 

35) Click OK , will back to Settings page : 
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36) Click Next , the Compliance Rules dialog box appears displaying the 

compliance rules that this configuration item will validate : 
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37) Click Next , the Supported Platforms dialog box appears allowing you to 

configure the operating systems that this configuration item is applicable for , in 

here , I just select All Windows 7 (64-bit) item : 
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38) Click Next , will into Summary page : 
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39) Click Next , the Completion dialog box appears indicating that the 

configuration item has successfully been created : 
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40) Click Close , you can see just created configuration item : 
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41) Click Configuration Baselines , on the Ribbon , click Create 

Configuration Baseline : 
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42) The Create Configuration Baseline dialog box appears allowing you to 

name the configuration baseline and add configuration items to the baseline : 
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43) Type a name in Name field : 
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44) Click Add --- Configuration Items : 
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45) The Add Configuration Items dialog box appears allowing you to select 

the configuration items to be added to the configuration baseline : 
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46) Under Available configuration items , click Windows 7 64-bit and MBSA 

and then click Add : 
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47) Click OK , the Create Configuration Baseline dialog box appears 

displaying the two configuration items added to this configuration baseline : 
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48) Click OK , the list of configuration baselines appears in the results pane : 
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49) Now I will deploy this Configuration Baseline to collection . Click just 

created configuration baseline and click Deploy in Ribbon : 
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50) The Deploy Configuration Baselines dialog box appears allowing you to 

configure the deployment of the configuration baseline :  
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51) Click Remediate noncompliant rules when supported : 
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Note :Configuring this option will allow the client to be remediated to become 

compliant. However, notice that by default, remediation occurs only during 

applicable maintenance windows. This is because remediation could potentially 

cause a system restart. In our lab environment, we don't have any maintenance 

windows configured, so it is not applicable. In your production environments, you 

may need to configure the option to allow remediation to occur outside 

maintenance windows.  
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52) Click Generate an alert , and then in the When compliance is below , 

verify that the compliance percentage is set to 90 . After Collection , click Browse , 

under Select Collection , click Device Collections , select All Systems collection: 

 

53) Click OK , you can see just configured configuration baseline has 

Deployed : 
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54) Click the Monitoring workspace , click Deployments , the Standard 

Desktop Configuration baseline appears : 
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55) On the Ribbon , click Run Summarization , a Configuration Manager 

message box appears indicating that the summarization will occur throughout the 

hierarchy : 

 

56) Click OK and then refresh the Standard Desktop Configuration baseline , 

The baseline compliance is summarized and the updated data is displayed in the 

preview pane. Updated data will available after clients have run the evaluation of 

the baseline. At this time, all systems are "Unknown" as they have not scanned for 

or reported compliance with this baseline : 



System Center 2012 

Configuration Manager RTM 

Settings Management Document 

Justin Gao 高扬 

yanga@microsoft.com 

http://blogs.technet.com/b/justin_gao 

 

57) Logon to Client computer , open Control Panel , click System and 

Security , and then click Configuration Manager . In Actions tab , click Machine 

Policy Retrieval & Evaluation Cycle , and then Run Now : 
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58) A Machine Policy Retrieval & Evaluation Cycle message box appears 

indicating that the action may take a few minutes to complete : 

 

59) Click OK . Then click Configurations tab : 
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60) Under Name , click Standard Desktop Configuration , and then click 

Evaluate , the baseline is evaluated on demand. Configuration Manager 2012 

automatically implements a random cycle for initial baseline evaluation of up to 

two hours. This is to prevent a flood of compliance state messages upon new 

baseline deployment. When complete, the Configuration Manager Properties 

dialog box appears displaying the compliance state for the "Standard desktop 

configuration" baseline has been evaluated. This should be listed as being 

"Compliant" for the client computer. If you run the baseline evaluation on the site 

server, it will report "Non-Compliant".  
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61) Then click Refresh will display “Compliant”: 

 

62) Click View Report , you can see details information : 
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63) Open Regedit.exe , find fDenyTSConnections value , confirm this 

REG_DWORD data is changed to 0 : 
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64) Logon to ConfigMgr2012 server , click Assets and Compliance 

workspace , in the results pane , click Standard Desktop Configuration , and then 

on the Ribbon , click Run Summarization :  

 

65) Refresh the Configuration Baselines node , in the results pane , click the 

Standard Desktop Configuration , in the preview pane , click the Deployments 

tab : 
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66) In Deployments tab , you can see Compliance % : 

 

67) Click the Monitoring workspace , click Standard Desktop Configuration , 
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the compliance statistics for the Standard Desktop Configuration baseline 

appears in the preview pane , in numerical and graphical format : 

 

68) Expend Reporting , expend Reports , and then click Compliance and 

Settings Management , there are 15 reports available : 
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69) Right-click Summary compliance by configuration baseline , and click 

Run : 
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70) The Summary compliance by configuration baseline window appears : 

 

71) Under Configuration Baseline Name , click Standard Desktop 

Configuration : 
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72) Click View Report , will display result : 
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73) Now I have finished System Center 2012 Configuration Manager RTM 

Settings Management . 


