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1. Deploy Environment Introduction :

This operations process including three servers.

1.

DC:

Role : ADDS + ADCS

OS : Windows Server 2008 R2 Enterprise Edition with SP1
IE:IE9.0

IP :192.168.0.100/24

DNS: 192.168.0.100

ConfigMgr2012 :

Role : SC2012 ConfigMgr RTM + SC2012 ConfigMgr Database
OS : Windows Server 2008 R2 Enterprise Edition with SP1
IE:IE9.0

IP:192.168.0.101/24

DNS :192.168.0.100

Client :

Role : Domain Member and SC2012 ConfigMgr RTM Client
OS : Windows 7 Enterprise Edition with SP1 x64

IE:IE9.0

IP :192.168.0.200/24

DNS :192.168.0.100
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2. Deploy Active Directory :

1) Logon to DC server , installing ADDS and ADCS . Domain name is
Contoso.msft . Active Directory forest functional level is Windows Server 2008 R2.

This process is no longer described in this part.
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3. Deploy and Configure SC2012 ConfigMgr RTM :

1) This process is no longer described in this part. You can reference {System
Center 2012 Configuration Manager RTM Deployment Document) .

2) Default as you have already deployed and no any error.

3) SC2012 ConfigMgr RTM need to configuration , about this part, you can
reference { System Center 2012 Configuration Manager RTM Configure

Document)
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4. Configuring SC2012 ConfigMgr RTM Integration
with WSUS :

1) Logon to ConfigMgr2012 server , on the Start menu , point to All
Programs , point to Microsoft System Center 2012 , point to Configuration
Manager , and then click Configuration Manager Console . Click the
Administration workspace , in the navigation pane , expand Site Configuration ,

and then click Servers and Site System Roles :

I [ el =] System Center 2012 Configuration Manager (Connected to MCM - S5C2012_ConfigMgr_P =|& x|
- Home site Role - @

=[]

Remove Properties
Role

Site Role Properties

(— v "r.- \ » Administration » Overview » Site Configuration »  Servers and Site System Roles = 2

Administration

4 B} Overview Search _I Search | Add Critesia ~

Servers and Site System Roles 1 items

| Hierarchy Configuration Icon  Name Site Code Count of rales
4 [ Site Configuration ﬁj \\ConfigMgr2012.Contoso.msft MCM 10
% Sites

B Servers and Site System Roles
K Client Settings
| Security

== Distribution Points

istribution Point Groups

3 Migration Site System Roles v

TIcon Role Name - Role Description

_5| Application Catalog web service point A site system role that serves as an Application Catalog web service point

_5| Application Catzlog website point A site system role that serves as an Application Catalog website point

3 Component sarver Any sarver that runs the SMS Executive service.

_E| Distribution point A Configuration Manager server role that stages packages for distribution to dients.

_E| Fallback status point A site system role that receives messages from ConfigMar clients that cannot communicat...
,\- Assets and Compliance & Management point A site system role that replies to Configuration Manager dient requests and accepts mana...
T%ﬁ Software Library 3 Reporting services point A site system role that provides integration with SQL Server Reporting Services to create..

. 2 Site database server A site system role that runs Microsoft SQL Server and hosts the Configuration Manager sit...

.‘ Nonibotng j Site sarver The main site systam role that hosts the Configuration Manager components and services.
r Administration _:| Site system A server or server share that hosts one or more site system roles for a Configuration Man...

Ready

2) Right-click server name and click Add Site System Roles :
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[y = v Sad System Center 2012 Configuration Manager (Connected to MOM - SC2012_ConfigMaor

- Home Site Role
== []

Remowve Properties
Role

Site Role Properties

| (— A | E} Y » Administration » Overview »  Site Configuration »  Servers and Site System Roles
Administration £  Servers and Site System Roles 1 items
4 @}; Owverview Searh
~| Hierarchy Configuration Icon MName Site Code Count of
4 [ 7] site Configuration Ej WConfigMgr2012.Contaso.msft [
) i Add Site System Roles
Eﬂ Sites =
B Start [
E. Servers and Site System Roles P
- T
A Client Settings B |Refresh =
v [ Security ;3'( Delets Delete
c=f|=_" Distribution Points D Properties

SE' Distribution Point Groups

» [ Migration Site System Roles

-

3) The Add Site System Roles Wizard General dialog box appears :
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£® Add Site System Roles Wizard x|

gg General

System Role Selection

Summary
Progress

Completion

@ < Previous | MNext > I Summary | Cancel

Select a server to use as a site system

Name: Example: server comp contoso.com

: |C0nfig[v1gr221Z.Conmso.msﬂ

Site code: II'v1CI'v1 - SC2012_ConfigMar_Primary_Site j

[~ Specify an FQDN for this site system for use on the Intemet

Intemet FQDN: BExample: intemetsrv contoso .com

™ Require the site server to initiate connections to this site system

AMfterthe installation of the site system roles, the site server initiates all connections to the site system server by using the Site System
Installation Account.

— Site System Installation Account
¥ Use the site server's computer accourt to install this site system

" Use another account for installing this site system

I Sef... A

r— Active Directory bership
Active Directory forest IContoso.msﬂ

Active Directory domain IContoso.msﬂ

4) Click Next , the System Role Selection dialog box appears :
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£® Add Site System Roles Wizard x|

gg System Role Selection

General Specify roles for this server

System Ro

Summary

Progress Available roles:

Completion ] Asset Inteligence synchronization point
[ Endpoint Protection poirt

[[] Enroliment poirt

[] Enrollment proxy poirt

[] Out of band service point

[] Software update point

[] State migration point

[] System Health Validator point

Description:

'@' < Previous | Mext > I Summary Cancel

5) Select Software update point :
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¥ Add Site System Roles Wizard x|

;})g System Role Selection

General

System Role Selection

Software Update Point

Active Settings
Summary
Progress

Completion

(7] < Previous | MNext = I Summary | Cancel |

Specify roles for this server

Available roles:

[ Asset Inteligence synchronization point
[ Endpoint Protection point

[] Enroliment poirt

[ Enrollment proxy poirt

[[] Out of band service point

Software update point
[] State migration point
[[] System Health Validator poirt

Description:

A software update point integrates with Windows Server Update Services (WSLUS)to provide software updates to Configuration
Manager clients.

6) Click Next, the Software Update Point dialog box appears allowing you

to configure the proxy servers to use for access to the update content for update

synchronization as well as for downloading content by automatic deployment

rules :
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&mid Site System Roles Wizard

g}g Software Update Point

General

Specify software update point settings
System Role Selection

Software Update Point

Active Settings A soft update point integrates with Windows Server Update Services (WSUS) to provide software updates to Configuration
Manager clients.
Summary
Progress
P 1. For Corfiguration Manager to use a software update point that is not installed on the site server, you must first install the WSUS
ompletion

~ administration console on the site server.

M Usea proxy server when synchronizing software updates

M Usea proxy server when downloading content with Auto Deploymert Rules

PI'\:)" SEMVEr Name: I

Port: 80

I™ | Use credentizls to connect to the proy senver
Software Update Point Proxy Server Account

The Software Update Point Proxy Server Account provides authenticated access to the proxy server when Configuration
Manager synchronizes software updates on the Intemet.

'@' < Previous | Mext > I Summary | Cancel |

7) Click Next , the Active Settings dialog box appears allowing you to
configure the software update point as the active software update point for the

Configuration Manager site , and to configure the ports to use when interacting

with WSUS :
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¥ Add Site System Roles Wizard x|
Q}g Active Settings
T Specify active software update point settings

System Role Selection
Software Update Point

Active Settings The active software update point interacts with Windows Server Update Services (WSUS) to configure software update settings and
manage software update synchronization.

Summary

Progress
Completion ™ Use this server as the active software update point
Select the website and port configurations that are corfigured for WSS,

'L@_l- < Previous | Mext = I Summary | Cancel |

8) Select Use this server as the active software update point and then click
WSUS is configured to use a custom website (by default, clients communicate

over ports 8530 and 8531) :
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¥ Add Site System Roles Wizard x|

;9)5 Active Settings

General
System Role Selection
Software Update Point

Synchronization Source
Synchronization Schedul

Supersedence Rules

Fhsstenie Select the website and port configurations that are corfigured for WSS,

Products

Languages  WS5US is configured to use the defautt website (by default, clients communicate over ports 80 and 443)
Summary
Progress ¥ WSUS is configured to use a custom website (by default, clients communicate over ports 8530 and 8531)
Completion

@ < Previous | Mext = I Summary | Cancel |
| | ]

Specify active software update point settings

The active software update point interacts with Windows Server Update Services (WSUS)to configure software update settings and
manage software update synchronization.

¥ Use this server as the active software update poirt

9) Click Next , the Synchronization Source dialog box appears displaying

settings for synchronization with the software update point :
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¥ Add Site System Roles Wizard x|
;9)5 Synchronization Source
General

System Role Selection
Software Update Point
Active Settings

Source

ynchronizatic

Synchronization Schedul
Supersedence Rules
Classifications
Products
Languages

Summary

Progress

Completion

Specify synchronization source settings

Select the synchronization source for this software update point.

& Synchronize from Microsoft Update

When there is an upstream software update point, this option is unavailable.

r

nize from an upstream update

When this is the software update point in the top site of the Corfiguration Manager hierarchy, this option is unavailable.

¢~ Do not synchronize from Microsoft Update or the upstream software update point

Select this option if you manually synchronize software updates on this software update point. Typically, you use manual
synchronizing when the software update point is disconnected from Microsoft Update or the upstream software update point.

WSS reporting events
You can corfigure the Windows Update Agent on client computers to create event messages for Windows Server Update Services

(WS LUS) reporting. Corfiguration Manager does not use these events, you should not create them unless you require them for other
uses.

' Do not create WSS reporting events
" Create only WSUS status reporting events
" Create all WS5LS reporting events

(2] < Previous | Next > I

Summary | Cancel |

4 |

10) Keep the default settings and click Next , the Synchronization Schedule
dialog box appears allowing you to configure the schedule to synchronize updates

from WSUS with Configuration Manager :
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£® Add Site System Roles Wizard x|
gg Synchronization Schedule
General

Configure software updates to synchronize automatically.
System Role Selection < = 5 7

Software Update Point
Active Settings [™ Enable synchronization on a schedule

Synchronization Source

— Synchronization schedule

Synchronization Schedul

Supersedence Rules % Simple schedule

Classifications Fun every; I = :I I == ﬂ
i | Custom scheduls
Languages
Summary Mo custom schedule defined. Customize...
Progress
Completion

Configuration Manager can create an alert when synchronization fails on any site. You can check for synchronization failure alerts in
the Content Status node in the Monitoring workspace.

[ Alert when synchronization fails on any site in the hierarchy

'@' < Previous | MNext = I Summary | Cancel |
1] |

11) Select Enable synchronization on a schedule and Alert when

synchronization fails on any site in the hierarchy :
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£® Add Site System Roles Wizard x|
gg Synchronization Schedule
General

Configure software updates to synchronize automatically.

System Role Selection
Software Update Point

Active Settings ¥ Enable synchronization on a schedule

o — Synchronization schedule

Synchronization Schedul

Supersedence Rules & Simple schedule

Classifications Run every: |_|" = IDB'!'S j

Products £ Custom schedule

Languages
o Mo custom schedule defined. Customize... |
Progress
Completion

Corfiguration Manager can create an alet when synchronization fails on any ste. You can check for synchronization failure alerts in
the Content Status node in the Monitoring workspace.

V¥ Alert when synchronization fails on any site in the hisrarchy

(2] < Previous | Next > I Summary Cancel

4 |

12) Click Next, the Supersedence Rules dialog box appears :
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¥ Add Site System Roles Wizard x|
Q)g Supersedence Rules
E=Ee Select behavior for software updates that are superseded
System Role Selection
Software Update Point
RERIE SRR You can configure a software update to expire as soon as it is superseded by a more recent software update orto expire aftera

Synchronization Source specified period of time when it is superseded by a more recent software update.

Synchronization Schedul Supersedence settings do not apply to Microsoft Forefront definition updates or to software updates that are superseded by Service

P Packs. These software updates never expire when they are superseded.

Supersedence Rules

Classifications Changing this setting will force a full software update point synchronization.

Products

Languages

Sup dence behavior
Summary
Progress ' |mmediately expire a superseded software update
Completion
" Do not expire a superseded software update until the software update is superseded for a specified period
Months to wait before a superseded software update is expired: I? 3:
@ < Previous | MNext = I Summary | Cancel |
[ — 1

13) Keep the default setting and click Next , the Classifications dialog box
appears displaying the various product categories of updates that are available in

Configuration Manager for reporting and deployment :
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8 Add Site System Roles Wizard x|
g\g Classifications
= Select the software update classifications that you want to synchronize
System Role Selection
Software Update Point
Active Settings Software update classifications:
Synchronization Source =
R -] Critical Updates
Synch tion Scheduh O
ynenronization SEnecd -] Defintion Updates
Supersedence Rules -] Feature Packs
Classifications Security Updates
ervice Packs

Products Tools

Languages Update Rollups
Summary | 7 [ Updates
Progress
Completion

'@' < Previous | Next > I Summary Cancel
e[

14) In here, I will select All Classifications item :
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&Add Site System Roles Wizard

x|
gg Classifications
T Select the software update classifications that you want to synchronize
System Role Selection
Software Update Point
Active Settings Software update classfications:
Synchronization Source =-
— Critical Updates
Synch tion Scheduh
Bt tsliolsuig Definition Updates
Supersedence Rules Feature Packs
Classifications Security Updates
Service Packs

Products Tools

Languages Update Rollups
Summary [ Updates
Progress
Completion

'@' < Previous | Mext = I Summary | Cancel |
| | ]

15) Click Next, the Products dialog box appears allowing you to configure the

various Microsoft software products that can be updated by Configuration

Manager :
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£® Add Site System Roles Wizard x|

gﬂ Products

T Select the products that you want to synchronize

System Role Selection
Software Update Point
Active Settings Products:
Synchronization Source [+ D

Synchronization Schedul

Supersedence Rules
Classifications
Languages
Summary
Progress

Completion

(2] < Previous | Next > I Summary Cancel

4 |

16) Select software updates based on your needs :
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&Add Site System Roles Wizard

gg Products

General
System Role Selection
Software Update Point
Active Settings
Synchronization Source
Synchronization Schedul
Supersedence Rules
Classifications
Languages
Summary
Progress

Completion

4

wl

Select the products that you want to synchronize

Products:

=

O Windows

- [J EU Browser Chaice Update-For Europe Only
- [ Windows 2000

- [ Windows 7 Language Packs

(- [¥] Windows 7

- ] Windows Defender

- [ Windows Embedded Standard 7

- [] Windows Intemet Explorer 7 Dynamic Installer
- ] Windows Intemet Explorer 8 Dynamic Installer
- [ Windows Media Dynamic Installer

- ] Windows Server 2003, Datacenter Edition
-] Windows Server 2003

- [#] Windows Server 2008 R2

- [] Windows Server 2008 Server Manager Dynamic Installer
-] Windows Server 2008

- [ Windows Server Manager - Windows Server Update Services (WSUS) Dynamic Installer
- [ Windows Uttimate Extras

- [ Windows Vista Dynamic Installer

- ] Windows Vista Uttimate Language Packs

- [ Windows Vista

- ] Windows XF 64-Bit Edition Version 2003

- ] Windows XF x64 Edition

=1 arm

L

< Previous | Mext > I

Summary | Cancel |

17) Click Next , the Languages dialog box appears displaying the languages

that content will be managed for through Configuration Manager :
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¥ Add Site System Roles Wizard x|
;9)5 Languages
T Specify the language settings that you want to synchronize
System Role Selection
Software Update Point
Active Settings Select the software update files and summary information to download.
Synchronization Source
Synchronization Schedub Details:
Supersedence Rules Language # | Software update Fils | Summary Details =
Classifications
Products Chinese (Hong Kong S AR.) [ [
Chinese (People’s Republic of China) I v
Summary Chinese (Taiwan) r r
Progress Czech r r
Completion Danish r r
Dutch r r
English I T
Finnish r r
French v I
Geman I~ I~
Greek r r
Hebrew r r b
Hungarian r r
ltalian r r
Japanese I v
Korean r r
Norwegian r [ -
':@' < Previous | Mext = I Summary | Cancel |
| | ]

18) Select your needs languages and click Next , the Summary dialog box
appears indicating that you have successfully completed the wizard and are ready

to install this site system role :
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£® Add Site System Roles Wizard

gg Summary

e Confirm the settings
System Role Selection
Software Update Point
Active Settings Details:
Synchronization Source Cr a site with the ina setii
Synchronization Schedub Site System Name
= ConfigMgr2012 Contoso. msft
Supersedence Rules Settings
L = Public FQDN Name: Not specified
Classifications « Installztion Account: Computer Account
Foles
FuiiEs = Software update point
Languages
Summary
Progress
Completion
To change these settings, click Previous. To apply the settings, click Mext.
@ < Previous | Next > I Summary Cancel
| | ]

19) Click Next, the Progress dialog box appears :
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%% Add Site System Roles Wizard

20) Wait some seconds , the Completion dialog box appears indicating that

the wizard completed successfully :
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£® Add Site System Roles Wizard

gg Completion

General

System Role Selection
Software Update Point
Active Settings

Synchronization Source

Synchronization Schedul

Supersedence Rules Details:
Classifications
Create a site server with the fing setti
Products 9 Success: Site System Name
Languages _» ConfigMgr2012 Contoso msft
9 Success: Settings
Summary » Public FQDN Name: Not specified
Progress _ = Installation Account: Computer Account
@ syccess: Roles .
_ « Software update point
To exit the wizard, click Close.
@ = Previous | Next > | Summary | Close I
< | B

[0] The Add Site System Roles Wizard completed successfully

You have successfully completed the Add Site System Roles Wizard with the following
settings

21) Click Close will back to Servers and Site System Roles node , now you can

see just added Software update point system role :
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® B Eeifenae] System Center 2012 Configuration Manager (Connected to MCM - SC2012_ConfigMor._Primary_Site) { =8 x|
Home Site Rale -~ @
D
Remove Properties
Role

Site Role Properties

(— - "..‘_. % » Administration » Overview »  Site Configuration »

Administration Servers and Site System Roles 1 items

J

4 B} Overview Search
_| Hierarchy Configuration Teon Name -
4 [ Site Configuration Hj V\ConfigMgr2012.Contoso.msft
E%ﬂ Sites

Ei Servers and Site System Roles
K Client Settings

_| Security

Distribution Points

E5 Distribution Point Groups.

_| Migration

Site System Roles

Role Name

Component server
Distribution point
Fallback status point

B pccets and Compliance Management paint

1@ Software Library Reporting services point

-‘ Monitoring

T Administration

Site database server
Site server

Site system

Software update point

B | B B B B NN N N N N M §
3

Servers and Site System Roles =

il search Add Criteria ~

Site Code Count of roles
MCM 1

Role Description

Application Catalog web service point A site system role that serves as an Application Catalog web service point
Application Catalog website point A site system role that serves as an Application Catalog website point

Any server that runs the SMS Executive service.

A Configuration Manager server role that stages packages for distribution to dlients.

A site system role that receives messages from ConfigMgr clients that cannot communicat_
A site system role that replies to Configuration Manager dient requests and accepts mana...
A site system role that provides integration with SQL Server Reporting Services to create..
A site system role that runs Microsoft SQL Server and hosts the Configuration Manager sit...
The main site systam role that hosts the Configuration Manager components and services.
A server or server share that hosts one or more site systam roles for a Configuration Man.
A site system role that runs Microsoft Windows Server Update Services (WSUS) and allow....

Ready

22) Open SUPSetup.log , you will view this log to validate success of the

software update point as well as view status messages related to deployment of the

software update point site system role :
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€r SMS Trace - [\\Configmgr2012\sms_mcm)\Logs\SUPSetup.log] o ]
% Fle Took Window Help 18] x|
B =&l

Log Text |

T <03-22-2012 D6:49.38> =mmmmmmmmmmmmmmmmmmmmm—mmmmmm e e e mmmmmmmmmmmmmmmmm e

i»¢<03-22-2012 06:49:39> SMSWSUS Setup Started....

12 <03-22-2012 06:45:39> Parameters: E\Program Files \Microsoft Corfiguration Manager'bin‘ab4 rolesetup exe /install /steserver CONFIGMGR2012 SM!
1w <03-22-2012 06:45:39> Installing Pre Regs for SMSWSUS

i <03-22-2012 06:49:35> ======== |nstalling Pre Reqs for Role SMSWS5US ========

12 <03-22-2012 06:45:39> Found 1 Pre Regs for Role SMSWSLUS

12 <03-22-2012 06:45:39> Pre Req SqlMativeClient found.

¢ <03-22-2012 06:49:39> SqlNativeCliert already installed (Product Code: {8C151A63-A9FC-4E48-BA3S-AFBOTEIEAC24}). Would net install again.
12 <03-22-2012 06:45:35> Pre Req SqlMativeClient is already installed. Skipping it.

12 <03-22-2012 06:49.39> ======== Completed Installation of Pre Reqgs for Role SMSWSUS ========

i»¢<03-22-2012 06:49:39> Installing the SMSWSLS

12 <03-22-2012 06:45:39> Comect and supported WSS Server version (3.1.7600.226) is installed.

1w <03-22-2012 06:45:49> Registered DLL E:\Program Files"Microsoft Configuration Manager'bin“x64 wsusmsp.dll

12 <03-22-2012 06:45:49> Installation was successful.

10 <03-22-2012 06:45:.45> ~RoleSetup().

Date/Time: Component -
Thread: Source:
T2 <03-22-2012 06:49:49 > ~RoleSetup(). ;l

I
4

23) Open WSUSCtrl.log will displaying the contents of the Configuration
Manager WSUS Control Manager’ s log . This log indicates there was a successful

connection to the WSUS server , and that the local database connection was

successful :
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€* SMS Trace - [\\Configmgr2012\sms_mcm\Logs\WSUSCtrllog] =1Ol =l
% Fle Took Window Help ===l

(& =& @l
Log Text [

i»¢SMS_EXECUTIVE started SMS_WSUS_CONTROL_MAMNAGER as thread 1D 5488 (T«1570).

Thisis @ WSS Role as WSUS registry key exists.

Found WSUS Admin dil of assembly version Microsoft. Update Services. Administration, Version=3.0.6000.273, Major Version = (30000, Minor Version = 17

Found WSUS Admin dil of assembly version Microsoft. Update Services. Administration, Version=3.1.6001.1, Major Version = (30001, Minor Version = 177"

The installed WSUS build has the valid and supported WSUS Administration DLL assembly version (3.1.7600.226)

Successfully connected to local W5US server

Local WSS Server Proxy settings are comectly corfigured as Proxy Name and Proxy Port 80

Watting for changes for 0 minutes

Timed Out...

Found WSUS Admin dil of assembly version Microsoft. Update Services. Administration, Version=3.0.6000.273, Major Version = (30000, Minor Version = 17

Found WSUS Admin dil of assembly version Microsoft. Update Services. Administration, Version=3.1.6001.1, Major Version = (30001, Minor Version = (177"

The installed WS5US build has th

i

|»

Local WSLS Server Proxy settings are comectly corfigured as Proxy Name and Proxy Port 80 —
Successfully connected to local W5US server

There are no unhealthy WSUS Server components on WSUS Server ConfigMgr2(12 Contoso msft j

Date/Time: 1f1/1601 12:00:00 AM Component - SM5_WSUS_CONTROL_MAMNAGER

Thread: 5488 (0x1570) Source:

Successfully connected to local WSUS server ;l
A

24) Close these logs . Click the Monitoring workspace , expand System Status,
and then click Site Status , the list of Configuration Manager site system roles and
their current status appears in the results pane , the Software update point role is

listed , and displays a status of OK:
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] System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMgr_Primary_Site) (Evaluation, 180 days left) - | ﬂlél
Home ~ @
] "\ i Refresh
s e ©
Saved Show Resst Start
Searches = Messages * Counts = =
Search Site Status
| €= - [M \ » Monitoing » Overview » System Status » Site Status E 2
Monitoring <  Site Status 12 items
4 [l Overview | Search LI Search | Add Criteria +
> Alerts Tcon Status Site System Site System Role Storage Object Total Site Code
F Queries .g. oK Y\ConfigMgr2012.Con... Application Catalog web servi..  \\CONFIGMGR2012.CONTOSO.MSFT. 127 GB MCM
_| Reporting [ : ) OK Y\ConfigMgr2012.Con...  Application Catalog website p \CONFIGMGR2012.CONTOSO.MSFT. 127 GB MCM
ﬁ_ﬂ Site Hierarchy '@' oK YCONFIGMGR2012.C... Componant server VOONFIGMGR2012,CONTOSO.MSFT, 127 GB MCM
4 & System Status [ i ] OK Y\ConfigMgr2012.Con...  Distribution paint WCenfigMgr2012.Contoso.msft\Cs 59.5 GB MCM
% Site Status = : ] OK Y\ConfigMgr2012.Con... Distribution point \\ConfigMgr2012.Contoso.msft\ES 127 GB MCM
L;’ Component Status [ : i OK \\ConfigMgr2012.Con... Fallback status point VOONFIGMGR2012.CONTOSO.MSFT. 127 GB MCM
Lix Conflicting Records lgl OK Y\ConfigMgr2012.Con_..  Management point V\CONFIGMGR2012.CONTOSO.MSFT. 0 Bytes MCM
§T| Status Message Queries [ : ) OK Y\ConfigMgr2012.Con... Reporting services point \\CONFIGMGR2012.CONTOSO.MSFT. 127 GB MCM
=:|-“> Deployments '@' oK V\ConfigMgrz012.Con... Site database server CM_MCM Transaction Log 214.1 MB MCM
" Client Status [ i ) OK \\ConfigMgr2012.Con... Site database server CM_MCM Database 5GE MCM
& Database Replication [ : i OK Y\ConfigMgr2012.Con... Site server \\ConfigMgr2012.Contoso.msf\ES\P... 127 GB MCM
| Distribution Status T : i OK \\ConfigMgr2012.Con... Software update point VOONFIGMGR2012.CONTOSO.MSFT. 127 GB MCM
40 Software Update Paint Synch
’f& Assets and Compliance
ﬁ Software Library
.. Menitoring
T Administration
-
4 n >
Ready
25) Click Component Status , in the results pane , click

SMS WSUS CONTROL_ MANAGER , and then on the Ribbon , click Show

Messages , click All :
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[1&! System Center 2012 Configuration Manager (Connected to MCM - SC2012_ConfigMgr_Primary_Site) (Evaluation, 180 days left) = ﬂli‘
Home ~ @
: - o D (i Refresh B
e o &
Saved Show Ressat Start Properties
Searches - Messages ~ | Counts ~ -
Search Al pnent Properties
Ca 1 @' Errar
€ v [ i "g b Overview b System Ststus »  Component Status I
4, Waming
Monitoring (@) tnformation < | Component Status 59 items
4 Bl Overview | saarch Al () Search Add Criteria =
L Alerts lon  Status  Component Site Systam Type Site Code ‘
~ Queries [7] oK SMS_POLICY_PROVIDER CONFIGMGR2012.C0. Monitored Thread Comp . MCM
* |1 Reporting [ : ) oK SM5_PORTALWEB_CONTROL_MANAGER CONFIGMGR2012,.C0...  Monitored Thread Comp...  MCM
ﬁi Site Hierarchy [ : ] oK SMS_REPLICATION_CONFIGURATION_MONITOR CONFIGMGR2012.C0...  Monitored Thread Comp...  MCM
4 | | System Status lgl OK SMS_REPLICATION_MANAGER ‘CONFIGMGR2012.C0 Monitared Thread Comp MCM
% Site Status = i ) oK SMS5_RULE_ENGINE CONFIGMGR2012.CO...  Monitored Thread Comp...  MCM
L_é' Component Status v OK SM5_SCHEDIULER CONFIGMGR2012.C0...  Monitored Thread Comp...  MCM
Lis Conflicting Records v OK SM3_SITE_BACKUP CONFIGMGR2012.C0...  Unmonitered Service Co, MCM
Status Message Queries .g. oK SM5_SITE_COMPONENT_MANAGER CONFIGMGR2012.CO...  Componeant Not Installe. MCM
i':’ Deployments '@' oK SM5_SITE_CONTROL_MANAGER CONFIGMGR2012.CO...  Monitored Thread Comp...  MCM
¥ |1 Client Status [ : ) oK SM5_SITE_SQL_BACKUP CONFIGMGR2012,.C0...  Monitored Service Comp...  MCM
& Database Replication lgl OK SM3_SITE_SYSTEM_STATUS_SUMMARIZER CONFIGMGR2012.CO...  Monitored Thread Comp...  MCM
* || Distribution Status B l@l oK SM5_SITE_VSS_WRITER CONFIGMGR2012.C0. Monitored Service Comp...  MCM
% Software Update Point Synch + | | i ] oK SM5_SOFTWARE_INVENTORY_PROCESSOR CONFIGMGR2012.C0...  Monitored Thread Comp...  MCM
- [V] oK SM5_SOFTWARE_METERING_PROCESSOR. CONFIGMGR2012.CO...  Monitored Thread Comp...  MCM
P Assets and Compliance -
- lgl OK SM5_5RS_REPORTING_FOINT ‘CONFIGMGR2012.C0. Monitored Thread Comp MCM
ﬁ Software Library [ i ] oK SMS_STATE_SYSTEM CONFIGMGR2012.C0. Monitored Thread Comp MCM
. (7] oK SM5_STATUS_MANAGER CONFIGMGR2012,.C0...  Monitored Thread Comp...  MCM !
. Monitoring _
= L] oK SMS_WINNT_SERVER_DISCOVERY_AGENT CONFIGMGR2012.C0...  Unmonitered Thread Co...  MCM
fl Administration [/] oK SMS_WSUS_CONFIGURATION_MANAGER CONFIGMGR2012.CO_.  Monitored Thread Comp.. MCM
-l i ) oK SM5_WSUS_CONTROL_MANAGER ‘CONFIGMGR2012.CO... Monitored Thread Comp...  MCM
i I SME WSS SYMS MAMAGED FONETEMED017 £ A Thraad M -

Ready

26) The Status Messages : Set Viewing Period dialog box appears prompting

for the age of status messages to display :

Status Messag

Set a date and time or select a preset date and time. The viewer will
indude anly messages on or after this time,

—Value
" Spedfy date and time
| 312272012 x| | 7zz0am =
I (UTC-08:00) Padfic Time (US & Canada) -
¥ Select date and time
|1 day ago -
0K I Cancel Skip
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27) Click OK to view messages for the previous 24 hours . The messages with
IDs of 1013 ,1014 ,1015 , these messages indicate that the component should be
installed , is being installed , and has been installed. The most recent message , with
an ID of 500, indicates that the component was started . This messages are an

indication that the software update point has been installed successfully :

¥ Configuration Manager Status Message Viewer for <MCM> <5C2012_ConfigMgr. o ] B4
File Edit View Help

Un§|X|®V|®||Uriginalﬂuew j
Severity | Type | - | Date [ Ti... | System | Companent Message... | Description

@ Milest,., MCM  3/22/20.,, CONFIGM... SMS_WSUS_CONTROL_MAMAGER 4629 Component Status Summarizer detected that
@ Milest,.., MCM  3/22/20... CONFIGM... SMS_WSUS_CONTROL_MAMNAGER 500 This component started.

@ Milest... MCM  3/22/20... CONFIGM... SMS_WSUS_COMNTROL_MAMAGER 1015 Site Component Manager successfully installed
@ Milest,.. MCM  3/22/20... CONFIGM... SMS \WSUS CONTROL_MAMAGER 1014 Site Component Manager is installing this comp
@ Milest... MCM  3/22/20... CONFIGM... 5MS_WSUS_CONTROL_MAMAGER 1013 Site Component Manager detected that this co
| i

Command Guery : 5 of 5 messages displayed. 0 selected. v

28) Close this Status Message window. Click the Software Library workspace,

expand Software Updates , and then click All Software Updates :
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] e CllEE] System Center 2012 Configuration Manager (Connected to MCM - SC2012 _ConfigMor_Primary_Site) (| =g 5'
Home Folder ~ @
f s e
- > :! 2
Synchronize Run Schedule Saved
Software Updates Summarization Summarization Searches ~
All Software Updates Reports Search
[ & + [B] \ » Softwerslibary » Oveview » SoftwareUpdates » All Softwars Updates -

Software Library ¢ All Software Updates 0 items

il search | Add Criteria ~

& ﬂ_ Overview
Tite Bulletin 1D Required Installed  Percent Compliant Downloaded Deployed

= Application Management Teon
4[] Software Updates -

l:z' All Software Updates @ N items found.

51| Software Update Groups

Deployment Packages

|£¥ Automatic Deployment Rules

“| Operating Systems

’f‘; Assets and Compliance
ﬁ Software Library
_.‘ Monitoring

T. Administration

Ready

29) By default , no updates are listed , this is due to the fact that

synchronization has not yet occurred . On the Ribbon, click Synchronize Software

Updates :
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gl i SlS H System Center 2012 Configuration Manager |
Folder

L e |
' 9’ | e

Synchronize Run Schedule Saved
Software Updates Summarization Summarization Szarches =
All Software Updates Reports Search
6 A |E Y » Software Library » Owerview »  Software Updates
Software Library ¢ All Software Updates 0 items
4 &1 Overview Eard
b Application Managemenit Icon Title - B

4 || Software Updates
E All Software Updates
4] Software Update Groups
Deployment Packages
.iﬁ Automatic Deployment Rules

_| Operating Systems

30) A Configuration Manager message box appears prompting to run the

synchronization process on the site :

Configuration Manager ]

g 1 Run Synchronization

' You can review the synchronization process by checking the
SMS_WSUS_SYMC_MAMAGER. component in the Component
Status node of the Monitoring workspace.

Are you sure that you want to initiate a site-wide synchronization
of software updates?

Yes Mo

31) Click Yes, the synchronization process is initiated , this process may take a

few hours to complete .

32) Click the Monitoring workspace , in the results pane , click
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SMS_WSUS_Sync_Manager , and then on the Ribbon, click Show Messages ---

il
- Home =\ : 4
a ') D (i Refresh D
ﬂd N/
Show Resat Start Properties
Messages ~| Counts ~ -
All pnent Properties
? v ’- I@ Errnrr g Overview » System Status »  Component Status - ‘2
A, Waming
Menitoring ® Information Component Status 59 items
1> Alerts Search 2' Search Add Criteria v
# Queries Status Component M Site System Type Site Code ‘
7 Reporting oK SM5_WSUS_SYNC_MANAGER CONFIGMGR2012,00...  Monitored Thread Comp... MCM
@ Site Hierarchy oK SMS_WSUS_CONTROL MANAGER CONFIGMGR2012.00...  Monitorsd Thread Comp...  MCM
4 [ System Status oK SM5_iSUS_CONFIGURATION_MANAGER CONFIGMGR2012.C0...  Monitorsd Thread Comp...  MCM
H Site Status oK SMS_WWINNT_SERVER_DISCOVERY_AGENT CONFIGMER2012.00..  Unmonitorad Thread Co.. MCM 3
L& Component Status oK SMS_STATUS_MANAGER CONFIGMGR2012,C0...  Monitored Thread Comp...  MCM
Lx Cenflicting Records oK SM5_STATE_SYSTEM CONFIGMGR2012.C0... Monitored Thread Comp...  MCM
) Status Message Queries oK SM5_SRS_REPORTING_POINT CONFIGMGR2012.C0...  Monitored Thread Comp...  MCM
& Deployments oK SMS_SOFTWARE_METERING_PROCESSOR CONFIGMER2012.C0...  Monitored Thread Comp...  MCM
| Client Status oK SMS_SOFTWARE_INVENTORY_PROCESSOR CONFIGMGR2012.00...  Monitored Thread Comp.. MCM
i3 Database Replication oK SMS_SITE_VSS_WRITER CONFIGMGR2012.C0.. Monitored Service Comp... MCM
| Distribution Status oK SMS_SITE_SYSTEM_STATUS_SUMMARIZER CONFIGMGR2012.C0...  Monitored Thread Comp...  MCM
B Software Update Point Synch oK SM5_SITE_SQL_BACKUP CONFIGMGR2012.C0...  Monitored Service Comp...  MCM
& System Center 2012 Endpoin oK SM5_SITE_CONTROL_MANAGER CONFIGMGR2012.C0... Monitored Thread Comp...  MCM
oK SM5_SITE_COMPONENT_MANAGER CONFIGMGR2012.C0... Compenent Not Installe..  MCM
’i-" Assets and Compliance B
- oK SMS_SITE_BACKUP CONFIGMGR2012.00..  Unmonitored Service Co.. MCM
ﬁ Software Library oK SM5_SCHEDULER CONFIGMGR2012.00. Monitored Thread Comp MCM
B Monitoring oK SM5_RULE_ENGINE CONFIGMGR2012,00...  Monitored Thread Comp...  MCM
= oK SM5_REPLICATION_MANAGER CONFIGMGR2012,00...  Monitored Thread Comp...  MCM
[ Administration oK SM5_REPLICATION_CONFIGURATION_MONITOR CONFIGMGR2012.C0...  Monitored Thread Comp...  MCM
oK SM5_PORTALWEB_CONTROL_MANAGER CONFIGMGR2012.C0...  Monitored Thread Comp...  MCM
pans CME DrLICY. DA ANED CONETEMERIN1T A Theaad narCa -

Ready

33) The Status Messages : Set Viewing Period dialog box appears allowing

you to configure the age of the status messages to display :
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Status Messages: Set Viewing Period ed |

Set a date and time or select a preset date and time. The viewer will
indude anly messages on or after this time,

—Value

" Spedfy date and time
| 3/23/2012 =] | 8:38:15 AM =

I (UTC-08:00) Padfic Time (US & Canada) j

f* Select date and time

|1 day ago j

0K I Cancel Skip

34) Click OK to show messages from the past day . The most recent messages
with IDs of “6701" " 6705" ;" 6702" . These messages indicate the sync process

has starded , is in progress , and completed , respectively :

W Configuration Manager Status Message Viewer for <MCM> <5C2012_ConfigMgr_Primary_Site>

=101 x|

File Edit View Help

”u§|X|®v|®||0riginalﬂuer}l j

Severity | T sit,.. | Date /Time | system |_component | Mess.... [ Description B
@ Milest... MCM  3/23/2012 8:05:43 AM  ConfigMgr... SMS_WSUS_SYNC_MAMAGER. 6702 WSUS Synchronization done. —l
@ Milest... MCM  3/23/2012 7:47:19 AM  ConfigMgr... SMS_WSUS_SYNC_MAMAGER 6705 WSUS Synchronization in progress. Current phase: Synchronizit
@ Milest..., MCM  3/23/2012 7:46:18 AM  ConfigMar... SMS_WSUS_SYNC_MAMAGER 6701 WSUS Synchronization started. =
4 | »
Command Query : 40 of 40 messages displayed. 1 selected. v

35) In the navigation pane , click Software Update Point Synchronization
Status , the status is Completed , no synchronization source listed , the dates and

times of the last synchronization attempt and last successful synchronization , as

well as the Catalog Version 1 :
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] System Center 2012 Configuration Manager (Connected to MCM - SC2012 ConfigMgr_Primary_Site) (Evaluation, 179 days left) -8 1'
Home ~ @
Saved
Searches ~
Search
(— v ‘ % % » Monitoring » Overview » Software Update Point Synchronization Status - 2
Monitoring ¢ Software Update Point Synchronization Status 1 items
4 B Overview 2| search (5] ) sesrch | add ciiteria ~
> Alerts Icon  Site Code  Software Update Point  Synchronization Source | Catalog Version  Last Synchronization Attempt  Synchronization Status Last 5
» Queries '@' MCM CONFIGMGR2012.C0... 1 3/23/2012 8:05 AM Completed 0X00C
“1 Reporting
[ Site Hierarchy
4 || System Status
B Site Status

Cg Component Status

4 | m Y

CONFIGMGR2012.CONTOSO.MSFT v

Lix Conflicting Records
E’T‘ Status Message Queries

o b Software Update Point Synchronization Status

_| Client Status

Site Code: MCM

L4 Software Update Point: CONFIGMGR2012.CONTOS0.MSFT
Synchronization Source:

(3 Database Replication

~1 Distribution Status

) Software Update Point Synch Catalog Version: 1
Last Synchronization

&‘ Assets and Compliance Attempt: 3/23/2012 8:05 AM

L5 Synchronization Status: Completed
. Last Synchronization Error

I softwere ibrary Code: 0X00000000
. Mo Link State:

. vioniormg Link Time:
r Administration Catalog Last Updated: 3/23/2012 8:05 AM

-
Ready

36) Open Wsyncmgr.log , you can see the synchronizing details :

€ SMs Trace - [\\Configmgr2012\sms_mcm\Logs\wsyncmgr.log] =101l
Q File Tools Window Help I =
= &(=Hln
| Log Text [
Synchronized update 00797a02-0e5b7-ddae-b2d 74 800547d856 - Update for Windows 7 (KB2635308). ;I
Synchronized update 23b857af-37bd-4260-835%-bali8382cfeb - Windows Malicious Software Removal Tool - March 2012 (KBE&50830).

Synchronized update 891a7e8a-8d8f-4 db-a7ac-0dbcad%7bde8 - Windows Malicious Software Removal Tool x64 - March 2012 (KB250830).

Synchronized update Oaabbe Bf-5687-401-829a-92 86115918 - Update for Windows Server 2008 R2 x64 Edition (KB2608658).

sync: SMS synchronizing updates, processed 2581 out of 2381 items (100%)

sync: SMS synchronizing updates, processed 2581 out of 2981 items (100%)

Remaving unreferenced updates...

sync: SMS performing cleanup

Done synchronizing SMS with WSUS Server configmgr2012. contoso msft

STATMSG: ID=6702 SEV=| LEV=M SOURCE="5MS Server" COMP="5M5_WSL5_SYNC_MANAGER" 5Y5=CorfigMar2012.Contoso msft SITE=MCM PI
Sync succeeded. Setting sync alert to canceled state on site MCM

Updated 1554 items in SMS database, new update source content version is 1

Set content version of update source {01305950-3142-44C4-86BE-2236ECSEDCEZ] for site MCM to 1

Sync time: 0d00h19m30s TI
Date/Time: 1/1/1601 12:00:00 AM Component:  SMS_WSUS_SYNC_MANAGER

Thread: 4134 (Dx1058) Source:

Wakeup by SCF change ;l

I
4

37) Click the Software Library workspace , will displaying the available
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software updates from the All Software Updates node :

NS
~ @
= D’ = & 'I-‘D:U /" Edit Membership D
- *B S Review License
Synchronize Run Schedule Saved Download Create Software Deploy Properties
Software Updates Summarization Summarization Searches Update Group
All Software Updates Reports Search Update Deployment Maove Properties
| &= v [E \ v Softwerslibrary » Overview » SoftwareUpdates » All Software Updates B2
Software Library ¢ All Software Updates 564 items
4 & Ovenview Search || ) search | add crtena v
- o
| Application Management Tcon Tite Bulletin ID Required  Installed = Percent Compliant Downloaded Deployed ‘
4 [ Software Updates @ Security Update for .NET Framework 3... M511-044 0 o 0 No No
E All Software Updates @ Microsoft .NET Framework 3.5 SP1 Up... 0 ] 0 No No
51 Software Update Groups @ Cumulative Security Update for Intern M512-010 0 0 0 No No
Deployment Packages @ Cumulative Security Update for Intern M512-010 0 0 0 No No
Automatic Deployment Rules @ Cumulative Security Update for Intern...  M512-010 [1] [1] [1] No No
_| Operating Systems @ Cumulative Security Update for Intern...  M512-010 [1] 0 0 No No =
@ Cumulative Security Update for Active..  M511-090 o o 0 No No
@ Cumulative Security Update for Active..  MS11-090 0 o 0 No No
ﬁ Cumulative Security Update for Active...  MS511-090 1] 1] 0 No No -
| i ] »
Cumulative Security Update for ActiveX Killbits for Windows 7 (KB2618451) ~
Deatail Statistics
- Severity: Critical I Compliant: 0
Assets and Compliance Bulletin ID: M511-090 M Required: 0
Article 1D: 2618451 M Not Required: 0
{51 Software Library Date Released: 12/13/2011 10:00 AM Unknorin: 3
Date Released or Revised:  12/13/2011 10:00 AM
o Total Asset Count: 3 (Last Update: 3/23/2012 8:37:42 AM
. Menitoring Supersaded: No { F 2 :
2 R Expired: No
f. Administration Update Classification: "Security Updates"
NAP Evaluation: No -

Summary IFepIuvmemt |

Ready
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5. Generating Update Status on the SC2012
ConfigMgr RTM Client :

1) Logon to Client computer , in Control Panel , click System and Security ,
and then start Configuration Manager , click Actions tab , click Machine Policy

Retrieval & Evaluation Cycle :

[ =

E,nl. Configuration Manager Properties @
Cache | Corfigurations | Metwork
General I Components | Actions | Site:

Select an action to nun a client cycle independenthy from schedules that are
configured in the Corfiguration Manager console.

Actions:

Application Deployment Evaluation Cycle
Discovery Data Collection Cycle

File Collection Cycle

Hardware Inventory Cycle

Software Inventary Cycle

Software Metering Usage Report Cycle
Software Updates Deployment Evaluation Cycle
Saoftware Updates Scan Cycle

IUser Policy Retrieval & Evaluation Cycle
Windows Installer Source List Update Cycle

[ Fun Mow

[ OK ][ Cancel ] Apply

2) Click Run Now, the configuration manager client will request new policies,
which will include the policy related to the active software update point and catalog
version . A Machine Policy Retrieval & Evaluation Cycle message box appears

indicating the action was initiated , and may take several minutes to complete :

Justin Gao 517
yanga@microsoft.com
http://blogs.technet.com/b/justin_gao



System Center 2012
Configuration Manager RTM
Software Update Document

P =

A Machine Policy Retrieval & Evaluation Cycle @

I The selected cycle will run and might take several minutes to finish.

3) Click OK, and then click Software Updates Scan Cycle :

[ =

anl.l Configuration Manager Properties @
Cache | Corfigurations | Metwork
General I Components | Actions | Site:

Select an action to run a client cycle independenthy from schedules that are
configured in the Corfiguration Manager console.

Actions:

Application Deployment Evaluation Cycle
Discovery Data Collection Cycle

File Collection Cycle

Hardware Inventory Cycle

Machine Policy Retrieval & Evaluation Cycle
Software Inventary Cycle

Software Metering Usage Report Cycle
Software Updates Deployment Evaluation Cycle
IUser Policy Retrieval & Evaluation Cycle
Windows Installer Source List Update Cycle

[ Fun Mow

[ OK ][ Cancel ] Apply

4) Click Run Now , A Software Updates Scan Cycle message box appears

indicating the action was initiated , and may take several minutes to complete :
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I =

A Software Updates 5can Cycle @

I The selected cycle will run and might take several minutes to finish.

5) Click OK and back to ConfigMgr2012 server , Click the Software Library
workspace for Configuration Manager Console , on the Ribbon , click Run

Summarization :

1y G E Ll System Center 2012 Configuration Manager {(Connected to MCM - SC2012_ConfigMor_Primary_Site) (Eval

_ Home Foldar
o

_49 ;"’E I]:?:'JJ / Edit Membership IZll‘, I __

Review License

Synchronize Run Schedule Saved Download Create Softwara Deploy Mave P
Software Updates Summarization Jummarization Searches » Update Group
All Software Updates Reports Search Update Deployment Mave P
[ (— - | : Y\ »  Software Library » Owerview » Software Updates »  All Software Updates
Software Library < | All Software Updates 564 items
4 & Overview Seardh

| Application Management
4 [ 7] Software Updates
g All Software Updates

-
Tite Bulletin ID Required  Installed  Percent:
Update for Windows 7 for x54-based Systems (..

Update for Windows Server 2008 R2 for Ttaniu
Updats for Windows Server 2002 R2 64 Editio...
Update for Windows 7 (KB2264107)

2 || Software Update Groups
Deployment Packages

|Z" Automatic Deployment Rules Security Update for Windows Server 2008 R2 x...  MS11-002
= Operating Systems Security Update for Windows 7 (KB2415640) M311-002
Security Update for Windows Server 2008 R2 fo...  MS11-002

Security Update for Windows 7 for x64-based 5. MS11-002

&1 81 €1 ©1 ©1 &1 1 €1 21 §
I =T — T T — T — T — T ]
o 9 o o o 9 o O o
o 9 o o o 9 o O o

Security Update for Windows Server 2008 R2 x...  M510-101

6) A Configuration Manager message box appears indicating that this will

summarize compliance throughout the hierarchy :

Justin Gao 517
yanga@microsoft.com
http://blogs.technet.com/b/justin_gao



System Center 2012
Configuration Manager RTM
Software Update Document

x|

Configuration Manager

You have initiated the action to run software update compliance
status summarization for each site in the Configuration Manager
hierarchy, After Configuration Manager completes this action, you
must refresh the view to display the updated information.

7) Click OK and refresh the All Software Updates node of the console ,

notice that some updates now displays 3 in the Required column :

I RclLes] System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMgr_Primary_ Site) (Evahuation, =& x|
- Home Folder 20N i 4
A D’ ﬂ . £ i # Edit Membership E:\ i B
Ao —“Q = '!:f‘b Review License ’ —
Synchronize Run Schedule Saved Download Create Software Deploy Mave Properties
Software Updates Summarization Summarization Searches ~ Update Group
All Software Updates Reports Search Update Deployment Move Properties
IT - ‘ ‘z % » Software Library » Owerview » Software Updates »  All Software Updates - :
Software Library ¢  All Software Updates 564 items
4 & Overview Search LI Search | Add Criteria ~
~| Application Management Ion | Tite BulktinID  Requied  Installed  Percent Compiiant Downloaded Depl *
4 [ Software Updates @ Security Update for JNET Framework 3.5.1 on... M511-044 3 (1] 0 No No
@’ All Software Updates @ Security Update for Microsoft \NET Framework.. M511-100 3 o 0 No No
51| Software Update Groups @ Windows Malicicus Software Removal Toal x54. 3 ] 0 No No
Deployment Packages @ Security Update for Microsoft \NET Framework.. M511-078 3 ] 0 No No
|£¥ Automatic Deployment Rules @ Security Update for Microsoft \NET Framework. MS512-016 3 0 0 No No
~| Operating Systems & Update for Windows Server 2008 R2 x64 Editio. 2 ] 33 No No
@ Security Updats for Windows Server 2008 R2 x. M511-083 2 [1] 33 No No
@ Security Update for Windows Server 2008 R2 x. M511-085 2 o 33 No No
?{ Security Update for Windows Server 2008 R2 x. M511-071 2 [1] 33 No No ™

¢; Assets and Compliance
ﬁ Software Library

_.‘ Monitoring

T. Administration

i ] 5

Security Update for .NET Framework 3.5.1 on Windows 7 and Windows Server 2008 R2 SP1 for x64-based &' ~

Detail
Severity: Critical
Bulletin ID; MS511-044
Article 1D: 2518869
Date Released: 6/14/2011 10:00 AM
Date Released or Revised:  6/14/2011 10:00 &AM
Supersaded: No
Expired: Mo
Update Classification: "Security Updates"
NAP Evaluation;

Statistics

I Compliant: 0
I Reguired: 3
I Not Reguired. 0
B Unknown: 0

Total Asset Count: 3 (Last Update: 3/23/2012 9:21:02 AM)

M Summary Deplnymmtl

Ready
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6. Deploying Software Updates using Configuration

Manager Software Update Management :

1) On the All Software Updates node , under Title , multi-select Required is

non zero update and click Create Software Update Group on the Ribbon :

] e CllE ] System Center 2012 Configuration Manager (Connected to MCM - SC2012 _ConfigMor_Primary_Site) (| ;Iﬂ 5'
- Home Folder -~ @
Py > E! ray 4 i~ J # Edit Membership Ef\[ ) D
o "":J o Il:'\}_J Review License o
Synchronize Run Schedule Saved Download Create Software Deploy Mave Properties
Software Updates Summarization Summarization Searches ~ Update Group
All Software Updates Reports Search Update Deployment Maove Properties
[ & + [B] \ » Softwerslibary » Oveview » SoftwareUpdates » All Softwars Updates B Z

-

Software Library

4 & Qverview Search il Search | Add Criteria +

All Software Updates 364 items

7 Application Management Ion | Title Bulletin 1D Required  Installed | Percent Compliant | Dowrloaded Deployed *
4 [ Software Updates @’ Update for Windows 7 for x54-based System... 1 0 67 No No
l:‘z All Software Updates @ Cumulative Security Update for ActiveX Killbi M511-090 1 0 &7 No No
51| Software Update Groups & Security Update for Windows 7 for x64-base..  M511-092 i 0 57 No No [
Deployment Packages @ Update for Windows 7 for x54-based System... 1 0 67 No Mo
|£¥ Automatic Deployment Rules @ Security Update for Windows 7 for x64-base M512-019 1 0 67 No Mo
~| Operating Systems @ Update for Windows 7 for ¥64-based System 1 0 67 No No
@’ Update for Windows 7 for x54-based System... 1 0 67 No No
@ Update for Windows 7 for x54-based System... 1 0 &7 No No
ﬁ Security Update for Windows 7 for x64-base . M511-083 1 0 67 No No
@ Security Update for Windows 7 for x64-base . M511-039 1 0 &7 No No
@ Update for Windows 7 for x64-based System 1 1] 67 No No
@ Security Update for Microsoft .NET Framewio. M511-066 1 1] 67 No No
@’ Security Update for Windows 7 for x§4-bass...  M511-043 1 0 67 No No
. @ Security Update for Windows 7 for x64-base..  M511-063 1 ] &7 No No
a" Assets and Compliance . .
— ﬁ Update Rollup for ActiveX Killbits for Window... 1 0 &7 No No
ﬁ Software Library @ Security Update for Windows 7 for x64-base . MS11-068 1 0 &7 No No
. Monitoring @ Update for Windows 7 for x64-based System 1 1] 67 No No
T @ Security Update for Windows 7 for x54-base M511-053 1 1] 67 No No
r Administration & Update for Windows 7 for x64-based System... 1 0 &7 No No
- ET Update for Windows 7 for x54-based System... 1 0 &7 No No v
4 n

3 items selected.

2) Will display Create Software Update Group dialog box :

Create Software Update Group x|

MName: I

Description: ﬂ

Create Cancel |

3) Enter name for the Name field and click Create , click Software Update

Groups node, you can see the just created update group :
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&' System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMgr_Primary_site) (Evaluation, 179 days left) =|& x|
. T 2 s g (i Refresh Er f D
' H ;j-’ = K Deete » §
Synchronize Schedule Saved Show  Download Run Deploy Set Security Properties
Software Updates Summarization Searches ~ Members Summarization Scopes
All Software Updates Reports Search Update Group Deployment Classify Properties
| (— A ‘ &1 \ » Softwarslibrary » Overview » Software Updates »  Software Update Groups - '2
Software Library ¢ Software Update Groups 1 items
v “f':‘ Overview Search il () Search | Add Critesia ~
| Application Management Icon Name Descripti... Date Created Last Date Modified | Percent Compli... ' Created By  Deploved  Downloaded N
4 [ Software Updates @ Windows 7 Updates Group 3/23/2012 7:5...  3{23f2012 7:51 (1] CONTOSO\, No No 0
E All Software Updates
57| Software Update Groups
Deployment Packages
|£¥ Automatic Deployment Rules
_| Operating Systems
| m v
Windows 7 Updates Group v
Detail Statistics
:te _Crf:ata.d: 3/23/2012 7:51 PM M Compliant: 0
scription: M Non-compliant 0
Downloadsd: Na Unknawn: 0
Deployed: No :
| - Mumber of Collections B
_#' Assets and Compliance Desloyed to: No Data (Last Update: Never)

ﬁ Software Library
_.‘ Monitoring

T. Administration

v Summary | Deployment |

Ready

4) This data is not up to date , as summarization has not occurred yet . Click

Show Members on the Ribbon :
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e System Center 2012 Configuration Manager (Connected to MCM - SC2012 _ConfigMgr_Primary_Site)

o — = /< Delete
Synchronize Schedule ownload Run ]
Software |Updates Summarization Summarization
All software Updates Reports Update Group Depl
I 6 A | -B Y » Software Library »  Overview »  Software Updates »  Software Update Groups
Software Library < Software Update Groups 1 items
= ﬁ Cverview ear
» [1 Application Management Icon Name Descripti... Date Created
4 [ Software Updates E‘E Windows 7 Updates Group 3/23/2012 7:5...

E All Software Updates

-:pﬁ Software Update Groups
Deployment Packages

|27 Automatic Deployment Rules

F

| Operating Systems

Windows 7 Updates Group

Detail
5) This group members are displayed in the results pane with compliance

data displayed in the preview pane :
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e e el Sleet] System Center 2012 Configuration Manager (Connected to MCM - SC2012_ConfigMgr_Primary. ¢ =& x|

- Home Update Group Close ~ -@.
& 7% Delete [+
) > & 0@

Download Run Deploy Set Security Properties
‘Summarization Scopes
Update Group Deployment Classify Properties
| e - ‘ 4;] % » Software Library » Owerview » Software Updatss »  All Software Updates »  Windows 7 Updates Group - :’
Software Library < Windows 7 Updates Group 3 items
. ‘5 T Search ﬂ () Search | Add Criteria
» [ Application Management Icon Title Bulletin ID Required  Installed  Percent Compliant Downloaded Deployed
4 [ Software Updates @ Security Update for Windows 7 fo... M511-083 1 o &7 No No
4 @’ All Software Updates @ Security Update for Windows 7 fo...  MS11-092 1 [1] &7 No No
57| Windows 7 Updates Group @ Security Update for Windows 7 fo. M512-019 1 0 67 No Mo
5] Software Update Groups
Deployment Packages
Automatic Deployment Rules
» ] Operating Systems
Security Update for Windows 7 for x64-based Systems (KB2588516) ~
Detail Statistics
Severity: Critical I Compliant: 0
Bulletin ID; M511-083 Bl Reguired: 1
Article ID: 2588516 M Not Required: 2
- . Unknown: 0
Date Releasad: 11/8/2011 10:00 AM
& Assets and Compliance Date Released or Revised:  11/8/2011 10:00 AM Total Asset Count: 3 {Last Update: 3/23/2012 9:21:02 AM)
. Superseded: No
ﬁ Software Library Expired: Mo
Update Classification: "Security Updates”
Bl Monitoring NAP Evaluation: No
T. Administration
Summary | Deployment |
Ready
. . .
6) Click Software Update Groups , on the Ribbon, click Deploy :
[I8' System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMgr_Primary_Site) (Evaluation, 179 days left) -8 5'
e 3 e € Refresh
& p @7 < ! D
L 4 J —aQ ~ =" & 7< Delete ‘3
Synchronize Schedule Saved Show  Download Run Set Security Properties
Software Updates Summarization Searches ~ Members Summarization Scopes
All Software Updates Reports Search Update Group Classify Properties
| (— - ‘ ¢:] \ » SoftwareLibrary » Owerview » Software Updates » Softwars Update Groups - ‘;
Software Library ¢ Software Update Groups 1 items
4 & Overview Saarch [%] [0 sesrch | add criteria ~
» L Application Management Ion | Name Descripti... Date Created | Last Date Modified  Percent Compli..  Created By | Deployed  Downloaded M
4 [ Software Updates @ Windows 7 Updates Group 3/23/2012 7:5...  3{232012 7:51 66 CONTOSO\, No No 0
4 I:E All Software Updates
57| Windows 7 Updates Group
51| Software Update Groups
Deployment Packages
|£¥ Automatic Deployment Rules
» [ Operating Systems 4 m 8
Windows 7 Updates Group v
Detail Statistics
:te t_]'fata.d: 3/23/2012 7:51 PM M Compliant: 2
scription: I Non-compliant: 1
Downloaded: No B Unknown: 0
Deployad: Mo
| - Mumber of Collections . 3 e
& Assets and Compliance Domiored o 0 Total Asset Count: 3 (Lzst Update: 3/23/2012 7:54:59 PM)

ﬁ Software Library
.‘ Monitoring

T. Administration

Summary | Deployment |

Ready

7) The Deploy Software Updates Wizard General dialog box appears :
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=P Deploy Software Updates Wizard x|
gg General
et Specify general information for this deployment
Deployment Settings
Scheduling
User Experience Deployment Name: |I'v1icrosoﬂ Software Updates - 2012-03-23 07:55:45 PM
Alerts Description:
Download Settings ;I
Deployment Package
Download Location ;I
Language Selection The following software updates or software update groups are included in this deployment.
Summary
lSJoﬁware UpdqtefSoﬂware I'Windows 7 Updates Group
Progress pdate Group:
Completion Select a previously saved deployment template that defines configuration settings for this deployment. Before you complete this

wizard, you have the option to save the cument configurations as a new deployment template.

Select Deployment Template...

Deploy this software update deployment to the following collection.

Collection: ] Browse.. |

© < Freyious | Next > I Summary Cancel

8) Type relate information and select collection :
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= Deploy Software Updates Wizard x|
g}g General
Specify general information for this deployment
Deployment Settings
Scheduling
User Experience Deployment Name: IWindows 7 Updates
Alerts Description:
Download Settings ;I
Deployment Package
Distribution Points ﬂ
Download Location The following software updates or software update groups are included in this deployment.
Language Selection
EloizwareGUpdElltefSoﬂware I‘Mndows 7 Updates Group
Summary pdate Group:
Progress Select a previously saved deployment template that defines configuration settings for this deployment. Before you complete this
ComER wizard, you have the option to save the cument configurations as a new deployment template.

Select Deployment Template...

Deploy this software update deployment to the following collection.

Collection: INI Desktop and Server Clients

’ 9 = Previous

Mext = | Summary’ I Cancel |

9) Click Next, the Deployment Settings dialog box appears allowing you to
configure if the deployment is Required (Mandatory) or Available (optional) , as

well as the detail level :
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=P Deploy Software Updates Wizard x|

g)g Deployment Settings

General

Deployment Settings

Scheduling

User Experience

Alerts

Download Settings

Deployment Package
Distribution Points

Download Location

Language Selection

Summary

Progress

Completion

(7] < Previous | Mext = I Summary I Cancel |

Specify deployment settings for this deployment

Specify ff this deployment is available for installation orif it is a required installation.

Type of deployment: Required ﬂ

™ Use Wake-on-LAN to wake up clients for required deployments

State message detail level.

You can specify the state message detail level retumed by clients for this software update deployment. A detail level of Normal
retums all state messages that are related to the deployment. A detail level of Minimal retums only the erforcement success,
and critical emor messages.

Detail level: MNormal j

10) Click Next , the Scheduling dialog box appears allowing you to configure

when the deployment is available to be installed on the client, the deadline as to

when the updates must be installed , and whether the time is based on UTC or the

client local time :
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=P Deploy Software Updates Wizard x|
%\g Scheduling
EET Configure schedule details for this deployment
Deployment Settings
i — Schedule evaluation
User Experience Specify if the schedule for this deployment is evaluated based upon Universal Coordinated Time (UTC) or the local time of
Alerts the client.
Download Settings
. Time based on: Client local time j
Deployment Package

r— Software available time

. Specify when software updates are available. Software updates are available as soon as they are distibuted to the content
Download Location server unless they are scheduled to install at a later time.

Distribution Points

Language Selection

Summary ' As soon as possible

Progress  Specific time:

Completion [F72272012 =] [755PM =
— Installation deadline

Specify an installation deadline for required software updates. You can determine the deadline by adding the deadline time
to the installation time. When the deadline is reached, required software updates are installed on the device and the
device is restatted if necessary.

¢~ As soon as possible
& Speciic time:

Deadline time:
| 3/30/2012 || 756 Pm =

9 < Previous | Mext = I Summary | Cancel |

11) Click Next , the User Experience dialog box appears allowing you to
configure the end user experience with regards to notifications , and the reboot
behavior when updates require a system restart , including whether or not
installation and reboots should occur outside any configured maintenance

windows :
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=P Deploy Software Updates Wizard x|
%g User Experience
BeEw Specify the user experience for this deployment
Deployment Settings
Scheduling

r— User visual experience

User Experience

Alerts User notifications: Display in Software Center and show all notifications j

Download Settings

Deployment Package

r— Deadline behavior

Liiuiin puiis When the installation deadline is reached, allow the following activities to be performed outside the maintenance window:

Download Location
Language Selection
Summary [ Software updates installation

Progress I System restart (f necessary)

Completion

r— Device restart behavior
Some software updates require a system restart to complete the installation process. You can suppress this restart on servers
and workstations.

Suppress the system restart on the following devices:

[ Servers

[ Workstations

9 < Previous | Mext = I Summary’ I Cancel |

12) Click Next , the Alerts dialog box appears allowing you to configure
whether or not any alert is generated if the percentage of compliant systems is
below a specific percent , as well as whether or not to generate an event in

Operations Manager for any failure in the update deployment :
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=P Deploy Software Updates Wizard x|
gﬂ Alerts
EET Specify software update alert options for this deployment.
Deployment Settings
Scheduling

— Corfiguration Manager alerts
Specify the criteria for generating a Corfiguration Manager alert.

User Experience

Alerts
5 ™ Generate an alert when the following conditions are met:
Download Settings
Deployment Package Client compliance is below the following {percent): o0 =

Distribution Points
Alerts are generate when a specified offset period has elapsed after the previously defined installation deadline.
Download Location

Language Selection

Summary Offset from the deadiine time: I- ﬁ IDa;.-s ﬂ
Progress

Alert generation time {represented in local 3/30/2012 *|| 7:56 FM =
Completion time}:g frep I _I I :I

— Operations Manager alerts

System Center Operations Manager might generate alerts when a device installs a software update. To avoid receiving
alerts for planned maintenance, you can disable these alerts during the duration of the software update installation process.

" Disable Operations Manager alerts while software updates run

™ Generate Operations Manager alet when a software update installation fails

@ < Previous | Next > I Summary | Cancel |

13) Select Generate an alert when the following conditions are met , click

Next :
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=P Deploy Software Updates Wizard x|

:j)g Download Settings

EET Specify download settings of this deployment

Deployment Settings
Scheduling

User Experience
Alerts

Download Settings

Deployment Package
Distribution Points

Download Location

Language Selection

Summary

Progress

Completion

Select the deployment option to use when a client is within a slow or unreliable network boundary, or when the client uses a
fallback source location for content.

Deployment options:

* Do not install software updates

¢~ Download software updates from distribution peint and install

When software updates are not available on any prefemed distribution peirts, clients can download and install software updates
from a fallback source location for content.

Deployment options:
Do not install software updates

' Download software updates from unprotected distibution point and install

[V Allow clients to share cortent with other clients on the same subnet

< Previous | Mext = I Summary | Cancel |

14) The Download Settings dialog box appears allowing you to configure

whether or not clients can install updates when in slow network boundaries , or

when the client’

s protected distribution point does not contain the update

content . Click Next , the Deployment Package dialog box appears :
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=P Deploy Software Updates Wizard x|
gg Deployment Package
T Specify the package to use
Deployment Settings
Scheduling
User Experience The deployment package contains the software update files that will be available to clients as part of the deployment.You can
Alerts select an existing deployment package or create a new one.

Download Settings

Deployment Package

") Select deployment package:
Distribution Points

Browse...
Download Location I U;I

Language Selection & Create a new deployment package:
Summary Name:
Progress I O
Completion Description:
=l
-

Package source (Example): “\<server>\<folder path>
I 0 Browse... |

Sending priorty:

I Medium ﬂ

'@' < Previous | Mext > I Summary. Cancel

15) Enter relate information :
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= Deploy Software Updates Wizard x|
gg Deployment Package
fazm Specify the package to use
Deployment Settings
Scheduling
User Experience The deployment package contains the software update files that will be available to clients as part of the deployment.You can
Alerts select an existing deployment package or create a new one.

Download Settings

Deployment Package

{7 Select deployment package:

Distribution Points

Download Location I

Language Selection ¥ Create a new deployment package:

Summary Name:

Frogress IWindows 7 Updates

Completion Description:
=]
=

Package source (Bxample): “W\<server:\=folder path>
|\\Config Mar201 2" Software Updates'\Package Browse... |

Sending priority:

I Medium j

@ < Previous | Next > I Summary Cancel

16) Click Next, the Distribution Points dialog box appears :
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=P Deploy Software Updates Wizard x|

gﬂ Distribution Points

EET Specify the distribution points or distribution point groups to host the content

Deployment Settings

Scheduling

User Experience Distribution points or distibution peint groups:
Alerts

Download Settings Filter... . Add -

Deployment Package Name | Description | Associations . |

Distribution Points There are no items to show in this view.

Download Location

Language Selection
Summary
Progress

Completion

'@' < Previous | Next = I Summary | Cancel |

17) Click Add, Select Distribution Points, the Add Distribution Points dialog

box appears displaying the list of available distribution points :
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Add Distribution Points x|

Add the existing distribution points to distibute content wsing the
checkboxes below.

Awvailable distibution poirts:
Filter. ..

MName |
O *“CorfigMar2012 Contoso msft

OK I Cancel

18) Under Available distribution points, select this DP and click OK :
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=P Deploy Software Updates Wizard x|
gg Distribution Points
EET Specify the distribution points or distribution point groups to host the content
Deployment Settings
Scheduling
User Experience Distribution points or distribution point groups:
Alerts
Download Settings Fitter ... s Add v
Deployment Package Name | Description | Associations . |
WCorfigMgr2012 Contoso.msft  Distribution point

Distribution Points

Download Location
Language Selection
Summary
Progress

Completion

(7] < Previous | Mext = I Summary Cancel

19) Click Next , the Download Location dialog box appears :
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=P Deploy Software Updates Wizard x|
g)g Download Location
EET Specify the source location for software updates that you will download
Deployment Settings
Scheduling
User Experience If your site server does not have an Intemet connection, you can download the software updates from a different computer and
Alerts save them to a network location accessible by the site senver.

Download Settings
Deployment Package * Download software updates from the Intemst

Distribution Points

" Download software updates from a location on my network:

Language Selection BExample: “\<server=\folder path>

Summary I

Progress
Completion

When the deployment package contains all required software updates, select "Download software updates from the
Intemet”. The software updates files will be validated. but will not be downloaded again.

9 < Previous | Next > I Summary | Cancel |

20) Keep default setting and click Next , the Language Selection dialog box

appears :
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=} Deploy Software Updates Wizard x|
g)g Language Selection
e Specify the languages of the updates
Deployment Settings
Scheduling
User Experience Software update files are downloaded for each language specified in the Update File column.
Alerts
Download Settings Language | Update File -
Deployment Package
Distribution Paints Chinese (Hong Kong S AR) r
Download Location Chinese (Taiwan) r
Language Selection Chinese (People’s Republic of China) r
Summary Czech r
Progress Danish r
Completion Dutch -
English [
Finnish r —
French r
Gemman r
Greek r
Hebrew r
Hungarian [
ttalian r
Japanese [
Korean Il
MNorwegian -
Polish r d
-9 < Previous | Next > I Summary | Cancel |

21) Click Next to accept the configured language(s) , the Summary dialog box

appears indicating you have successfully completed the wizard :
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=P Deploy Software Updates Wizard

g_g Summary

General

Deployment Settings

Scheduling

User Experience

Alerts

Download Settings

Deployment Package
Distribution Points

Download Location

Language Selection

Progress

Completion

Confirm the settings

Details:

Save As Template...

Updates Targeted:
+ Security |pdate for Windows 7 for x64-based Systems (KB2588516) 2588516(Article 1D)
« Security Update for Windows 7 for xb4-based Systems (KB2619335) 2615339(Article 1D)
= Security Update for Windows 7 for x64-based Systems (KB2665364) 2665364(Article 1D)
General:
« Deployment Name: Windows 7 Updates
« Collection: All Desktop and Server Clients
Deployment Settings:
+ Send wake-up packets: Mo
« Verbosity Level: Normal
Scheduling:
= Deployment schedules will be based on; Computer local time
= Available to target computers: 3/23/2012 7:56:45 PM
+ Deadline for software update installation: 3/30/2012 7:56:45 PM
User Experisnce:
= User Motifications: Display in Software Center and show all notifications
=+ Install software updates outside the maintenance window when deadline is reached: No
« Restart system outside the maintenance window when deadline is reached: Suppressed
« [f @ restart is required it will be: Allowed
Llerts:
+ (On software update installation error generate a \Window Event: No
+ Disable Window Event while software updates install: No
« Warn me if compliance of clients is below S0 percent after 4/8/2012 7-56:45 PM
Download Settings:
» Computers can retrieve content from remote distribution points: Yes
« Download and install software updates from the fallback content sourcs location: Yes

The software updates will be placad in a new package:
« Windows 7 Updates

Content {1):
« WConfigMgr2012 Contoso.msft

m

To change these settings. click Previous. To apply the settings. click Next.

< Previous | MNext = I

Summary.

| Cancel |

22) If you want to create a deployment template , the Save As Template

button is available, click Next , the Progress dialog box appears :
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Deploy Software Updates Wizard

23) Wait some seconds , the Completion dialog box is appears :
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=P Deploy Software Updates Wizard

%g Completion

General
Deployment Sett o
st 0" The Deploy Software Updates Wizard completed successfully

Scheduling o

User Experience Details:

Alerts B

Download Settings & Sucoess: Updates Targeted: 1
« Security pdate for Windows 7 for xb4-based Systems (KB2588516) 2588516(Article 1D)

Deployment Package « Security Update for Windows 7 for x64-based Systems (KB26193335) 2615339(Article 1D)

Distribution Points
Download Location

Language Selection

Summar + Send wake-up packets: No
K « Verbosity Level: Normal =
Progress Scheduling: I

= Security Update for Windows 7 for x64-based Systems (KB2665364) 2665364(Article |D)

D success: General:

= Deployment Name: Windows 7 Updates

= Collection: 4ll Desktop and Server Clients
Deployment Settings:

+ Deployment schedules will be based on: Computer local time
« Awzilable to target computers: 3/23/2012 7-56:45 PM
« Deadline for software update installation: 3/30/2012 7:56:45 PM
User Experience:
= User Motifications: Display in Software Center and show all notifications
+ Install software updates outside the maintenance window when deadline is reached: Mo
« Restart system outside the maintenance window when deadline is reached: Suppressed
« [f @ restart is required it will be: Allowed
Alerts:
= On software update installation error generate a Window Event: No —
+ Disable Window Event while software updates install: No
« Warn me if compliance of clients is below S0 percent after 4/6/2012 7-56:45 PM
Download Settings:
= Computers can refrieve content from remote distribution peints: Yes
» Download and install software updates from the fallback content source location: Yes

Package:
& Syccess: The software updates were placed in a new package:
To exit the wizard, click Close.

| Close I

ﬂ < Previous | Iext = | Summary.

24) Click Close , and click this software update group under All Software
Updates node, you can see this group all updates Downloaded and Deployed has

change to Yes:
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Selected Object | Folder Took BRI R OrIE

Ztion Ma : _[&] ]
- Home Update Group Close -~ @
£ 7% Delet= E:\- i D
< b > @
Download Run Deploy Set Security Properties
‘Summarization Scopes
Update Group Deployment Classify Properties
| e - ‘ a % » Software Library » Owerview » Software Updatss »  All Software Updates »  Windows 7 Updates Group - 2
Software Library < Windows 7 Updates Group 3 items
4 & Overview Search ﬂ Search | Add Criteria v
=l Application Management Icon Title Bulletin ID Required  Installed  Percent Compliant Downloaded Deployed
4[] Software Updates @ Security Update for Windows 7 fo... M511-083 1 o &7 Yes Yes
A 5 All Software Updates @ Security Update for Windows 7 fo. MS11-092 1 0 67 Yes Yes
5T Windows 7 Updates Group | & Security Update for Windows 7 o MS12-019 1 0 &7 Yes Yes
5] Software Update Groups
Deployment Packages
[£" Automatic Deployment Rules
_| Operating Systems
Security Update for Windows 7 for x64-based Systems (KB2588516) v
Detail Statistics
Severity: Critical M Compliant: 0
Bulletin ID; M511-083 M Required: 1
Article ID: 2588516 M ot Required: 2
Date Released: 11/8/2011 10:00 AM Unknown: 0
Assets and Compliance Date Released or Revised:  11/8/2011 10:00 AM Total Asset Count: 3 {Last Update: 3/23/2012 9:21:02 AM)
L) Suparsaded: No
ﬁ Software Library Expired: Na
Update Classification: "Security Updates”
B Monitoring NAP Evaluation: No

T. Administration

Summary | Deployment |

Ready

25) Click Deployment Packages node , you can see just created package :
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(] System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMgr_Primary_Site) (Evaluation, 179 days left) =8 ﬁl
Home ~ @
X » = =T -
e - ; ) ] Create Prestage Content File % §$:, d D
2 lad &P (refresh 1 L) [
Saved Show  Manage Access Distribute Update Set Security Properties
Searches = | Members Accounts K Delete Content  Distribution Points Scopes
Search Deployment Package Deployment Classify Properties
(— - ‘ ﬁ % » Software Library » Owverview » Software Updates » Deployment Packages =
Software Library < Deployment Packages 1 items
4 & Overview Saarch [ [ search | add crteria
_| Application Management Icon | Name - Package ID
4[] Software Updates Windows 7 Updates MCMO0007
= l:‘z All Software Updates
| Windows 7 Updates Group
& Software Update Groups
Deployment Packages
|2 Automatic Deployment Rules
"I Operating Systems
Windows 7 Updates ~
Package Properties Distribution Point Status Related Objacts
Package ID: MCM00007 M Success: 1 "4 Content Status
Source Date: 3/23/2012 In Progress: 0
8:10 PM M Failed: 0
Last Refresh Time: 3/23/2012 Unkngwn: 0
8:10 PM
1 Targeted (Last Update: 3/23/2012 8:10 PM)

’i’-. Assets and Compliance
‘tﬁ Software Library
-‘ Monitoring

T. Administration

Ready

26) Logon to Client computer, in Control Panel , click System and Security ,

and then start Configuration Manager , click the Actions tab , click Machine

Policy Retrieval & Evaluation Cycle :
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[ ]

F;l... Configuration Manager Properties @
Cache | Corfigurations | Metwork
General I Components | Actions | Site:

Select an action to run a client cycle independenthy from schedules that are
configured in the Corfiguration Manager console.

Actions:

Application Deployment Evaluation Cycle
Discovery Data Collection Cycle

File Collection Cycle

Hardware Inventory Cycle

Software Inventary Cycle

Software Metering Usage Report Cycle
Software Updates Deployment Evaluation Cycle
Software Updates Scan Cycle

IUser Policy Retrieval & Evaluation Cycle
Windows Installer Source List Update Cycle

[ Fun Mow

[ OK ][ Cancel ] Apply

27) Click Run Now , a Machine Policy Retrieval & Evaluation Cycle message

box appears :

P a

A Machine Policy Retrieval & Evaluation Cycle @

I The selected cycle will run and might take several minutes to finish.

28) Click OK , and then click Software Updates Deployment Evaluation

Cycle :
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[ L]

anl.. Configuration Manager Properties @
Cache | Corfigurations | Metworl
General I Componerts | Actions | Site:

Select an action to run a client cycle independently from schedules that are
configured in the Corfiguration Manager consale.

Actions:

Application Deployment Evaluation Cycle
Discovery Data Callection Cycle
File Collection Cycle

Hardware Inventary Cycle

Machine Policy Retrieval & Evaluation Cycle
Software Inventary Cycle

Software Metering Usage Report Cycle
Software Updates Scan Cycle

|User Paolicy Retrieval & Evaluation Cycle
Windows Installer Source List Update Cycle

[ Fun Mow

[ OK ][ Cancel ] Apply

29) Click Run Now , a Software Updates Deployment Evaluation Cycle
message box appears indicating the action was initiated , and may take several

minutes to complete :

I a

‘A Software Updates Deployment Evaluation Cycle @

I The selected cycle will run and might take several minutes to finish.

30) Click OK, wait some seconds , in the System Tray , will display Software

Justin Gao 517
yanga@microsoft.com
http://blogs.technet.com/b/justin_gao



System Center 2012
Configuration Manager RTM
Software Update Document

changes are required balloon :

@ Software changes are required d X
YourIT departrnent requires changes to the software on

your computer, Click here for options.

31) Click this icon , the Software Center dialog box appears displaying the

status of software required on the computer :

Es Software Center E

’ﬂ Software changes must be applied to your computer after 3/30/2012
at 7:56 PM.

Required changes: 3 items View details

Restart: Might be reguired

The changes will be applied after the deadline shown above, or you can have Software
Center:

) Apply all required changes now (recommended)
) Apply all required changes cutside my configured business hours
|:| Restart ry computer automatically if needed

OK REMIND ME LATER

32) After Required changes : 3 items , click View details , the Software

Center window appears displaying the Installation Status tab :
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"B Software Corter E==jEe
IT Organization
Installation Status Installed Software Options
SHOW | Updates - ‘ D Show optional software SEARCH

Find additional applications from the Application Catalog

NAME TYPE PUBLISHER AVAILABLE AF... STATUS

& Security Update for Windows 7 for x64-based Systems (KB2588516) Update  Microsoft 3/23/2012 Scheduled to install after 3/20/2012 7:56:00 PM
4 Security Update for Windows 7 for x64-based Systems (KE2619339)  Update Micresoft 3/23/2012 Scheduled to install after 3/30/2012 7:56:00 PM
T3 Security Update for Windaows 7 for x64-based Systems (KE2665364)  Update Microsoft 372372012 Scheduled to install after 3/30/2012 7:56:00 PM

@ Security Update for Windows 7 for x64-based Systems (KB2588516)

OVERVIEW REQUIREMENTS DESCRIPTION

Status: Scheduled to install after 3/30/2012  Restart required: Might be required A security issue has been identified that could allow an
) 7:56:00 PM unauthenticated remote attacker to compromise your

Help document: Click here system and gain control over it. You can help protect

Bulletin ID: MS11-082 your system by installing this update from Microsoft.
. i After you install this update, you may have to restart
Article ID: 2588516 your system,

INSTALL ALL REQUIRED m INSTALL

33) Close Software Center , and then click Apply all required changes now

(recommended) :

@ Software Center E

@ Software changes must be applied to your computer after 3/30/2012
at 7:56 PM.

Required changes: 3 items View details

Restart: Might be required

The changes will be applied after the deadline shown above, or you can have Software
Center:

@ Apply all required changes now (recommended)
) Apply all required changes cutside my configured business hours
D Restart ry computer automatically if needed

o T o weure

34) Click OK , the Software Center dialog box closes and balloons are

displayed indicating that software is being downloaded and installed , wait some
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seconds , you can see restart computer icon :

Recently installed software requires a computer restart.

8:23 PM

o me o
~ P 30300,

35) Click this icon, and click Open Restart Window :

Open Restart Window

Restart Mow

36) The Software Center dialog box appears :

@_ Software Center E

@ Restart your computer

You must restart your computer to complete the installation of
applications or software updates by:

3/30/2012 7:56:00 PM

Ctherwise, your computer will restart automatically after the above
date and time. Your computer could restart sooner if applications ar
software updates that require a computer restart are installed cutside
of business hours,

) Restart now

@ Snooze and remind me again in: | 1 hour w7

Select an action and click CK. Or, you can click Cancel to restart your
computer later without receiving reminders,

T

37) You can setting delay to restart computer or restart now , click Restart

now , and click OK, then will display restart computer dialog box :
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E Software Center E

E Your computer must be restarted.

Save your work to avoid losing data, Motify users logged on
to this computer that they should log off immediately for a
pending restart.

Click Restart to restart the computer now, otherwise click

Cancel,

38) Click RESTART , the Client computer will restart now .
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7. Validating Current Software Update Compliance :

1) In the workspace of the System Center 2012 Configuration Manager

console window , click Monitoring , in the navigation pane , click Software

Updates - B Deployment Management :

18’ System Center 2012 Configuration Manager (Connected to MCM - SC2012_ConfigMgr_Primary_5Site) (Evaluation, 179 days lef - 5'
Home ~ @
2
P =
Saved
Searches ~
Search
(— - ‘ % » Monitoring » Overview » FReporting » Reporks »  Software Updatss - B Deployment Management — i
Monitoring ¢ Software Updates - B Deployment Management 8 items

+ B Overview * | Search [%] [0 sesrch | add criteria ~

1> Alerts _| Icon Name Category Date Modified
# Queries 1 || Management 1 - Deployments of an update group Software Updates - B Deployment Management 3222012 5:06 AM
4[] Reporting || Management 2 - Updates required but not deployed Software Updates - B Deployment Management 3f22/2012 5:06 AM
4 |5 Reports |} Management 3 - Updates in a deployment Software Updates - B Deployment Management 3/222012 5:06 AM
_ Administrative Security || Management 4 - Deployments that target a collection Software Updates - B Deployment Management 3/222012 5:06 AM
_ Alerts || Management 5 - Deployments that targst a computer Software Updates - B Deployment Management 3222012 5:06 AM
_ Asset Intelligence || Management & - Deployments that contain a specific update Software Updates - B Deployment Management 3f22f2012 5:06 AM
_ Client Push || Management 7 - Updates in a deployment missing content Software Updates - B Deployment Management 3222012 5:06 AM
_ Client Status || Management & - Computers missing content (secondary) Software Updates - B Deployment Management 3f22/2012 5:06 AM

| Compliance and Settings

| Device Management

_ Driver Management

| Endpoint Protection

1 Hardware - CD-ROM -

’\-' Assets and Compliance
]‘% Software Library
.‘ Monitoring

r Administration

Ready

2) Click Management 5 — Deployments that target a computer , and then

on the Ribbon, click Run :
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® System Center 2012 Configuration Manager (Connected to MCM - 5C2012 ConfigMgr_Primary_Site) (Evaluation, 179 days left)

Home
Edit 7< Delete D
| Create Subscription )
3§ Refresh Properties
Report Group Properties
I? = | .\ » Monitoring » Overview » Reporting » Reports »  Software Updates - B Deployment Management
Monitoring ¢ Software Updates - B Deployment Management 8 items
4 Wl Overview * | search _A
> Alerts Icon Name - Category
~ Queries & Management 1 - Deployments of an update group Zoftware Updates - B Deployment Management
4 3 Reporting ] Management 2 - Updates required but not deployed Zoftware Updates - B Deployment Management
4 & Reports & Management 3 - Updates in 2 deployment Zoftware Updates - B Deployment Management
| Administrative Security ] Management 4 - Deployments that target a collection Zoftware Updates - B Deployment Management
1 Alerts | Management 5 - Deployments that target a computer Software Updates - B Deployment Management
| Asset Intelligence 1] Management & - Deployments that contain a specific update Zoftware Updates - B Deployment Management
1 Client Push 1] Management 7 - Updates in a deploymeant missing content Zoftware Updates - B Deployment Management
1 Client Status 1] Management 8 - Computers missing content (sacondary) Zoftware Updates - B Deployment Management

| Compliance and Settings
| Device Management
| Driver Management
| Endpoint Protection
“1 Hardware - CD-ROM

3) The Management 5 - Deployments that target a computer window

appears :
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E Management 5 - Deployments that target a computer

(ol x|
} To view the report, provide values for the parameters below, then click View Report.
Report Category
Software Updates - B Deployment Management
Report Name
Management 5 - Deployments that target a computer
Repaort Description
This report retums all software update deployments that target a specific computer. ﬁ ~
~
Device Name Fiter: I Walues...
Device Name: I i) Values...
< Back
acl 2
of 2l A3 - | |100% - | | Find | Next

4) After Device Name , click Values... , the Parameter Value dialog box

appears :
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Parameter Value

Select a value to use for this parameter when unning the report.

IFiher

Device Name
CLIENTCONTOSO
COMNFIGMGR2012. CONTOS0
DC.CONTOSO

Jitems found 0K I Tt

5) Click CLIENT.CONTOSO, click OK, and then click View Report, the result

will display :
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E Management 5 - Deployments that target a computer

ol x]
} To view the report, provide values for the parameters below, then click View Report.
Report Category
Software Updates - B Deployment Management
Report Mame
Management 5 - Deployments that target a computer
Report Description
This report retums all software update deployments that target a specific computer. j o
-~
Device Name Fitter: I Values... View Report |
Device Name: |CLIENT.CONTO 50 Walues...
< Back 2~
1 of 1 @ & E A3 B~ | 100% - Find | Mext
Management 5 - Deployments that target a computer
B Description This report returns all software update deployments that target a specific computer.
Deployment Name = Awailable +  Deadline
Windows 7 Updates 3/23/2012 8:09:00 PM 3/30/2012 7:56:00 PM
4 | »

6) Click Windows 7 Updates hyperlink , you can see this update group

installed status :

Justin Gao 517
yanga@microsoft.com
http://blogs.technet.com/b/justin_gao



System Center 2012
Configuration Manager RTM
Software Update Document

E Management 3 - Updates in a deployment

1 To view the report. provide values for the parameters below. then click View Report.
Report Category
Software Updates - B Deployment Management
Report Name
Management 3 - Updates in a deployment
Report Description
This report retums the software updates that are contained in a specific deployment

=131 x|

1
»

Deployment Name: I‘Ninduws 7 Updates Group - Windows 7 Updates

S View Report |

< Back S
1 of 1 %) | Gl A W | 1w0% - Find | Next
.

Management 3 - Updates in a deployment

Description

Collection Name +  Available +  Deadline *  Deployment ID =

All Desktop and Server 3/23/2012 1:09:00 PM 3/30/2012 12:56:00 PM {78450A72-8AAF-4A1D-9F79-6B5BCDC1BCACH

Clients

Title +  BulletinID +  Article ID =+ Installed +  Required *  Not Required = Unl
Security Update for Windows 7 for x64-based Systems MS11-083 2588516 1 0 2 0
KB2588516

Security Update for Windowrs 7 for x64-based Systems MS11-092 2619339 1 1] 2 0
KB2619339

Security Update for Windaws 7 for x64-based Systems M512-019 2665364 1 o 2 0
KB2665364 2

4 | 3|

7) Close this report and click the Software Library workspace , in the

navigation pane , click All Software Updates , on the Ribbon , click Run

Summarization :
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g Sl ) System Center 2012 Configuration Manager (Connected to MCM - SC2012_Config

_ Home Folder

D P =Y & Ii::}:_ i /" Edit Membership
‘1“" — —"E = Review License
Synchronize Run schedule Saved Download Create Software

Software Updates Summarization Jummarization Searches = Update Group
All Software Updates rts Saarch Update
I (— i |z Y » Software Library » Overview »  Software Updates » &l Softwars Updates  »
Software Library £  All Software Updates 564 items
4 & Overview Search

_| Application Management TIcon Title Bulletin ID Requir

4 [ Software Updates
4 EEEI All Software Updates
-:_E Windows 7 Updates Group

Security Update for .MET Framework 3.5.1 0.  M511-044
Security Update for Microsoft .MET Framewo... MS11-100
Windows Malicious Software Removal Tool ...

& ]| Software Update Groups Security Update for Microsoft .MET Frameweo... M511-078
Deployment Packages Security Update for Microsoft NET Framewe...  M512-016
|£7" Automatic Deployment Rules Update for Windows Server 2008 R2 x54 Edi...

Security Update for Windows Server 2008 R...  M511-083
Security Update for Windows Server 2008 R...  M511-085

Security Update for Windows Server 2008 R...  M511-071

Corurit | Indsta frr Windoue Sanar 2008 0 %[ I g P o)

| Operating Systems

| N o L o Y )

-

o i e e

8) A Configuration Manager message box appears :

Configuration Manager 3 x|

. You have initiated the action to run software update compliance

P status summarization for each site in the Configuration Manager
= hierarchy. After Configuration Manager completes this action, you

must refresh the view to display the updated information.

9) Click OK , wait a moment , and then refresh the All Software Updates

node , click Software Update Groups , you can see Windows 7 Updates Group

already 100% compliant :
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Software Library

'&' System Center 2012 Configuration Manager (Connected to MCM - SC2012_ConfigMgr_Primary_Site) (Evaluation, 179 days left) -8 x|
g - ®

Home
5 x o
2 B B AL P S § B
= = 74 Delete
Synchronize Schedule Saved Show  Download Run Deploy Set Security Properties
Software Updates ‘Summarization Searches ~ Members Summarization Scopes
All Software Updates Reports Search Update Group Deployment Classify Properties
| €= + [Z] \ v coftwerslUibrary » Overview » SoftwareUpdates » Software Update Groups 15

< Software Update Groups 1 items

il {2 Search | Add Criteria

e ﬁOverview search
» [ Application Management Tcon Name - Descripti...  Date Created Last Date Madified | Percant Compli. flCreated By Deployed | Downloaded M
4 | | Software Updates @ Windows 7 Updates Group 3/23/2012 7:5... 3232012 7:51 100 CONTOSO\... Yes Yes 1
& 5’ All Software Updates
T Windows 7 Updates Group
:bﬂ Software Update Groups
Deployment Packages
[£* Automatic Deployment Rules
* L1 Operating Systems
| m 4
Windows 7 Updates Group v
Detail Statistics
xte t_:rfate.d: 3/23/2012 7:51 PM M Compliant: 2
scription: M Non-compliant: 0
Downloaded: Yes B Unknown: 0
#—_;- Assets and Compliance [N)eplcgvet‘l)!f Collecti ves
Dgg?we; S ons 1 Total Asset Count: 3 (Last Update: 3/23/2012 8:42:52 PM)
ﬁ Software Library ’
7.‘ Meonitoring

T. Administration

7 Summary | Deployment |

Ready

10) On the Ribbon, click Show Members :

[ System Center 2012 Configuration Manager (Connected to MCM - SC2012 ConfigMgr_Primary_Site

e % 9 {7\ Refresh 0
L~ vy e /% Delete
Synchronize schedule ownload Run L
Software Updates Summarization Summarization
All Software Updates Reports Update Group Dep
I 6 A | :E] Y » Software Library »  Owverview »  Software Updates »  Software Update Groups
Software Library < Software Update Groups 1 items
= ﬁf Cverview Search
* [ Application Management Tcon Name Descripti... Date Created
4 [ Software Updates ) Windows 7 Updates Group 3(23/2012 7:5...

= @ All Software Updates
]| Windows 7 Updates Group
]| Software Update Groups
Deployment Packages

|27 Automatic Deployment Rules

+ [ Operating Systems

11) The software updates in the software update group are displayed in the
Justin Gao Si%

yanga@microsoft.com

http://blogs.technet.com/b/justin_gao



System Center 2012
Configuration Manager RTM
Software Update Document

results pane . That each of the three updates is now listed as compliant :

Selected Object | Folder Tools [N e R e e ed to MCM - 5C2012_ConfigMgr_Pri -8 x|
- Home Update Group Close ~
K Delete = [
Download Run Deploy Set Security Properties
Summarization Scopes
Update Group Deployment Classify Properties
(— - ‘:] % » Software Library » Owerview » Software Updates »  All Software Updates »  Windows 7 Updates Group - 2
Software Library < Windows 7 Updates Group 3 items
4 & Qverview Search il Search | Add Criteria +
71 Application Management Ion | Title Bulletin 1D Required  Installed | Percent Compliant Downloaded Deployed
4 [ Software Updates @’ Security Update for Windows 7 for x64...  M511-083 (1] 1 100 Yes Yes
4 l:‘z All Software Updates @ Security Update for Windows 7 for x84...  M511-092 1] 1 100 Yes Yes
| Windows 7 Updates Group @ Security Update for Windows 7 for x64...  M512-019 o 1 100 Yes Yes
) Software Update Groups
Deployment Packages
|2 Autematic Deployment Rules
“| Operating Systems
Security Update for Windows 7 for x64-based Systems (KB2588516) v
Detail Statistics
Severity: Critical M Compliant: 1
Bulletin ID: M511-083 M Required. 0
Article ID: 2588516 [iz=] Eo}(ﬂequlroed 2
. . " nknown:
’i-" Assets and Compliance gai EG:EBSES. Revised: 11/8/2011 10:00 AM
pate Released or Revised:  LI/B/2011 10:00 AM Total Asset Count: 3 (Last Update: 3/23/2012 8:28:01 PM)
T@ Software Library UD_erge 2a: No
— Expired: No
. Monitoring Update Classification: "Security Updates”
T NAP Evaluation: No

T. Administration

v Summary | Deployment |
Ready

12) Click the Monitoring workspace, click Deployments , that the Windows 7

Updates Group deployment appears :
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[1&! System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMgr_Primary_Site) (Evaluation, 179 days left) = ﬂll‘
- 1) D (4 Refresh D
L @
Saved View Run Properties
Searches ~ Status  Summarization
Search Deployment Properties
| €& » [3* Vv Monitoring » Overiew » Deployments B2
Menitoring ¢ | Deployments 1 items
4 Bl Overview Search x | () Search Add Criteria =
b Alerts Icon Software Caollection Purpose Action Feature Type Compliance... Date Created
~ Queries 35 Windows 7 Updates Group All Deskiop and Server Clients Required Install Software Update 0.0 3/23/2012 8:1.
* |1 Reporting
B Site Hierarchy

* [l System Status
i"" Deployments
* L Client Status
) Database Replication
* [ Distribution Status
5 Software Update Point Synchron

Windows 7 Updates Group Status to All Desktop and Server Clients

E System Center 2012 Endpoint Pr
General Completion Statistics Related Objects
Software: Windows 7 B Compliznt: 0 &/ Collection
épdahes In Progress: 1 & Software Update
roup M Error: 0
. . Collection: All Desktop nknowin; 2 ) Content Status
¢ Assets and Compliance and Sarver o =
Cliens Total Asset Count: 3 (Last Update:
£ software Library Featurs Type: Software 3125/2012 :42.52 P View Stats
Update
-‘ Monitoring Purpose: Required
N Date Created: 3/23/2012
[, Administration B:10PM L4
Last Date Modified: 3/23/2012
= 8:10 PM -

Ready

13) On the Ribbon, click Run Summarization :

[i§ System Center 2012 Configuration Manager (Connected to MCM - SC2012_ConfigMor_Primary_Site) (Evaluation, 179 days left)

Home

X =,
_Q i Refresh D
Saved Properties
Searches ~ Status | Summarization
Search Deployment Properties
I(— v | 3" 1 » Monitoring » Owverview » Deployments
Menitoring <  Deployments 1 items
+ 8 Oveniew X| o sen
¥ 1> Alerts Icon Software Collection Purpose Action Feature Type Compliance...
~ Queries 33 ‘Windows 7 Updates Group Al Deskiop and Server Clients Required Install Software Update 0.0
» [ Reporting
E_ﬁ Site Hierarchy
b [ System Status
5—"’ Deployments
v [ Client Status
14) A Configuration Manager message box appears :
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Configuration Manager x|

& The summarization of this deployment has been scheduled to be
wr updated throughout the hierarchy. Allow time for the system to
= perform this action, then refresh the view to see the results.

15) Click OK, on the Ribbon, click View Status :

i System Center 2012 Configuration Manager (Connected to MCM - SC2012_ConfigMor_Primary_Site) (|

: |'/' -\,.I D {4 Refresh D

Saved Wiew Run Properties
Searches - Status  Bummarization

Search sl Deployment Properties
I 6 A | _'j"‘ Y » Monitoring » Owverview » Deployments
Monitoring < Deployments 1 items
- ! Owerview Search

b Alerts Icon Software Collection

~ Quernies 5‘5 Windows 7 Updates Group All Deskitop and Server Clients
* [ Reporting
EE Site Hierarchy

» [ System Status

i:" Deployments

¥ [ Client Status

16) The deployment status page appears in the results page :
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el Sl CA L ) System Center 2012 Configuration Manager (Connected to MCM - SC2012_ConfigMgr_Primary_Site] { _| 8| x|
- Search Deployment Clase R @
Run Properties
Summarization
Deployment Properties
|¢ - ‘29 % » Monitoring » Overview » Deployments » 7 :|

Monitoring <

4 .! Overview

¥ = Alerts

~ Queries

» 1 Reporting
B Site Hierarchy
(] System Status
39 Deployments

59 Windows 7 Updates Group Sta
[ Client Status

& Database Replication

[ Distribution Status
a Software Update Point Synchron
[ System Center 2012 Endpoint Pr

~

# Assets and Compliance
ﬁ Software Library
_-_‘ Monitoring

i Administration

m Deployment Status

Software Update: Windows 7 Updates Group
Collection: All Desktop and Server Clients

® Compliant © In Progress ® Error # Unknown

Total Assets Status

3 Compliant

Asset Details

Device Last Logged On Usar Last Compliance Stata
CLIENT (S¥STEM) Compliant
CONFIGMGR2012  (SYSTEM) Compliant
DC (SYSTEM) Compliant

= Run Summarization | 4> Refresh
Summarization Time: 3/23/2012 10:14:59 PM

Last Status Time
3/23{2012 9:53 PM

Last Compliance Message Time
3/23/2012 9:11 PM
3/23/2012 9:23 PM
3/23/2012 9:53 PM

Ready
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8. Implementing Automatic Deployment Rules to

Deploy Software Updates :

1) Click Software Library workspace , expand Software Updates , and then

click Automatic Deployment Rules :

I8! System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMgr_Primary_5ite) (Evaluation, 179 day =& 5'
-~ @
Create Automatic Saved
Deployment Rule Searches -
Create Search
(— - ‘7 Y » Software Library » Owverview »  Software Updates »  Automatic Deployment Rules = =
Software Library < Automatic Deployment Rules 0 items
) I'T_‘ Tz Saarch 2 | Search | Add Criteria ~
1 Application Management Icon | Name Description Enabled Last Error Code Last Eror Desc

4[] Software Updates

&1 All Software Updates @ No items found.

51| Software Update Groups
[l Deployment Packages
|£F" Automatic Deployment Rules

| Operating Systems

’\-" Assets and Compliance
]‘% Software Library
.‘ Monitoring

r Administration

Ready

2) On the Ribbon, click Create Automatic Deployment Rule :

Justin Gao 5%

yanga@microsoft.com

http://blogs.technet.com/b/justin_gao



System Center 2012
Configuration Manager RTM
Software Update Document

g System Center 2012 Configuration Manager (Connected to MCM - SC2012_ConfigMgr_Primary_Site)

Create Automatic Saved
Deployment Rule Searches -
Create Search
I 6 A | _" Y » Software Library » Overview »  Software Updates »  Automatic Deployment R
Software Library < Automatic Deployment Rules 0 items
= ffﬁ Cverview Searh
sl Application Management Icon Mame Description

4 [7] Software Updates
E All Software Updates
]| Software Update Groups
Deployment Packages
|£7 Automatic Deployment Rules

| Operating Systems

3) The Create Automatic Deployment Rule Wizard General dialog box

appears :
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i Create Automatic Deployment Rule Wizard x|
gg General

Specify the settings for this automatic deployment rule
Deployment Settings
Software Updates
Evaluation Schedule Name | a
Deployment Schedule T ;I
User Experience
Alerts ﬂ
Download Settings Select a previously saved deployment template that defines configuration settings for this depl 1t. Before you lete this wizard you

have the option to save the cument corfigurations as a new deployment template.
Deployment Package

Download Location

i Select Deployment Template...
Language Selection

Summary

Specify the target collection for the softy update depl .

Progress
Collection: (1] Browse...

Completion

HAutomatic deployment rules define the criteria for what software updates are added to a software update group. Choose whetherto add this
rule to an existing or new software update group.

% Add to an existing Software Update Group

" Create a new Software Update Group

Choose whether to enable the deployment after this rule runs for the associated software update aroup. When this setting is not selected, you
must manually deploy the software update group.

V' Enable the deployment after this rule is run

(7] < Previous | Next > I Summary, | Cancel |

4) Type a relate information and select Collection , click Create a new

Software Update Group :
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i Create Automatic Deployment Rule Wizard x|

gg General

Specify the settings for this automatic deployment rule

Deployment Settings
Software Updates

Evaluation Schedule Name |Patch Critical Updates
Deployment Schedule

Description: Rule to automatically deploy any updates with a custom severity level set to Critical ;I
User Experience

Alerts ﬂ

Download Settings Select a previously saved deployment template that defines configuration settings for this depl 1t. Before you this wizard you

have the option to save the cument corfigurations as a new deployment template.

Deployment Package

Download Location

i Select Deployment Template...
Language Selection

Summary

Specify the target collection for the softy update depl .

Progress
Collection: All Desktop and Server Clients Browse...

Completion

HAutomatic deployment rules define the criteria for what software updates are added to a software update group. Choose whetherto add this
rule to an existing or new software update group.

" Add to an existing Software Update Group

i [Create a new Software Lpdate (aroup |

Choose whether to enable the deployment after this rule runs for the associated software update aroup. When this setting is not selected, you
must manually deploy the software update group.

V' Enable the deployment after this rule is run

(7] < Previous | Next > I Summary, | Cancel

5) Click Next, the Deployment Settings dialog box appears :
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EL Create Automatic Deployment Rule Wizard x|
g}g Deployment Settings
T Specify the settings for this Automatic Deployment Rule

Deployment Settings
Software Updates

Evaluation Schedule

[T Use Wake-on-LAN to wake up clients for required deployments

Deployment Scheduls

User Experience State message detail level

Alerts You can specfy the state message detail level retumed by clients for this software update deployment. A detail level of Nomal retums all
Download Settings state messages that are related to the deployment. A detail level of Minimal retums only the enforcement success, and critical emor
Deployment Package messages.

Download Location
Detail level: I Miriimal 'l

Language Selection

Some software updates include a license agreement. Software updates that you choose to deploy automatically will not display any license

Lt agreement to you, regardless of whether those software updates include a license agreement. You can review the Microsoft Software
Progress License Temms in the Al Updates list in the Software Updates node of the console.
Completion

Automatically deploy only software updates found by this rule that do not include a license agreement, or for which the license
agreement has already been approved.

& Automatically deploy all software updates found by this rule, and approve any license agreements

@ < Previous | Mext > I Summary | Cancel |

6) Click Next to accept the defaults settings , the Software Updates dialog

box appears :
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E Create Automatic Deployment Rule Wizard LI
gﬂ Software Updates
s Select the property filters and search criteria
Deployment Settings

Software Updates

The software updates that meet the specified criteria are added to the associated software update group.
Evaluation Schedule

Deployment Schedule Property fitters:
User Experience —M

[m] -
Alerts O Bulletin ID
Download Settings O Custom Severity
Deployment Package [ Date Released or Revised

O Descrption a
Download Location [ Language
Language Selection O Product
Summary D Required

Seve
Frogress o Ty j
Search criteria:

Completion

@ < Previous | Mext > I Summary. Cancel

7) Under Property filters , click to select Custom Severity :
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E Create Automatic Deployment Rule Wizard

gg Software Updates

s Select the property filters and search criteria
Deployment Settings
Software Updates
The software updates that meet the specified criteria are added to the associated software update group.
Evaluation Schedule
Deployment Schedule Property filters:
User Experience m =~
Alerts O Bulletin ID
Download Settings Custom Severity
Tl s [ Date Released or Revised
O Description
Download Location 0 Language
Language Selection O Product
Summary D Required
Sever
Progress D Svety LI
Search criteria:
Completion

Custom Severity <items to find=

@ < Previous | Mext > I Summary | Cancel |

8) After Custom Severity , click <items to find> , the Search Criteria dialog

box appears :

Search Criteria x|

Choose one or more items to search for:

[] Critical
[] Important
[ Low

[[] Moderate
[] Mone

| QK I Cancel

e

9) Select Critical , and then click OK will back to Software Updates page :
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E Create Automatic Deployment Rule Wizard

x|

gg Software Updates
e Select the property fiters and search criteria
Deployment Settings
Software Updates

The software updates that meet the specified criteria are added to the associated software update group
Evaluation Schedule
Deployment Schedule Property filters:
User Experience

Pe 0 Aticke 1D -
Alerts [ Bulietin ID
Download Settings Custom Severity
Deployment Package [ Date Released or Revised
. O Description
Download Location O Langusce
Language Selection O Product
Summary [ Required
Severi -

Progress O Severty —I

Search criteria:
Completion

Custom Severity "Critical”

@ < Previous | Next = | Summary, Cancel

10) Click Next, the Evaluation Schedule dialog box appears :
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i Create Automatic Deployment Rule Wizard x|

gg Evaluation Schedule

E=E Specify the recurring schedule for this rule
Deployment Settings

Software Updates

Evaluation Schedule Specify a schedule to run this rule. You can manually run this rule regardless of any corfigured scheduled.
Deployment Schedule

User Experience
¥ Enable nule to run on a schedule

Alerts
Download Setti

ownioad Settings Occurs every 30 days effective 3/23/2012 10:35 PM Customize. .
Deployment Package

Download Location

Language Selection

Summary

Progress Because automatic deployment rules are dependent on a cument software update point synchronization, recuming schedules should not
g exceed the frequency of your software update point synchronization schedule.

Completion

Cumrert software update point synchronization schedule:

Oceurs every 7 days effective 2/1/1970 12:00 AM

@ < Previous | Next > I Summary, | Cancel |

11) Click Next to accept the default values , the Deployment Schedule dialog

box appears :
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i Create Automatic Deployment Rule Wizard x|

gg Deployment Schedule

General

Configure schedule details for this deployment

Deployment Settings
Software Updates

Evaluation Schedule

— Schedule evaluation
Specify if the schedule for this deployment is evaluated based upon Universal Coordinated Time (UTC) orthe local time of the client.

nt Schedk
User Experience Time based on: Cliert local time j
Alerts r— Software available time
Download Settings Specify when software updates are available. Afterthis rule is run. software updates are distributed to the contert server. Then the
software updates are available to install as soon as possible or scheduled to install at a corfigured period of time after the rule is run.
Deployment Package
T e leeis Mote: You must enable this depl it before soft updates are available to install.

Language Selection
@ As soon as possible

Summary
Progress " Specific time: 7 = IDa',-s 2
Completion Available time:

r— Installation deadline

Specify an deadline for required software updates. The deadline is determined by adding the deadline time to the installation time. When
the deadline is reached, required software updates are installed on the device and the device is restarted if necessary.

£ As soon as possible

@ Specific time: 7 ﬁ IDays j
Deadline Time from deployment available time):

3/30/2012 10:35:00 PM |

@ < Previous | Mext > I Summary | Cancel |

12) Click Next to accept the defaults settings , the User Experience dialog box

appears :
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i Create Automatic Deployment Rule Wizard x|
gg User Experience
General Specify the user experience for this deployment
Deployment Settings
Software Updates
Evaluation Schedule — User visual experience
Deployment Schedule User notifications: Hide in Software Center and all notifications j

r— Deadine behavior

When the installation deadline is reached, allow the following activities to be performed outside of any defined maintenance windows:

Download Settings

Deployment Package
Download Location [~ Software Installation
Language Selection [~ System restart {f necessary)
Summary
Progress
Completion r— Device restart behavior
‘sznﬂlestsatog\::re updates require a system restart to complete the installation process. You can suppress this restart on servers and

Suppress the system restart on the following devices:

[ Servers
[ Workstations

(7] < Previous | Next > I Summary, | Cancel |

13) Click Next to accept the default settings , the Alerts dialog box appears :
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i Create Automatic Deployment Rule Wizard x|
gg Alerts
E=E Specify software update alert options for this deployment
Deployment Settings
Software Updates
Evaluation Schedule - Configuration Manager alerts
Specify the criteria for generating a Configuration Manager alert.
Deployment Schedule

™ Generate an alert when the following conditions are met
User Experience

Alerts Client compliance is below the following percent:

Download Settings

Deployment Package (ffset from the deadiine: I_ ﬁ IDa;.-s j
Download Location Alerts are generated after the installation deadline is
reached.
Language Selection Deadline time:
Summary
Progress

— Operations Manager alerts

System Center Operations Manager might generste alerts when a device installs a software update. To avoid receiving alerts for planned
maintenance, you can disable these alets during the duration of the software update installation process.

Completion

™ Disable Operations Manager alerts while software updates run

™ Generate Operations Manager alert when a software update installation fails

@ < Previous | Next > I Summary, | Cancel

14) Select Generate an alert when the following conditions are met :
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i Create Automatic Deployment Rule Wizard x|
gg Alerts
E=E Specify software update alert options for this deployment
Deployment Settings
Software Updates
Evaluation Schedule - Configuration Manager alerts
Specify the criteria for generating a Configuration Manager alert.
Deployment Schedule

IV Generate an alert when the following conditions are met
User Experience

Alerts Client compliance is below the following percent: IBD 3:

Download Settings

Perioiment Eaclone Offset from the deadine: |7 = IDa‘ﬁ =l
T s Lo fer) Alerts are generated after the installation deadline is

reached. 4/6/2012 10:35:00 PM ‘
Language Selection Deadline time:
Summary
Progress

— Operations Manager alerts

Completion

System Center Operations Manager might generste alerts when a device installs a software update. To avoid receiving alerts for planned
maintenance, you can disable these alets during the duration of the software update installation process.

™ Disable Operations Manager alerts while software updates run

™ Generate Operations Manager alert when a software update installation fails

@ < Previous | Next > I Summary, Cancel

15) Click Next , the Download Settings dialog box appears :
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E Create Automatic Deployment Rule Wizard x|

%g Download Settings

General

Deployment Settings
Software Updates
Evaluation Schedule

Deployment Schedule

User Experience
Alerts

Deployment Package
Download Location
Language Selection
Summary

Progress

Completion

Specify the software updates download behavior for clients on slow site boundaries.

Select the deployment option to use when a client is within a slow or unreliable network boundary, or when the client uses a fallback source
location for content.

Deployment options:
& Do not install software updates

" Dowrload software updates from distribution point and install

When software updates are not available on any prefered distribution peints, clients can download and install software updates from a
fallback source location for content.

Deployment options:
~ Do not install software updates

@ Download and install software updates from the fallback content source location

V' Allow clients to share content with other clierts on the same subnet

< Previous | MNext > I Summary’ | Cancel |

16) Click Download software updates from distribution point and install :
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E Create Automatic Deployment Rule Wizard x|

%g Download Settings

=gl Specify the software updates download behavior for clients on slow site boundaries.

Deployment Settings

Software Updates

Evaluation Schedule Select the deployment option to use when a client is within a slow or unreliable network boundary, or when the client uses a fallback source
location for content.

Deployment Schedule

User Experience SrrmeE T

Alerts

¢ Do not install software updates

Dow ngs

Deployment Package ' Download software updates from distribution point and install

Download Location

Language Selection ‘When software upda_tes are not available on any prefered distribution points, clients can download and install software updates from a
fallback source location for content.

Summary

Progress Deployment options:

Completion

~ Do not install software updates

% Download and install software updates from the fallback content source location

¥ Allow clients to share content with other clients on the same subnet

'@' < Previous | Next = I Summary | Cancel |

17) And then click Next , the Deployment Package dialog box appears :
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i Create Automatic Deployment Rule Wizard x|
gg Deployment Package
e Select deployment package for this automatic deployment rule
Deployment Settings
Software Updates
Evaluation Schedule The deployment package contains the software update files associated with this rule that will be available to clients as part of the
Deployment Schedule deployment. You can select an existing deployment package or create a new one.

User Experience

Alerts
' Select deployment package:
Download Settings

Deployment Package I Q Browse... |

Download Location " Create a new deployment package:

Language Selection e

Summary I

Progress Description:

Completion ;I

Package source (Example):\\<server>\<folder path>

Sending priority:

I Medium j

(7] < Previous | Next = I Summary | Cancel |

18) Click Create a new deployment package , and enter relate information :
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B Create Automatic Deployment Rule Wizard x|
gg Deployment Package
S Select deployment package for this automatic deployment rule
Deployment Settings
Software Updates
Evaluation Schedule The deployment package cortains the software update files associated with this rule that will be available to clients as part of the
Deployment Schedule deployment. You can select an existing deployment package or create a new one.
User Experience
Alerts
{~ Select deploymert package
Download Settings
Deployment Package I
Distribution Paints & Create a new deployment package:
Download Location Mame:
Language Selection IQ—iﬁca\ Updates
Summary Description:
Progress ;I

Completion

Package source (Example):\\<server=\<older path=

I"'-"'-.Currfig Mgr201 2\Software Updates*Ciitical Updates

Sending priority:

I Medium j

(7] < Previous | Next = | Summary Cancel

19) Click Next, the Distribution Points dialog box appears :
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E Create Automatic Deployment Rule Wizard 1[
gg Distribution Points
General Specify the distribution points or distribution point groups to host the content
Deployment Settings
Software Updates
Evaluation Schedule Distribution points or distribution point groups:
Deployment Schedule
User Experience Filter... g Add -

Alerts Name | Description | Associations | Remove |

Download Settings There are no items to show in this view.

Deployment Package

Distribution Points

Download Location
Language Selection
Summary
Progress

Completion 0

'@' < Previous | Next = I Summary, | Cancel |

20) Click Add --- Distribution Point , the Add Distribution Point dialog box

appears :
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Add Distribution Points x|

Add the existing distribution points to distibute content using the
checkboxes below.

Awvailable distribution points:
Filter...

MName |
O CorfigMor2012 Contoso msft

oK I Cancel

21) Select the DP and click OK , will back to Distribution Points page :

i Create Automatic Deployment Rule Wizard x|
g; Distribution Points
e Specify the distribution points or distribution point groups to host the content
Deployment Settings
Software Updates
Evaluation Schedule Distribution paints or distribution point groups:
Deployment Schedule
User Experience Fitter.... ; Add M
Alerts Name | Description | Associgtions | o |
Download Settings ““WConfigMgr2012 Contoso.msft  Distribution point
Deployment Package

Distribution Points

Download Location
Language Selection
Summary
Progress

Completion

'@' < Previous | Next = I Summary | Cancel |
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22) Click Next , the Download Location dialog box appears :

B Create Automatic Deployment Rule Wizard 1[

Q)g Download Location

s Specify download location for this Automatic Deployment Rule

Deployment Settings

Software Updates

Evaluation Schedule If your site server does not have an Intemet connection, you can download the software updates from a different computer and save them to
a network location accessible by the site server.

Deployment Schedule

User Experience

Alerts & Download software updates from the Intemet

Download Settings

Deployment Package ¢ Download software updates from a location on my netwark:

Distribution Points
Bxample: “\<server=\folder path>

Download Location

Language Selection

Summary
MNote:
Progress
Completion When the deployment package contains all required software updates, select "Download software updates from the Intemet™ The software

updates files will be validated, but will not be downloaded again.

':9' < Previous | MNext = I Summary | Cancel |

23) Click Next to accept the default setting , the Language Selection dialog

box appears :
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E Create Automatic Deployment Rule Wizard 1[
g}g Language Selection
s Select languages for which software update files are downloaded
Deployment Settings
Software Updates
Evaluation Schedule Specify the languages for the software update files that you want to download. The software updates are downloaded only if they are
Deployment Schedule available in the selected languages. Software updates that are not language-specific are always downloaded.
User Experience
Alerts
Download Settings Language | Update File -
Deployment Package
Distribubion Points Chinese {Hong Kong S.A.R.) [
Download Location Chinese (Taiwan) r
Language Chinese (People’s Republic of China) [
Summary Czech r
Progress Darish r
Completion Dutch r 1=
English i
Finnish r
French r
Geman r
Greek -
Hebraw r
Hungarian -
ltalian [
Japanese -
Knrean — i

'19- < Previous | Mext = I Summary Cancel

24) Click Next , the Summary dialog box appears :
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E Create Automatic Deployment Rule Wizard 1[

Summary
s Confirm the settings
Deployment Settings
Software Updates
Evaluation Schedule Details: Save As Template...
Deployment Schedule General el
User Experience « Automatic Deployment Rule: Patch Critical Updates
« Collection: All Desktop and Server Clients
Alerts « Action that rule should create: Create New Update Group
X « Enable Deployment on successful execution of rule: Yes
Download Settings Deployment Settings:
« Send wake-up packets: No
IIrmTEL AT « Verbosity Level: Minimal
Distribution Points » Only deploy software updates that do not require a license agreement: No
Software Updates:
Download Location « Custom Severity: "Critical”
. Evaluation Schedule:
Language Selection « Use a custom schedule to evaluate this rule: Occurs every 30 days effective 3/23/2012 10:35 FM

DepomentSrese
ey « Deployment schedules will be based on: Computer local time

« Time between rule run and deployment available: As soon as possible
« Time between deployment available and deadline: 7 Days
Completion User Experience:
» User Nofifications: Hide in Software Center and all notifications
+ Install software updates outside the maintenance window when deadling is reached: No
« Restart system outside the maintenance window when deadline is reached: Suppressed
« If @ restart is required it will be: Allowed
Alerts:
« On updzte installation error generaste 2 Window Event: No
+ Disable Window Event while updates install: No
Download Settings:
« Computers can refrieve content from remote distribution points: No
« Download and install software updates from the fallback content source location: Yes =

Progress

The software updates will be placed in a new package:
« Critical Updates -
P d £

To change these settings, click Previous. To apply the settings, click Next.

@ < Previous | Mext > I Summary Cancel

25) Click Next , will display Progress dialog box :
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i’ Create Automatic Deployment Rule Wizard

26) Wait some seconds , the Completion dialog box appears :
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E Create Automatic Deployment Rule Wizard 1[
gg Completion
General
Deployment Seti @ -
SOy "0" The Create Automatic Deployment Rule Wizard completed successfully
Software Updates B
Evaluation Schedule Details:
Deployment Schedule B
- General: B
Lser Biparizics + Automatic Deployment Rule: Patch Critical Updates
Alerts « Collection: All Desktop and Server Clients
« Action that rule should create: Create Mew Update Group
Download Settings « Enable Deployment on successful execution of rule: Yes
Deployment Settings:
Deployment Package + Send wake-up packets: No
g N « Verbosity Level: Minimal
Dsikufen Peliis « Only deploy software updates that do not require 2 license agreement: No
Download Location Software Updates:
« Custom Severity: "Critical”
Language Selection Evaluation Schedule: =
« Use a custom schedule to evaluate this rule: Occurs every 30 days effective 3/23/2012 10:35 PM
Summary Deployment Schedule:
Progress « Deployment schedules will be based on: Computer local time
d « Time between rule run and deployment available: As soon as possible
_ « Time between deployment available and deadline: 7 Days
User Experience:
» User Notifications: Hide in Software Center and all notifications o
« Install software updates outside the maintenance window when deadline is reached: No
» Restart system outside the maintenance window when deadling is reached: Suppressed
« If & restart is required it will be: Allowed

Alerts: =
« On update installation eror generate a Window Event: No
+ Disable Window Event while updates install- No
Download Settings:
+ Computers can refrieve content from remate distribution peints: No
« Downlozd and install software updates from the fallback content source location: Yes

|Package -
To exit the wizard, click Close.

- | Summary | Close I

'@' = Previous | ex

27) Click Close . Expand Software Updates , and then click Automatic

Deployment Rules , you can see just created rule :
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[I8' System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMgr_Primary_Site) (Evaluation, 179 days left) -8 5'
~ @

Home
j Q ? »)Enable ¢ Delete D
= & Diszble
Create Automatic Saved Run Properties
Deployment Rule searches ~ Now L Refresh
Create Search Automatic Deployment Rule Properties
| (— - ‘_" \ » Software Library » Owerview » Software Updates »  Automatic Deployment Rules - ‘;

Automatic Deployment Rules 1 items

-

Software Library

il () Search | Add Criteria ~

Search

4 & Overview
| Application Management Icon Name Description Enabled Last Error Code Last Error Description
4 [ Software Updates ;_5.” Patch Critical Updates Rule to automatically deploy any updates wit . Yes 0X00000000 Success

» E’ All Software Updates
57| Software Update Groups
Deployment Packages
|£¥ Automatic Deployment Rules

_| Operating Systems

# Assets and Compliance
ﬁ Software Library
_.‘ Monitoring

T. Administration

Ready

28) On the Ribbon, click Run Now :

iy System Center 2012 Configuration Manager (Connected to MCM - 5C2012 ConfigMgr_Primary_ Site) (Evaluation, 179 days left)

3% Q 9 p)Enable X Delete D
= Disable

Create Automatic Saved Run . Properties
Deployment Rule Searches ~ MNow . Refresh
Create search 2 tic Deployment Rule Properties
I * - |_" Y » Software Library » Owerview » Softwars Updates »  Automatic Deployment Rules

Software Library ¢ Automatic Deployment Rules 1 items

4 @O\rewiew Search
» & Application Management Icon Name Description Enabled
4 [ 7] Software Updates é’ Patch Critical Updates Rule to automatically deploy any updates wit..  Yes

@' All Software Updates

&5 Software Update Groups
Deployment Packages

|27 Automatic Deployment Rules

» [ Operating Systems

29) A Configuration Manager message box appears indicating that the

automatic deployment rule will be evaluated , and appropriate software updates
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will be added to the designated software update group :

Configuration Manager x|

& ‘You have initiated an action to run the selected rule. When new
|l zoftware updates are found by the rule, the software updates wil
be added to the software update group spedified in the rule,

30) Click OK, the automatic deployment rule evaluation process occurs . There
is no visual confirmation that the process has completed . It will take a moment for
the automatic deployment rule to run and create the software update group and
deployment . Expand Software Updates , and then click Software Update Groups,

you can see just created group :

|8! System Center 2012 Configuration Manager (Connected to MCM - SC2012_ConfigMgr_Primary_Site) (Evaluation, 179 days left) =& 5'
Home ~ @
- f c » Fe e
. e ) - & 9 (¥ Refresh C‘" 0
o "’t‘J r v 7< Delete !
Synchronize Schedule Saved Show  Download Run Deploy Set Security Properties
Software Updates Summarization Searches ~ Members Summarization Scopes
All Software Updates Reports Search Update Group Deployment Classify Properties
€« « [£] \ » Softwerslibrary » Overview » SoftwareUpdates » Software Update Groups —E
Software Library ¢ Software Update Groups 2 items
4 &7 Overview Search il irhl Add Criteria ~
— Application Management Icon | Name Descripti... Date Created | Last Date Modified  Percent Compli..  Crested By  Deployed  Downl
4 [ Software Updates il Patch Critical Updates 2012-03-24 01:03 . Patch €. 324/2012 1:0..  3/24/20121:03. 0 AutolUpdate . Yes Yes
o l:z All Software Updates @ Windows 7 Updates Group 3f23f2012 7:5... 3/23/2012 7:51.. 100 CONTOSON..  Yes Yes

57| Windows 7 Updates Group
51| Software Update Groups
Deployment Packages

|£¥ Automatic Deployment Rules

“| Operating Systems 4 | m

Patch Critical Updates 2012-03-24 01:03:36 v

Detail Statistics
Date Created: 3/24/2012 1:03 AM B Compliant: 0
Description: Patch Critical Updates " Non—poomp.\iant' 0
Downloaded: Yes Unknown: 0
Deployad: Yes

i - Number of Collections .
.’f- Assets and Compliance Deployed fo: No Data (Last Update: Never)

ﬁ Software Library
_.‘ Monitoring

T. Administration

T Summary I Deployment |

Ready

31) Click the Deployment tab , you can see the deployment is enabled :
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[L- Eocasilaliled System Center 2012 Configuration Manager {Connecied to MCM - SC2012_ConfigMgr_Primary_Site) ;Iﬂzl
- Home Deployment ~ @
Enable X Delete D
& Disable
(,'_ Refresh Properties
Deployment Properties
? A ‘ &1 \ » Softwarslibrary » Overview » Software Updates »  Software Update Groups > =

Software Library ¢ Software Update Groups 2 items

il () Search Add Criteria ~

4 & Overview Search
| Application Management Icon Name Descripti... Date Created Last Date Modified | Percent Compli... | Created By  Deployed  Downl
4 [ Software Updates il Patch Critical Updates 2012-03-24 01:03..  Patch €. 3/24/2012 1:0.. 3/24/2012 1:03.. 0O AutoUpdate..  Yes Yes
4 l:‘z All Software Updates @ Windows 7 Updates Group 3f23f2012 7:5... 3/23/2012 7:51.. 100 CONTOSON..  Yes Yes

57| Windows 7 Updates Group
51| Software Update Groups
Deployment Packages

|£¥ Automatic Deployment Rules

4 n

“| Operating Systems
Patch Critical Updates 2012-03-24 01:03:36

Deployment Type Target Collection Name Enabled  Deployed On

Tcon Name
Yes 3[24/2012 1:03 AM

@ Patch Critical Updates 2012-03-24 01:03:39  Group All Desktop and Server Cli...

#—"‘ Assets and Compliance
ﬁ Software Library
_.‘ Monitoring

T. Administration

M Summary Deplnymmtl

Ready

32) Click Deployment Packages , the Critical Updates package was created
earlier and was selected as the deployment package to contain the updates

matching the automatic deployment rule :
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[1&! System Center 2012 Configuration Manager (Connected to MCM - 5C2012_ConfigMgr_Primary_Site) (Evaluation, 179 days left) = ﬂll‘
o - @

Home

. //}-,\’ 3 ) & Create Prastage Content File % g}@ @ D
e / (P (yrefresh J }
Saved Show  Manage Access Distribute Update Set Security Properties
Zearches Members Accounts ?( Delete Content  Distribution Points Scopes
Search Deployment Package Deployment Classify Properties
| & - |ﬁ \ » Software Library » Overview » Software Updates »  Deployment Packages = 2
Software Library < Deployment Packages 2 items
4 5{ Trarm Search x | () Search Add Criteria «
* L1 Application Management Tcon  Name - Package 1D

Critical Updates MCMO0008

4[] Software Updates
‘Windows 7 Updates MCMO0007

= EE All Software Updates
51 Windows 7 Updates Group
&1 Software Update Groups
Deployment Packages
[£* Automatic Deployment Rules
* |1 Operating Systems
Critical Updates v

Package Properties Distribution Point Status Related Objects

Package ID: MCMO0009 M Success: 1 "4 Content Status
Source Date: 3/24/2012 In Progress: 0

1:04 AM I Failed: 0
Last Refresh Time: 3/24/2012 M Unknown: 0

= 1:04 AM
& Assets and Compliance 1 Targeted (Last Update: 3/24/2012 1:04 AM)

ﬁ Software Library

_.‘ Monitoring

T. Administration

Ready

33) On the Ribbon, click Show Members :

_B ,/-*_J» 3459 & | Create Prestage Content File % T iﬁ

{3 Refrash =
Saved Show anage Access Distribute Update
Searches + || Members || Accounts /€ Delete Content  Distribution Paints
Szarch Deployment Packane Deployment
I € - | (3 \ » SoftwareLibrary » Overview » Software Updates » Deployment Package
Software Library ¢ Deployment Packages 2 items
4 &1 Overview Search
[ Application Management Icon  Name - Package ID
4 [ 7] Software Updates Critical Updates MCMO0003
4 5 All Software Updates Windaws 7 Updates MCMO0007

:bﬁ Windows 7 Updates Group
:bﬁ Software Update Groups
Deployment Packages
2" Automatic Deployment Rules
¥ [l Operating Systems
34) The updates included in the deployment package are displayed in the
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results pane , Critical Updates added under All Software Updates , and you can

see all updates Downloaded and Deployed was changed to Yes :

| s LR System Center 2012 Configuration Manager (Connected to MCH - SC2012_ConfigMor_Pri -|8 x|
- Home Package Close ~ e
1 i E Create Prestage Content File %F gTﬁ:} 3 D
@p 7€ Delete ] } |
Manage Access Distribute Updats Set Security Properties
Accounts Content  Distribution Points Scopes
Deployment Package Deployment Classify Properties
| e A ‘ ﬁ % » Software Library » Owerview » Software Updates »  All Software Updates »  Critical Updates - 2
Software Library ¢  Critical Updates 120 items
4 & Overview Search il Search Add Criteria
- - -
-1 Application Management Ion | Tite Bulletin ID  Required  Installed  Percent Compliant Downloaded Deployed =
4 [ Software Updates @ Security Update for Windows Serv...  M510-078 1] 0 100 Yes Yes
4 l:‘z All Software Updates @ Security Updats for Windows Serv..  M510-033 0 0 100 Yes Yes
Critical Updates @ security Updats for Windows Serv..  MS10-019 0 0 100 Yes Yes
51| Windows 7 Updates Group @ Security Update for Windows Serv. M510-019 0 0 100 Yes Yes
5] Software Update Groups @ Security Update for Windows Serv...  MS10-013 0 0 100 Yes Yes
Deployment Packages @ Security Update for Windows Serv..  M512-013 2 0 33 Yes Yes
(2" Automatic Deployment Rules @ Security Update for Windows Serv..  M512-020 2 0 33 Yes Yes -
| Operating Systems Security Update for Windows Server 2008 R2 x64 Edition (KB982132) v
Detail Statistics
Severity: Critical I Compliant: 0
Bullstin 1D: M510-076 B Required: 0
Article ID: 982132 B ot Reauired: 3
Date Releasad: 12/14/2010 10:00 AM o
P Assets and Compliance Date Released or Revised:  12/14/2010 10:00 AM Total Asset Count: 3 (Last Update: 3/23/2012 9:21:01 AM)
e Superseded: Mo
1‘% Software Library Expired: o No
—~ Update Classification: "Security Updates”
Bl Monitoring NAP Evaluation: No

T. Administration

T Summary | Deployment |

Ready

35) Your all clients will to start installing these updates .

36) Now I have finished System Center 2012 Configuration Manager RTM

Software Update Management document.
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